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What is Internet of Things (IoT) all about? (llneon

Io0T Definition

“A world where physical objects
are seamlessly integrated into
the information network.”

M Industrial

B Automotive
B Consumer
H Medical

B Networking
B Computing




Internet of Things (IoT) Drives Cinfineon
Increased Profits
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IoT Trend Affects All Markets (lneon
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IoT Has Many Layers (fineon

IoT Architecture
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Each Layer can be Attacked (ffneon

Security threats for IoT

la

Fake Device

r Sensor Actuator |

Eavesdropper @ T <

t

| ' > -
.

| Cor— |
== Server
| Cor— |

A Fake Device injecting fake A Fake Server sending incorrect
An Eavesdropper listeninginon  measurements can disrupt the commands can be used to trigger
data or commands can reveal control processes and cause unplanned events, to send some
information about the operation them to react inappropriately or physical resource (water, oll,
of the infrastructure. dangerously, or can be used to electricity, etc.) to an unplanned
mask physical attacks.* destination, and so forth.

*) Note: Fake Server sending incorrect commands can be used to unlock doors, handle chemicals incorrectly, disable car brakes, or trigger other unplanned events



afineon

IoT Attacks Growing
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Software C
Argument for De
and a Categorizat

Matthew Judge, Paul

Air Force Institute of Technology
20950 Hobson Way
Wright Patterson AFB OH 45433, USA
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Protecting Our Values with IoT Security

Provide safety and privacy
Maximize uptime
Protect revenue stream

° D

Enable and create business models
Differentiate from competition

o
E

Reduce costs
Increase quality and reliability

Reliability
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IoT Defenses

Common Defenses

Crypto Key
Establishment
and Management

Crypto Offloads

Audit o/

Lifecycle
Management

Platform Integrity
Verification

Stored Data

Authentication Protection

Secure SW/FW

Secure Boot Process
Communications Protection Update




Gafineon

Bad-Better-Best: Options for IoT Security

O A
R
NO SECURITY
Everything open
for all to see

Reading
Copying

Analyzing

Root of Trust

July 2015

SOFTWARE ONLY

Secures against casual
intrusion and basic software
attacks

Software code easily readable by
hackers

Software code easily copied and
shared by hackers

Software code easily analyzed
and understood using standard
tools

Software has no "Root of Trust",
recovery of broken system
practically impossible

Copyright © Infineon Technologies AG 2015. All rights reserved.

HARDWARE SECURITY

Secures against hardware
attacks and hardens against
software attacks

Hardware chip protects itself
against code reading

Secure hardware cannot be
easily copied. Must be
extensively reverse engineered
and remanufactured.

Secure hardware use proprietary
designs and non-standard code
that is not easily understood

Secure hardware provides "Root
of Trust" anchor for system,
providing detection,
recoverability, secured updates
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Overall Security Architecture: Inside the Car & @
by Controlled Interfaces to the Outside World

must be denied
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Secure Application Microcontrollers and Secure @
Elements are the foundations to System Security

B Security by design (proven, open cryptography)
vs. obfuscation

B Hardware-based security to ensure performance
and tamper-proof

_ . Secure Industrial Secure Elements
Application Microcontrollers equipment
to be secured

m Application microcontroller with B Dedicated secure element
embedded security functions ) alongside the application
m Security tailored to g 1/ microcontroller

application needs Serves as an anchor of trust

Eased implementation in legacy
architectures

B Can be combined with
secure elements

Example:
OPTIGA™ for
authentication and secure boot

Example:

AURIX™ for secure
communication in automotive
and industry
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Likely Future Developments in IoT Security

B Additional functionality

O Expanded security features
O Expanded cryptographic algorithms

B Tighter integration with industrial systems

0 Hardware Root of Trust standard in all IoT systems
— As today for IT and payment

B Growing external requirements for stronger security

O Regulations, insurance, etc.

B Continuing exploitation and damage

afineon
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Summary

IoT shows tremendous promise. \/

To protect our values, strong IoT ‘/
security is needed.

Scalable Hardware Trust Anchors ‘/
provide the Right Security for IoT.
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Infineon: Your partner of choice when in @
comes to the right security for IoT
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We have shipped more than 20 billion
security controllers worldwide

Four in every ten payment cards issued in
‘ 2014 have Infineon security chips inside
I I

We power IDs in 61 countries representing
75% of the world's population
1= | 3 L.

We pioneered and are the absolute leader in
| cellular machine-to-machine

) B —— A A §

Every second business laptop with Trusted
Platforms Module (TPM) is from Infineon
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Innovative semiconductor solutions for energy efficiency, mobility and security.




