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1 Introduction






1.1  (
CLP.11
IoT Security Guidelines Overview Document
CLP.12
IoT Security Guidelines for
 
Iot
 Service Ecosystem
CLP.13
IoT Security Guidelines for
 
Iot
 Endpoint Ecosystem
CLP.17 IoT Security 
Self Assessment
 Checklist
)Introduction to the GSMA IoT Security Guideline Document Set
This document is one part of a set of GSMA security guideline documents that are intended to help the nascent “Internet of Things” (IoT) industry establish a common understanding of IoT security issues. The set of non-binding guideline documents promotes a methodology for developing secure IoT Services to ensure security best practices are implemented throughout the life cycle of the service.

The structure of the GSMA security guideline document set is shown opposite. It is recommended that the overview document ‘CLP.11 IoT Security Guidelines Overview Document’ [1] is read as a primer before reading the supporting documents.



1.2 GSMA IoT Security Model
The GSMA IoT Security Guidelines Overview Document [1] defines the standard IoT model shown in the diagram below. This model comprises two principle components – the IoT Service Ecosystem and the Endpoint Ecosystem.


A comprehensive set of security recommendations are provided by the GSMA for the IoT Service Ecosystem and the Endpoint Ecosystem in documents [2] and [3] respectively.
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1.2.1 Service Ecosystem
The Service Ecosystem represents the set of services, platforms, protocols, and other technologies required to provide capabilities and collect data from Endpoints deployed in the field. This ecosystem typically gathers data from Endpoints and stores it within its server environment. This data can be rendered to the user by handing elegant visual depictions of the data to various user interfaces. This data, often in the form of metrics, parameters or commands, can also be handed off to authorized third parties via an API originating at the service infrastructure, which is commonly how IoT Service Providers monetize on metrics.
1.2.2 
Endpoint Ecosystem
The Endpoint Ecosystem consists of low complexity devices, rich devices, and optionally gateways that connect the physical world to the digital world via several types of wired and wireless
networks. These Endpoints are motion sensors, digital door-locks, automotive telematics systems, sensor-driven industrial control systems, and more. Endpoints gather metrics from the physical environment around them, and push that data in different formats that are sent via a capillary or cellular network to the Service Ecosystem, receiving instructions or actions in return. They may also include rich user interfaces that render data obtained either through the Endpoint itself, or from the Service Ecosystem.
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1.3 Document Purpose
The purpose of this document is to enable the suppliers of IoT products, services and components to self-assess the
conformance of their products, services and components to the GSMA IoT Security Guidelines [1] [2] [3].
Completing a GSMA Security Self-Assessment will allow an entity to demonstrate the security measures they have taken to protect their products, services and components from cybersecurity risks. It is expected that this document will be used by the following entities:

 (
IoT Service
 
Providers
IoT
 
Service
 
Platform
 
Vendors
IoT Device
 
Vendors
)
Self-assessment declarations can be made by submitting a completed version of this document to the GSMA.

Please find the full GSMA IoT Security Self-Assessment process on the GSMA website:
www.gsma.com/connectedliving/iot-security-self- assessment/


1.4 Terms of Use
Notwithstanding anything set out herein, the fact that the GSMA makes this document available and performs certain tasks hereunder, does not constitute a service rendered by the GSMA to any third party.

Both this document and the tasks performed by GSMA in association with this document are provided solely on an ‘as is’ basis without any expressed or implied warranties, undertakings or guarantees attached.

The GSMA disclaims any and all liability for any mistakes, faults, incorrect information/instructions, variations, inconsistencies, actions or omissions; any information provided by a third
party; any self-assessment declaration; or any other activities, associated with this document.

Any user of this document waives, and will fully indemnify and hold the GSMA and its associates harmless against, any claims in relation to this document; the self-assessment; the declaration described herein; or any associated activities or documentation.

The GSMA does not certify any party based on this documentation. The GSMA does neither verify the self- assessment nor the self-assessment declaration. The GSMA merely facilitates the self-assessment of such parties. The GSMA publishes the fact that third parties have completed the self- assessment and signed the self-assessment declaration. Such self-assessment and declaration are at the third party’s own risk.

The fact that the third party has requested and/or undertaken the self-assessment; signed the self-assessment declaration, and/ or has been published in having done both of the above, does not constitute a certification, endorsement or affirmation of a 3rd party’s services’, devices’ or networks’ integrity, security or safety and the GSMA disclaims any responsibility for any information provided in relation to the document.

Any warranties, whether expressed, implied or statutory, including without limitation, any implied or other warranties of merchantability, fitness for a particular purpose, non- infringement, quality, accuracy, completeness, title or quite
enjoyment with regards to this documentation, any certification, third party products and services and associated activities and documentation are expressly disclaimed and excluded by the GSMA.


1.5 Scope
The scope of this checklist is limited to the recommendations started in version 1.0 of the GSMA IoT Security Guidelines document set - CLP.11 [1], CLP.12 [2] and CLP.13 [3].














1.6 Definitions

	Term
	Description

	Access Point Name
	Identifier of a network connection point to which an endpoint device attaches. They are associated with different service types, and in many cases are configured per network operator.

	Cloud
	A network of remote servers on the internet that host, store, manage, and process applications and their data.

	Complex Endpoint
	This Endpoint model has a persistent connection to a back-end server over a long-distance communications link such as cellular, satellite, or a hardwired connection such as Ethernet. See CLP.13 [4] for further information.

	Components
	Refers to the components contained in documents CLP.12 [3] and CLP.13 [4]

	Container
	A technology that makes it possible to run multiple isolated systems, or containers, on one host.

	Endpoint
	A generic term for a lightweight endpoint, Complex Endpoint, gateway or other connected device. See CLP.13 [4] for further information.

	Endpoint Ecosystem
	Any configuration of low complexity devices, rich devices, and gateways that connect the physical world to the digital world in novel ways. See CLP.11 [1] for further information.

	Forward Secrecy
	A property of secure communication protocols: A secure communication protocol is said to have forward secrecy if compromise of long-term keys does not compromise past session keys.

	Internet of Things
	The Internet of Things describes the coordination of multiple machines, devices and appliances connected to the Internet through multiple networks. These devices include everyday objects such as tablets and consumer electronics, and other machines such as vehicles, monitors and sensors equipped with machine-to-machine (M2M) communications that allow them to send and receive data.

	IoT Service
	Any computer program that leverages data from IoT devices to perform the service.

	IoT Service Ecosystem
	The set of services, platforms, protocols, and other technologies required to provide capabilities and collect data from Endpoints deployed in the field.

	IoT Service Provider
	Enterprises or organisations who are looking to develop new and innovative connected IoT products and services.

	Network Operator
	The operator and owner of the communication network that connects the IoT Endpoint Device to the IoT Service Ecosystem.

	Organizational Root of Trust
	A set of cryptographic policies and procedures that govern how identities, applications, and communications can and should be cryptographically secured.

	Recommendations
	Refers to the recommendations contained in documents CLP.12 [3] and CLP.13 [4]

	Risk
	Refers to the risks contained in documents CLP.12 [3] and CLP.13 [4]

	Trust Anchor
	In cryptographic systems with hierarchical structure, a trust anchor is an authoritative entity for which trust is assumed and not derived.

	Trusted Computing Base
	A Trusted Computing Base (TCB) is a conglomeration of algorithms, policies, and secrets within a product or service. The TCB acts as a module that allows the product or service to measure its own trustworthiness, gauge the authenticity of network peers, verify the integrity of messages sent and received to the product or service, and more. The TCB functions as the base security platform upon which secure products and services can be built. A TCB’s components will change depending on the context (a hardware TCB for Endpoints, or a software TCB for cloud services), but the abstract goals, services, procedures, and policies should be very similar.
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1.7 Abbreviations

	Term
	Description

	API
	Application Program Interface

	CERT
	Computer Emergency Response Team

	CLP
	Connected Living Programme

	CPU
	Central Processing Unit

	EEPROM
	Electrically Erasable Read Only Memory

	FIB
	Focused Ion Beam

	GPU
	Graphics Processing Unit

	GSMA
	GSM Association

	HSM
	Hardware Security Model

	HW
	Hardware

	IoT
	Internet of Things

	NVRAM
	Non-Volatile Random Access Memory

	OCTAVE
	Operationally Critical Threat, Asset, and Vulnerability Evaluation

	RAM
	Random Access Memory

	ROM
	Read Only Memory

	SDL
	Secure Development Lifecycle

	SW
	Software

	TCB
	Trusted Computing Base




1.8 References

	Ref
	Doc Number
	Title

	[1]
	CLP.11
	IoT Security Guidelines Overview Document (Version 1.1)

	[2]
	CLP.12
	IoT Security Guidelines for Service Ecosystems (Version 1.1)

	[3]
	CLP.13
	IoT Security Guidelines for Endpoint Ecosystems (Version 1.1)

	[4]
	CMU/SEI-2007- TR-012
	Introducing OCTAVE Allegro: Improving the Information Security Risk Assessment Process http://www.cert.org/resilience/products-services/octave/

	[5]
	n/a
	FIPS Federal Information Processing Standards http://csrc.nist.gov/publications/PubsFIPS.html

	[6]
	n/a
	EMVCo
http://www.emvco.com/

	[7]
	n/a
	Common Criteria for Information Technology Security Evaluation http://www.commoncriteriaportal.org/

	[8]
	AA.32
	GSM Association Intellectual Property Rights  Regulations
http://www.gsma.com/newsroom/all-documents/gsma-corporate-documents/aa-32-intellectual-property-rights-regulations-v4/
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2 How to use this Document
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2.1 GSMA Self-Assessment Checklist  Process
A full description of the GSMA IoT Security Self-Assessment process can be found on the GSMA website here: www.gsma.com/connectedliving/iot-security-self- assessment/
2.2 
Guidance  for  Completing  the  Self-Assessment  Checklist   For each question, there is a choice of responses to indicate your products or service’s status regarding that recommendation. Only one response should be selected for each question.
A description of the meaning for each response is provided in the table below:


	Response
	When to Use

	Yes
	The recommendation has been verified in full and the product/service conforms to all elements of the recommendation.

	Part
	The recommendation has been verified in full and the product/service conforms to partial elements of the recommendation. All ‘Part’ responses require a supporting explanation to be provided in the corresponding ‘Notes’ column.

	No
	The recommendation has been verified in full and the product/service does not conform to the recommendation. All ‘No’ responses require a supporting explanation to be provided in the corresponding ‘Notes’ column.

	N/A (Not Applicable)
	The recommendation does not apply to the product or service.
All ‘N/A’ responses require a supporting explanation to be provided in the corresponding ‘Notes’ column. In the case where a whole set of recommendations (i.e. all of the recommendations in CLP.12 or CLP.13) do not apply to your product or service, please only provide one response to cover the whole section.






3 GSMA IoT Security
Self-Assessment Checklist

All sections of this checklist must be completed.

GSMA Assigned Reference Number:

	Note: Reference Numbers are assigned by GSMA as per the GSMA IoT Security Self-Assessment process. For full details of the process click on this link:  www.gsma.com/connectedliving/iot-security-self-assessment/
	Enter Number Here



3.1 Organisation Information

	Company Name:
	
	Trading As:
	

	Contact Name:
	
	Title:
	

	Telephone Number:
	
	Email Address:
	

	Address:
	
	Country:
	

	Website URL:
	
	

	Type of Organisation:
	
	IoT Service Provider:
	

	
	
	IoT Service Platform Vendor:
	

	
	
	IoT Endpoint Vendor:
	

	
	
	Service Ecosystem Component Vendor:
	

	
	
	Endpoint Component Vendor:
	

	
	
	Other:
	



3.2 IoT Service Information
3.2.1 Overall Service Information

	Service Name:
	
	Version:
	

	
	

	
	

	Product website:
	

	Date of Submission:
	
	



3.2.2 Service Ecosystem Information

	Service Platform Name:
	
	HW Version:
	
	SW Version:
	


3.2.3 Endpoint Ecosystem Information

	Endpoint Name:
	
	HW Version:
	
	SW Version:
	



3.2.4 Communication Network Information

	Communications Network Provider(s):
	
	Technology(s):
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3.3 IoT Security Self-Assessment Checklist
3.3.1 IoT Security and Privacy Organisational Level Checklist The following recommendations are taken from CLP.11 [1].
General Recommendations

	ID
	CLP11_5

	Recommendation
	11.5 Risk Assessments

	Question
	11.5.1 What method is your Risk Assessment Model based upon?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	11.5.1.1 Our Risk Assessment Model is based upon a standard method (e.g. CERT OCTAVE [4]).
	
	
	
	
	

	Question
	11.5.2 Has a Risk Assessment been completed?
	

	Controls
	11.5.2.1 We have identified the assets (digital or physical) that need to be protected.
	
	
	
	
	

	
	11.5.2.2 We have identified the risk factors that affect our processes.
	
	
	
	
	

	
	11.5.2.3 We have identified threat agents.
	
	
	
	
	

	
	11.5.2.4 We have completed a vulnerability assessment.
	
	
	
	
	

	
	11.5.2.5 We have evaluated the security, privacy and safety impacts of our protected assets being compromised for our organization, our partners and our clients.
	
	
	
	
	

	
	11.5.2.6 Our organisation’s chosen risk models assess the probability of our assets being compromised.
	
	
	
	
	

	Question
	11.5.3 Do you have processes to address evolving/future risks and vulnerabilities?
	

	Controls
	11.5.3.1 We have implemented a process to identify, detect, mitigate and contain evolving/future risks and vulnerabilities.
	
	
	
	
	

	
	11.5.3.2 We have a process in place for incident response.
	
	
	
	
	

	
	11.5.3.3 We have implemented a process to manage security updates from our suppliers (e.g. hardware and software providers) and/or provide security updates to our partners.
	
	
	
	
	

	
	11.5.3.4 We have implemented a process to share vulnerability or incident information with affected stakeholders as mandated by regulations.
	
	
	
	
	



	ID
	CLP11_6

	Recommendation
	11.6  Privacy Considerations

	Question
	11.6.1 Does your organisation have a privacy compliance process?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	11.6.1.1 We have implemented a privacy compliance process within our product/service development lifecycle.
	
	
	
	
	

	
	11.6.1.2 We have performed a privacy impact assessment.
	
	
	
	
	

	Question
	11.6.2 Do you have processes to identify the sources of personal data?
	

	Control(s)
	11.6.2.1 We have identified which entities are collecting, storing, sharing and using personal data.
	
	
	
	
	

	
	11.6.2.2 We have identified local and acquired sources of personal data.
	
	
	
	
	

	
	11.6.2.3 We have identified when and why personal data is being collected.
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	ID
	CLP11_6 (cont.)

	Recommendation
	11.6 Privacy Considerations (cont.)

	Question
	11.6.3 Do you have compliant processes to protect personal data?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	11.6.3.1 We have implemented a process to ensure the privacy (not just the security) of individuals’ personal information.
	
	
	
	
	

	
	11.6.3.2 We are compliant with all privacy laws that govern user control over their personal data.
	
	
	
	
	

	
	11.6.3.3 We are compliant with all relevant data protection laws for the territories in which our product/service will be available.
	
	
	
	
	

	Question
	11.6.4 Do you understand your lawful interception responsibilities?
	

	Control
	11.6.4.1 Our service has been designed to adhere to the lawful interception laws that apply to the territory in which our service has been deployed.
	
	
	
	
	

	Question
	11.6.5 Does your service protect the privacy of your user’s data?
	

	Controls
	11.6.5.1 Our service protects the privacy of our user’s data.
	
	
	
	
	

	
	11.6.5 2 Our service informs our users what personal data is being exposed to our organisation and our partner organisations.
	
	
	
	
	

	
	11.6.5.3 Our service allows our users to determine what private data is being utilised by the service.
	
	
	
	
	



	ID
	CLP11_7

	Recommendation
	11.7 Secure Development

	Question
	11.7.1 Do you have a Secure Development Lifecycle (SDL) program?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	11.7.1.1 Our SDL is based on international standards (e.g. as specified in ISO/IEC 27034).
	
	
	
	
	

	
	11.7.1.2 Our SDL considers security and privacy impacts.
	
	
	
	
	

	
	11.7.1.3 Our SDL includes processes for the standard configuration and management of our products and technologies.
	
	
	
	
	

	Question
	11.7.2 Do you have an organisational structure that supports a Secure Development Lifecycle (SDL) program?
	

	Controls
	11.7.2.1 We have a group or organization responsible for operating the SDL.
	
	
	
	
	

	
	11.7.2.2 We have a group and organization responsible for regulatory compliance (and administering Best Known Methods) of:
· Security;
· Privacy and data protection;
· Safety.
	
	
	
	
	

	
	11.7.2.3 We have a group responsible for the security assurance of:
· Our product / service;
· Our environment and infrastructure.
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	ID
	CLP11_7 (cont.)
	Response
	Notes

	Recommendation
	11.7 Secure Development (cont.)
	Yes
	Part
	No
	N/A
	

	Controls
	11.7.2.4 We have a group responsible for security compliance and quality control of:
· Our product development and  maintenance;
· Our organizational policies.
	
	
	
	
	

	
	11.7.2.5 We have a group responsible for auditing:
· Our product development and  maintenance;
· Our organizational policies.
	
	
	
	
	

	Question
	11.7.3 Does your Secure Development Lifecycle include processes to manage your supply chain?
	

	Control
	11.7.3.1 We have a process to validate supply chain management including the sources of the equipment, software, and infrastructure components both as a supplier and as a purchaser.
	
	
	
	
	

	
	11.7.3.2 We are using a standards-based supplier management process.
	
	
	
	
	

	Question
	11.7.4 Does your Secure Development Lifecycle include the testing of your product/service?
	

	Controls
	11.7.4.1 Our SDL program includes internal functional and security testing of our product/service.
	
	
	
	
	

	
	11.7.4.2 Both functional and security acceptance tests have to be successfully completed prior to the deployment of our product
/ service.
	
	
	
	
	

	
	11.7.4.3 Our existing products and services are periodically re-tested against the latest threats.
	
	
	
	
	

	
	11.7.4.4 All security critical sections of code have been audited by a security expert in the programming language used by the application and its underlying hardware platform.
	
	
	
	
	




3.3.2 Checklist For Service Platforms
3.3.2.1 General Recommendations For Service Platforms The following recommendations are taken from CLP.11 [1].
GSMA Recommendations from CLP12 [2]

	ID
	CLP11_7.2

	Recommendation
	11.7.2 Review the current product or service’s Security Model

	Question
	11.7.2.1 Have you reviewed the current product or service’s Security Model?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control(s)
	11.7.2.1.1 We have reviewed the security model for our service platform as per document CLP.12 [2].
	
	
	
	
	

	ID
	CLP11_7.3

	Recommendation
	11.7.3 Review and evaluate  Recommendations

	Question
	11.7.3.1 Have you reviewed and evaluated the recommendations?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control(s)
	11.7.3.1.1 We have reviewed all of the service ecosystem security recommendations contained in document CLP.12 [2].
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	ID
	CLP11_7.4

	Recommendation
	11.7.4  Implementation and Review

	Question
	11.7.4.1 Have you implemented and reviewed the recommendations?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	11.7.4.1.1 We have created a clear plan to secure each component of our service.
	
	
	
	
	

	
	11.7.4.1.2 We have used our risk assessment process to develop a threat model for each component, incorporating the recommendations and risks that are appropriate for each component and security task.
	
	
	
	
	

	
	11.7.4.1.3 We have reviewed the recommendations contained in CLP.12 [2] and we have ensured that our implementation fulfils the requirements set forth by this document.
	
	
	
	
	

	
	11.7.4.1.4 We have ensured that the implementation solves the security risks with regard to the context in which the component is designed in our organization’s product or service.
	
	
	
	
	



3.3.2.2 Specific Recommendations For Service Platforms The following recommendations are taken from CLP.12 [2].
Critical Recommendations

	ID
	CLP12_5.1

	Recommendation
	5.1 Implement a Service Trusted Computing Base

	Question
	5.1.1 Have you standardized the computing platform?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	5.1.1.1 Our organisation has chosen a set of physical server models.
	
	
	
	
	

	
	5.1.1.2 Our organisation has chosen a set of Cloud platforms or Virtual Machine (VM) images.
	
	
	
	
	

	Question
	5.1.2 Have you defined the set of applications, libraries and configuration files to be run on your computing platform?
	

	Control
	5.1.2.1 Our organisation has defined a set of applications, libraries and configuration files to be run on our computing platform.
	
	
	
	
	

	
	5.1.2.2 Our organisation has defined a container environment.
	
	
	
	
	

	Question
	5.1.3 Have you generated an application image?
	

	Control
	5.1.3.1 Our organisation has generated an application image.
	
	
	
	
	

	Question
	5.1.4 Do you have a procedure for signing the application image?
	

	Control
	5.1.4.1 Our organisation has verified that our procedure is documented, in place and implemented.
	
	
	
	
	

	Question
	5.1.5 Have you cryptographically signed an archive of the image?
	

	Controls
	5.1.5.1 Our organisation has cryptographically signed an archive of our application image using the Tier TCB signing key.
	
	
	
	
	

	
	5.1.5.2 Our application image is signed using standardised cryptographic algorithms.
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	ID
	CLP12_5.1 (cont.)

	Recommendation
	5.1 Implement a Service Trusted Computing Base (cont.)

	Question
	5.1.6 Do you have a procedure for verifying the application image after signing?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	5.1.6.1 Our organisation has verified that our procedure is documented, in place and implemented.
	
	
	
	
	

	Controls
	5.1.7.1 Our organisation has securely stored the archive of our application image and the signature.
	
	
	
	
	

	
	5.1.7.2 Our organisation ensure there is no linkage between the storage of the application image and the signature.
	
	
	
	
	

	Question
	5.1.8 Do you have a procedure to securely distribute the image across secured and un-secured networks?
	

	Control
	5.1.8.1 Our organisation has verified that our procedure is documented, in place and implemented.
	
	
	
	
	



	ID
	CLP12_5.2 (Critical)

	Recommendation
	5.2 Define an Organizational Root of Trust

	Question
	5.2.1 Have you defined an Organisational Root of Trust?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	5.2.1.1 Our organisation has defined and documented our policies for our Organizational Root of Trust.
	
	
	
	
	

	Question
	5.2.2 Have you implemented an Organisational Root of Trust?
	

	Control
	5.2.2.1 According to our defined policies, our organisation has correctly implemented a cryptographic (symmetric or
asymmetric) based system to ensure each computing platform in our service is cryptographically authenticated when communicating with other computing  platforms.
	
	
	
	
	

	Question
	5.2.3 Have you built or acquired a Hardware Security Module (HSM) to store your organizational root secret?
	

	Control
	5.2.3.1 Our organisation has a Hardware Security Module (HSM) to store our organizational root secret.
	
	
	
	
	

	Question
	5.2.4 Have you generated a root secret and/or certificate?
	

	Control
	5.2.4.1 Our organisation has generated a root secret and/or certificate.
	
	
	
	
	

	Question
	5.2.5 Have you ensured the secret is stored securely and protected throughout its lifecycle?
	

	Control
	5.2.5.1 Our organisation has ensured the secret is stored securely and protected throughout its lifecycle.
	
	
	
	
	

	Question
	5.2.6 Have you generated a set of one or more signing keys to be used for Tier TCB signing key?
	

	Control
	5.2.6.1 Our organisation has generated a set of one or more signing keys to be used for Tier TCB signing key.
	
	
	
	
	

	Question
	5.2.7 Have you signed the public facet of the signing key with the organizational root?
	
	
	
	
	

	Control
	5.2.7.1 Our organisation has signed the public facet of the signing key with the organizational root.
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	ID
	CLP12_5.2 (Critical) (cont.)

	Recommendation
	5.2 Define an Organizational Root of Trust (cont.)

	Question
	5.2.8 Have you ensured the signing keys cannot be used without authentication and authorization from the business and engineering leads?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	5.2.8.1 Our organisation has ensured the signing keys cannot be used without authentication and authorization from the business and engineering leads.
	
	
	
	
	



	ID
	CLP12_5.3 (Critical)

	Recommendation
	5.3 Define a Bootstrap Method

	Question
	5.3.1 Have you defined a bootstrap model?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	5.3.1.1 We have utilised an API that allows the application to cryptographically identify itself to its peers.
	
	
	
	
	

	
	5.3.1.2 We have defined how our application will authenticate Endpoints, Service Peers, and Partners.
	
	
	
	
	

	
	5.3.1.3 We have defined each application’s configuration.
	
	
	
	
	

	
	5.3.1.4 We have ensured each application has a unique identity.
	
	
	
	
	



	ID
	CLP12_5.4 (Critical)

	Recommendation
	5.4 Define a Security Infrastructure for Systems Exposed to the Public Internet

	Question
	5.4.1 Have you implemented a secure front end for your web and API interfaces?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	5.4.1.1 We have implemented a DDoS-resistant infrastructure.
	
	
	
	
	

	
	5.4.1.2 We have implemented a Load-Balancing infrastructure.
	
	
	
	
	

	
	5.4.1.3 We have implemented redundancy systems.
	
	
	
	
	

	
	5.4.1.4 We have implemented Web Application  Firewalls.
	
	
	
	
	

	
	5.4.1.5 Front-end security has been applied to all protocols implemented by the services.
	
	
	
	
	

	
	5.4.1.6 Both ingress and egress filtering are managed.
	
	
	
	
	



	ID
	CLP12_5.5 (Critical)

	Recommendation
	5.5 Define a Persistent Storage Model

	Question
	5.5.1 Have you defined a persistent storage model?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	5.5.1.1 Each server has access to persistent storage.
	
	
	
	
	

	
	5.5.1.2 Each server or service accessing a shared storage system uses unique credentials identifying a unique Endpoint, Partner or User.
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	ID
	CLP12_5.6 (Critical)

	Recommendation
	5.6 Define an Administration Model

	Question
	5.6.1 Have you identified how your administrative team will communicate with each system in each tier of your service?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	5.6.1.1 We have defined how our administrators will authenticate with each system.
	
	
	
	
	

	
	5.6.1.2 We use multifactor authentication to authenticate administrators to each system.
	
	
	
	
	

	Question
	5.6.2 Have you identified how your administrative team will interact with the system?
	

	Controls
	5.6.2.1 We have defined how systems snapshots can be taken.
	
	
	
	
	

	
	5.6.2.2 We have defined how changes can be made and how these changes are tracked.
	
	
	
	
	



	ID
	CLP12_5.7 (Critical)

	Recommendation
	5.7 Define a Systems Logging and Monitoring Approach

	Question
	5.7.1 Have you defined a Systems Logging and Monitoring approach?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	5.7.1.1 We have implemented monitoring and logging at the communications network infrastructure level to monitor and log the following:
· Increased data traffic;
· Increased data traffic in an odd direction.
	
	
	
	
	

	
	5.7.1.2 We have implemented monitoring and logging at the application tier level to monitor and log the following:
· Increased data traffic;
· Increased data traffic in an odd direction;
· Egress data traffic from a resource that; shouldn’t need egress;
· Abnormal changes in system time on a particular host.
	
	
	
	
	

	
	5.7.1.3 We have implemented monitoring and logging at the system-level to monitor and log the following:
· Abnormal CPU utilization;
· GPU utilization for systems with no visual; interface, but have a GPU as a part of the CPU;
· Disk or network-storage utilization;
· Abnormal changes in system time on a particular host.
	
	
	
	
	



	ID
	CLP12_5.8 (Critical)

	Recommendation
	5.8 Define an Incident Response Model

	Question
	5.8.1 Have you defined and implemented an incident response model?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	.8.1.1 In the event of an attack our organization has the capability to diagnose the source of a compromise, patch the system and deploy the patch on all existing infrastructure.
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	ID
	CLP12_5.9 (Critical)

	Recommendation
	5.9 Define a Recovery Model

	Question
	5.9.1 Do you have a procedure in place for recovery of information and capability within application tier?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	5.9.1.1 We have procedure in place for the recovery of information and capability within our application tier.
	
	
	
	
	

	
	5.9.1.2 The method we have implemented is the most suitable for our specific application and business requirements.
	
	
	
	
	

	
	5.9.1.3 We have a model in place for validating that the application or system has been sufficiently patched prior to recovery.
	
	
	
	
	



	ID
	CLP12_5.10 (Critical)

	Recommendation
	5.10 Define a Sunsetting Model

	Question
	5.10.1 Do you have a plan to sunset each technology used within your product or service?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	5.10.1.1 We have a process in place that guarantee that all the technologies for our service are revoked and decommissioned in such a way that an adversary cannot take on the identity of, or use the facilities of, the given technology.
	
	
	
	
	



	ID
	CLP12_5.11 (Critical)

	Recommendation
	5.11 Define a Set of Security Classifications
Note: This recommendation intended for IoT Service Providers only.

	Question
	5.11.1 Have security classifications been defined for your internal organisation and any partner organisations?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	5.11.1.1 We have defined security classifications for our internal organizational policies for service data security.
	
	
	
	
	

	
	5.11.1.2 We have defined security classifications for our partner organizational policies for service data security.
	
	
	
	
	

	
	5.11.1.3 We have implemented technical policy within our service based upon our defined security classifications.
	
	
	
	
	



	ID
	CLP12_5.12 (Critical)

	Recommendation
	5.12 Define Classifications for Sets of Data Types

	Question
	5.12.1 Have you defined the types of data to be used by the IoT service?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	5.12.1.1 We have clearly defined what types of information are acquired, generated, and disseminated to peers in our IoT system, and how our organization will treat these types of data.
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High Priority Recommendations CLP.12

	ID
	CLP12_6.1 (High)

	Recommendation
	6.1 Define a Clear Authorization Model

	Question
	5.6.1 Have you identified how your administrative team will communicate with each system in each tier of your service?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.1.1 Do you have an authorization model that defines how your business and your Partners will act on behalf of a user?
	
	
	
	
	

	
	6.1.1 Do you have an authorization model that defines how your business and your Partners will act on behalf of a user?
	
	
	
	
	

	
	6.1.1 Do you have an authorization model that defines how your business and your Partners will act on behalf of a user?
	
	
	
	
	



	ID
	CLP12_6.2 (High)

	Recommendation
	6.2 Manage the Cryptographic Architecture

	Question
	6.2.1 Is the cryptography used within your service well architected, managed, and adjusted to meet changing specifications over time?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.2.1.1 All technologies deployed within the service use standardised cryptographic algorithms with appropriate key lengths as recommended by an oversight organization.
	
	
	
	
	Please provide supporting information here including the name of the cryptographic algorithms used and the key sizes.

	
	6.2.1.2 The cryptography used within our service is actively managed, and adjusted to meet changing specifications over time.
	
	
	
	
	

	
	6.2.1.3 Passwords, keys and pins used by a user or endpoint are never stored or passed over the network in plaintext, even if the communications channel is secured through encryption.
	
	
	
	
	



	ID
	CLP12_6.3 (High)

	Recommendation
	6.3 Define a Communications Model

	Question
	6.3.1 Have you defined a communications model that provides mutual authentication, confidentiality and integrity?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.3.1.1 Each system in the service implements mutual authentication with the other systems within the service.
	
	
	
	
	Please provide supporting information here including the name of the cryptographic algorithms used and the key sizes.

	
	6.3.1.2 Each system in the service ensures data confidentiality.
	
	
	
	
	

	
	6.3.1.3 Each system in the service ensures data integrity.
	
	
	
	
	

	
	6.3.1.4 A root of trust is used to ensure that each entity in our communications model is authorized by the same organization as its peer.
	
	
	
	
	

	
	6.3.1.5 Provisioning and revocation are part of our communications model, and guarantee that any compromised secret or identity can be removed from the system with minimal effort.
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	ID
	CLP12_6.4 (High)

	Recommendation
	6.4 Use Network Authentication Services

	Question
	6.4.1 Does your service utilise network authentication services to secure your application layer?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.4.1.1 We have evaluated whether the authentication technology provided by our network partner will add value at the application layer within our service.
	
	
	
	
	

	
	6.4.1.2 We use network authentication services within our service.
	
	
	
	
	



	ID
	CLP12_6.5 (High)

	Recommendation
	6.5 Provision Servers Where Possible

	Question
	6.5.1 Are your servers securely provisioned within their production  environments?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.5.1.1 Our server provisioning process ensures that our servers are security hardened and ready for deployment in their production environments.
	
	
	
	
	



	ID
	CLP12_6.6 (High)

	Recommendation
	6.6 Define an Update Model

	Question
	6.6.1 Do you have a model that simplifies the update process for the execution environment, application image, or TCB within your servers?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.6.1.1 We have a secure defined process to update the execution environment within our servers.
	
	
	
	
	

	
	6.6.1.2 We have a secure defined process to update the application image within our servers.
	
	
	
	
	

	
	6.6.1.3 We have a secure defined process to update the TCB within our servers.
	
	
	
	
	

	
	6.6.1.4 We have a patch management process to maintain the 3rd party services and technologies used within our service infrastructure.
	
	
	
	
	



	ID
	CLP12_6.7 (High)

	Recommendation
	6.7 Define a Breach Policy for Exposed Data

	Question
	6.7.1 Does your organisation have a model for detecting whether data has been exposed by a Partner?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.7.1.1 Our organization has processes in place to evaluate and detect whether our Partners are involved in business practices that breach the technological controls or policies set in place to guard our user’s data and privacy.
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	ID
	CLP12_6.8 (High)

	Recommendation
	6.8 Force Authentication Through the Service Ecosystem

	Question
	6.8.1 Does your system always authenticates users using the centrally available service?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.8.1.1 Our system always authenticates users using a centrally available service.
	
	
	
	
	

	
	6.8.1.2 Our authentication service enforces policies and procedures that mandate how authentication tokens can be used, and for what period of time.
	
	
	
	
	

	
	6.8.1.3 Metrics are gathered by our authentication service to determine if the user has migrated to an alternative computing platform, but is using the same token.
	
	
	
	
	

	
	6.8.1.4 Depending on the type and speed of movement of authentication requests, our authentication service may invalidate tokens.
	
	
	
	
	



	ID
	CLP12_6.9 (High)

	Recommendation
	6.9 Implement Input Validation

	Question
	6.9.1 Does your service implement input validation?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.9.1.1 All data acquired by our service from an endpoint, user, or purported user is analysed for anomalies.
	
	
	
	
	



	ID
	CLP12_6.10 (High)

	Recommendation
	6.10 Implement Output Filtering

	Question
	6.10.1 Does your service implement output validation?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.10.1.1 All data presented by our service to an endpoint, user, or purported user is analysed for anomalies.
	
	
	
	
	



	ID
	CLP12_6.11  (High)

	Recommendation
	6.11 Enforce Strong Password Policy

	Question
	6.11.1 Does your service implement strong password policies?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.11.1.1 Our password policies protect against stealing our password database.
	
	
	
	
	

	
	6.11.1.2 Our password policies protect against cracking individual passwords.
	
	
	
	
	

	
	6.11.1.3 Our password policies protect against brute-force attacks.
	
	
	
	
	

	
	6.11.1.4 Our password policies protect against malware based attacks.
	
	
	
	
	

	
	6.11.1.5 Our password policies protect against using hard- coded or default passwords.
	
	
	
	
	

	
	6.11.1.6 Passwords are not hard-coded in our system.
	
	
	
	
	

	
	6.11.1.7 Our users always have the ability to change their password at any time.
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	ID
	CLP12_6.12 (High)

	Recommendation
	6.12 Define Application Layer Authentication and Authorization

	Question
	6.12.1 Have you defined application layer authentication and authorization?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.12.1.1 The actions and identities of our user, administration and partner authorization technologies are configured and authenticated using a separate system.
	
	
	
	
	

	
	6.12.1.2 We have separate storage systems for Endpoint identities, Users, Administrators and Partners organisations.
	
	
	
	
	



	ID
	CLP12_6.13 (High)

	Recommendation
	6.13 Default-Open or Fail-Open Firewall Rules and System Hardening

	Question
	6.13.1 Does you service have ingress and egress protection mechanisms configured by default and does it employ system  hardening?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.13.1.1 Our service uses firewall and network traffic rulesets and these rules are set in our infrastructure before the service is deployed.
	
	
	
	
	

	
	6.13.1.2 Our service employs operating system hardening to ensure that the effects of failed infrastructure do not result in a catastrophic security event.
	
	
	
	
	



	ID
	CLP12_6.14 (High)

	Recommendation
	6.14 Evaluate the Communications Privacy Model

	Question
	6.14.1 Have you evaluated and defined a Communications Privacy Model?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.14.1.1 Our Communications Privacy Model ensures the cryptographic uniqueness of each message.
	
	
	
	
	

	
	6.14.1.2 Our Communications Privacy Model ensures our service does not create Transmission patterns that can impact user privacy.
	
	
	
	
	

	
	6.14.1.3 Our Communications Privacy Model ensures our service does not use Plaintext metadata.
	
	
	
	
	

	
	6.14.1.4 Our Communications Privacy Model ensures our service does not use Hardware addresses or attributable serial numbers.
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Medium Priority Recommendations CLP.12

	ID
	CLP12_7.1 (Medium)

	Recommendation
	7.1 Define an Application Execution Environment

	Question
	7.1.1 Have you defined a secure application execution environment?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	7.1.1.1 We actively monitor, manage, and audit any Third party libraries for security risks.
	
	
	
	
	

	
	7.1.1.2 We always run applications as a non-privileged user.
	
	
	
	
	

	
	7.1.1.3 Our applications are built to take advantage of mechanisms provided by the operating system to mitigate stack overflows (e.g. stack-protector).
	
	
	
	
	

	
	7.1.1.4. Our applications are built to take advantage of Address Space Layer Randomization features provided by the operating system (e.g. Position Independent  Executables).
	
	
	
	
	

	
	7.1.1.5. The operating system on which the applications are run must enforce that no RAM space is both writable and executable at the same time.
	
	
	
	
	

	
	7.1.1.6. Our applications are developed following best practices in terms of secure development for our programming  language.
	
	
	
	
	



	ID
	CLP12_7.2  (Medium)

	Recommendation
	7.2 Use Partner-Enhanced Monitoring Services

	Question
	7.2.1 Does your service utilise the service monitoring services offered by your communications network provider partners? (e.g. Mobile Network Operator analysing endpoints behaviour)?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	7.2.1.1 We use the service monitoring services offered by our communications network partners to monitor our service and detect potential threats.
	
	
	
	
	



	ID
	CLP12_7.3  (Medium)

	Recommendation
	7.3 Use a Private APN for Cellular Connectivity

	Question
	7.3.1 Does your service use a private APN?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	7.3.1.1 Our service uses a private APN provided by our network operator partner.
	
	
	
	
	



	ID
	CLP12_7.4  (Medium)

	Recommendation
	7.4 Define a Third-Party Data Distribution Policy

	Question
	7.4.1 Have you defined a third party data distribution policy for your service?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	7.4.1.1 Our service has a data distribution policy which describes how information should be processed through technical controls and sent to third party service applications that have been granted permission to access the data.
	
	
	
	
	

	
	7.4.1.2 A permissions model is a part of our data distribution policy, and pairs with our user’s ability to create granular data permissions.
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	ID
	CLP12_7.5  (Medium)

	Recommendation
	7.5 Build a Third-Party Data Filter

	Question
	7.5.1 Does your service implement third party data filtering?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	7.5.1.1 We have implemented third party data filtering within our service to ensure that the data distributed from the service application to or from a partner is well formed and does not contain potentially malicious content.
	
	
	
	
	





Low Priority Recommendations CLP.12

	ID
	CLP12_8.1 (Low)

	Recommendation
	8.1 Protect Against Rowhammer and Similar Attacks

	Question
	8.1.1 Is your service protected against Rowhammer and other similar attack methods?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.1.1.1 The RAM technology used by our service is protected against Rowhammer and other similar attack methods.
	
	
	
	
	



	ID
	CLP12_8.2 (Low)

	Recommendation
	8.2 Protect Against Virtual Machine Compromises

	Question
	8.2.1 Is your service protected against virtual machine compromises?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.2.1.1 Our service prevents the ability for our hosts to be compromised, or for servers (virtual guests) to intercept the data of other guests running on the same infrastructure.
	
	
	
	
	



	ID
	CLP12_8.3 (Low)

	Recommendation
	8.3 Build an API for Users to Control Privacy Attributes

	Question
	8.3.1 Does your service support an API to allow your users to contract their privacy attributes?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.3.1.1 Our service allows our users to control what information they offer to third parties, through service APIs.
	
	
	
	
	



	ID
	CLP12_8.4 (Low)

	Recommendation
	8.4 Define a False Negative/Positive Assessment Model

	Question
	8.4.1 Have you defined a False Negative/Positive assessment model within your service?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.4.1.1 Our service implements a model for trustworthiness and applies it to each data source involved in making critical decisions.
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3.3.3 Checklist For Endpoint Devices
3.3.3.1 General Recommendations For Endpoint Devices The following recommendations are taken from CLP.11 [1].
GSMA Recommendations CLP.11 ID

	ID
	CLP11_7.2

	Recommendation
	11.7.2 Review the current product or service’s Security Model

	Question
	11.7.2.1 Have you reviewed the current product or service’s Security Model?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	11.7.2.1.1 We have reviewed the security model for our endpoint as per document CLP.13 [3].
	
	
	
	
	



	ID
	CLP11_7.3

	Recommendation
	11.7.3 Review and evaluate  Recommendations

	Question
	11.7.3.1 Have you reviewed and evaluated the recommendations?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	11.7.3.1.1 We have reviewed all of the endpoint ecosystem security recommendations contained in document CLP.13  [3].
	
	
	
	
	



	ID
	CLP11_7.4

	Recommendation
	11.7.4  Implementation and Review

	Question
	11.7.4.1 Have you implemented and reviewed the recommendations?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	11.7.2.1.1 We have reviewed the security model for our endpoint as per document CLP.13 [3].
	
	
	
	
	

	
	11.7.3.1.1 We have reviewed all of the endpoint ecosystem security recommendations contained in document CLP.13  [3].
	
	
	
	
	

	
	11.7.4.1.1 We have created a clear plan to secure each component of our service.
	
	
	
	
	

	
	11.7.4.1.2 We have used our risk assessment process to develop a threat model for each component, incorporating the recommendations and risks that are appropriate for each component and security task.
	
	
	
	
	

	
	11.7.4.1.3 We have reviewed the recommendations contained in CLP.13 [3] and we have ensured that our implementation fulfils the requirements set forth by this document.
	
	
	
	
	

	
	11.7.4.1.4 We have ensured that the implementation solves the security risk with regard to the context in which the component is designed in our organization’s product or service..
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3.3.3.2 Specific Recommendations for Endpoint Devices The following recommendations are taken from CLP.13 [3].

Critical Recommendations CLP.13

	ID
	CLP13_6.1 (Critical)

	Recommendation
	6.1 Implement an Endpoint Trusted Computing Base

	Question
	6.1.1 Have you defined a TCB within your endpoints?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.1.1.1 The TCB implemented within our endpoints performs image validation for all software before its installation on the endpoint.
	
	
	
	
	

	
	6.1.1.2 The TCB implemented within our endpoints performs image validation for all software before its execution on the endpoint.
	
	
	
	
	

	
	6.1.1.3 The TCB implemented within our endpoints enables and enforces mutual-authentication of network  peers.
	
	
	
	
	

	
	6.1.1.4 The TCB implemented within our endpoints enables and enforces separation of duties within the IoT security architecture.
	
	
	
	
	

	
	6.1.1.5 The TCB implemented within our endpoints enables and enforces secure provisioning and personalization.
	
	
	
	
	

	
	6.1.1.6 The TCB implemented within our endpoints adequately protects secrets stored locally within the endpoint.
	
	
	
	
	

	
	6.1.1.7 The TCB implemented within our endpoints enables and enforces isolated environment security (or connectionless site security).
	
	
	
	
	

	
	6.1.1.8 The TCB implemented within our endpoints features a random number generator.
	
	
	
	
	

	
	6.1.1.9 The TCB implemented within my endpoints provides protection against unauthorised access to RAM (e.g. RAM scrambling).
	
	
	
	
	

	Question
	6.1.2 Have you defined a trust anchor key model?
	

	Control
	6.1.2.1 Our service supports a personalised key model.
	
	
	
	
	

	Question
	6.1.3 Does your TCB incorporate protocols, policies, and software libraries to provide security to the overall IoT product or service?
	

	Control
	6.1.3.1 Our service utilises standards based TCB protocols and technologies. (Please state which standards in the notes column).
	
	
	
	
	



	ID
	CLP13_6.2 (Critical)

	Recommendation
	6.2 Utilize a Trust Anchor

	Question
	6.2.1 Do your Endpoints have trust anchors incorporated into their Trusted Computing Base?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.2.1.1 Our endpoints utilise a proven trust anchor to verify the integrity of their own platforms.
	
	
	
	
	

	
	6.2.1.2 Our endpoints utilise a proven trust anchor to authenticate their peers.
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	ID
	CLP13_6.3 (Critical)

	Recommendation
	6.3 Use a Tamper Resistant Trust Anchor

	Question
	6.3.1 Do your Endpoints use tamper resistant trust anchors?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.3.1.1 Our trust anchor has extra physical security to guard against certain classes of physical attack, such as FIBs, side- channel analysis and glitching.
	
	
	
	
	

	
	6.3.1.2 Our trust anchor is certified (e.g. by FIPS [5], EMVCo [6] or Common Criteria [7]).
	
	
	
	
	Please state the type of certification used here.



	ID
	CLP13_6.4 (Critical)

	Recommendation
	6.4 Utilise an API for the TCB

	Question
	6.4.1 Our service implements a protocol that incorporates the endpoint TCB’s capabilities and the root of trust effectively.
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.4.1.1 We have implemented an API to ensure:
· All signature verification is performed by the TCB;
· No secret keys are exposed from the TCB;
· Key exchanges can be performed by the TCB on behalf of the application;
· Decryption can be performed by the TCB;
· Encryption can be performed on the TCB;
· Message signing can be performed on the TCB;
· Secure message padding can be performed on the TCB;
· Confidentiality and Integrity between the TCB and the application.
	
	
	
	
	

	
	6.4.1.2 The TCB API is only accessible by privileged applications running on the Endpoint.
	
	
	
	
	



	ID
	CLP13_6.5 (Critical)

	Recommendation
	6.5 Defining an Organizational Root of Trust

	Question
	6.5.1 Have you defined an Organizational Root of Trust that govern how identities, applications, and communications can and should be cryptographically secured?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.5.1.1 We have defined cryptographic policies and procedures for our endpoints that govern how identities, applications, and communications can and should be cryptographically  secured.
	
	
	
	
	

	
	6.5.1.2 A root private key is used to digitally sign other keys used in the key hierarchy.
	
	
	
	
	

	
	6.5.1.3 All keys and their corresponding signatures are stored in the trust anchor used by the TCB.
	
	
	
	
	



	ID
	CLP13_6.6 (Critical)

	Recommendation
	6.6 Personalize Each Endpoint Device Prior to Fulfilment

	Question
	6.6.1 Are your endpoints personalised prior to fulfilment?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.6.1.1 Our Endpoint devices are personalised with cryptographically unique identities in their production environment.
	
	
	
	
	State what best practices have been followed here
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	ID
	CLP13_6.6 (Critical) (Cont.)

	Recommendation
	6.6 Personalize Each Endpoint Device Prior to Fulfilment (Cont.)

	Question
	6.6.2 Is your endpoint personalisation process secure?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.6.2.1 Our Endpoint device identities are catalogued, along with their unique identifiers matching the identity, in a system that cannot be tampered with.
	
	
	
	
	



	ID
	CLP13_6.7 (Critical)

	Recommendation
	6.7 Minimum Viable execution Platform

	Question
	6.7.1 Do your endpoint used a Minimal Viable execution Platform model?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.7.1.1 Our endpoints use a Minimal Viable execution Platform to create a reliable execution environment.
	
	
	
	
	



	ID
	CLP13_6.8 (Critical)

	Recommendation
	6.8 Uniquely Provision Each Endpoint

	Question
	6.8.1 Do you uniquely provision each endpoint device?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.8.1.1 We have implemented a secure provisioning process for our endpoints that helps:
· Distinguish between active and deactivated  devices;
· Associate Endpoints with networks or other resources linked with a particular customer;
· Customize the Endpoint according to the customer’s needs;
· Determine whether a particular customer or Endpoint has been compromised.
	
	
	
	
	



	ID
	CLP13_6.9 (Critical)

	Recommendation
	6.9 Endpoint Password Management

	Question
	6.9.1 Do you enforce strong password management with your endpoints?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.9.1.1 We enforce strong password management with our endpoints to:
· Mitigate against Brute-force  attack;
· Disable the use of default or hardcoded passwords;
· Ensure password best-practice  enforcement;
· Disallow display of user credentials on login interfaces;
· Enforce thresholds and incremental delays for invalid password attempts.
	
	
	
	
	



	ID
	CLP13_6.10 (Critical)

	Recommendation
	6.10 Use a Proven Random Number Generator

	Question
	6.10.1 Are your endpoints capable of truly random number generation?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.10.1.1 Our Endpoint device TCB is capable of truly random number generation.
	
	
	
	
	

	
	6.10.1.2 Our TCB random number generation is approved by FIPS, EMVCo or Common Criteria.
	
	
	
	
	Please state which organisation here
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	ID
	CLP13_6.11  (Critical)

	Recommendation
	6.11 Cryptographically Sign Application Images

	Question
	6.11.1 Do you cryptographically sign you application images?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.11.1.1 All endpoint applications stored outside of our endpoint’s CPU core ROM are cryptographically signed.
	
	
	
	
	

	Question
	6.11.2 Do you cryptographically protect application images stored in removable media?
	

	Control
	6.11.2.1 All application images stored in removable media on the endpoint are cryptographically protected (integrity and confidentiality).
	
	
	
	
	



	ID
	CLP13_6.12 (Critical)

	Recommendation
	6.12  Remote  Endpoint Administration

	Question
	6.12.1 Are your endpoints that require remote administration architected in a way that ensures that administrative credentials cannot be abused by an attacker?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.12.1.1 We do not place private cryptographic components into insecure storage on  Endpoints.
	
	
	
	
	

	
	6.12.1.2 We use unique administrative tokens (cryptographic keys or passwords) per each Endpoint.
	
	
	
	
	

	
	6.12.1.3 We enforce the use of administrative passwords that conform to best practices regarding password complexity and length.
	
	
	
	
	

	
	6.12.1.4 We enforce two-factor authentication for administrators.
	
	
	
	
	

	
	6.12.1.5 We restrict administrative access to a secured communication channel.
	
	
	
	
	

	
	6.12.1.6 We do not embed remote administrative capabilities into publicly accessible applications or APIs.
	
	
	
	
	

	
	6.12.1.7 We enforce confidentiality and integrity on the administrative communications channel.
	
	
	
	
	

	
	6.12.1.8 We have diminished the potential for replay of administrative commands by ensuring the communications protocol has adequate entropy.
	
	
	
	
	



	ID
	CLP13_6.13 (Critical)

	Recommendation
	6.13 Logging and Diagnostics

	Question
	6.13.1 Do you constantly monitor the behaviour of your Endpoints to determine whether your Endpoints are functioning within a set of approved behaviours?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.13.1.1 We implement endpoint anomaly detection.
	
	
	
	
	

	
	6.13.1.2 We implement endpoint logging.
	
	
	
	
	

	
	6.13.1.3 We implement endpoint diagnostics.
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	ID
	CLP13_6.14 (Critical)

	Recommendation
	6.14 Enforce Memory Protection

	Question
	6.14.1 Do you enforce memory protection within your endpoints?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.14.1.1 We enforce memory protection in our endpoints using Memory Management Units.
	
	
	
	
	

	
	6.14.1.2 We enforce memory protection in our endpoints using Memory Protection Units.
	
	
	
	
	



	ID
	CLP13_6.15 & CLP13_6.17 (Critical)

	Recommendation
	6.15 Secure Bootloaders

	Question
	6.15.1 Does your chipset provide a secure boot mechanism?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.15.1.1 Our bootloader is located securely in internal ROM.
	
	
	
	
	

	
	6.15.1.2 Our bootloader is not in internal ROM but our CPU securely verifies the bootloader code.
	
	
	
	
	

	
	6.15.1.3 Our bootloader cryptographically verifies the application image to be executed.
	
	
	
	
	

	
	6.15.1.4 Our bootloader does not allow application images to be loaded from arbitrary storage locations.
	
	
	
	
	

	
	6.15.1.5 All critical areas of persistent memory are locked using hardware locks.
	
	
	
	
	



	ID
	CLP13_6.16 (Critical)

	Recommendation
	6.16 Locking Critical Sections of Memory

	Question
	6.16.1 Have you locked the memory where your critical applications are stored?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.16.1.1 All critical applications stored in executable regions of persistent memory, such as first-stage bootloaders or Trusted Computing Bases, are stored read-only.
	
	
	
	
	

	
	6.16.1.2 All critical areas of persistent memory are locked using hardware locks.
	
	
	
	
	



	ID
	CLP13_6.18 (Critical)

	Recommendation
	6.18 Perfect Forward Secrecy

	Question
	6.18.1 Do you implement perfect forward secrecy?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.18.1.1 We implement perfect forward secrecy.
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	ID
	CLP13_6.19 (Critical)

	Recommendation
	6.19 Endpoint Communications Security

	Question
	6.19.1 Do you implement endpoint communication security?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	6.19.1.1 We implement communications security to ensure the authentication of network peers.
	
	
	
	
	

	
	6.19.1.2 We implement communications security to ensure the confidentiality of data.
	
	
	
	
	

	
	6.19.1.3 We implement communications security to ensure the Integrity of messages.
	
	
	
	
	

	
	6.19.1.4 We use existing and well analysed, standardised, security protocols.
	
	
	
	
	Please state which protocols here.



	ID
	CLP13_6.20 (Critical)

	Recommendation
	6.20 Authenticating an Endpoint Identity

	Question
	6.20.1 Are your endpoints able to prove that they truly represent their cryptographically unique identities?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	6.20.1.1 Our endpoints are able to prove that they truly represent their cryptographically unique identities using the process described in the guidelines.
	
	
	
	
	



High Priority Recommendations CLP.13

	ID
	CLP13_7.1 (High)

	Recommendation
	7.1 Use Internal Memory for Secrets

	Question
	7.1.1 Do your endpoints use internal CPU memory for the processing of core secrets and cryptographic keys that are not contained within a trust anchor?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	7.1.1.1 Our endpoint processors use internal CPU memory that is not accessible to code running outside the TCB for the processing of core secrets and cryptographic keys that are not contained within a trust anchor.
	
	
	
	
	

	
	7.1.1.2 Our executable code ensures that any memory routines that process core secrets or cryptographic keys use specific regions of memory that are guaranteed to be internal processor memory.
	
	
	
	
	



	ID
	CLP13_7.2 (High)

	Recommendation
	7.2 Anomaly Detection

	Question
	7.2.1 Does your service implement endpoint anomaly detection?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	7.2.1.1 We enforce anomaly detection for our Endpoints which can detect adversarial behaviour,  including:
· Erratic reboots or device resets;
· Leaving or joining a communications network at erratic intervals;
· Connecting to abnormal service Endpoints, or connecting to service Endpoints at inappropriate times;
· A significantly different network traffic fingerprint than  normal;
· Multiple poorly-formed messages sent from the Endpoint to service platforms.
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	ID
	CLP13_7.3 (High)

	Recommendation
	7.3 Use Tamper Resistant Product Casing

	Question
	7.3.1 Do your endpoints use tamper resistant casing?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	7.3.1.1 Our endpoints implement tamper resistant security controls.
	
	
	
	
	

	
	7.3.1.2 Our endpoints contain circuits that invalidate NVRAM when a casing is opened.
	
	
	
	
	

	
	7.3.1.3 Our endpoints contain Sensors that blow security fuses when abnormal conditions (e.g. light, temperature or voltage range) are detected.
	
	
	
	
	

	
	7.3.1.4 Our endpoints contain Sensors that trigger an alert when a physically static device’s location is moved.
	
	
	
	
	

	
	7.3.1.5 Our endpoints uses Epoxy covering for core circuit components.
	
	
	
	
	

	
	7.3.1.6 Our endpoints raise Alerts when either internal or removable components are removed from the device.
	
	
	
	
	



	ID
	CLP13_7.4 (High)

	Recommendation
	7.4 Enforce Confidentiality and Integrity to/from the Trust Anchor

	Question
	7.4.1 Do your endpoints enforce confidentiality and integrity to/from the Trust Anchor?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	7.4.1.1 All communications to and from the endpoint’s trust anchor are authenticated and enforce confidentiality and integrity.
	
	
	
	
	



	ID
	CLP13_7.5 (High)

	Recommendation
	7.5 Over the Air Application Updates

	Question
	7.5.1 Do your endpoints support secure over the air application  updates?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	7.5.1.1 Our endpoints support secure over the air application updates.
	
	
	
	
	

	
	7.5.1.2 In the event of an application update failure our endpoint either reverts to a backup image or it notifies the IoT Service Ecosystem that a fault has occurred.
	
	
	
	
	



	ID
	CLP13_7.6 (High)

	Recommendation
	7.6 Improperly Engineered or Unimplemented Mutual Authentication

	Question
	7.6.1 Does your IoT service correctly implement mutual authentication?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	7.6.1.1 Each peer in our IoT service mutually authenticates with all other peers in our ecosystem.
	
	
	
	
	

	
	7.6.1.2 Each peer in our IoT service encrypts and signs the messages its sends to the other peers in the ecosystem.
	
	
	
	
	

	
	7.6.1.3 Each peer that receives messages in our ecosystem cryptographically validates the message before  acting
on it.
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	ID
	CLP13_7.8 (High)

	Recommendation
	7.8 Privacy and Unique Endpoint Identities

	Question
	7.8.1 Do you protect your endpoint identities when scanning for, and attaching to, new communications networks?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	7.8.1.1 Our endpoints use random addresses when connecting to new communications networks.
	
	
	
	
	

	
	7.8.1.2 We let our users decide if they want their public keys exposed when connecting to new communications  networks.
	
	
	
	
	



	ID
	CLP13_7.9 (High)

	Recommendation
	7.9 Run Applications with Appropriate Privilege Levels

	Question
	7.9.1 Are your endpoint applications running with the appropriate privilege levels?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	7.9.1.1 The applications running on our endpoints do not require super-user privileges during normal runtime.
	
	
	
	
	

	
	7.9.1.2 We ensure that applications only run with super-user privileges when that require initial access to resources.
	
	
	
	
	



	ID
	CLP13_7.10 (High)

	Recommendation
	7.10 Enforce a Separation of Duties in the Application Architecture

	Question
	7.10.1 Do your endpoint applications have appropriate privilege levels assigned and are then enforced by your endpoint hardware?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	7.10.1.1 The applications running on our endpoints have different user identities associated with each unique process.
	
	
	
	
	

	
	7.10.1.2 Hardware level memory protection is utilised within our endpoint devices and privilege levels are enforced according to our security architecture.
	
	
	
	
	

	
	7.10.1.3 Unprivileged software is restricted from accessing privileged resources such as drivers, configuration files and other objects.
	
	
	
	
	



	ID
	CLP13_7.11 (High)

	Recommendation
	7.11 Enforce Language Security

	Question
	7.11.1 Does your programming language enhance your endpoint security?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	7.11.1.1 Our endpoint applications are built using a programming language that enhances the security of the applications.
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Medium Priority Recommendations CLP.13

	ID
	CLP13_8.1 (Medium)

	Recommendation
	8.1 Enforce Operating System Level Security Enhancements

	Question
	8.1.1 Do your endpoint applications use system level security enhancements?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	8.1.1.1 The applications running on our endpoints use the security features of the underlying operating system or kernel.
	
	
	
	
	

	
	8.1.1.2 The operating system provides mechanisms to avoid exploitation of buffer overflows (e.g. enable Address Space Layout  Randomization).
	
	
	
	
	

	
	8.1.1.3 The operating system provides mechanisms on which applications can leverage to mitigate stack overflows (e.g. stack-protector).
	
	
	
	
	

	
	8.1.1.4 The operating system ensures that no RAM space is both writable and executable at the same time.
	
	
	
	
	



	ID
	CLP13_8.2 (Medium)

	Recommendation
	8.2 Disable Debugging and Testing Technologies

	Question
	8.2.1 Are all debugging and test technologies disabled in your endpoint devices?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	8.2.1.1 All debugging and test technologies are disabled in our endpoint devices.
	
	
	
	
	

	
	8.2.1.2 All unused physical interfaces are removed from the circuit boards of our endpoint devices.
	
	
	
	
	

	
	8.2.1.3 All on-chip debugging ports on our endpoints, such as JTAG and SWD are disabled in using hardware security locks.
	
	
	
	
	



	ID
	CLP13_8.3 (Medium)

	Recommendation
	8.3 Tainted Memory via Peripheral-Based Attacks

	Question
	8.3.1 Are your endpoint device protected against peripheral based attacks?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.3.1.1 Use of Direct Memory Access by peripheral devices is carefully controlled and managed within our endpoint  devices.
	
	
	
	
	



	ID
	CLP13_8.4 (Medium)

	Recommendation
	8.4 User Interface Security

	Question
	8.4.1 Do your endpoint devices implement a secure user interface?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.4.1.1 All input and output via the user interface of our endpoint devices is securely implemented.
	
	
	
	
	

	
	8.4.1.2 Our device user interface provided visual alerts to our user of device tampering or other abnormal behaviour.
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	ID
	CLP13_8.6 (Medium)

	Recommendation
	8.6 Utilize a Private APN

	Question
	8.6.1 Does your endpoint utilise a private APN?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.6.1.1 Our endpoint utilised a private APN provided by our network communications partner.
	
	
	
	
	



	ID
	CLP13_8.7 (Medium)

	Recommendation
	8.7 Implement Environmental Lock-Out Thresholds

	Question
	8.7.1 Does your endpoint implement environmental lock outs?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.7.1.1 Our endpoint devices monitor their environments and take appropriate action should certain environmental thresholds fall outside specific tolerances.
	
	
	
	
	



	ID
	CLP13_8.8 (Medium)

	Recommendation
	8.8 Enforce Power Warning Thresholds

	Question
	8.8.1 Do you implement power warning thresholds?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.8.1.1 Our endpoints implement power warning thresholds and notify their users of power related events such as low battery, power black-out and brown-out events.
	
	
	
	
	



	ID
	CLP13_8.9 (Medium)

	Recommendation
	8.9 Environments Without Back-End Connectivity

	Question
	8.9.1 Do your endpoints enforce communications security when connectivity to back end systems in lost?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.9.1.1 Our endpoints enforce communications security when connectivity to back end systems is lost.
	
	
	
	
	



	ID
	CLP13_8.10  (Medium)

	Recommendation
	8.10 Device Decommissioning and Sunsetting

	Question
	8.10.1 Do you have a process for decommissioning your endpoint devices?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	8.10.1.1 We have a process in place to securely decommission our endpoint devices.
	
	
	
	
	

	
	8.10.1.2 We ensure that decommissioned endpoint devices cease all future communication.
	
	
	
	
	

	
	8.10.1.3 We ensure decommissioned devices are backlisted by our service ecosystem and an alarm is raised should such a device attempt to communicate with our service platform.
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	ID
	CLP13_8.11 (Medium)

	Recommendation
	8.11 Unauthorized Metadata Harvesting

	Question
	8.11.1 Do you protect your users from metadata harvesting?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	8.11.1.1. We protect our users from metadata harvesting by:
· Encrypting as much data as possible;
· Using unique binary identifiers;
· Preventing the derivation of serial numbers or other trackable identities from user profiles;
· Not exposing message structures to 3rd parties;
· Not exposing user actions, activities or behaviours to 3rd parties;
· Enforcing confidentiality and integrity for all data that relates to user privacy.
	
	
	
	
	



Low Priority Recommendations CLP.13

	ID
	CLP13_9.1 (Low)

	Recommendation
	9.1 Intentional and Unintentional Denial of Service

	Question
	9.1.1 Is your service is protected against denial of service attacks?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	9.1.1.1 Our communication protocol is designed to devalue the impact of a denial of service attack.
	
	
	
	
	

	
	9.1.1.2 Our service detects when endpoint devices abnormally lose connectivity and notes such events for statistical analysis.
	
	
	
	
	

	
	9.1.1.3 Our communication security keys are renegotiated every time an endpoint device reconnects to the communication network.
	
	
	
	
	

	
	9.1.1.4 Our service is designed to manage disruptions to its communication links and is designed to gracefully recover from such disruptions.
	
	
	
	
	

	
	9.1.1.5 Our service adheres to the GSMA Connection Efficiency Guidelines.
	
	
	
	
	

	
	9.1.1.6 My endpoints notify the service in the case that radio jamming is detected.
	
	
	
	
	



	ID
	CLP13_9.2 (Low)

	Recommendation
	9.2 Safety Critical Analysis

	Question
	9.2.1 Have you completed a safety analysis for your service?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Controls
	9.2.1.1 We have analysed our service from a safety perspective.
	
	
	
	
	

	
	9.2.1.2 We have put safeguards in place to ensure our service cannot be manipulated to cause physical harm.
	
	
	
	
	

	
	9.2.1.3 Our executive, legal and insurance teams understand the safety implications of our service.
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	ID
	CLP13_9.3 (Low)

	Recommendation
	9.3 Defeating Shadowed Components and Untrusted Bridges

	Question
	9.3.1 Is your endpoint protected against component shadowing?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	9.3.1.1 Our device hardware is protected against component shadowing.
	
	
	
	
	



	ID
	CLP13_9.4 (Low)

	Recommendation
	9.4 Defeating a Cold Boot Attack

	Question
	9.4.1 Is your endpoint devices memory protected against cold boot attacks?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	9.4.1.1 RAM is soldered onto our endpoint devices circuit boards.
	
	
	
	
	

	
	9.4.1.2 Our RAM is periodically scrubbed during endpoint device operation.
	
	
	
	
	

	
	9.4.1.3 Secure operations utilise RAM that is internal to our CPU.
	
	
	
	
	



	ID
	CLP13_9.5 (Low)

	Recommendation
	9.5 Non-Obvious Security Risks (Seeing Through Walls)

	Question
	9.5.1 Do you de-correlate user actions from your communication  protocol?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	9.5.1.1 The actions of our users are de-correlated from the communications that take place on our communication  layer.
	
	
	
	
	



	ID
	CLP13_9.6 (Low)

	Recommendation
	9.6 Combating Focused Ion Beams and X-Rays

	Question
	9.6.1 Is your device protected against FIB based attack?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	9.6.1.1 Our endpoint security architecture devalues the impact of a FIB based attack.
	
	
	
	
	

	
	9.6.1.2 Our endpoint hardware is resistant to FIB based attack.
	
	
	
	
	



	ID
	CLP13_9.7 (Low)

	Recommendation
	9.7 Consider Supply Chain Security

	Question
	9.7.1 Do you have a secure supply chain?
	Response
	Notes

	
	
	Yes
	Part
	No
	N/A
	

	Control
	9.7.1.1 We have audited our endpoint component suppliers and their production processes for security risks.
	
	
	
	
	

	
	9.7.1.2 We have processes in place to monitor and mitigate any security issues that might arise with our supply chain.
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3.4 Declaration
Declaration:
As an authorised representative of the organisation stated in section 3.1 of this document, we declare that:
1. the information provided in sections 3.3 of this checklist is valid and correct for the product/service stated in section 3.2 and
2. we acknowledge and accept the instructions, exclusions and other provisions set out in this document.

	Name:
	
	Title:
	

	Signature:
	
	

	Date:
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Annex A Document Management

A.1 Document History

	Version
	Date
	Brief Description of Change
	Approval Authority
	Editor / Company

	1.0
	6 Sept 2016
	1st Revision of Document
	PSMC/CLP
	Ian Smith / GSMA



A.2 Other Information

	Type
	Description

	Document  Owner
	GSMA Connected Living Programme

	Editor / Company
	Ian Smith / GSMA



It is our intention to provide a quality product for your use. If you find any errors or omissions, please contact us with your comments. You may notify us at prd@gsma.com

Your comments or suggestions & questions are always welcome.
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