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NFC, Where we are?
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NFC is taking off and opens a new era for MNOs

Technology and infrastructure are ready > 1 SBn

120 M USErs
70% of banks say NFC NEC handsets
is their tOp priority > 50M
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2013 hot spots

2011 Shipment

UK
13.2 m NFC UICC Turkey
35m NFC Handsets
Austria

2012 Forecasts
40m NFC UICC France

Poland
140m NFC Handstes Italy

2013 Forecasts
100m NFC UICC
350 m NFC Handstes

B 2013 Payment

F - 2013 Transport

ﬁ Access
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2013 hot spots
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B 2013 Payment

2013 Transport

Access

2011 : Korea, Japan
russia

2012: US,
canada,Singapore,
UAE




Handsets are not the missing link anymore

Handset NFC Units to Reach 1B+ by 2015

2011A 2012E 2013E 2014E 2015E
mmm NFC Units NFC Penetration

Source: Morgan Stanley Research, CSR, iSuppli
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Status September 2012

140 Mu expected in 2012

63 models supporting SWP (5 Tablets)

20 models supporting eSE only

From 14 brands (3 brands for tablets)

31 Visa or MC certified (or both
23 fully tested by Gemalto

More than 50 models
currently being designed
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NFC is a cooperative multiplayer game

Issuance and

\ Activation Suscriber

/.

Bank

i e
We must connect

Service Provider

N\ /

Services Life Cycle

Liability and Security
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The NFC Ecosystem

Linking the mobile Users to the Service Providers

Service Providers Trusted Service Telecom Telecom
Manager Operators Suscriber

(2)

Other Entities Data Processor
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TSM splitted responsability

Better flexibility and still high secure

GL=BALPLATFORM
«@»
GP TSM
Messaging gg 4
API

Telecom
Operator

-

SP 2
Backend System

| Gemalto Operation Center
Banking Security Zone

4 N/ MNO TSM I

SP TSM Business Enabler

In charge of service deployment In charge of SIM content

and application management Smarllager_nentffor MNIOS-
for Service Provider Ingle point of contro

N |\
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http://www.globalplatform.org/

Service Provider TSM

Managed multiple services, Interface multiple MNOs

’W SP TSM Services

- Il Service Package
Credit / Debit Loyalty Digital ID Digital ID 9
J - * Applet

------------------------------------ > User Interface

@.

Banking Security Zone

'l OTA Provisioning -
SSD management

Key management

Data preparation

Eligibility check
Authenticaion

Applet / Ul Download
Applet / Ul Personalization

GP TSM Mes
AFSCM

GLSBALPL

G0 GO GO GO G @

Gemalto Oper 'l OTA Life cycle

Counter reset (payment)

Top-up (Transport)
Lock-Unlock-Delete (generic)

Other Scripting services j

Mifare /DesFire

\ /N

) O G G

One Time
Password



http://www.globalplatform.org/

MNO TSM = Business Enabler Platform

Single interface and Control point

.

/ MNO TSM

» Standardized interface to
multiple TSMs

» Support End User Eligibility
check and SP environment
set-up

»  Support business process &
service continuity
Service Administration
Billing & Report
Service & Subscription notifications

~
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Future proof

ssaging /

| API MNO

—— : Backend
'LATFORM systems

ration center

S;iim\
OWININOCCUPY.
YOUR SIM CARD &



http://www.globalplatform.org/

Choosing a Secure Element for NFC

unconnected
' \9/
contacless sticker "
' s
@)
’ﬁ""&"’ In2Pay microSD =)
Data
Required

-

Handset Embedded Q(g)

connected Secure Element Data &

firmware
Required

@)
A

Full MNO
Services

Only UICC will allow full growth of services potential N\

NFC UICC




One UICC for multiple applications

Different types of applications
Installed on Security Domains

through the TSM




What’s a Security Domain?

Single Telecom Container
Single Key Owner

Others applications can be stored Multiple Key Owners
But Operator owns the OTA key Isolated Containers

Single container can be “rented”

Global Platform Rules for Access

)¢
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A Modular Architecture

o 2
o g H
=S
Q o
n o In charge of
: TSM
TSM Retail _ & perso
Government Banking
In charge of card
Business Business content
g Enabler Enabler management
QT
oo
o Q
2 /

OTA Ja OTA
Platform 2% _— Platform
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Delegation management models

I Simple mode

" MNO executes all operations

= Service Provider asks MNO for Service application(s)
Load & install

*  Service provider (TSM) can personalize his application on
his own, in a Security Domain reserved for his usage

x  Delegated management

» MNO agrees to delegate some operations to TSM
(i.e. downloading the application) in a dedicated Security Domain

o For each operation and card, MNO provides a token to TSM

»  Authorized management

e TSM is free to perform any operation on a Security Domain
reserved for his usage

Adopted for some pilots
(i.e. Nice/Citizy and
others)

7( 7775
frole "\C:m[f'/

Viable business model,
accepted by Banks

* BARCLAYS __ [P

everything
everywhere

—
SETTELECOM
Recommended by GTO

Deployed only when MNO
Is part of the TSM JV

s 1DA

SINGAPORE
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http://www.barclays.fr/homepage-fr-@/3-index.html
http://www.google.fr/imgres?imgurl=http://kobn.files.wordpress.com/2010/12/cityzi-logo1.png&imgrefurl=http://kobn.wordpress.com/tag/cityzi/&usg=__E33-HTGjIUPcU8ablOpxaM1kvP8=&h=170&w=170&sz=3&hl=fr&start=3&zoom=1&tbnid=yzp9cfnnYrwsEM:&tbnh=99&tbnw=99&ei=oGQLToKVONTE8QOL9oWTAQ&prev=/search?q=cityzi+logo&um=1&hl=fr&sa=N&tbm=isch&um=1&itbs=1
http://www.google.fr/imgres?imgurl=http://img2.generation-nt.com/payez-mobile-logo_00FA000000083587.jpg&imgrefurl=http://www.generation-nt.com/payez-mobile-experimentation-nfc-caen-strasbourg-actualite-47181.html&usg=__OmNj9ikI7CQ5eY_WQdLXL8bbiZI=&h=162&w=250&sz=6&hl=fr&start=1&zoom=1&tbnid=L-XeZSgMvlZm2M:&tbnh=72&tbnw=111&ei=4GQLTpnuPNGr8APIhbiOAg&prev=/search?q=payez+mobile+logo&um=1&hl=fr&sa=N&tbm=isch&um=1&itbs=1

GSITIA.

More on Global Platform




Security requirements for Mobile NFC
How to answer Service Providers concerns?

'l Service providers have several concerns and needs for service
deployment, storage & usage....

Dynamic Service Activation & Deactivation

Applications Isolation

Customer Credentials download & Storage

Transactions Security

>
>
>
>
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The answer:
Smart Card, JavaCard and...GlobalPlatform

Contacless cards offer a physical protection
of the chip

JavaCard Technology

encapsulation, applet firewall, crypto engines

EAL 4+

SIM security mechanism and OTA access

Additional certifications for SE >

GLCBALPLATFORM ¢

X
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GLOBALPLATFORM

GlobalPlatform (GP) Basics

Secure Platform to ensure independence
between actors and secrets management

Security Domains and Privileges

Protected data exchange using
Secure Channel Protocols

GP 2.2 Standards adopted by Banks,
Operators and now Transport SPs

LOAD

INSTALL (FA

EXTRADITE ~
1

STORE DATA

« LOCK »... Hll ‘v

n
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Take

Away

NFC business is ramping up
Go to the market is the question

First Roll Outs —
Key Success factors are identified

Telecom Operators to improve their
Business models, go beyond UICC rental

Service provider work on adding
value to their business

NFC has reached technical maturity
from 10 handsets in 2011 to 61 on 2012

gemalto
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Key Success Factors

Make it Happen

Simplify \

Re-use

Pre-seed

. /

=Ny
:&Aa‘;}

Boost Adoption

\

Cooperation

Educate & give
Confidence

Mobile Marketing
Ease Enrollment

Wallets

\

Add value

Extend Use cases \
(payment-> banking)

Multiply use-case

Convergence
Payment loyalty
Payment transport

Mobile Marketing and

/

K geolocation j
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NOW  Make it Happen

Simplify

gemalto
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&. g du Sans Contact Mobile ]

\

Subset of
Specifications

GSITIA

, Association Frangaise

Full E2E validation

Fully certified
solutions

Interoperable TSM

17 m UICC, dozens of

\ TSM on the field ]

Flexible products
Pay-per-use Model

Pay-per-activation

/
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security to be free

Il Thanks !

If you need more information please go to

askgemalto.com or email to



mailto:carlos.romero@gemalto.com
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