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services that are biometrically enabled
v’ Use Cases Expanding Rapidly
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BIOMETRICS: AGIFT FROM THE DEVICE MAKERS & BIOMETRIC
VENDORS

DEVI(%ﬂE RICrH INAUTHENTICATION CAPABILITIES, CONSUMERS CO %%I}I'ED, PREFER OVER PASS ”"""f
y

Face Recognition

/(r\rff} Should we

pick winners

Cardiac Rhythm

Secure Execution Y r

Fingerprint | . Secure Storage
Recognition or eave itto .
Darwin? Motion, Heartbeat, etc.
(((! Location
Voice Fingerprint Sensor
Recognition

Microphone
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MANAGING DIVERSITY OF BIOMETRIC
METHODS

WHICH BIOMETRIC METHOD WILL REPLACE PASSWORDS?



NO SINGLE BIOMETRIC MODALITY WILL REPLACE
PASSWORDS
IﬂdU?tDl/ needs a framework for fi 0)(w-ea 1|3 54] 1[5 1@/ 2 danking,

Nok Nok Labs pioneered ar/industry P o
movement of over 250+ companies (including o payments and health care are driving
major government agencies and technology I \ enterprises to abandon the use of
alliances) that agree with our vision and alliance

asswords
expand the market for our software products P

— the FIDO Alliance

With industry and government leaders that include : : :
Industry alliances are cooperating to

create alternatives to reliance on

PSnmsuncg Lem oiscover  VIA NIST passwords
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Y Q%Ear;’al"’a I @oberthur 1T PR End users are rapidly adopting new
gaome NP o b e authentication technologies such as
P ING #a QIJA.LGDNM ASibaba Group m _ . . e
Q2 - e » e Nk fingerprint sensors, speaker recognition,
enTRADE witen | "'&:"’ i . Cabinetoffice face recognition and smart tokens, etc.,
Giesecke & Devrient : ,D,,:',,m“ Eﬂlﬁltﬂ A . . :
TSR enmec Nok Nok that enable the elimination of
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passwords

5 NOK NOK LABS



FIDO DOES BIOMETRICS REALLY WELL
AUTHENTICATION THAT CAN GO FROM SILICON TO THE CLOUD
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Easy for Users, Easy for Developers, Easy for IT Operators

PROPRIETARY & CONFIDENTIAL


http://www.samsung.com/
http://www.samsung.com/

BIOMETRICS ON THE SPECTRUM
ENABLING MULTIFACTOR AUTHENTICATION
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CHALLENGES ORIENTING TO ANEW
TECHNOLOGY

Understanding biometrics deeply and designing a solution



BIOMETRICS: DESIGN, EFFECTIVENESS & SECURITY CHALLENGES

O What you mean it's a probabilistic match?
Q I'd like a copy of the fingerprint for my server as well...
O It's Pll orisn’t it?

O Why does Apple’s matching model differ from Android from Microsoft?

O Rubber fingers, rubber fingers, hair-on-fire

Lag in to your account with your fingerprint. Approve with your fingerprint,
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MASTERING BIOMETRIC AUTHENTICATION: BEST

MO ANTINNRT O
v Run a POC

v' Develop a framework for use (beware shiny objects)
v' Build a 3-5 year roadmap

' - R nition or Authentication?
v Consider a standards-based approach with FIDO SO O AMENIEEIIE

What's at stake? Consent?

Active or Passive? Single
or Multi-Modal?
Recovery? Lifecycle
model?

Operating multiple

authentication silos
or standards-based
approach?

Documented Threat
Model? How are templates
ecuri 2
Is there PII? Who itgitkc\?g(r:t%rr(;t?ected_
owns the / :
biometric? \M
Failure modes,

Predictability,

Operational variations?
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ATTACKS
MITIGATED

Physical attacks
possible on lost or
stolen devices

(3% in the US in 2013)

With hardening of FPS
Authenticator
Implementations — mitigate
remote/scalable attacks

CONFIDENCE
NOT FEAR
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Not Scalable

Scalable attacks

Threat Model For Fingerprint Sensors

User Coercion

Physically attacking user deV|ces hy5|cally attacking user devices
steal data for impersonati misuse them for impersonation
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Remotely atig ng *@ motelv .<|ng Remotely attacking
lots of user devices \\* lots n dew\ lots of user devices

0
steal data f& n

mlsusp for misuse authenticated

. . & \ol :
t N ti
Impersonation (:b( Q\ sonation sessions

Remotely attacking central servers

steal data for impersonation
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BIOMETRICS & MOBILE CONNECT



MOBILE CONNECT LEVERAGES FIDO TO EXPAND THE SET OF
AUTHENTICATORS

&

User Authentication

Neok Nok

> INTO FIDO FRAMEWORK — EASY FOR DEVELOPERS, IT OPERATOR *%°

( I 'OpenID Connect

Federation

1

.

lliance

- Network-based authenticators
Authentication

(USSD, SIM applet etc.)

FIDO provides
Authentication
Framework for Device-
Based Authenticators
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User Management Existing MNO CRM databases

Existing MNO KYC

|dentity Proofing processes

(going from physical to digital identity)

~ .

alliance

FIDO is an
Authentication
Framework

N
-

Mobile Connect
IS an
Identity Framework




MOBILE CONNECT HIGH LEVEL ARCHITECTURE WITH FIDO
FIDO INTEGRATES AS OPTIONAL AUTHENTICATOR SUBSYSTEM

Service Provider

Service access request AR
< =

Tablet/desktop OpeniD
Authentication
request
SIM applet protocol (CPAS8 ~— Second mile
[y < ctnommetmmtocn s, (=) < o
SIM AuthN
applet server Identity GW
~ _
D < FIDO UAF protocol > «
- -
Mobile phone gl % ng ‘-‘“ @
\ With MC App +FIDO SDK FIDO AuthN Server or Service
FirstYmiIe
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BIOMETRICS & BUSINESS STRATEGY



THE BATTLE FOR CUSTOMER EXPERIENCE & THE
ClOoLiD

Biometrics in particular & authentication in general are
becoming a strategic weapon for dominance in cloud

services

Apple on their vision for iTouch (much more than a sensor)
e hitps/Amwvyoutube.comwatchA=U2MTLNICZBQ

NTT DOCOMO Demo Videos:
e hitps/Awyoutube. comvatchA=QzMAPPXEGPS [Fal 2015]

PayPal Video
»  hitpiyouitbell 2XAkOaHB!

How it Works:
e hips/vwwyoutube commatchA=YAGILISZQw
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https://www.youtube.com/watch?v=U2MTLNfCZBQ
https://www.youtube.com/watch?v=QzM4PpXEqP8
http://youtu.be/L2xAk0aHBsI

BIOMETRICS: LEADERS FORGING AHEAD, SEEING STUNNING
BENEFITS

PayPal| i | 4s

Alipay.com Ocomo

G EEALA BT . 0

¢ P T 4 sl 9:07 PM

PayPal

Pat Johnson
pat@RentABike.com

Touch ID for “myCigna”
Log in with your fingerprint.

Lag in to your account with your fingerprint

A—HF—%EBETSICE. R—4L
IR ERLT {TEEL,
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BIOMETRIC AUTHENTICATION : ABUSINESS

PERSPECTIVE

FRICTIONLESS AUTHENTICATION, PERSONALIZED TRANSACTIONS

THANKS BRENDON!
$10.00

Leaders are: Tap Touch Sent!
v Delighting customers

v Increasing ARPU
v Locking down security

v' Creating seamless customer experiences across their ecosystem for
strategic advantage in cloud services and IoT
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