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Smart meters:




COMPLIANCE WITH RADIO FREQUENCY EXPOSURE STANDARDS

Summary

Smart meters use low power radio
frequency signals to collect and transmit
information about use of services such

as electricity, water and gas. The meter
reading data is collected and collated

at access points and forwarded to the
power company over the existing mobile
networks in the same way as a call or text
is sent. The radio frequencies and nominal
powers transmitted are similar to those
used for mobile phones and home wireless
internet connections. However, as smart
meters transmit for very short intervals

and infrequently, the average transmitted
powers are very low. A number of studies
have concluded that the duty cycle (the
percentage of time the signal is transmitted)
is very small, typically less than 5% for most
of the time (even for heavily loaded access
points) and far less than 1% for most meters
for the majority of the time.

Measurements of both single and banks
of smart meters have been made by
organisations in many different countries.
The results are broadly similar from all the
surveys. The exposure levels are similar to
many common devices and transmission
services including home Wi-Fi, laptops,
mobile phone base stations and TV/FM
broadcast services.

The possible health hazards of radio-
frequency energy have been studied for
many years. The consensus of expert
groups and health agencies is that there
are no established health effects below
recommended exposure limits. Numerous
national public health agencies have
concluded that the radio signals used by
smart meters do not pose a health risk and
that there is no scientific basis to decline
having a smart meter installed.
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Advance Metering Infrastructure (AMI),
commonly known as smart meters, use
low power radio frequency signals to
collect and transmit information about
use of services such as electricity, water
and gas. Whilst different utility companies
may configure their smart meter networks
slightly differently, all networks contain
radio transceivers (transmitters and
receivers) located at the customer
premises that transmit information about
the service usage to wireless access
points. The radio transceivers are similar
to the wireless routers many people

have installed in their homes and offices

to communicate within a computer
network and ultimately with the Internet
via a wireless access point. Similarly, the
wireless access points within the smart
meter network collect and transmit
usage data to the utility company via a
cellular mobile type network or wide area
network (WAN). Some meters support a
Home Area Network (HAN) that allows
monitoring and control activities within
the residence. Figure 1illustrates the main
radio links of a smart meter system.
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Mesh network of smart meters also equipped with Home Area Network (HAN).
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Figure 1

The radio transceivers at the customer
premises and the access points may be
organised into a mesh network where they
can both transmit data and communicate
with each other. Radio transceivers can

be installed as single units in individual
dwellings or in banks to serve blocks

of dwellings. Wireless access points are
typically located in an elevated position to
ensure a satisfactory radio communication
with each of the transceivers it receives
data from. Individual transceivers can

also be configured to operate as wireless
access points depending on the quality of
the received radio signal which is primarily
impacted by separation distance, local
geography and building structure. Smart
meters are fitted with an internal antenna
which can be replaced by an external
antenna fitted to the outside of the cabinet
or further away to improve reception and
transmission.

The individual transceivers typically
operate in the 902-928 MHz and
2.4-2.48 GHz bands, utilising both
frequency-hopping and spread spectrum
technigues which are controlled by a
wireless mesh network overlay.

Some meters use cellular data modems
at 900 MHz, 1.8 GHz or 2.1 GHz, the same
technology used in mobile phones. The
meter reading data is carried over the
existing mobile networks in the same way
as a call or text is sent.

Depending on the radio technology used
the transceivers operate at a nominal
peak power of up to 1 W. However, as
they transmit for very short intervals and
infrequently, the average transmitted
powers are very low.
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Smart meter data transmission and duty cycles

The communication between smart meters includes the service use data, as well as
information to and from other smart meters within the mesh network, to maintain the
hierarchy of each of the meters within the network. The transmissions within the network
are characterized by very short pulses sometimes referred to as chirping and the numbers
of pulses vary throughout the day and with the level of the meter within the network.
Smart meters which are configured as access points transmit a higher number of pulses.
The wireless access point that finally communicates to the WAN and ultimately the utility
company transmits the highest number of pulses.

[llustration of smart meter duty cycle
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Tell et al. (2012a) and EMC Technologies (2011) have extensively investigated the
characteristics of the data transmission and duty cycles (the percentage of time the signal

is transmitted - see Figure 2) in operational smart meter networks with different smart
meter brands and different power utility networks. Tell et al. (2012a) analysed data from
46,698 meters over an 89 day period. Based on more than four million data points, they
conservatively estimated the maximum duty cycle as 4.74% and that this occurred in 0.1%

of values. For 99% of values, the duty cycle was only about 0.1%. EMC Technologies (2011)
investigated actual byte count data from over 2,000 meters, including a highly loaded access
point. They concluded that the majority of the meters had a duty cycle of between 0.3% -
0.4% and that 99.9% of the meters were transmitting below a duty cycle of 2.5%. Based on
this data, it can be concluded that the duty cycle is very small, typically less than 5% even for
heavily loaded access points and far less than 1% for most meters.

SMART METERS TYPICALLY TRANSMIT LESS THAN 1% OF THE TIME.
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Results of measurements of smart meters

International radio frequency (RF) exposure Measurements of both single and banks
guidelines have been developed to provide of smart meters have been made by
protection against established effects from organisations in many different countries.
RF fields by the International Commission on The results are broadly similar from all
Non-lonizing Radiation Protection (ICNIRP, the surveys. Some important features are
1998) and the Institute of Electrical and summarised in Table 1 and Table 2 based on
Electronic Engineers (IEEE, 2005). In the measurements conducted in Australia and
United States, the Federal Communications the United States.

Commission (FCC) has adopted limits that
are similar to those of ICNIRP and the IEEE
(FCC, 1997).]

Peak measured levels

The peak levels represent maximum values during the short transmission periods. These need to
be multiplied by the duty cycle to arrive at the time averaged exposure levels (see Table 2).

Tell et al 2012(a)
(ltron Meters) Banks of 10 meters at 0.2 m 0.35 mean

(902 - 928 MH2z)

Tell et al 2012(b
SRR (b) Outside residences at 0.3 m 0.27 - 0.9
(GE and Landis Meters)
(902 - 928 MHz) Inside 6 residences 6.6x10°5 median / 0.051 max

(Trilliant Meters) 1.0x107°% - 1.0x10°°2
(G R L b2) Inside house at 5 - 10 m 1.0x10° - 1.0x107°2*

*These measurements were affected by more dominant Wi-Fi signals from within the house.

Note: Tell et al 2012 (a) and (b) reported their measured peak values as a percent of the FCC limits. In Table 1, the peak levels have been calculated assuming
an FCC general public of 6 W/m? at 900 MHz. The ARPANSA measurements were done in Australia, the others in the USA.

Table 1

1. The public exposure limit varies with frequency. At 900 MHz it is 4.5 W/m2 in the ICNIRP guidelines and 6 W/m? in the FCC requirements.
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Time averaged levels

These levels are determined using the highest value duty cycles based on measurements and/
or conservative estimations and calculated using the appropriate measurement averaging period
(ICNIRP or FCC)? to allow comparison with the allowable limit values for the public.

Bank of 13 meters, inside :
dwelling at 5.09x10°¢¢
EMC Technologies (2011)
Bank of 11 meters 0.3 m from &8
Front of single at 0.3 m <4.80x10792
Tell et al 2012 (a)

Front of single meter acting as 02
(Itron Meters) wireless access point at 0.3 m 6.00x10
(902 - 928 MHz2)
Front of single meter at 3.05 m <4.80x10704
ARPANSA (2013) Single meter at 0.5 m 2.1x107°°3

Note: EMC Technologies (2011) and ARPANSA (2013) generally reported the time-average values as a percent of the Australian limits (ARPANSA, 2002)
which are almost identical to ICNIRP. Where stated in the reference, the actual field strength values have been cited. If they were not available they have
been calculated assuming a general public limit of 4.5 W/m? at 900 MHz.

Table 2

2. The measurement averaging period in ICNIRP is 6 minutes and for the FCC it is 30 minutes.
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Comparison of the measurements with other common RF sources

Table 3 presents typical values of measured RF exposures from other common sources
of radio signals.

Measured results of exposures from other common RF sources

The measurements are reported as time-averaged levels, using the appropriate measurement
averaging period (ICNIRP or FCC), when the service is operating, for example, when a laptop is
uploading a file over Wi-Fi.

Reference Measurements Time-Averaged Levels (W/m?3)

Wi-Fi devices in offices, median range

Foster (2007) shops, healthcare, educational
institutions at 1 m 1.0x107°¢ to 1.0x10-°%

Max from laptops at 0.5 m 2.2x10°2

Max from laptops at T m 8.7x10°2
Peyman et al (2011)

Max from access points at 0.5 m 4.0x107°3

1.8X1O>02
Mobile phone (downlink) 2.0x10°5to 2.0x10°4

Foster & Moulder (2013) | Mobile phone (uplink) -
based on exposure to bystanders, 5.0x107° to 9.0x10-°4
Joseph et al (2010) not the user

DECT cordless phone 1.0x107°% to 5.0x107°°%

Table 3
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Conclusions about RF
Health Effects

The possible health hazards of exposure

to RF energy have been studied for many
years and the overwhelming consensus of
expert groups and health agencies is that
there are no established health effects below
recommended safety limits.

The ICNIRP? states:

Acute and long-term effects of HF [high
frequency] exposure below the thermal
threshold have been studied extensively
without showing any conclusive evidence
of adverse health effects.

The World Health Organization (WHO)* states:

Based on mixed epidemiological
evidence on humans regarding an
association between exposure to RF
radiation from wireless phones and head
cancers (glioma and acoustic neuroma),
RF fields have been classified by the
International Agency for Research on
Cancer [IARC] as possibly carcinogenic
to humans (Group 2B). Studies to date
provide no indication that environmental
exposure to RF fields, such as from base
stations, increases the risk of cancer or
any other disease.

The WHO? explains that the IARC
classification Group 2B is a category used
when a causal association is considered
credible, but when chance, bias or
confounding cannot be ruled out with
reasonable confidence. The WHO continues
to promote research related to mobile
phone use and brain cancer risk and several
studies are underway. The IARC task group
concluded that the scientific evidence in
respect of environmental RF exposures
(from sources like smart meters) was
insufficient for any conclusion.

Conclusions specific to
smart meters

Some agencies have specifically addressed
questions regarding the compliance of smart
meters and the possibility of health risks.
Australian Radiation Protection and Nuclear
Safety Agency:®

‘Smart meters measure electricity usage
and communicate this information back
to the supplier using short bursts of
radio waves or low level radiofrequency
(RF) electromagnetic radiation (EMR).
The scientific evidence does not support
that the low level RF EMR emitted from
smart meters causes any health effects.’

Health Canada:’

‘..Health Canada has concluded that
exposure to RF energy from smart
meters does not pose a public health
risk. Since RF energy exposure levels
are far below Canadian and international
safety limits, Health Canada does

not consider that any precautionary
measures are needed to reduce RF
energy exposure from smart meters.’

Health Protection Agency, United Kingdom:®

‘...The evidence to date suggests
exposures to the radio waves produced
by smart meters do not pose a risk to
health. Assessments made in other
countries that use smart meters have
found exposures that are low in relation
to internationally agreed guidelines.
Public Health England (PHE) will

be carrying out research to assess
exposures from the devices as the
technology is rolled out. PHE considers
exposure to radio waves does not
provide a basis to decline having a
smart meter.’

These public health agencies have concluded
that there are no health risks from the
installation of smart meters and no scientific
basis to decline having a smart meter installed.

http://www.icnirp.org/en/frequencies/high-frequency/index.html

http://www.who.int/features/qa/30/en/

http://www.who.int/mediacentre/factsheets/fs193/en/
http://www.arpansa.gov.au/radiationprotection/Factsheets/is_smartmeters.cfm. Last updated: February 2014
http://www.hc-sc.gc.ca/hl-vs/iyh-vsv/prod/meters-compteurs-eng.php. Last updated 13 February 2012.

©®NO U AN

https://www.gov.uk/government/publications/smart-meters-radio-waves-and-health/smart-meters-radio-waves-and-health. Published 31 December 2012.
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Where to go for further information:

ICNIRP http://www.icnirp.org/

WHO http://www.who.int/peh-emf/en
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