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The Problem

We think about identity in the wrong way, and this leads to
solutions that make no sense

Google “birch TED identity”

The Solution

Suppose we had a different mental model of identity, one based
on authentication and attributes

The Business

Remember that William Gibson thing? The future is already here,
just unevenly distributed?
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We think about identity in the wrong way, and this
leads to solutions that make no sense

] ID for the 21st Century is Mobile www.chyp.com

. consult
Chip and PIN hyperion

tomorrow’s

ID for the 21st Century is Mobile www.chyp.com

9/18/12



9/18/12

tomorrow’s
# Studied at ETH Zurich
@ Lives in Zirich, Switzerland : » .
# From Amstelveen |
@ Add where you work
About Friends 1 Likes 4
5 status Photo @ Place  []] Life Event Friends. See All
Sorry can't talk now, I've got to finish writing a talk for John Beaudin Bobby Sparks
TEDxSussex! Can you believe it! 10 mutual friends ’ 13 mutual friends
CLUTSS ros: | B Karen Wakefield A'Lone Alakazia
Ay 3 R 11 mutual friends. A 12 mutual friends
>
S o nted on a link Eugene Jacquescoley Smooth Jazz Notes
March 27 @ Ir. 17 mutual friends
10 mutual friends
- Sponsored
"In the U.S. many NFC credit cards won'ttransrit information like the Holly Zell Jurgensen Mike Scott Elegante Abendkleider
user’s name, reports Computerworld. 15 mutual friends. 16 mutual friends bonprix.ch
} . Atemberaubende
‘That doesn't matter - Amazon don't require a correct cardholder name IABeAdkEIdzeTS
eithe auffalligem Rot &
Schwarz!
Amazon Lets Thieves Shop With Stolen .
Credit Card Numbers, Says Report Activity
www.businessinsider.com Recent FERIA DE ABRIL 2012 - FLAMENCO...
Flamenco: Leidenschaft
They don't ask for the special three-digit code - Gesang - Tanz
thats sumposed 1o vertfy the shopper actually @M came friends with Gary Cali Funkateer Jones.
has the credit card. 12 hours ago
@ istened to Dust Bowl by Joe B Spotify. .
istened to Dust Bowl by Joe Bonamassa on Spoti
i i ing.
Like - Comment - Unfollow Post Like - Comment - Saturday [ Join- 19 people are attending.
Teauial Pt

ID for the 21st Century is Mobile www.chyp.co

What, Who and Whistleblowers fﬁ;‘;:l.t-mn

tomorrow’s

www.chyp.com



. consult
The Solution hyperion

tomorrow’s

Suppose we had a different mental model of identity,
one based on authentication and attributes
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The New Paradigm
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Stop sharing “real” identity!
This makes things worse, not better

Create an infrastructure for digital
identities
Multiple key pairs, created in the SIM
Private keys never disclosed

Binding the key pairs to people (hard)
Authentication

Binding the key pairs to persona (easy)
Virtual identities for every service
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The Business

Remember that William Gibson thing? The future is
already here, just unevenly distributed?
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The phone is the obvious place to
manage identity

‘Who do you want to be...
David G.W. Birch [Self]

But we need a cross-industry
framework (eg, OpenliDConnect) Dov o Garcys o

Leadbelly Gutbucket [Warcraft]
Greasy Makarov [Second Lite]
D G W Birch [UK IPS]

And a standardised
authentication service

SAMSUNG
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Speed is of the essence, and now we have contactless
and NFC (but not psychic energy!) we can make identity
work properly without getting in the way
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It’s reasonable for a policeman to
ask who you are, but it’s equally
reasonable for you ask a policeman
who he is, and it has to work so that
my mum can check the utility guy
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Smart Pipe

tomorrow’s

Digital Identity

Digital Money

OpenlDConnect, Handset TEE

Charge-to-bilf, MintChip

Capacity Capability Context Connection
eg, Load Mgt eg, Provisioning eg, Location 69, QoS/GoS
Dumb Pipe Dumber Pipe
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A 3 Mobile Operatol
"CA Attribute Service Bank
Government
Retaser
Utility
Corporate
Service Provider
o Community
2 - Mobile Operator
"RA" Identity Service Bank
Government
Digital Identity Digital Money
OpentDConnect, Handset TEE Charge-to-bi, MnIChip
Smart Pipe
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UK example

UK mobile phone number

UK mobile phone operator

facts known to the operator

virtual identity

unique identifier

identity provider

attributes

digital signature

07XXX XXX XXX

02.c0.uk

tomorrow’s

is_known_as lewis.carroll@02.co.uk

is_over_18

is_contract_customer
is_allowed_roaming Europe, North America
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SIM

lewis.carroll#voda.co.uk

|
\- digital

revdodgson#twitter.com

Charles Dodgson
Barclays Bank

\ digital

Lewis Carroll
Barclays Bank

// identity

O7XXX XXX XXX
—
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Charles Dodgson

real identity
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Dave Birch
dave.birch@chyp.com (and @dgwbirch)

Tomorrow’s Transactions:
thought leadership from Consult Hyperion

Read www.chyp.com/media/blog
Listen www.chyp.com/media/podcasts
Visit www.chyp.com
Contact info@chyp.com
Follow @chyppings

ID for the 21st Century is Mobile www.chyp.com

9/18/12

10



