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Short History

AUGUST 10, 2010: The Government of the Republic of
Moldova creates the National Commission for e-
Transformation and the e-Government Center

APRIL 29, 2011: The Government creates the Council of e-
Transformation Coordinators in Ministries, Agencies and
all other Central Public Authorities

JUNE 9, 2011: The Board of Directors of the World Bank
approves the $20 million IDA Credit that is to finance the
Governance e-Transformation Project

FEBRUARY 2, 2012: Signing of the MoU between the
Government and mobile operators on implementation of
the mobile elD infrastructure and services.
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Promoting the principles | Implementation of
of open government :  — oy enterprise architecture

Public service digitization 4 GOVERNMENT B Implementation of
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Providing modern channels through Government Decision - Application of

of access to public services - innovative technologies

Shared government IT capacity building
technology platform in public sector

Data center consolidation ] Intelligent IT investments
in the public sector

Enabling a favorable
regulatory, policy
and standards framework




e-Transformation Objectives for e-
Services

J By 2020

 all public services shall have
their electronic counterparts;

J An average of 12 new
electronic services shall be
implemented and launched
every year;

J An average of 8 backoffice
processes should be digitized
every year;

1 50% adoption of electronic
public services shall be
reached;

<. Existing information system

—Sshall be rationalized and

-_integrated into governmental
data\interchange framework.

e-Government Center



G2C / G2B Portal
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Servicii disponibile

201

11 e-Servicii

@ Servicii A-Z

Informare si petitionare

Linii fierbinti, Petitii

Sdndtate
Asigurari medicale, Institutii medico-
sanitare, Medicamente compensate

Culturd, educatie, cercetare
Acte de studii, Cursuri, Instruire
on-line, Invatamint

post-universitar, Invatamint
universitar, Proprietate intelectuala

@ Top Accesari
Na Servicii
Inregistrarea publicatiilor periodice
Eliberarea certificatului bunului imobil
Certificarea inginerilor cadastrali

Acordarea dreptului de sedere
permanenta

Eliberarea titlului de autentificare a
dreptului detinatorului de...

© 2012 Guvernul Republicii
Moldova. Toate drepturile rezervate

e-Government Center

Portalul

Serviciilor Publice

Beta

Justitie si drepturile omului
Drepturile omului, Legislatie, Societatea
civila

Servicii de documentare

Acte de cetatenie, Acte de identitate, Acte
de stare civila, Acte

notariale, Documentarea conducatorilor

auto, Documentarea mijloacelor de transp...

Angajare in cdmpul muncii
Cursuri de calificare, Indemnizatii de
somaj, Locuri vacante

Ultimele
Plasate

Acordarea (stabilirea si plata) dreptului la
pensie pentru alesii...

Duplicatul permisului de conducere pe
suport de hirtie in schimbu...

Petitionare si interpelare la Ministerul
Sanatatji

Eliberarea politei de asigurare obligatorie

de asistentd medicala

Avizare si inregistrare a preturilor de
producator la medicamente

Despre Portal ~ Termeni si conditii  Contacteazi-ne

servicii | portal | gov.md

Finante, impozite si taxe

Cerificat despre lipsa restantelor fata de
buget, Impozit funciar, Impozitul pe venit

Securitate publica
Declaratii la politie, Protectie civila, Situatii
exceptionale

Transport
Mijloace de transport, Transport p

{/ Sondaj de
(B Opini

Ati gasit pe portal informatia pe

cautati?
©  Am gasit toata inform
) O mare parte

http://servicii.eov.md

) O mica parte

) Nu am gasit informati

Launched on 10" May 2012

J



http://servicii.gov.md/

Sectorial eServices Shared eServices Back-office projects

“ eLicensing ° G2C/G2B Portal ° Registry of Personal
Data Holders

@  eConstruction Norms @  Document @  Civil Status Archive
and Standards Management System Digitization
@ eHealth Insurance ©  Government Reporting @ Criminal Record
on Action Plan Archive Digitization
@  eCriminal Record © eAppointment ©  Registry Management
Platform
@  eVisa ©  ecCertificates ©  state Registry of
Inspections
@ Electronic Fiscal “ eReporting “ State Registry of
Invoices ~ Agricultural Producers
- Integrated Hospital - Registry of Soils

= Management System

= ) Primary

e-Government Center




User identification in public services
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The official document
identifying a citizen of
Moldova is national id
card;

Law Nr. 273
09.11.1994

On the id card there is a
picture of the person
which could be used by
public officer when
identifying the person.

e-Government Center



|dentification in public electronic services

Access Control Service offers at least three ways to identify in cyberspace:

Nume utilizator: (1 )

Parola: [ ]

.  Digital & N
J ceritficate N ,
_; A Digital o | '- i : |
| 6 certificates on & Ed ,
mobile phone |
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M-Cloud Platform High Level Architecture
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Security, PKI
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Authentication and Access Control PaaS
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The need for Identity Management D)

N
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 |n order to enable e-services there is a clear need to
develop and implement an identity management
and authentication framework which is:

— Secure & Reliable — uniquely identifies users and
offers highest level of security known as of today;

— Efficient — is highly re-usable, has low total cost of
ownership (TCO) and could be implemented and
launched in reasonable timeframe;

— Accessible — is affordable for businesses of all

Npes and sizes as well as ordinary citizens.




M-Pass: elD Authentication Provider ©)

 elD Authentication

— is one factor authentication mechanism,
based on possession of a smart card with
unique personalized digital certificate on it;

— in majority of cases it is combined with
knowledge factor to obtain two factor
authentication (so called strong

authentication); & <
— provides highest level of security as of
today; &~
— in most cases requires additional hardware \_4
and software components; ———
— requires a complex infrastructure (known as Vs

PKI) considering technical, organizational
..and legal aspects, therefore ...

Wplementation takes long time.

e-Government Center



M-Pass: Mobile elD Authentication
“Provider
* Mobile elD works on the same

principles as elD, but:

— it does not require smart cards and
card readers, instead it uses mobile
phones;

— In mobile elD infrastructure the
cryptographic material is stored on
the Subscriber Identity Module . w

. . Mobile penetration in

(S'M) card which contains PKI Moldova is close to

functionality 109%, and there are

more than 3 million
subscribers to mobile

services

e-Government Center



M-elD: Usage Scenario

... the user is served! provider computes using ICCID

the hash of the message the provider obtains public key

e to be signed from the certificate authority

Certificate Authority

m signature is verified

and if valid ...

\ system is asking for e

access a service

\\ mobile number and is passed the message is sent
\ to the server provider to the user as SMS
\
(5

the user checks > N

if messages match
signed data and ICCID

is sent to the mobile operator

PK| module

the user enters
the PIN

e-Government Center



M-elD: Implementation Model - Key

~Rationale & Objectives

/Past experience demonstrated low adoption of the \
traditional digital signature solution due to:

- lack/limited number of e-services

- High costs/ need to deploy client side infrastructure (reader,
drivers, SC)

\ - Lack of mobility j
/Accordingly, a sustainable model responding to above\
mentioned challenges was developed to ensure:

- Financial sustainability of the deployment and operations

—= - large scale deployment capability
- Multidimensional adoption of services (both governmental and

\ commercial) j

e-Government Center




M-elD: Implementation Model

What is that sustainable model ???

Partnership with mobile operators with
proper distribution of roles and
responsibilities with a healthy business
model




M-elD: Implementation Model —
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Actors: eGov, CTS, Mobile Operators

Cooperation: PPP based on revenue share

Direct contracts between CTS and each operator

CVP Operator 1 CVP Operator 2

Mobile users




M-elD: Implementation Model — actors and

roles

} ]il

Enrolment

Operation

Government
/CA Role \
Issue qualified
signature certificates <;::
Role N
- Validation ¢w
- Time stamping
<J
—
LN
W

Mobile Operators

RA Role

Ensure large coverage
through controlled
distribution network

Role

Provides end-user
operation and secure
data exchange with CA:
- Signature on handset
- End user charging

- Customer support

N

&

(

ESP
(Governmental/Private)

~

Role
- Consumes Mobile
Signature Services




M-elD: Key success factors — Operator (e
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View
* Partnership between the State and Mobile Operators:

— State and operators are not competitors = same goals and
priorities

* Proper Project Management:

— Open-minded, compromise seeking, focused on final result
project leadership by the E-Government Center

e Support and Commitment of Project Stakeholder
— The Prime Minister, Government, CA, operators

Mokile Operators’ openness for collaboration & financial
supp!



M-elD: Lessons learned — Operator view €’

 Before the start of the RFP by the Mobile Operators there was
a need of a tighter dialogue between the CA and mobile
operators for more clear requirements definitions for CA

— A lot of important details of the CA technical requirements
were revealed after the technical solutions were already
purchased by the operators

— The Mobile ID solution requirements should have been
approved by CA before the RFP

*—-Mobile ID based service elaboration should have been started
uch prior on both the E-government and operators side for
ervice better and quicker up-take




Government Ordinance 80-d (14.09.2012)

GUVERNUL REPUBLICII MOLDOVA

DISPOZITIE Nr80-d
din 14 septembrie 2012
Chisindu

te componentd a infrastructurii de semnituri digitald:

a partenerilor din domeniul privat.

acestora, vor:

mobili in domeniul public;

e —— PRIM-MINISTRU /

Semnatura valida
Digitally signed by Filat Viadimir

Date: 2012 09.14 16:00:57 +03:00
Reason: Mobile elD

Location: Guvemul Republicii Moldova

n temeiul art. 30 din Legea nr. 64-XII din 31 mai 1990 cu privire la Guvern, pentruasigu-
rarea realizarii Programului strategic de modernizare tehnologicd a guvernirii (e-Transfor-
mare), aprobat prin Hotarirea Guvernului nr.710 din 20 septembrie 2011, Planului de actiuni
pe anul 2012 pentru implementarea Programului strategic de modernizare tehnologici a
guvernirii (e-Transformare), aprobat prin Hotarirea Guvernului nr.44 din 26 ianuarie 2012,
precum si pentru eficientizarea utilizarii serviciului de identificare electronici mobili ca par-

1. Serviciul de identificare electronici mobil, ca parte componentd a sistemului de
semndtura digitald, este lansat §i promovat de Cancelaria de Stat, cu suportul Centrului
de Guvernare Electronici (E-Government), LS. “Centrul de Telecomunicatii Speciale” si
2. Ministerele si alte autoritifi administrative centrale, inclusiv structurile subordonate

a) intreprinde masuri pentru promovarea serviciului de identificare electronica

b) asigura ca la elaborarea serviciilor publice si integrarea lor in portalul guvernamen-
tal al serviciilor publice sa utilizeze serviciul de identificare electronicd mobila.

3. Controlul asupra respectdrii prezentei dispozitii se pune in sarcina Cancelariei de Stat.

Vladimir FILAT

e-Government Center
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