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Mobile Identity
UK Research Summary




Objective: provide an integrated view of the UK
market with respect to digital / mobile identity

« An integrated view from consumers, industry experts and

service providers on the opportunities and
challenges with respect to mobile identity

- What are the needs, current pain points and

demand from consumers and service providers for
mobile identity

 What are the current and future use cases for the
implementation of mobile identity solutions

« What is the business model for taking this to market
and what are the perceptions of potential providers

Research conducted in accordance with ISO 20252
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Research approach and scope

Subject Matter Experts  Service Provider Consumer Consumer
Depth Interviews Depth Interviews Focus Groups Quantitative

2003 face-to-face
interviews

30 telephone interviews 30 telephone interviews 8 focus groups

With independent Approximately half with With 8 respondents each,

Nationally representative
sample of adults aged 16
and over in the UK

consultants, ID experts major banks, retailers, lasting 90 minutes per
and architects, innovation sites and service providers group

or strategic functions in to government
major telecoms and
technology companies

Conducted 2 each in
Other half with smaller less London, Cardiff,

well known service Manchester, Glasgow
providers

Both people with and
without internet access

6 groups with sophisticated were interviewed

and 2 with less
sophisticated users

Data weighted to age,
gender, region, income
and internet access

Service providers and consumers in focus groups
received incentive of £50 as an incentive for their participation GSIMmA.




Summary of key findings

THE TIME IS NOW TO
MOVE FORWARD WITH
MOBILE IDENTITY IN THE UK

v,

Both consumer and service provider behaviour
is changing, creating a need for definitive
Mobile ldentity solutions, which mobile
operators are ideally placed to provide.

UK consumers are ready for Mobile Identity services.

of consumers have increased awareness of
inbermet sequrity issues over the past 12 months

Q@ 62~

. 59% of UK consumers find
Mobile Identity® services appealing
1- engage in key transactional behaviours requiring inoeasad
security iLe. anline shopping, banking and bill payment

of of UK consumers used their social
2 40 . media account to login to other websites

* “Mobile Identtty services. refers fo0 2 combination of conceps Inchxd #::_maltn

The UK market has moved from early adopters = early majority

wault, imiversal Ingin, mabille identity vestfication, and Incation-
Or
Convenience is the baseline foundation. According to industry experts, o
Services need to differentiate on mobile operators have the tools
security and control. to deliver Mobile Identity services.

@sccriy o4

B CONVENIENCE @-------xciceomvmancccansnnces

@ Eisting billing and contraciual relationships with consumers
Consumer perception of ineased seourity with data
Have the right presence (size, physical outlets, telephone contact points)

of consumers see mobile operators
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For more information go to
Ma.Cr |I




CURRENT CONSUMER CLIMATE




UK consumers are more advanced than expected,
driven by convenience, and the market is maturing

quickly

™mnrnw

Increased awareness of internet security
over past 12 months

-
“ of UK consumers have used their social
'i' media account to login to other websites

0 The majority of consumers are becoming more
62 A) aware of internet security issues — future
services will have to deliver more security

6 ;
Source: Mobile Identity Quant Study GsmA. g

Base: All Respondents (2003)




UK consumers are undertaking transactional
behaviours that require higher levels of security

Online shopping 61%
Social networking 60% -
Transactional
Banking 58% behaviours that require
Work email/documents 48% high levels of security
Paying bills 43% /
Played online games 37%
Accessing government services 34% — Growing quickly
Vouchers/offers/loyalty schemes 30%
Cloud services 30%

Financial services 24%

Source: Mobile Identity Quant Study GsmA.
Base: All Respondents (2003)




However, these behaviours could become almost
ubiquitous If poor security was not inhibiting behaviour

Consumer PAIN POINTS with existing security

Purchases or sign-up Worried about lack of
processes have been Too tedious — too much control: follow-up sales
aborted because user information required, for calls — when getting
felt insecure with an example needing to set insurance quote
unknown, less up a profile to read an comparison, did not want
professional looking article to provide their contact
retailer details

N )

“l tend to just stick to
the ‘safe’ ones”

[ “I looked at a product | wanted on a website, but |
wasn’t comfortable with it, it didn’t look right, and | was
not happy to give my bankcard and address. | can find

the product somewhere else...”
Cardiff, less sophisticated user

R}ndon, sophisticated ) \/ )

GsmA.




Industry experts agree that security is important, but it
IS still not top of mind for many consumers and they
are not adequately protected

Proportion of consumers that change their

online passwords once a year or less often So passwords

Generally only use remain unchanged,
trusted and well forgotten, written
known sites and down or simply not

brands used — on the phone
or the PC

More worried about

the social 5 . |
implications of ecilrl]se 'leb now
hacking/fraud ey will be
i compensated for
(social ; b
embarrassment) Inancial frau

than financial loss

9
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SERVICE PROVIDER PERSPECTIVES




In a maturing digital economy service providers are
Increasingly in need of digital identity solutions

Numerous PAIN POINTS for service providers...

The painful part is there’s a lot of documents to gather. And “We get some visibility of the on and offline data. But

to visit a solicitor to verify it - we don't accept printouts they not much, can link offline journey to online journey -
have to be originals. The pain is that clients need the can do that but we don't get the data, we want it but

documents too and it's a ten day turnaround. Something can can’'t get it. Want a closed loop like John Lewis.”

get lost and it is slow and it costs us money. (Service Provider, Retail) y
11
GSsmA.




Service providers can see how mobile identity can
Improve current practices and provide incremental
benefits

-
N




Service providers want leadership regarding how
digital identity solutions can be shaped and rolled out

Service Providers have high expectations around mobile operator ability to launch and
manage the process




THE CONSUMER PROPOSITION




Appeal for the concepts tested was high, with the
combined concept testing above average

52% 54% 56% 49% 590,

Universal Login
Information Vault (Federated Identity with Mobile Identity . .
(Attribute Brokerage) Second Factor Verification (e.g. Age) Location-Based Offers Combined Concept

Authentication)

Concept Appeal ranks as Above Average against GfK’s concept norms

15 -
Source: Concept Appeal — Fairly / Very / Extremely Appealing
Base: All Respondents (2003) GSmA.




To attract consumers, mobile identity solutions need
to match (or better) convenience of existing services

and differentiate on security and control

Concept Performance vs. Importance to Consumers

90%

85%
Security and Control have the .

potential to be USPs and push
ahead of other services

80%

75%

70%

65%

60%

55%

50%

30% 35% 40% 45% 50%
Consumer
Rating of >
Concept
16
Source: Mobile Identity Quant Study GsmA.

Base: All Respondents (2003)

Importance to
Consumers



Industry experts are quick to identify many advantages
of running digital identity over the mobile phone

Secure Always with user

Quickly knowv if Simple
it is lost/stolen e usability
of digital
identity on
Great display Zoble Convenient
Computing Fun for the
power user

4 )

“The obvious thing to use is the mobile phone - it has the display, the
computing power and it is the most common thing people will carry
with them. Mobile is the convenient device. It needs to be mobile
because you will want to establish your ID in many, many scenarios.”

J
17
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Communication is required to address consumers’
common concern of losing their mobile phone

18
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Monetisation in the UK is likely to be based on a
freemium model for consumers and a transaction fee
model for service providers

Drive Take-up
Free at the point of use

Monetisation

. | o
Premium services
______________________ ) w

Monetisation
Transaction fees

T GsmA.




PERCEPTIONS OF POTENTIAL
SOLUTION PROVIDERS




Industry experts identify many benefits associated
with mobile operators launching digital identity

vod?one orange” T. ) .MObﬂe. 02

« Have a billing and contractual relationship with consumers
* More secure with data, in consumers mind

« Have the right ‘presence’ — are large, have face-to-face outlets and have good
telephone contact points

» Point to examples of work already happening in this area
« Are independent, can switch provided the right frameworks are in place

21
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Consumers perceive a variety of potential solution
providers, with mobile operators ranking in the top four

How Solution Providers Fit with Concept

50% 50% 48%
(o]
46%
39%
36%
Internet based financial Internet companies (e.g. Banks Mobile Phone Operators The government NGOs
services (e.g. PayPal)  Facebook, Amazon or
Google )
22
Source: Mobile Identity Quant Study GsmA.
Base: All Respondents (2003)




To gain traction with consumers both security and
convenience need to be inherent in the service,
mobile operators are perceived to deliver both

Consumer perceptions of solution provider strenqgths

—————————————————————————————————————

—— | ~ Vioblle Lperators i  INTERNET
: s . ' ~ COMPANIES

__________________________

Scale of consumer needs

23
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CONCLUSION




The time Is now for mobile identity

|
\ 7/
Service Providers
-~ ” have a need for it
- - Consumers are
ready for it
/ \
|
25

“It's growing faster than we
anticipated. It converts so
quickly, we are not keeping up
but optimising it is an issue”

-

Increased use of social media
for login + increased
awareness of security issues
+ increased transactional
behaviours requiring more
security + concept appeal

NG
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