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UK Banking and Mobile linkage Sharon
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Views on Mobile ID in Banking

24 March 2014, Janne Jutila, GSMA Personal Data



Re-thinking identity — Moving from industry silos to customer’s view of world
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There are many mobile technologies available that deli
authentication at different LOA’s’

SIM Mobile

m -
o ’ SIM-generated

SMS-pushed OTP SIM “Click OK Handset-
generated OTP?

MSISDN + PIN

entered via handset
app

Seamless login
(via mobile network)

MSISDN + PIN
entered on tablet/PC

1 Levels of Assurance based on ISO/IEC 29115 Clause 6
2 Generation of a One-Time-Password on the SIM or an application running in the handset
3SIM PIN + wPKI

Personal Data

© GSMA 2014



Why are these small Nordic countries interesting in Mobile ID?
-Leaders in online & mobile rankings, well-established ecosystems, different market models

MOBIILIVARMENNE
MOBIL ID

MOBIIL- }i Eiis




Priority Banking Use Cases — Online Access

AKBANK JIREKT

Corporate »

consumer SMmail b
»expatbanking .afluentbanking .loans deposits .investment .cards » freedom banking
Mob'le S|gnature + Home Page * Consumer * Freedom Banking * Internet Banking + Mobile Signature
A A

‘ C el iideg i Application | Frequently Asked Questions
~ Internet Banking Facilitate your banking transactions with the Mobile Signature!
. Itis sufficient to have a Mobile Signature for the transactions such as the Money Transfer, Credit Card Transactions and Donations to
Personal Internet Banking

be performed through Akbank Consumer Internet Banking and Mobile Banking.

MobileP: . . . . .
oblerass Use the Mobile Signature to easily log in to Consumer Internet Banking.

Mobile Signature . . .
Use of Mobile Signature to Log in to Consumer Internet Banking

Security
» You can make pre-application for Turkcell Mobile Signature through Akbank Consumer Internet Banking and for Avea

Mabile Signature through www.aveamabilimza.com.

» Ifyou are an Avea user, please go to Avea service/communication center and if you are a Turkcell user, please gotoa
Turkeell Communication Center to obtain your Mobile Signature SIM card and fill in the application form.

> You will be called by Avea if you are an Avea user or by Turkcell if you are a Turkcell user to activate your Mobile Signature.
» Activate your Mobile Signature through Akbank Consumer Internet Banking!

» You can start using your Mobile Signature at Akbank. You can find the answers of your questions about the Mobile
Signature in the Frequently Asked Questions section below.

il Turkcell 3G 9:15 Q 3 mmk

AKBANK

Gonderim Bilgileri (7]

Litfen agsagida yer alan bilgileri giriniz.

Alici cep telefonu | 05

Tutar (TL) |

neo kart sifreniz ‘

Alici bulunamazsa Litfen seginiz

= Increasing the security of online banking is a priority for banks themselves, and for their customers
= The traditional username and password is too weak, and TAN hardware tokens are extremely expensive, difficult

to use and easily lost

= Mobile signature services can provide materially higher levels of security, for lower cost, with substantially greater

levels of usability

=  Services have been successfully deployed against such use cases in Turkey, Finland, Estonia, Norway, Sweden

and elsewhere

Source — AK Bank / Turkcell (service live)

GSIMmA.
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Priority Banking Use Cases — Transaction Auth

(:) Safari File  Edit  View  Window

Thu 12:34 PM Q]
®©E® HSBC Secure Payment ‘-
HSBC <> =

VN

You have requested a transfer of funds between your Premium

Reserve Account (145683312) and your Advanced Current

Account (131598334). The transfer amount is £1,000. The fee for

this transfer is £0.

Please tick this box to indicate that you agree to the transfer O | agree to the transfer details above.

details set out above.

To proceed, and sign a transfer instruction, please .

click Continue. Continue Cancel

This instruction shall at all times be governed by -

Terms and Conditions for HSBC

© Copyright. The Hong Kong Shanghai Banking Corporation Ltd. 2004 - 2013. All rights reserved.

Privacy_and Security - Terms of Use - Hyperlink Policy v
< >z

HSBC Signature Request

| agree that | wish to transfer the sum of
£1,000 from my Premium Reserve Account
(145683312) to my Advanced Current Account
(131598334).

Signature PIN Code

Sign m

BBBIBEIIIBI
el Z[x[c]v]s[nfvid
—

retu

The use of online banking on a PC, supported by mobile signature on the handset, arguably represents the optimal use case from a
security perspective: the authentication presented here is inherently multifactor, and if architected carefully, can be highly resistant to
man-in-the-middle and man-in-the-phone attacks; it is also resistant to keystroke loggers and similar, since the login credential is

presented via the mobile phone, not the personal computer

GSIMmA.
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Priority Retall Use Cases — Online Transactions

(7 safari  File  Edit  View  Window Thu 12:34 PM Q]
OICIO; Ecommerce Site —

= e-CO,m_n_l_elce Cowe Blog / Checkout / About /Contact Us/ FAQ's L SEARCH , A

ECommerce Purchase
Shopping Cart Latest Products Please enter your mobile signature PIN

You have 0($0.00) item in your - . - number below and click sign in order to
8 Shopping Bag SALE confirm and sign your Sling Bag purchase for
/ \ $45.00.
) ; 4 g )} Signature PIN Code

: A—
Sign Cancel

i
& = ' To confirm your purchase,
— " please click Continue below,
— e and enter your mobile _S|gnatt_.|re
565.00 565,00 PIN code on your mobile device

Our Products

* Blog

# Cosmetic

* Fashion Accessories

reee Continue cancel BBEIGGIIIIIBI
- v
Perfume AR NE, F - N0 0 aamm -
* Skincare )
» Uncategorized a y
Lowry Ba, Medium soft knot Sling Ba,
Subscribe -m‘oﬁ $35.00 g5454:5»0 v
< >~

. Mobile signature can add substantial security to online commerce — in the majority of cases, ecommerce sites are protected only by
username and password credentials, which are weak, and readily stolen or guessed

. Mobile signature adds not only an additional factor, but also serves to reassure both buyer and seller that the transaction has a clear
status in law, with clearly articulated rights and obligations known to both parties

GSIMmA.
12
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Banks using Mobile ID as easiest (and safest) way to
log-in in to your Internet Bank

[ hteoy//wwwseb.ee/eng/everyday-bankin O ~ & Mobile ID is the easiest way...

E;j - - = géa ¥ Sivu~ Suojaus v Tydkalut = @v & _@ @

Client Executives | ATMs and Branches | Sitemap + Log in to bank =

Private

-

(ZVLT DRSS Loan and Leasing ~  Savings and Investments ~  Pension ~  Insurance -

Home ) Private ) Everyday banking » Service channels » Internet Bank for private individuals » Maobile ID Q Search

Mobile ID is the easiest way of logging in to the Internet

Bank 665 5100
Private Advi i
¢ Convenient. The ID card is always in your mobile phone. Frivate AdVIsors —
» Easy. All you need is a computer connected to the Internet and mobile signal, and it works abroad as well.
* Safe. You can make bigger payments than permitted with a password card. Skype m‘
seb.eesti =
You can use Mobile ID to log in to the Internet Bank and give your digital signature. Similarly to the ID card, Mobile ID
gives you access to many electronic services in Estonia. Letter to bank
How to use Mobile ID Contact form

You do not need a separate card reader to use Mobile ID. You can use it with any computer with an Internet
connection. Mobile ID works in every place where you can get a mobile signal, including abroad.

= Select the option of logging in to the Internet Bank with Maobile ID after entering your user ID.

* You will then receive a text message on your mobile phone, which asks you to enter PIN 1 of Mobile ID.
s Enter the correct PIMN to complete the login.

* You have to enter PIN 2 of Mobile ID to confirm transactions.

Code: (1573)
— Please check that you see the same number in your mobile phone
screen. Enter Mobiil-ID PIN 1 code.

Waiting for answer... 3

Cancel
il

14



Example Ecosystem - Estonian Information System

Public sector Private sector

. Document | Q‘
Population Heal Vehicle record :
Bank

: Insurance : {
Register Register

Energy Telecom :
Register

(S

Adapter server o« Adapter server o Adapler server 3 Adapter server Adapler server Adapter server Adapter server " Adapler server

gecurity server security server gecurity server security server Gecurity server gecurity server security server gecurity server

——————————————————— Internet T ——

security server gecurity server gecurity server

T
E-institution - institutionview Adapter Servgr

Governmental Portal - Your Estonia

Adapler senyg,

State portal www.eesti.ee

| https://riha.eesti.ee

Enterpriser view Public servant view

User interfaces X-Road Center

Certification
Center

X-Road was launched in 2001 "



Mobile Bank ID in Norway

;:E ban k ID Om oss Presse og nyheter For partnere For banker

Start Dette er BankID BankID for ditt nettsted Hjelp og nyttige verktoy Sek pa BankID.no Q
Siste nyheter Nyhetsarkivet

Rekordmange sjekket skatten 19.

BankID pa mobil -

20.03.2014, 13:29

Ingen Java. Ingen kodebrikke. Bruk mobilen til & logge
inn i nettbanken. BankID pa mobil aktiverer du enkelt i BanklD-seminar 24. april med Bl og
nettbanken. Lanekassen

BanklID i dag

WA 775990 > 19,9 O 287

Antall transaksjoner hittil i Gjennomsnittlig antall Antall brukersteder
dag transaksjoner pr. sekund

3 021 243 D 371 864 00 Driftsstatus

Antall personer med Antall personer med Klikk her for a se
BankID BanklD pa mobil driftstatus

16



Mobile Bank ID in Norway showing great user

MOBILE Ban I(l D IN NORWAY Mobile BanklD is an electronic identification M 0 b | Ie

service offered in collaboration by banks and

D E MONSTRATES THE POTE NTIAI— mobile operators in Norway to enable digital I d ent |ty
OF MOBILE IDENTITY SERVICES identity verification for internet banking and

online transaction approval.

Satisfaction and usage of Mobile BankID are high.

% are satisfied with Mobile BankiD

: F: > & g & 5 =
se Mobile BanklD at least k il W W
15€ Nichie Banidd stlesstance s wee — @i
say that Mobile BanklD makes their life easier @
enﬁge in more online actvity because &

of Mobile BankiD™

# This caloulation inchedes those who have Increased either their online banking usage,
frequency of impulse purchases or numbser of websites they purchase from

Mobile BankID is the third most There is a potential for There is a significant

important factor when choosing monetisation via opportunity for : c

a mobile operator. transactional fees. service expansion.
Up to

@ NETWORK O
_ D o are interested in additional future
. FRICE would be willing to pay ) I,_m SFiMobis Bankin
for Mobile BankiD j Top 3 future uses:

~LISTC o _ i @) Access to eGovernment services (61%)
1 ISTOMER SERV/IC — .
. CUSTOMER SERVICE 9 1 (2} Digital signing of documents (53%)

= = : U

. CONTRACT Transactional payments are 3) Additional means of payment (499)
. 4G preferred over monthly fees o ;

= For more information go to:

www.gsma.com/mobileidentity

= Responses are from oustomers already using Mobile Ban kil = Mo monetkation may be achleved from service provider payments

CEGEMA/TELEMOR Study of Mobile BankD
users in Morway, May 200z
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There are minor user issues with the Mobile BankID
usabllity, but none grave enough to stop usage

Only 60% in quant satisfied with speed

1t's slow. | use Scandiabank and there it's still
quicker to choose your password on SMS so |
swap between the two.’

1 have had quite a few crashes with it, with mobile and
that service, it's clumsy, if you put the wrong code in 3
times it closes it down.’

79% in quant feel the service always does what they want

‘To pay bills you do it once, then do it again, put
code in twice, that's a bit irritating. You shouldn’t
have to sign again, you have to sign a number of

times.’

18

‘It wouldn’t work so | had to restart the
service when | got back to Norway’.

77% in quant feel the service is consistent across websites

GsmA.




Majority discovered service when logging onto their online
banking

Service Discovery

Saw it advertised on my bank’s website 52%

Saw it as an option to login to my online bank 47%
Saw it advertised online 10%

Heard about it from friends or family member 8%
Saw it advertised on TV 6%

Saw it advertised on my mobile operator’s website 5%
Received an SMS with information 4%
Heard about it from a my mobile operator’s E customer services. representative 3%
Saw it advertised in newspapers, magazines etc. 2%
Read posts on social networking sites (e.g. Twitter, Facebook) 1%

Heard it advertised on the radio 1%

Learned about it at my mobile operator’s retail store | 0
Watched videos on social networking sites (e.g. YouTube) | 0
Saw an advertisement outside of my home (e.g. billboard, poster etc.) | 0]
Saw an advertisement in the cinema | 0
Source: Mobile BankID Norway Study T GsmA.
Base: All Respondents (903)




Four reasons why MNO’s and banks are natural partners in Mobile ID

Secure ID registration and fast scaling to Multi-channel customer service & local support for
all consumption devices

whole customer basel

a8

Pre-populating Service discovery as  ID proofing with
NFC/ID SIM’s part of online banking existing ID’s and/or
experience physically

Unparalled convenience combined with high

security and user control

1) User = ID subscriber = customer; SP = Service Provider = Relying party = "merchant”

Trustworthy & locally regulated

PP " ———



http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=-tLm7VsABfxDwM&tbnid=7sCOqbQ636MK8M:&ved=0CAUQjRw&url=http://thornhillcapital.info/north-america/the-origin-of-the-handshake&ei=CJtOUqqPHMHaswbklYHoBQ&psig=AFQjCNE5EeHObR90QnM_w6z2DCjDaxb17g&ust=1380969583019666

Thank you

Janne Jutila, GSMA Personal Data



We'’ll cover

1. In market experience - MobilelD and BankID (Nordics)
2. UK Banking and Mobile linkage

Janne
Sharon




The existing LINK between MNOs & Banks

Sharon Hetherington

VOCA

safer payments, smarter partner



Why am | here?

Overview of VocalLink’s position in the UK's financial services market and
our link to the UK’s Mobile Network Operators

How we are currently evolving this capabillity

To promote thinking of how this technical asset can be re-used

VOCA

safer payments, smarter partner 24



Market Forces

Technology enabling change:

! )))) *Smartphones

*Virtual Wallets

Consumer demand for
convenience — fast,
simple, anywhere,
anytime.... Plus secure,

H== o

and private Technology

»

¥

Payment Channels

*

.

Jawinsuo)

« Banks adding new

cebik

Market changes * Valuable KYC
generating new payment Vendors capabilities

options for Service -  Maintaining control of
G’ H payments

Providers
25

VOCA

safer payments, smarter partner
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Existing Secure &

rusted Connections

machine HSBC 4X» L}E gungf'
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(]
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8 ./2/(///(((4 '//7””/
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Trusted foreign exchange since 1979

JPMorgan €
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=
Cumberland
| S—
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@ money
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VOCA

safer payments, smarter partner
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http://www.arkea.com/
http://www.payzone.co.uk/pages/partners/atm-management.php

Re:Load

Retail

Vs _
RE:LCAD Brings together Banks,
MOBILE. TRAVEL. UTILITIES Retall Payment Networks

and prepay vendors to
_ deliver stored value reload
67 H m services to consumers

VOCALINK

safer payments, smarter partner
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Supporting prepay markets for over 12 years... n

top-up

i i ATM
Mobile banking Internet banking

VocalLink Re:Load Service

10 Mobile
Network

1 Mobile
Banking App

Operators Provider

VOCA

safer payments, smarter partner 28



Internal

Evolved from the ATM Service

eLaunched in 2002

Bank card + PIN + MNO + mobile number PLEASE SELECTYOUR

MOBILE OPERTOR ¢

*Real-time funds authorisation — pay first
mechanism

*80% ATMs UK offer airtime Top-up
*90% Cards UK support airtime Top-Up

*Processing 8 million transaction per annum,
value of £96 million

VOCALINK

safer payments, smarter partner




Mobile phone
airtime top-up demo



Solution Overview

Internal

XML
Internet/ interface
Moblle o-.o-.o-.o-.o-....-o--o.-o.-o.-o..o..o..o-.o-.o-.o-.o-....-:
Banking :
LIS5 LIS5
interface interface
<...............> < ......... > Re:Load
A
LIS5 : XML
interface interface

* LINK Member Network
Connectivity

* Transaction switch

+ Controls
settlement/payment

Vocalink

system

MNO
message
interface

» Top-up authorisation

P IR RSP R PR R PRI RLLLLEE >

» Requests funds authorisation from the Card
Issuer

* Requests top-up from MNO

» Calculates fees due from the MNO

VOCALINK

safer payments, smarter partner




Internal

Assets

Connectivity to 31 UK’s Banks

Connectivity to 2 Retailer Payment Networks —
Paypoint and Post Office

n Connectivity to 10 Mobile Network Operators

top-up Secure transaction switching and payment

processing

ATM, Retall, Internet and Mobile Banking
Channels

VOCA

safer payments, smarter partner

Processing data LINK, Faster
Payments, BACS and Mobile
P2P Proxy Database

Single point of convergence
Interoperable assets
Extendable message standard

32



VOCA

safer payments, smarter partner




3.

We'’ll cover

“I'm in control”, what the end-user wants

Colin
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Big Data can tell us a lot about ourselves:

Disciplines are revolutionized by the development

of novel tools: the telescope for astronomers, the

microscope for biologists, the particle accelerator
for physicists, and brain imaging for cognitive

psychologists. [Big Data is] a high-powered lens
into the details of human behavior and social

interaction that may prove to be equally
transformative.

Scott Golder




We are seeing a sharp rise in consumer interest and
take-up of privacy related products and services:

e

Stay Private

ShazzleiV\ail

v .
¥ Ghestery




And there is huge, adverse consumer reaction to
perceived breaches of privacy

care.data

Girls Around I/




We are seeing the way in which personal data is
used becoming a source of differentiation for brands:

9% O% SCROOGLED!

ame things you'll shareonline.

fF ENJOYS

Find it creepy the way

: Prefer to do business with PRANKS.
that some companies

. : companies that respect
use information about i
my privacy
me
GfK 2014

GfK 2013




On-line advertising, the fundamental business model ¢
for the Internet is facing problems: |

39% +30% U AdBlock

/\dFender

Take steps to block Would block online )

: . advertising if it was easy > A
online advertising > pu | M
050 uncher

GfK 2014 GIK 2014 BLOCKS ADS IN ALL BROWSERS




Implicit assumption of a linear relationship between
personalisation & brand attachment:

Level of personalisation

Brand attlachment



But our relationship with technology is a complex
one:

» Recent study found that humans would follow a robot’s
orders to perform tasks even when they did not want to

» Under human authority 86% of subjects begrudgingly
finished their arduous file naming task

= Under robot authority 46% of subjects finished their tasks (4... .
— lower but still a significant proportion

= Reminiscent of Milgram obedience tests



And the ‘Uncanny Valley’ suggests a complicated

relationship:
uncanny valley ,
* MOVING =nanas \
still  —— healthy
bunraku puppet person
humanoid robot ]
," '--\‘\
’ 1
| ¢ 1
| ¢ )
¢ )
" 1
¢ L}
¢ 1
=g,
,~ stuffed animal s
> P :
© | industrial robot  ¢* :
= '
= 1
0 1
Y 1
1
human likeness \ b 0w
corpse E :: prosthetic hand
o
%
- 1 '
zombie —**'

Chart by Masahiro Mori
and Karl MacDorman



Instead of a linear relationship we found evidence of a serious
drop-off in brand attachment after a certain point:

4807

4,60

4.407

4.204

Brand Attachment

4.007

3.807

Level of Personalisation



GfK researched how different approach to data sharing
Impact brand perceptions:

Wanted to understand if different ways in which
brands could overcome some of these obstacles

Shown storyboards featuring online transactions

Tested impact of giving assurances of company’s
data policies

= Some no mention, others had explicit
assurances

= Tested in branded and unbranded contexts

LEVELO

oucan sl st and chongn, oo prieystings
Yoo can deete o owekndyou s oy o e,




Consumer willingness to share information:

+5% +12% -34%

ikelinood of shating ikelinood of shating Decline in the likelihood of
information as a resglt information when givgen sharmg information when
of brand being assurances on data remmded 9f danggrs of
" s information sharing
specified policies

Ctrl Shift 2014 Ctrl Shift 2014 Ctrl Shift 2014



Nudging privacy: Behavioural science provides insights
Into nuances of consumer behaviour around personal data

Availability
heuristic

Risk assessment is
influenced by
information which is
ready to hand

‘Over assurances’
created fall-off in
willingness to share
data

Ctrl Shift 2014

Control
paradox

The illusion of greater
control leads people
to over-report

Fine controls on social
networks led
consumers to share
more sensitive
information with
larger, audiences

GfK 2013

Coherent
arbitrariness

When uncertain we
will frame our
response based on
behaviour of others

When consumers
reminded of dangers
of indiscriminate
sharing they perceive
the brand more
negatively

Ctrl Shift 2014




There I1s no one size fits all in attitudes to the use of
personal data:

ConS|d§red N
effective -
A /‘\./.
| | Enthusiasts
y v H
Trust seekers “
Negative ﬁ Conditionals Positive
perception perception
« 4
Suspicious Sceptics
|-
Considered

ineffective



There is an appetite for greater engagement:

3%

Would like to know
more about the
information that

companies hold on

me

GfK 2014

6% 77%

Would like greater control
over what personal data
companies hold on me

GfK 2014

Would provide companies
with more information if |
could be sure they were
not going to share it with

anyone else unless | gave

explicit permission
GfK 2014



Consumers are typically willing to consider
volunteering more personal data if the value
exchange is right:

Basis on which would be willing to
volunteer more personal information to brands

71%
63%
60% 0
> o7% 56%
54%
44%
Helped me to Helped me to Received a Helped to give Was offered more Helped me to Received a better Help improve
save money save time service that was me a better products and make better  quality service as other peoples'
tailored to my quality of life services that decisions a result lines
needs really did meet

my needs



This willingness to share data in return for genuine
value is fuelling the personal data economy:

planetfeedback

the voae of ane.. 1he peed of isany

Y biLl
monitor”

incahoot

better together

R,

S

casserole

CASSEROLECLUB.COM




A call for new thinking:

= Consumer behaviour around personal data is complex
and multi-faceted

= Challenge is to understand how to engage with
consumers in a way that enhances rather than detracts
from the brand

= Balancing act between providing transparency & control
but also mindful of the pitfalls of consumer decision
making in this area

= Attitudes are rapidly changing so more ongoing tracking is
needed of changing consumer attitudes & behaviours



We'’ll cover

4. Table breakout

a. What shape should AssureUK take for banks and mobile operators?

b. What are the benefits of a central exchange vs. sector-specific exchange vs.
bi-lateral data interchange agreements?

c. What is the best next step?

@

53



We'’ll cover

4. Table breakout

a. What shape should AssureUK take for banks and mobile operators?

b. What are the benefits of a central exchange vs. sector-specific exchange vs.
bi-lateral data interchange agreements?

c. What is the best next step?

5. Rapid fire feedback All

54



We'’ll cover

6. AssureUK progress and forward plan




AssureUK Pipeline

Age Verification Ticketing

Use Case: Comic Relief Gift Aid

Express Account Transfer

Mobile ID Federated Login

m-Banking passcode re-set using
biometric authentication

Verified SIM Card

m-Commerce Low and High Value
Authentication

Verizon/Miicard

Verizon/Piran

SecureKey

SecureKey

The Human Chain

Avoco Secure

The Human Chain

When

Launch
Done Available
Now tbc

As soon
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needed
Feb June
Feb June
May Sept
May Sept
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Passcode Reset Pilot — What Is 1t?

O Purpose of Trial

U Automate mobile banking, contactless payment or MAV app passcode re-set process by using
strong mobile biometric authentication mechanisms, reducing complexity, costs and improving
security and convenience

O How does it work?
O Customer clicks to initiate passcode re-set in mobile banking app, which initiates the re-set process

U Seamlessly the Mobile Adaptive Authentication Manager (MAAM) screen opens and user is
prompted to use either biometric (voice or facial recognition) authentication to identify themselves

U Authentication data is authenticated by the MAAM processes and sent to the bank, which initiates a
secure reset script, which then in app connects to the Visa Mobile Gateway (VMG) which prompts
the end user to choose a new passcode

U User completes re-set process and resumes full mobile banking app functionality

O Benefits

U Reduce complexity, substantially reduce costs and greatly improve the mobile banking password
re-set user experience by automating the process using the Visa Mobile Gateway (VMG)

O Improve security by using strong mobile biometric authentication mechanisms
O Provides all pilot participants with unrivalled knowledge/expertise and first mover advantage in miD




User Journey — Pilot magym

2. Mobile Adaptive Authentication Manager (MAAM) Biometrics Passcode Unblock Flow

2.1 Passcode blocked 2.2 Authenticate using 2.3 MAAM processing 2.4 Connection to 2.5 Enter new passcode 2.6 Passcode saved
facial recn:rgnilin:rn VMG to reset

a 6

L]

Step 1. The user presses "Continue”
on the passcode blocked screen and initiates the
reset. The MAAM screen opens and user will be
| prompted for facial recognition or similar type of
\ authentication method to identify themselves
\ as the authorised user.

Step 3. Once the MAAM system has
authenticated the user with the Bank
and authorised the Passcode reset the
app then connects to the VMG to
complete the passcode reset process
and the script is sent securely sent to
the device.

Internet

MAAM

\ - ~, service
Ay f_,.ﬂ“"_r Step 4. Once the passcode reset process has
9 o been completed the user is prompted to choose a
Cancel takes the user Bank - VisaNat = VMG new passcode and confirm it. The user can now

resume making payments and using the full
functionality of the app.

back to the home
screen. Limited

functionality available Step 2. The authentication data is sent securely to the MAAM system
and payments S’ and authenticates the user and allows the Bank back end systems to
disabled. set up a passcode reset script automatically without the need for the
customer services step. 59
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Passcode Reset — Work so far

O Part of GSMA/OIX Assure UK Programme

Q
Q

maam

G OPEN IDENTITY
EXCHANGE|

GSIMmA.

Passcode Pilot already selected for 2014 pilot programme

Agreed support from GSMA, Open Identity Exchange (OIX) < . .
and Cabinet Office (IDAP Programme) #% CabinetOffice

] Partners

U000

Q
Q
Q

Payment Scheme — Visa
Issuer — thc v,SA
Biometric Partner — Nuance N UA N C E

Identity Providers — UK Government accredited providers —

Post Office, Verizon, Experian, Mydex & Digidentity @ \_/ 15 : Experian
App and SDK Provider — Helixion verizom - diaideniit
Technology Framework (MAAM) — The Human Chain hel IXl@n 9 4
MNO — UK MNOs

O Timeline a%, ‘/, O
0 Q12014 — Ramp Up g S vodafone 2

O Q2-Q32014—Pilot e

O Work still to do

Q
Q

Formal engagement with issuing bank
Finalise pilot scope and deliverables




MAAM Contact

Tim Jefferson

The Human Chain Limited
Magdalen Centre

The Oxford Science Park
Oxford

OX4 4GA

United Kingdom

Mob: +44 7836 660 419
Tel: +44 1865 784 386
Fax: +44 1865 784 387

E-mail: timj@thehumanchain.com
Web: http://www.thehumanchain.com
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SIM Card Registration
Online Process

Using a verified identity

e



Avoco Experience in this area

» Worked with government agency, DBCDE in
Australia

» Large degree of fraudulent activity using pre-paid
SIM cards

» Reduce fraud by registering SIM card only if
verified

» In Australia used DVS system for online
verification

» But could use any other verifying data source

ldentity
& QQQQQ AVOCO



AssureUK Pilot for SIM Card
Registration
» Benefits to the customer,

» Customers go through registration process to achieve:

- A verified identity that can be used to access Telco account and
any other federated service / company through SSO

o Activation of their SIM card
» Benefits to the business?

» SIM activation only occurs post verification of that
customer. This means the business has verified address
details which helps to prevent fraud and allows traceability
of SIM cards used for criminal activities.

|dentity

Copyright Avoco Secure Ltd 2014 ﬁ \/C) C :



Added Value

The verification process, not only allows that customer to activate their sim but it also has the potential to
create them an account at the Telco

This account then:

»  Creates a relationship between the customer and the Telco

v

Allows the customer to use the same identity with other federated services
»  Can offer SSO across those federated services

» And by doing so within the context of a wider data services platform (aka Trust Platform) can offer user
consent models which build greater trust by giving users choices of who they share data with -
ultimately this can be used to target marketing at the customer with their consent

»  Other services such as user controlled credential management can be offered, which includes the
abllltY to add their newly activated mobile number to their authentication options (both in SMS and
mobile App form)

» The above can be sold as add on services to the basic identity

|dentity
Copyright Avoco Secure Ltd 2014 A\/O C O



Sim Activation Proposed Architecture

(overview)

User is able to activate
their SIM card and
concurrently create an
account with the Telco

Hub
Telco service

IdP -
Venfication
service, e.g.
credit agency,
1dP etc,
IdP -

User navigates to Telco
to activate their SIM
card / set up a Telco

user account

Copyright Avoco Secure Ltd 2014

+ User is redirected via Hub
to an |dP to verify their
identity and create a
verified identity account

|dentity

AVOCO



Where are we and what do we need?

» Currently working with SecureKey and Human
Chain to reduce duplication of work, align with
commercial market and support other GSMA
pilots.

» Who else is prepared to work on this?
» Meetings with Telcos underway.

ldentity
& QQQQQ AVOCO



We’ve covered

In market experience - MobilelD and BankID (Nordics) Janne
UK Banking and Mobile linkage Sharon
“I'm in control”, what the end-user wants Colin

Table breakout
a. what shape should AssureUK take for banks and mobile operators?

b. What are the benefits of a central exchange vs. sector-specific exchange vs.
bi-lateral data interchange agreements?

c. What is the best next step?

Rapid fire feedback All
AssureUK progress and forward plan Andy
Commuting



GSMA - Personal Data
Andy Rudd +44 7860 400 950
arudd@gsma.com

OIX - UK Lead
Sue Dawes +44 7786 391 243
Sue.Dawes@openidentityexchange.orqg
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Connected Living — mTransport
Developing enablers for transport solutions in smart cities

GSMA mTransport



Mobile Technology in Transport

f..c‘
=
SATELLITE
COMMUNICATIONS

Intermodal
TERRESTRIAL Communications

BROADCAST
MOBILE

ITS-G5
g Passenger
Crash &% Informafion

Vehicle

o
Vehicle

g

Cruise Control T L Travel
= Assistance

Toll

Management Collection

@ ETSI1 2012
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Scope of mTransport

© GSM Association 2014

(. Road . Parking\
* Rail * Tolls
* Air « Congestion
» Sea * Traffic Lights

« CCTV

\ Public Traffic /

Transport Management
Environment
Advertising & Public

4 Safety A
* Buses « Street Lighting
 Trains « CCTV

* Public Space * Public Alarms

* Tourist Info

* Waste Collection
A\ /




Global Revenue for M2M in Smart Cities and Transport 2012-
2022 source: Machina

GSIMTIA.

35
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0
2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 @ 2022

M Public transport M Traffic Management

W Public space advertising M Environment and public safety

© GSM Association 2014



Smart city mobile opportunity of USD 67bn by 2020

Smart Cities market opportunity by 2020 Service categories
=monthly ARPU
29 .

Public space advertising

15 =36 * Environment and public safety
Public transport

Traffic management

84

* Building automation

38 * LAN equipment

=28 . .
* Micro-generation
* Security
* Electric vehicle charging
* Smart metering

=3

Connections Addressable Revenue (EUR)

Public Transport, environment, public safety
Intelligent Buildings
B Energy and Utilities Wireless WAN connections (2G, 3G, 4G) and Mobile addressable revenue (USD)

Source: Machina, Utilities and Smart Cities reports
© GSM Association 2014



A central Horizontal Platform is required to manage Operations

Public Traffic Environment Public Space

and Public L
Transport Management S Advertising

_4 4 _4 4

Devices/sensors

4

Connectivity

Smart City central platform

3" party application developers and service providers

© GSM Association 2014



eCall — European Union

= Mandatory in 32 countries

= All new model passenger
vehicles from Sept 2015
must be fitted for eCall

s Currently 0.4% of vehicles
are equipped

s By 2025 its expected 100%
compliance

s Emergency Service Only

s Opportunity to provide other
Value Added Services

m PSOP needsto be
Implemented nationally in all
countries

© GSM Association 2014
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SIM RAV( DENATRAN 245) - Brazll

= Mandatory tracking for
every private and
commercial vehicle

s 25 Million Vehicles
expected to be fitted by
2015

s Complex structure of
service providers and
services

m Strict Data privacy laws

© GSM Association 2014

SIMRAV - Diagrama do Sistema

CENTRAL DE GERENCIAMENTO

SIM 245

&
'E/quipamento

: %n.tifurto
‘ - . /
MONTADORAS DE VEICULOS \ | / q

Sigilo da
informac3o do
cliente baseado
na 15027001

L




ERA Glonass - Russia

GLONASS/GPS GNSS Fully deployed ERA-GLONASS System
will save up to 4,000 lives every year *

* Estimated number under 100% vehicles with ERA-GLONASS IVSs

Call & Harmonization with European eCaII__?

Regional Emergenc
ERA-GLONASS Mobile ERA-GLONASS PgSAP Resp%nsey
In-Vehicle System networks Operator (system-112) Services

Response to a road traffic accident

Implementation started in 2013 and phased for completion in 2015 and will save
8 Billion Rubles in Government costs annually when fully deployed

© GSM Association 2014



Role of Mobile in the Transport Value Chain

Others
e.g. Retailer

Transport
Operators

Commercial
innovation

Synergies and
deals

Ticket
or credential
over the air
Better journey
information
Credential
issued with Reduced
SIM Informatlon istribution cos
Services
___________ (external) o o
Social network
w presence
Mobile
Information @ Image and
stomer relations

© GSM Association 2014

Mobile
Operator

Integrated
wallet

Secure over the

Pay on bill;
icropaymen

Provide SIM

Mobile
connectivity

Customer

Loyalty and
offers

icket received &
managed when

Journey-relevan
travel info

Top-up
on the move

View with App

Planning
Play for

Alerts via socia
network

Build on
infrastructure as
it takes shape

Opportunity for
Mobile Operators
to add more
value, and earn
more

Case depends on
local factors and
on relevance of
charge-to-bill and
micropayments
business

Opportunity for
Transport
Operators to give
mobile customers
a better
experience



Case Study : Mobile Ticket in Russia

NOVOSIBIRSK '
KAZAN
26 June 2013, “Mobile ticket” was launched by all Russian MNOs '

MEraA®@oH

* Service is available for ALL MNOs customers in region

entry fee, no additional
payments, free SIM-card

s Easy activation — just put
SIM-card in your handset
and reply via SMS

m Ticket's price
automatically charged
from your mobile account
when you tap special
readers in the
underground and buses

s Discounts — trips paid by
“Mobile ticket” cost less
than trips paid by cash

© GSM Association 2014

s Totally free of charge - no

s
-
-_—

Bunaun®

a step ahead®

onnavyeH

MOBWJIbHbIN
BUJIET \

OMJIATA NMPOE3 A B OBLLIECTBEHHOM
TPAHCIOPTE OAHUM MNPUKOCHOBEHUEM
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Apps for Events — a success story

®

= Plan your total Event _ MOBILE.
journey before

% 1€ . m16:38 3 ¥ .4l ®11:09

B8 Transport

Welcome Tue 1 Oct @ WATINGTIME  fcheasng  §8°  Decheasing
We look forward to welcoming you to Mobile World Congress
yo u | e ave 2014 and hope you enjoy using this app. This app will help you

MWC soutn  South Taxi Rank
TAXI X

ﬁ TAXI RANK

u SE ‘ @ swn ¢
| 8§ [T
| Make the r|ght Sohadule Speal Mapping NoRTH North:Taxi Rank

decisions to 0
get the best — o FooTan

TAXI RANK
a NE a 10MIN 4

¢

Exhibitors Find People MyReg & Badge

experience 0 E "< g

rewrm  Fira Gran Via/Fira Montjuic Shuttle

I: &)

Transport Food News & Social g SH E BUS
= Customise to M X Q|
yO u r I nte reStS Connect My Inbox My Event MRI M‘\‘NC Allrpfjrt Shuttle

woree  Official Hotel Shuttle Buses

s Opportunity to . o el

o S B e —— R )

use Blg Data B MOBILE. Barcelona | 24 - 27 February 2014 r.nueffgm Near:,?pﬁo..s i ke
to enhance
and improve
efficiency *Best : E:riﬁgzald «Delays
Route «Best and *Fastest
*Parking est an Route

Fastest

© GSM Association 2014



Integrated Public Transport Systems for Mobile Users

s Integrated Transit System
- Bus, Train, Taxi
= Mobile Enabled Features

a1 SingTel 3G 9:33 PM < 57% =™

Bus Stop 04111 [[I23

Capitol Bldg

7

To: Clementi Temp Int

Next Bus: 2 mins O il >
Subsequent Bus: 12 mins

14

To: Clementi Temp Int
Next Bus: 13 mins 0 il >

Subsequent Bus: 21 mins

14A |
To: Natl Youth Council G il >

No Prediction

14e
To: Lucky Plaza 0 il »

No Prediction

Nearby

- Route Schedules, Stop Schedules, Landmarks, Stop Finder, Real-Time Map

= Implemented in over 50 Cities

© GSM Association 2014



Key Features of Digital- age Transportation Systems

T]‘:SSMRL:ED USER CENTERED
o & mobility paradigm
UTM centered around the user’s
needs, priorties, data flows
User Centered betuwesn vehices (V2V) beween vehides gl i
and thelr surrounding Infrastructure (W21, —

systems and thelr users

Integrated Pl ARy L S E
g = Az EI%W &
N
£~
INTEGRATED é

Public-Private Collaboration

p
ﬂll

A.welnfl-mmacnadm

system of systems

Dynamic Pricing “‘“T"'“g::'::.;;‘u; =0 [} ;
nt B regard nﬁﬂ h B

mods, service
provider, etc.

§
i Rl
!

Ubiquitous Connectivity ™ f <
=
N\ s RELANT
u‘f“:‘xcgu b Dmm MODELS
#ﬂqd st OF PUBLIC-PRIVATE
. ﬂ:::‘q#ﬂﬂ"‘mg __ COLLAGORATION

public, private and nonprofit entitles

© GSM Association 2014



Transport in Smart Cities — Latest GSMA's publications

Published

17 Feb
2014

© GSM Association 2014

Smart
Cities

Smoother, Smarter Transport in the UAE
How mobile technologies are making it easier to travel on Dubal’s metro,

buses and water taxis

High-tech Dubal has become the first city
In the Middle East In whih pecple can
use thelr moblie phones to access public
transport.

Launched in September 2013, the new
Smart Nol service enables a passenger to
open a ticket barrier simply by tapping their
handset against a reader. Instead of having
transport credit stored on a corwentioral
Nol plastic card, the new service enables
the passenger to store cradit on a virtual
Nel account on the SIM card inside their
handset.

When the consumer taps their phone
against 3 ticket gate or an on-board

reader, the service uses the short-range
wireless technology NFC (Near Field
Communications) to connact to the handset
and validate the passenger’s virtual Nol
account. The passenger can use a NFC
handset to check in and out of buses, metro
staticns and water taxis, prompting the
appropriate fare to be deducted from their
Nol credit.

Convenlent and Interactive

Developed by Dubsi’s Roads and Transport
Authority (RTA) in conjunction with the
Emirate’s mobile operators Etisalst and Du,
the groundbreaking service is designed to
remowve the need for passengers to carry a
separate physical card. Ther= are more than
six millicn Nol cards in use in Dubai and,

in time, the new service could significantly
reduce the RTA's costs and erwircnmental
impact by remowing the need to produce
and distribute these plastic cards. The
Smart Nol service is alzo designed to
reinforce the high-tech, forward-looking
image of Dubai’s public transport (see
bex), further encouraging usage of the
service.

For consummers, the service makes it easier
to manage their Nol account: Passengers
can review their Nol usage cn their handset
at anytime, anywhere, rather than having
to use a machine in a metro staticn. The

passenger can use an Etisalat or Du app, or
2 spacial SIM taclkit menu, to check their
current balance and the amount and date
of their last Nol recharge (see boxes). They
«<an also see the date and the cost of their
most recent journey, whether they have
reached the daily fare cap and their tag 1D
and expiry date, which a passenger needs
when they contact the RTA call centre.

Passengers can top up the virtual card
at RTA terminaks or counters or online
through the Nol web site using a unique
number that appears on their display
once the NFC SIM is placed into their
smartphone. In future, Du plans to also
enable its custorners to use their mobile
subscripticn to top up their Nol account.

New SIMs needed

Passengers need a NFC handset and NFC
5IM card to use the Smart Nol service,
which is preloaded with Dh 14 (almost 3
euros) of credit. Etisalat charges Dh25 (5
euros) to replace the SIM, plus an DhS0
activation fee and DhS monthly rental,
while Du charges a fist rate of DRS5

for a SIM replacement, which will be
supplemented by a NFC service fee of Dh2
a month from March 2014,

etisalat

Pubili transport In Cubal

Oneaf the weelds fastest growing dities, Dubal has
Ivested healy In public ransport nrecent paars.
Formed by gowemment decree 2005, the Raads
and Transport Autharity (RTA) & responsibie for
bath public transport and the road netwark n the
Emrreof Dubal, and betwazn Dubaland other
Emirates of the UAE.

The Emirate’s pubdc transpeet systems combine
mekra, bus, rad bl and wates taxs. The driveriess
mekro system, which has 7S of tradks, s ly
automated. 1t has two Ines opraticnd wih

2 sther three piannad Thefrst urban train
netwark n the Arabian Peninsu, the Dubal metro
transported 332 milonpeople 1 the frs quarter
f 2003, asigniicant Increzse over the same petod
1ha precus yex.

Yail D

Automotive

M2M applications are helping to reduce

traffice congestion and carbon emissions

W\

GSMA PUBLISHES “EMBEDDED SIM” SPECIFICATION FOR MACHINE-TO-MACHINE
(M2M) SERVICES

December 19, 2013 Press Release

Embedded SIM Initiative Aims to Accelerate the M2M Market Addressing Key Sectors Including
Transportation and Utilities

London:The GSMA today announced the publication of its specification to enable the remote
‘over the air’ provisioning and management of Embedded SIMs in machine-to-machine (M2M)
devices. The specification, which has the backing of the world’s leading mobile operators and
SIM suppliers, will help to ensure interoperable technical solutions and further accelerate the
rapidly growing M2M market. First deployments of the GSMA-compliant Embedded SIM
solution are expected to roll out in 2014.

“The number of mobile connected devices is expected to reach 11 billion by 2020, growth that
will be led predominantly by advances in the M2M market,” said Alex Sinclair, Chief
Technology Officer, GSMA. “This level of growth will be heavily dependent on the adoption of a
common, global and interoperable SIM provisioning and management architecture that
enables the M2M market to flourish. The specification released today will have a significant
impact on the M2M marketplace, as it will help provide lower operational costs and drive
economies of scale.”


http://www.forumvirium.fi/en

Any other business




2014 Meeting Dates — Venue: GSMA

= Monday 24" March 2014 14.00 - 17.00
Focus: Daily Banking transactions

Thursday 19t June, 2014 14.00 - 17.00

Focus: Daily Retail transactions
o High Street, Online and Petrol forecourts

= Thursday 25" September 2014 14.00 — 17.00

Focus: Monthly, seasonal or annual transactions
o Utilities (metered domestic services) and entertainment ticketing (concerts, sport etc)
o Insurance and Healthcare

= Thursday 11" December 2014 14.00 — 17.00

Focus: AssureUK market reach, sector coverage and co-working

o What are the next actions that ensure that the customer experience becomes more intuitive and
convenient (but retains trust and security)

Register: oix.mvine.com sue.dawe@openidentityexchange.org




We've covered

.. Inmarket experience - MobilelD and BankID (Nordics) Janne
2. UK Banking and Mobile linkage Sharon
s 'I'min control’, what the end-user wants Colin

+« Table breakout
a what shape should AssureUK take for banks and mobile operators?

b, What are the benefits of a central exchange vs. sector-specific exchange vs. bi-lateral data
interchange agreements?

¢ What is the best next step?

. Rapid fire feedback All

.  AssureUK progress and forward plan Andy
7 Networking, cakes and tea Lounge




GSMA - Personal Data
Andy Rudd +44 7860 400 950
arudd@gsma.com

OIX — UK Lead
Sue Dawes +44 7786 391 243
Sue.Dawes@openidentityexchange.org
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