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GSMA APAC Telecom Cybersecurity Forum

Synopsis

The forum aims to unite the cybersecurity community to collaborate, share knowledge and
experience to address the cybersecurity challenges of the mobile networking industry. In view of
the evolving network security threats introduced by new services and new technologies, explore
GSMA resources, best practices and recommendations (such as Mobile Cybersecurity
Knowledge Base) and security tools and technologies to better defend against the emerging
network security threats.

We have organized speakers from security technology providers, mobile operator security and
industry associations all focused on improving the collective security of the industry. The forum
provides an opportunity to:

Engage and network with the industry experts during panels and Q&A during the forum.
Learn about the latest cybersecurity threats, response actions and technologies.

Share your experience and to help advance the overall cyber resilience and security
management maturity.

Enhance regional collaboration for incident response and threat intelligence.

Track the development of security standards in the mobile communications industry and
engage with industry experts of GSMA's diversified security workgroups.

Event Agenda - Main Stage

08:30 — 09:00 | Registration and refreshments

Moderator: David Turkington, Head of Technology, GSMA APAC

0.

Opening (9:00-10:00)

09:00 - 09:10 Opening Remark

e Julian Gorman, Head of Asia Pacific, GSMA

09:10 - 09:20 Opening Remark

e Drs. Slamat Aji Pamungkas, M.Eng., Deputy for Cyber Security and
Crypto of the Economic, BSSN

09:20 - 09:30 Executive Speech

o Tiger Zheng, Vice President, Huawei Asia Pacific Region

1.

Security Threats and Mobile Industry Solutions (9:40-11:00) Insight
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09:40 — 10:00

Digital Infrastructure Strategy and Policy

e Denny Setiawan, Director of Digital Infrastructure Strategy and
Policy of Komdigi (ICT Ministry), Ministry of Communications and
Digital

10:00 - 10:15

GSMA Mobile Telecommunications Security Landscape Report Review
o David Turkington, Head of Technology, GSMA

10:15-10:30

Mobile Device Security Features

e Denny Galant, Head Android Platforms and Ecosystems, Google

10:15-10:30

Large Language Model Security Framework and Telecommunication
Application

e Jing Huiyan, Senior Expert, CAICT

10:30 — 10:45

Recommendation to Mitigate Private 5G Infrastructure Security Threats

o Wong Choon Bong, Director, Telecom Cybersecurity Programme
Office, CSA

10:45 -11:00

Trends, Security Challenges, and Countermeasures of Telecom IT Service
Cloudification

e Edwin Purwadesi, Head of Government Digital Planning &
Architecture, Peruri

Coffee Break (10 Min)

2. Security Solution (11:10-13:00) Technical Solution/Innovation

11:10 - 11:25

Vulnerability Management in Critical Telecommunication Networks

e QuanHeng Lim, Chief Delivery Officer, Asia, Sekuro
o Lukas Grunwald, Chairman of the Supervisory Board, GreenBone

11:25-11:55

Practice of Device Certificate Management in Multi-vendor Technology
Environment of Telecom

o Song WenQiang, Technical Director, JIT

11:55 -12:10

Advancing Cyber Resilience in Telecommunications: Detect, Defend, and
Recover

o Jayden Aung, Consultant Cybersecurity, Cloud and Network
Services, Nokia
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12:00 — 12:15 | Post Quantum Telecom Network
e David Turkington, Head of Technology, GSMA
12:15-12:30 | Diversity in Post-quantum Algorithms

e Matt Henricksen, Senior Expert, Huawei

Lunch (Buffet 12:30 - 14:00)

3. Practice in Globe Carrier (14:00-17:00) Action

14:00 — 14:20

Vodafone’s Security Imperative Practices
e Laura Iglesias, EU CISO of Vodafone

14:20 — 14:40

Data Governance Strategy and Privacy Management

e Agus Hermanto, General Manager of Data Governance, Telkomsel

14:40 — 15:00

How to support operators to implement MCKB — Turning guidelines into action
— with SKT case

e Martin Bakhuizen, Senior Expert, Huawei

15:00 — 15:20

Telecom MSSP Today and Tomorrow

e Johnny Kho, Advisory Council Member & Immediate Past
President, AiSP

15:20 — 15:40

Insights on Vulnerability Management and the Challenges of Cybersecurity
Regulation

e Francois Zamora, CSO, European Division, Orange

15:40 — 16:00

Native Security Solution Practice for China Mobile
e Wang Yue, China Mobile

Coffee Break (10 Min)

16:10 — 16:30

Fake Base Stations and SMS Blasters — Challenges of Detection
e Ahmad Rifky, Telco & CEMA Technical Specialist, Spectran Labs

16:30 - 17:00

The Key Risk and Finding for Telecom Network Security Service

e Gavin Ren, Director of Cyber Security Service, Huawei

4. Carrier Global Practice (17:00-17:50) Ecosystem

17:00 —17:50

Panel Discussion: Challenges of Intelligence Sharing
e Nur Achmadi, Director of BSSN, BSSN




GSMA

e Yohannes Glen, SVP Head of Enterprise Security at Indosat
Ooredoo Hutchinson, IOH

e Priyana, Manager, Acisonline

e Ahmad Rifky, Telco & CEMA Technical Specialist, Spectran Labs

e Dr. Suchittra Pongpisutsopa, Deputy for Cyber Security and Crypto
of the Economic, NCSA

Moderator: David Turkington, Head of Technology, GSMA

5. Closing Remark (17:50 — 18:00)

17:50 — 18:00 | Closing Remark
e GSMA

Standing Dinner (18:30 — 20:30, for all attendees)




