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[bookmark: _Toc415752076][bookmark: _Toc422744658][bookmark: _Toc447204643][bookmark: _Toc479588798][bookmark: _Toc13819004]57.1.1	PIN Handling
[bookmark: _Toc415752089][bookmark: _Toc422744671][bookmark: _Toc447204656][bookmark: _Toc479588811][bookmark: _Toc13819017][bookmark: _Toc383612799][bookmark: _Toc415752083][bookmark: _Toc422744665][bookmark: _Toc447204650][bookmark: _Toc479588805][bookmark: _Toc13819011]57.1.1.3	PIN Handling - Change of PIN

[bookmark: _Toc415752090][bookmark: _Toc422744672][bookmark: _Toc447204657][bookmark: _Toc479588812][bookmark: _Toc13819018]57.1.1.3.1	PIN Handling - Change of PIN - Successful
Description
Procedure for changing PIN with a valid correct OLD and NEW PIN.
Related core specifications
TS 22.030 sub clauses 6.6.2, TS 31.102, ETSI TS 102 221.
Reason for test
To ensure that PIN can be changed with a valid correct OLD and NEW PIN.
Initial configuration
PIN enabled.
PIN counter: Attempts remaining = 3
DUT in idle mode.
Test procedure
Scenario A: (Code)
1. Dial the code **04*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN and NEW is the valid correct NEW PIN) to change PIN. 
2. Restart DUT.
3. Enter NEW PIN.
Scenario B: (Menu)
1. Attempt to change the PIN using the DUT’s menu.  Enter the valid correct OLD PIN, followed by a valid correct NEW PIN.  
2. Restart DUT.
3. Enter NEW PIN.
Expected behaviour
1. PIN is successfully changed.
2. Confirm DUT restarts and prompts for PIN entry.
3. PIN is accepted and DUT is in Idle mode.

	
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN using one of the following methods 
- MMI: 
**04*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN and NEW is the valid correct NEW PIN) to change PIN.
- Menu:  
  Enter the valid correct OLD PIN, followed by  a valid correct NEW PIN
- 
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN is successfully changed.


	2
	Restart DUT
	Confirm DUT restarts and prompts for PIN entry

	3
	Enter NEW PIN
	4. PIN is accepted and DUT is in Idle mode.



[bookmark: _Toc415752091][bookmark: _Toc422744673][bookmark: _Toc447204658][bookmark: _Toc479588813][bookmark: _Toc13819019]57.1.1.3.2	PIN Handling - Change of PIN - Wrong Repeating of New PIN
Description
DUT shall reject the change of PIN if the NEW PIN is wrongly repeated during the PIN change process.
Related core specifications
3GPP TS 22.030 sub clauses 6.6.2, 3GPP TS 31.102, ETSI TS 102 221.
Reason for test
To ensure the DUT will reject the change of PIN if the NEW PIN is wrongly repeated during the PIN change process.
Initial configuration
PIN enabled.
PIN counter: Attempts remaining = 3
DUT in idle mode.
Test procedure
Scenario A: (Code)
1. Dial the code **04*OLD*NEW1*NEW2# (where OLD is the valid correct OLD PIN and NEW1 and NEW2 are different new PINs) to change PIN. 
2. Check PIN attempt counter (If implemented on DUT UI).
Scenario B: (Menu)
1. Attempt to change the PIN using the DUT’s menu. Enter the valid correct OLD PIN, followed by different NEW PINs. 
2. Check PIN attempt counter (If implemented on DUT UI).
Expected behaviour
1. PIN change is rejected.  Depending on DUT implementation it may display a notification that the NEW PINS do not match and the user should try again.
2. The PIN attempt counter should display 3 attempts remaining (If implemented on DUT UI).

	
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN using one of the following methods 
- MMI: 
Dial the code **04*OLD*NEW1*NEW2# (where OLD is the valid correct OLD PIN and NEW1 and NEW2 are different new PINs) to change PIN 
- Menu:  
  Enter the valid correct OLD PIN, followed by different NEW PINs 
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN change is rejected.  Depending on DUT implementation it may display a notification that the NEW PINS do not match and the user should try again 

	2
	Check PIN attempt counter (If implemented  to be displayed).

	The PIN attempt counter should display 3 attempts remaining (If implemented to be displayed).




[bookmark: _Toc415752092][bookmark: _Toc422744674][bookmark: _Toc447204659][bookmark: _Toc479588814][bookmark: _Toc13819020]57.1.1.3.3	PIN Handling - Change of PIN - Wrong New PIN (3 digits)
Description
The DUT must reject a PIN change if the NEW PIN is invalid (shorter than 4 digits).
Related core specifications
3GPP TS 22.030 sub clause 6.6.2
Reason for test
To ensure DUT rejects a PIN change if the NEW PIN is invalid (shorter than 4 digits).  The PIN attempt counter should not update when a short NEW PIN is entered.
Initial configuration
PIN enabled.
PIN counter: Attempts remaining = 3
DUT in idle mode.
Test procedure
Scenario A: (Code)
1. Dial the code **04*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN and NEW is an invalid 3 digit NEW PIN) to change PIN. 
2. Check PIN attempt counter (If implemented on DUT UI).
Scenario B: (Menu)
1. Attempt to change the PIN using the DUT’s menu.  Enter the valid correct OLD PIN, followed by an invalid 3 digit NEW PIN. 
2. Check PIN attempt counter (If implemented on DUT UI).
Expected behaviour
1. PIN change is rejected. Depending on DUT implementation it may display a notification that the NEW PIN was too short and the user should try again.
The PIN attempt counter should display 3 attempts remaining (If implemented on DUT UI).
	
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN using one of the following methods:
- MMI: 
Dial the code **04*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN and NEW is an invalid 3 digit NEW PIN) to change PIN.
- Menu:  
  Enter the valid correct OLD PIN, followed by an invalid 3 digit NEW PIN.
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN change is rejected. Depending on DUT implementation it may display a notification that the NEW PIN was too short and the user should try again

	2
	Check PIN attempt counter (If implemented  to be displayed).

	The PIN attempt counter should display 3 attempts remaining (If implemented to be displayed).




[bookmark: _Toc415752093][bookmark: _Toc422744675][bookmark: _Toc447204660][bookmark: _Toc479588815][bookmark: _Toc13819021]57.1.1.3.4	PIN Handling - Change of PIN - Wrong Old PIN (3 digits)
Test case has been archived.  Please refer to TS.11 v22.0 for the full test procedure. A copy of which can be requested by emailing terminals@gsma.com
[bookmark: _Toc415752094][bookmark: _Toc422744676][bookmark: _Toc447204661][bookmark: _Toc479588816][bookmark: _Toc13819022]57.1.1.3.5	PIN Handling - Change of PIN - Wrong Old PIN
Description
DUT shall reject the change of PIN if the OLD PIN is valid but wrong during the PIN change process.
Related core specifications
3GPP TS 22.030 sub clause 6.6.2
Reason for test
To ensure DUT rejects a PIN change if the OLD PIN is valid but wrong. The PIN attempt counter should update when a wrong OLD PIN is entered.
Initial configuration
PIN enabled.
PIN counter: Attempts remaining = 3
DUT in idle mode.
Test procedure
[bookmark: _Toc383612798]Scenario A: (Code)
1. Dial the code **04*OLD*NEW*NEW# (where OLD is a valid wrong OLD PIN and NEW is a valid correct NEW PIN) to change PIN. 
2. Check PIN attempt counter (If implemented on DUT UI).
Scenario B: (Menu)
1. Attempt to change the PIN using the DUT’s menu.  Enter a valid wrong OLD PIN, followed by a valid correct NEW PIN. 
2. Check PIN attempt counter (If implemented on DUT UI).
Expected behaviour
1. PIN change is rejected.  Depending on DUT implementation it may display a notification that the OLD PIN was wrong and the user should try again.
The PIN attempt counter should display 2 attempts remaining (If implemented on DUT UI).
	
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN using one of the following methods:
- MMI: 
Dial the code **04*OLD*NEW*NEW# (where OLD is a valid wrong OLD PIN and NEW is a valid correct NEW PIN) to change PIN. 
- Menu:  
  Enter a valid wrong OLD PIN, followed by a valid correct NEW PIN.
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN change is rejected.  Depending on DUT implementation it may display a notification that the OLD PIN was wrong and the user should try again.


	2
	Check PIN attempt counter (If implemented  to be displayed).

	The PIN attempt counter should display 2 attempts remaining (If implemented to be displayed).




[bookmark: _Toc415752095][bookmark: _Toc422744677][bookmark: _Toc447204662][bookmark: _Toc479588817][bookmark: _Toc13819023]57.1.1.3.6	PIN Handling - Change of PIN - PIN Blocked
Description
DUT shall not allow change of PIN if the PIN is blocked.
Related core specifications
3GPP TS 22.030 sub clause 6.6.3, 3GPP TS 31.102
Reason for test
To ensure that PIN cannot be changed when PIN is blocked.
Initial configuration
PIN enabled.
PIN blocked (enter 3 x wrong PIN when attempting to disable PIN)
DUT in idle mode.
Test procedure
Scenario A: (Code)
1. In dialler / Emergency dialler, dial the code **04*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN and NEW is a valid correct NEW PIN) to change PIN. 
Scenario B: (Menu)
1. DUT may not allow access to the change PIN menu in order to attempt to change the PIN.  This implementation satisfies the test case because PIN cannot be changed when blocked.  If DUT permits the user to access the change PIN menu when PIN is blocked, attempt to change the PIN using the DUT’s menu.  Enter a valid correct OLD PIN, followed by a valid correct NEW PIN. 
Expected behaviour
PIN cannot be changed.  Depending on DUT implementation it may display a notification that the PIN cannot be changed when blocked.
	
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN using one of the following methods:
- MMI: 
dial the code **04*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN and NEW is a valid correct NEW PIN) to change PIN. 
- Menu:  
  If DUT permits the user to access the change PIN menu when PIN is blocked, attempt to change the PIN using the DUT’s menu.  Enter a valid correct OLD PIN, followed by a valid correct NEW PIN.
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN cannot be changed.  Depending on DUT implementation it may display a notification that the PIN cannot be changed when blocked.




Note: DUT may not allow access to the change PIN menu in order to attempt to change the PIN.  This implementation satisfies the test case because PIN cannot be changed when blocked.

[bookmark: _Toc415752096][bookmark: _Toc422744678][bookmark: _Toc447204663][bookmark: _Toc479588818][bookmark: _Toc13819024]57.1.1.3.7	PIN Handling - Change of PIN - PIN Disabled
Description
DUT shall not allow change of PIN if the PIN is disabled.
Related core specifications
3GPP TS 22.030 sub clause 6.6.2, 3GPP TS 31.102, ETSI TS 102 221 sub clause 14.2.3 for UICC.
Reason for test
To ensure that PIN cannot be changed when PIN is disabled.
Initial configuration
PIN disabled.
DUT in idle mode.
Test procedure
Scenario A: (Code)
1. Dial the code **04*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN and NEW is the valid correct NEW PIN) to change PIN. 
Scenario B: (Menu)
1. DUT may not allow access to the change PIN menu in order to attempt to change the PIN.  This implementation satisfies the test case because PIN cannot be changed when disabled.  If DUT permits the user to access the change PIN menu when PIN is disabled, attempt to change the PIN using the DUT’s menu.  Enter a valid correct OLD PIN, followed by a valid correct NEW PIN. 
Expected behaviour
PIN cannot be changed.  Depending on DUT implementation it may display a notification that the PIN cannot be changed when blocked.
	
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN using one of the following methods:
- MMI: 
Dial the code **04*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN and NEW is the valid correct NEW PIN) to change PIN. 
- Menu:  
If DUT permits the user to access the change PIN menu when PIN is disabled, attempt to change the PIN using the DUT’s menu.  Enter a valid correct OLD PIN, followed by a valid correct NEW PIN 
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN cannot be changed.  Depending on DUT implementation it may display a notification that the PIN cannot be changed when blocked.




Note: DUT may not allow access to the change PIN menu in order to attempt to change the PIN.  This implementation satisfies the test case because PIN cannot be changed when disabled

[bookmark: _Toc321506819][bookmark: _Toc326245294][bookmark: _Toc415752107][bookmark: _Toc422744689][bookmark: _Toc447204674][bookmark: _Toc479588829][bookmark: _Toc13819035]57.1.2	PIN2 handling
[bookmark: _Toc415752108][bookmark: _Toc422744690][bookmark: _Toc447204675][bookmark: _Toc479588830][bookmark: _Toc13819036]57.1.2.1	PIN2 Handling - Change of PIN2
[bookmark: _Toc415752109][bookmark: _Toc422744691][bookmark: _Toc447204676][bookmark: _Toc479588831][bookmark: _Toc13819037]57.1.2.1.1	PIN2 Handling - Change of PIN2 - Successful
Description
Procedure for changing PIN2 with a valid correct OLD and NEW PIN2.
Related core specifications
3GPP TS 22.030 sub clauses 6.6.2, 3GPP TS 31.102, ETSI TS 102 221.
Reason for test
To ensure that PIN2 can be changed with a valid correct OLD and NEW PIN2.
Initial configuration
PIN2 supported by ICC.
PIN 2 counter: Attempts remaining = 3.
DUT in idle mode.
Test procedure
Scenario A: (Code)
1. Dial the code **042*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN2 and NEW is the valid correct NEW PIN2) to change PIN2. 
2. Go to a data field which is protected by PIN2 on ICC, for example FDN and enter the new PIN2.
Scenario B: (Menu)
1. Attempt to change the PIN2 using the DUT’s menu.  Enter the valid correct OLD PIN2, followed by a valid correct NEW PIN2.  
2. Go to a data field which is protected by PIN2 on ICC, for example FDN and enter the new PIN2.
Expected behaviour
1. PIN2 is successfully changed 
2. New PIN2 is accepted and access to data field is permitted. E.g. FDN is enabled.

	
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN2  using one of the following methods 
- MMI: 
Dial the code **042*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN2 and NEW is the valid correct NEW PIN2) to change PIN2. 
- Menu:  
Enter the valid correct OLD PIN2, followed by a valid correct NEW PIN2
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN2 is successfully changed.


	2
	Go to a data field which is protected by PIN2 on ICC, for example FDN and enter the new PIN2
	New PIN2 is accepted and access to data field is permitted. E.g. FDN is enabled



[bookmark: _Toc415752110][bookmark: _Toc422744692][bookmark: _Toc447204677][bookmark: _Toc479588832][bookmark: _Toc13819038]57.1.2.1.2	PIN2 Handling - Change of PIN2 - Wrong Repeating of New PIN2
Description
DUT shall reject the change of PIN2 if the NEW PIN2 is wrongly repeated during the PIN2 change process.
Related core specifications
3GPP TS 22.030 sub clauses 6.6.2, 3GPP TS 31.102, ETSI TS 102 221.
Reason for test
To ensure the DUT will reject the change of PIN2 if the NEW PIN2 is wrongly repeated during the PIN2 change process.
Initial configuration
PIN2 supported by ICC.
PIN 2 counter: Attempts remaining = 3.
DUT in idle mode.
Test procedure
Scenario A: (Code)
1. Dial the code **042*OLD*NEW1*NEW2# (where OLD is the valid correct OLD PIN2 and NEW1 and NEW2 are different new PIN2s) to change PIN2. 
2. Check PIN2 attempt counter (If implemented on DUT UI).
Scenario B: (Menu)
1. Attempt to change the PIN2 using the DUT’s menu.  Enter the valid correct OLD PIN2, followed by different NEW PIN2s. 
2. Check PIN2 attempt counter (If implemented on DUT UI).
Expected behaviour
1. PIN2 change is rejected.  Depending on DUT implementation it may display a notification that the NEW PIN2S do not match and the user should try again.
The PIN2 attempt counter should display 3 attempts remaining (If implemented on DUT UI).
	
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN2  using one of the following methods 
- MMI: 
Dial the code **042*OLD*NEW1*NEW2# (where OLD is the valid correct OLD PIN2 and NEW1 and NEW2 are different new PIN2s) to change PIN2. 
- Menu:  
Enter the valid correct OLD PIN2, followed by different NEW PIN2s.
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN2 change is rejected.  Depending on DUT implementation it may display a notification that the NEW PIN2S do not match and the user should try again.

	2
	Check PIN2 attempt counter (If implemented to be displayed)
	The PIN2 attempt counter should display 3 attempts remaining (If implemented on DUT UI).



[bookmark: _Toc415752111][bookmark: _Toc422744693][bookmark: _Toc447204678][bookmark: _Toc479588833][bookmark: _Toc13819039]57.1.2.1.3	PIN2 Handling - Change of PIN2 - Wrong New PIN2 (3 digits)
Description
The DUT must reject a PIN2 change if the NEW PIN2 is invalid (shorter than 4 digits).
Related core specifications
3GPP TS 22.030 sub clause 6.6.2
Reason for test
To ensure DUT rejects a PIN2 change if the NEW PIN2 is invalid (shorter than 4 digits).  The PIN2 attempt counter should not update when a short NEW PIN2 is entered.
Initial configuration
PIN2 supported by ICC.
PIN 2 counter: Attempts remaining = 3.
DUT in idle mode.
Test procedure
Scenario A: (Code)
1. Dial the code **042*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN2 and NEW is an invalid 3 digit NEW PIN2) to change PIN2. 
2. Check PIN2 attempt counter (If implemented on DUT UI).
Scenario B: (Menu)
1. Attempt to change the PIN2 using the DUT’s menu.  Enter the valid correct OLD PIN2, followed by an invalid 3 digit NEW PIN2. 
2. Check PIN2 attempt counter (If implemented on DUT UI).
Expected behaviour
1. PIN2 change is rejected.  Depending on DUT implementation it may display a notification that the NEW PIN2 was too short and the user should try again.
	The PIN2 attempt counter should display 3 attempts remaining (If implemented on DUT UI).
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN2  using one of the following methods 
- MMI: 
Dial the code **042*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN2 and NEW is an invalid 3 digit NEW PIN2) to change PIN2. 
- Menu:  
Enter the valid correct OLD PIN2, followed by an invalid 3 digit NEW PIN2.
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN2 change is rejected.  Depending on DUT implementation it may display a notification that the NEW PIN2 was too short and the user should try again.

	2
	Check PIN2 attempt counter (If implemented to be displayed)
	The PIN2 attempt counter should display 3 attempts remaining (If implemented on DUT UI).



[bookmark: _Toc415752112][bookmark: _Toc422744694][bookmark: _Toc447204679][bookmark: _Toc479588834][bookmark: _Toc13819040]57.1.2.1.4	PIN2 Handling - Change of PIN2 - Wrong Old PIN2 (3 digits)
Test case has been archived.  Please refer to TS.11 v22.0 for the full test procedure. A copy of which can be requested by emailing terminals@gsma.com
[bookmark: _Toc415752113][bookmark: _Toc422744695][bookmark: _Toc447204680][bookmark: _Toc479588835][bookmark: _Toc13819041]57.1.2.1.5	PIN2 Handling - Change of PIN2 - Wrong Old PIN2
Description
DUT shall reject the change of PIN2 if the OLD PIN2 is valid but wrong during the PIN2 change process.
Related core specifications
3GPP TS 22.030 sub clause 6.6.2
Reason for test
To ensure DUT rejects a PIN2 change if the OLD PIN2 is valid but wrong. The PIN2 attempt counter should update when a wrong OLD PIN2 is entered.
Initial configuration
PIN2 supported by ICC.
PIN 2 counter: Attempts remaining = 3.
DUT in idle mode.
Test procedure
Scenario A: (Code)
1. Dial the code **042*OLD*NEW*NEW# (where OLD is a valid wrong OLD PIN2 and NEW is a valid correct NEW PIN2) to change PIN2. 
2. Check PIN2 attempt counter (If implemented on DUT UI).
Scenario B: (Menu)
1. Attempt to change the PIN2 using the DUT’s menu. Enter a valid wrong OLD PIN2, followed by a valid correct NEW PIN2. 
2. Check PIN2 attempt counter (If implemented on DUT UI).
Expected behaviour
1. PIN2 change is rejected.  Depending on DUT implementation it may display a notification that the OLD PIN2 was wrong and the user should try again.
The PIN2 attempt counter should display 2 attempts remaining (If implemented on DUT UI).
	
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN2  using one of the following methods:
- MMI: 
Dial the code **042*OLD*NEW*NEW# (where OLD is a valid wrong OLD PIN2 and NEW is a valid correct NEW PIN2) to change PIN2. 
- Menu:  
Enter a valid wrong OLD PIN2, followed by a valid correct NEW PIN2.
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN2 change is rejected.  Depending on DUT implementation it may display a notification that the OLD PIN2 was wrong and the user should try again.

	2
	Check PIN2 attempt counter (If implemented to be displayed)
	The PIN2 attempt counter should display 2 attempts remaining (If implemented on DUT UI).




[bookmark: _Toc415752114][bookmark: _Toc422744696][bookmark: _Toc447204681][bookmark: _Toc479588836][bookmark: _Toc13819042]57.1.2.1.6	PIN2 Handling - Change of PIN2 - PIN2 Blocked
Description
DUT shall not allow change of PIN2 if the PIN2 is blocked.
Related core specifications
3GPP TS 22.030 sub clause 6.6.3, 3GPP TS 31.102
Reason for test
To ensure that PIN2 cannot be changed when PIN2 is blocked.
Initial configuration
PIN2 supported by ICC.
PIN2 blocked.
DUT in idle mode.
Test procedure
Scenario A: (Code)
1. Dial the code **042*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN2 and NEW is a valid correct NEW PIN2) to change PIN2. 
Scenario B: (Menu)
1. Attempt to change the PIN2 using the DUT’s menu.  Enter the valid correct OLD PIN2, followed by a valid correct NEW PIN2.  
Expected behaviour
1. PIN2 cannot be changed.  Depending on DUT implementation it may display a notification that the PIN2 cannot be changed when blocked.

	
	Test procedure
	Expected behaviour

	1
	Attempt to change the PIN2  using one of the following methods:
- MMI: 
Dial the code **042*OLD*NEW*NEW# (where OLD is the valid correct OLD PIN2 and NEW is a valid correct NEW PIN2) to change PIN2. 
- Menu:  
Enter the valid correct OLD PIN2, followed by a valid correct NEW PIN2.
- AT Command
- Proprietary mechanism (API)
N.B. Other methods may be available.
	PIN2 cannot be changed.  Depending on DUT implementation it may display a notification that the PIN2 cannot be changed when blocked.
.
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