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[bookmark: _Toc85530824][bookmark: _Toc482685952]5.6.5	GPRS functionality – Non-support of GEA1
Description
To verify that MS does not include GEA1 ciphering algorithm in the list of supported algorithms.
Reason for test
Several ciphering algorithms are supported by mobile stations and networks today. This test verifies that DUT does not advertise the support of GEA1 in case it has not enabled it. 
Related 3GPP core specifications
3GPP TS 24.008, 3GPP TS 43.020, Anned D.4.9
Initial configuration
Automatic GPRS attach at Power ON is enabled.
Mobile data is disabled by default.
DUT is Powered OFF (or Flight Mode enabled).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Power ON DUT (or disable Flight Mode).
	DUT is successfully CS registered to the network (Applicable to NMO2 networks only).


	
	DUT sends an ATTACH REQUEST message to the network.

	Within ATTACH REQUEST message, confirm the DUT indicates the support for the supported ciphering algorithms correctly and does not include GEA1 in the list of algorithms. 
The network shall respond to the DUT with an AUTHENTICATION AND CIPHERING REQUEST message.
Within AUTHENTICATION AND CIPHERING REQUEST message, confirm the ciphering algorithm asssigned by the network to DUT
The network shall respond to the DUT with an ATTACH ACCEPT message

	2
	Enable mobile data at DUT

	Mobile data is enabled successfully.


	3
	Open the embedded browser application and load a webpage.
	Webpage is loaded successfully



5.6.6	GPRS functionality – Non-support of GEA2
Description
To verify that MS does not include GEA2 ciphering algorithm in the list of supported algorithms.
Reason for test
Several ciphering algorithms are supported by mobile stations and networks today. This test verifies that DUT does not advertise the support of GEA2 in case it has not enabled it. 
Related 3GPP core specifications
3GPP TS 24.008, 3GPP TS 43.020, Anned D.4.9
Initial configuration
Automatic GPRS attach at Power ON is enabled.
Mobile data is disabled by default.
DUT is Powered OFF (or Flight Mode enabled).
Test procedure
	-
	Test procedure
	Expected behaviour

	1
	Power ON DUT (or disable Flight Mode).
	DUT is successfully CS registered to the network (Applicable to NMO2 networks only).


	
	DUT sends an ATTACH REQUEST message to the network.

	Within ATTACH REQUEST message, confirm the DUT indicates the supported ciphering algorithms correctly and does not include GEA2 in the list of algorithms. 
The network shall respond to the DUT with an AUTHENTICATION AND CIPHERING REQUEST message.
Within AUTHENTICATION AND CIPHERING REQUEST message, confirm the ciphering algorithm asssigned by the network to DUT
The network shall respond to the DUT with an ATTACH ACCEPT message

	2
	Enable mobile data at DUT

	Mobile data is enabled successfully.


	3
	Open the embedded browser application and load a webpage.
	Webpage is loaded successfully
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