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Requirements on interfaces and functional elements
This section defines the requirements of the interfaces and functional elements that make up the OP architecture. They should be fulfilled by solutions developed in SDOs (see section 6) and implementations provided by the open-source community.
[bookmark: _Toc54104668][bookmark: _Toc54267780][bookmark: _Toc75969894]Interfaces
[bookmark: _Toc54104669][bookmark: _Toc54267781][bookmark: _Toc75969895]Northbound Interface
High-level requirements
All Operators and Operator Platforms shall offer the Edge Cloud and Network service through the same NBI. 
The NBI shall offer the capabilities of the Edge Cloud and Network to Application Providers, in particular: 
a low latency service (and perhaps other application QoS metrics) in a geographical Region; 
Edge Cloud capabilities are offered whatever operator the UE is attached to.
Network capabilities operators agreed to expose
Onboarding and Deployment Profile
General
When an Application Provider accesses the OP portal or uses the OP's NBI APIs to deploy their application, the OP shall be in charge of:
receiving the request,
authorising/authenticating the Application Provider, and 
gathering all the necessary data to deploy (onboard and instantiate) the application in the most appropriate edge nodes to meet the Application Provider’s request. 
Mapping the request by the Application Provider for exposed network capabilities to the available capabilities in the target network(s)
Thus, the deployment management shall allow onboarding and instantiating the application while meeting different criteria provided by the Application Providers and the operators that own the OP instance and the underlying resources.
The OP's NBI shall support applications depending on Containers and VMs that comply with the format criteria specified in sections 3.6 and 3.7, respectively.
[bookmark: _Ref66812781]Application Provider Criteria
The platform shall be able to support the following Application Provider requirements:
Footprint/coverage area selection;
Customer reach/ operator selection;
Infrastructure resources:
CPU;
Memory;
Storage;
Hypervisor (for VM based applications);
Networking definition used by the application.
Specific and optional requirements definition, for example:
Use of GPUs;
Use of FPGAs;
Accelerator support: SRIOV, DPDK;
Any other set of accelerators;
Performance Optimisation Capabilities: NUMA, CPU Pinning, use of dedicated core, Affinity/non-affinity, etc.
GSMA PRD NG.126 [9] provides, in its sections 2 and 4, a more detailed overview of data elements that can be covered for the Edge Application Profile.
Edge-Cloud requirements:
Latency;
Jitter;
Bandwidth;
The relevant geographical area for data privacy purposes.
Network Capability requirements, for example, but not limited to
QoS
Connectivity Events
Network based location
Network statistics
Type of application instantiation:
Static: the application shall be deployed in several edge sites based on Application Provider's requirements and the operator's deployment criteria. The application shall be deployed upfront (independently of the UC's request).
Dynamic: when a UC requests an application, the application shall be deployed in the selected edge location (triggered by UNI request(s)).
Based on capacity: criteria to define if there needs to be an instance per user or one instance per specific number of users.
Policies that allow the Application Provider to manage circumstances where user conditions do not comply with the deployment criteria.
Support for telemetry information from the operator.
[bookmark: _Ref66812828]Policy control concerning support of stateful and stateless applications.
The Application Provider shall be able to indicate that:
Its Edge Application cannot be moved from one edge compute resource to another;
Its Edge Application can be moved from one edge compute resource to another, without any notification;
Its Edge Application can be moved from one edge compute resource to another with prior notification.
Service availability in visited networks required/supported.
[bookmark: _Ref66812735]Management Profile
The OP shall offer a uniform view of management profile(s) to Application Providers:
[bookmark: _Ref66812746]The OP shall enable application developers to request Edge Cloud in an Availability Zone (within the OP and federated OPs):
On a basis where the application developer reserves resources (on a relatively long-lasting basis) ahead of their usage.
On a basis where resources are allocated as the application instance needs them (“reservationless” or “dynamic”) and the application developer selects the degree of scaling it requires (for example, number of sessions).
On a basis where resources are isolated from those used by other application developers.
An application developer may provide the OP with information about its estimated workload to help the OP optimise the deployment of Edge Application(s).
[bookmark: _Ref66813009]An OP shall offer a range of quality policies so that an Application Provider can choose the performance that their application requires. These policies are defined based on objectively measured end-to-end parameters that include performance aspects of both the network and the Cloudlet, such as latency, jitter and packet loss (measured as average statistics). 
The NBI shall enable a request-response mechanism through which the Application Provider can state a geographical point where a typical user could be and get informed of the mean latency performance expected. 
The OP shall describe the capabilities of the Edge Cloud, for example:
The geographical zones where it is provided
The type and “granularity” of edge cloud and network service (typically generic Compute, memory, storage, and specialised compute, such as GPU and future resource types). 
Note:	Optionally, an OP may present types of resource and their attributes as “flavours”. Flavours are intended to be a useful “shorthand” for Application Providers but are optional and do not have to be used.
Note:	if a federation of OPs uses flavours, then they should agree on common definitions.
Note:	the NBI shall not reveal the exact geographical locations of individual Cloudlets and shall not allow an Application Developer to request deployment of its application on a specific Cloudlet.
Note:	The definition of geographical Regions should be aligned among the partners in a federation, ensuring a shared understanding of a Region.
The OP shall describe the exposed capabilities of the home and federated target networks
The OP shall offer a structured workflow for application deployment and instantiation: CRUD functions.
The OP shall allow a developer to specify that its Edge Applications should be restricted to a particular geographical zone. This restriction would ensure compliance with the applicable data privacy laws. 
The OP shall allow an Application Developer to specify whether or not it requires service availability on visited networks (that is, when a UE roams away from its home network operator).
The OP shall provide an Application Developer with telemetry information concerning the performance of the Edge Cloud service, including fault reporting.
The OP shall allow an Application Developer to request a particular granularity for the telemetry information they receive. 
Note:	Possibly using a publish-subscribe approach.
Note:	Different operational profiles require different granularity about the telemetry information (how fine-grained and how often).
The OP shall allow an Application Developer to require that outbound access to the internet is prohibited.
The OP shall offer Application Providers a registry to store their application images and update or delete them. The registry may be centralised or distributed, depending upon the Application Provider’s needs to reduce boot time and recovery.
The OP shall support Single Sign-on based on login credentials for an Application Provider.
The OP shall offer functionality that supports the application developer to manage its application instances. For example, to monitor operational performance, get diagnostic logs and help with debugging.
The OP shall offer functionality that supports the Application Provider in managing the application development, integration and deployment.
Resource Reservation Profile
Security Requirements
[bookmark: _Toc54104670][bookmark: _Toc54267782][bookmark: _Toc75969896]East-Westbound Interface
High-level requirements
The E/WBI is universal, meaning that all Operators and Operator Platforms provide Edge Cloud to each other through the same E/WBI. 
Security Requirements
[bookmark: _Ref66813023]Application Management 
The federation interface needs to replicate the behaviour and functions available on the NBI to transmit the application load, requirements, mobility decisions and policies across all the operators’ instances required to deploy the application.
The E/WBI shall allow forwarding the instantiation requests to any federated OP whose footprint has to be covered.
The E/WBI shall support instantiation requests for applications depending on Containers and VMs that comply with the format criteria specified in sections 3.6 and 3.7, respectively.
An OP receiving an instantiation request through its E/WBI shall get in charge of the management of the application:
An OP receiving an instantiation request through its E/WBI shall apply its own policies and criteria for processing the request and managing the application.
An OP receiving an instantiation request through its E/WBI shall be responsible for the operator deployment criteria management.
An OP receiving an instantiation request through its E/WBI shall be responsible for the edge node selection based on the Application Provider criteria and its operator's criteria.
An OP receiving an instantiation request through its E/WBI shall be in charge of the application mobility management.
The E/WBI shall forward the application mobility notifications and procedures towards the Leading OP for management with the Application Provider.
The E/WBI shall forward the management procedures, information and statistics to be shared with the Leading OP of the Application Provider.
The E/WBI shall forward the network events Leading OP itself and the Application Provider subscribed to towards the Leading OP 
[bookmark: _Ref66813030]The E/WBI shall be employed for managing the service continuity on visited networks.
[bookmark: _Toc75969897][bookmark: _Toc54104671][bookmark: _Toc54267783][bookmark: _Ref66812762]Southbound Interface to Cloud Resources
Cloud Resources Management
The integration with cloud resources APIs on SBI allows OP to support the needed functionalities for application and resources management.
The Operator Platform shall be able to access the cloud resources of the operator/cloud provider. This access shall allow the OP to fulfil request/response transactions regarding an application's lifecycle, catalogue the resources/capabilities and get feedback about the status of the different Cloudlets or edge nodes.
Integration with Cloud Orchestrator
Integration with Infrastructure Manager
[bookmark: _Ref74571876]Integration with Hyperscalers
Security Requirements
[bookmark: _Toc75969898]Southbound Interface to Network Resources
General
The SBI-NR connects the OP with the specific operator infrastructure that delivers the network services and capabilities to the user.
When an end-user accesses an edge service from a network, theThe OP shall be able to access some basic network capabilities that the operator chose to expose through the SBI-NR interfaces of the operator. However, an operator need not implement the NEF/SCEF interfaces, in which case these capabilities have to be provided in some other way or else may not be available.	Comment by Tom van Pelt: editorial: that the operator...	Comment by  : OK
OP integration to network resources shall allow:
The OP to authenticate and authorise the end-users to access the services in the home and visited network scenarios. 
The OP to access network capabilities the operator chose to expose, e.g. QoS, Network Events/Statistics
The OP to access the location information of the end-users in the network.
The OP to access policy control capability exposed by the network, e.g. for charging or quality of service handling.
The OP shall be made aware of the data connection status (e.g. if a user has a data session or not).
The home network OP shall be the only entity able to control home network resources.
OP integration to 5G Core/4G Core via Exposure Functions 
Introduction
The NEF/SCEF APIs [4] [5] are a set of APIs defining the related procedures and resources for the interaction between NEF/SCEF and AF/Services Capability Server (SCS). The APIs allow the AF/SCS to access the services and capabilities provided by 3GPP network entities and securely exposed by the NEF/SCEF. Some APIs are applicable for both 5G Core and 4G Core.
Figure 13 shows a functional mapping that describes how an OP accesses features and services exposed by the NEF/SCEF.


[bookmark: _Ref52745758]: Functional mapping between OP and NEF/SCEF
General Requirements
An OP's SBI-NR shall be able to interact with 5G Core/4G Core via the NEF or SCEF to access network capabilities.
An OP's SBI-NR shall support the exposure interface [4] [5] for interacting with the 5G Core/4G Core.
If the NEF/SCEF returns an error response to an OP's SBI-NR, the OP shall perform error-handling actions.
An OP’s SBI-NR shall be able to report the functionality available from the network.
An OP shall be able to deal with the situation where the network is not providing the expected functionality.
An OP's SBI-NR may be able to configure the user traffic to be routed to the applications in the local data network. 
An OP’s SBI-NR may be able to interact with the NEF for configuring and influencing the traffic routing policies.
An OP may be able to specify the request for routing, influencing network mobility and routing, including but not limited to:
UE and application identities
Traffic filtering and routing criteria,
Possible locations of the application instances
Whether the UE network data plane can be relocated.
Whether validation on UE network data plane relocation is required.
Whether the UE IP address shall be preserved in data plane relocation
The type of SSC mode
Whether inter-operator handover is required.
An OP may be able to subscribe to UE data plane mobility events.
An OP may be able to receive UE data plane mobility events, receiving the target node identifier where the UE should re-attach because of the network mobility process.
An OP may be able to receive UE data plane mobility events, receiving and processing the target IP of the UE that will be assigned.
An OP may be able to negotiate the UE data plane mobility process based on the application instance relocation process. 
An OP's SBI-NR may be able to collect information on network congestion or access concentration in a specific area.
An OP's SBI-NR may be able to retrieve UE status reports (e.g. location information, reachability, roaming status).
An OP's SBI-NR may be able to control the transfer of data in the background for UCs.
An OP's SBI-NR may be able to configure QoS session parameters to communicate with a UC with an improved QoS level (e.g. low latency, priority, maximum bandwidth).
An OP's SBI-NR may be able to receive QoS relevant notifications based on UE connection statistics.
An OP's SBI-NR may be able to configure the charging party of the UE data sessions.
An OP's SBI-NR may be able to configure service-specific parameters for UCs (e.g. network slice).
[bookmark: _Ref66812814]An OP's SBI-NR may be able to initiate a device trigger to a UC for performing application-specific actions (e.g. starting communication with the OP's SBI-NR).
OP Integration with network slicing 	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): I object to this section.
before we start writing requirements for network slicing and OP, we need to have a discussion about existing models defined by 3GPP SA5 in 28.503: NSaaS and network slice as NOP internal	Comment by  : OK, it was discussed and agreed (?) in prior discussions to add a high-level reference to the topic of slicing. Do you want to reformulate or completely remove this?
Detailed considerations about End-to-End network slicing can be found in GSMA NG.127 https://www.gsma.com/newsroom/wp-content/uploads//NG.127-v1.0-2.pdf as well as GSMA Networks Group’s subsequent study to be published in the near future (GSMA NG.135 “E2E Network Slicing Requirements” version 1 to be published in Q2 2022).
The way how the OP will integrate with network slicing requires further study. The following models may be considered among others:
1. The OP to be aware by the SBI-NR about the available network slices available by a Network Slice Provider (NSP) and able to provision specific traffic related to an Application provider to the available slices matching the Application providers QoS requirements; in this model the slice information and management is completely transparent to the Application provider
2. The OP additionally has the ability by the SBI-NR to provision network slices, potentially across federated Network Operators (NOPs) acting as NSP with SLAs matching the requirements from Application providers using the OP; in this model the slice information and management is completely transparent to the Application provider
3. The OP may additionally expose through the NBI certain monitoring or control over slices to the Application Provider explicitly
4. 
Security Requirements

[bookmark: _Toc75969899]Southbound Interface to Charging Function
General 
Charging information
The consumption reports shall include any information usable by a charging engine to address the final billing of the services. This information shall also include the identities of the chargeable parties, from the Application Provider to the user client. 
Consumption reports shall be exposed to the operator based on the agreed data collection interval.
Note:	in the context of this section, the following terms are used to capture consumption: 
Effective Usage: the effective usage of workloads. For example, Network I/O over a time period
Subscribed Capacity: The requested capacity of workload. For example, 2vCPU, 2 GB of memory. That capacity is subscribed independently from the Effective Usage.
The following applies concerning the consumption data that shall be collected:
The OP shall report the subscribed compute capacity
vCPU
Memory
Network Resource Location 
Availability zone
Note:	This includes used and reserved compute capacity.
The OP shall report the effective compute usage
vCPU
Memory
Network Resource Location 
Availability zone
The OP shall report the subscribed storage capacity 
Storage
Type
Network Resource Location 
Availability zone
The OP shall report the effective storage usage
Storage
Type
Network Resource Location 
Availability zone
The OP shall report the subscribed Network capacity 
Input
Output
Label (Internet traffic, Intra-cluster traffic, Inter-Edge Cloud traffic, etc.)
The OP shall report the effective Network usage 
Input
Output
Label (Internet traffic, Intra-cluster traffic, Inter-Edge Cloud traffic, etc.)
The OP shall report the used Network Capabilities 
Capability Type
Capability Metrics (e.g. time used, number of calls/events)
Traffic Flows
The OP shall report the subscribed accelerators capacity
Accelerator name (Example: GPU)
Type
Network Resource Location 
Availability zone
The OP shall report the effective accelerators usage 
Accelerator name (Example: GPU)
Type
Network Resource Location 
Availability zone
The OP shall report the API Usage 
API Name (Example API: Verify Location)
Number of requests
Request type (Example: GET, POST, PUT, DELETE)
The OP shall identify the parties involved in each charging transaction: (Metadata)
(mandatory) OP ID
(mandatory) Application provider ID
(when available) Edge application name (including Application provider namespace). 
(when available) Edge application ID
(when available) Operator ID
(when available) Availability Zone
Note: 	It is for further study to include the application customer's perspective next to the application providers'.
Security Requirements
[bookmark: _Toc54104674][bookmark: _Toc54267786][bookmark: _Toc75969901]Functional Elements
[bookmark: _Toc54104675][bookmark: _Toc54267787][bookmark: _Ref73460724][bookmark: _Toc75969902]Capabilities Exposure Role
Detailed requirements on the Capabilities exposure role will be provided in a future version of this document.
[bookmark: _Toc54104676][bookmark: _Toc54267788][bookmark: _Toc75969903]Resource Manager Role
[bookmark: _Ref66813058]Service Availability on Visited Networks
General
Service availability on visited networks shall be considered to allow the users to enjoy edge service outside of their operator network. This condition includes international situations and the inter-operator handovers that occur, for example, when connecting to the end-user's home Wi-Fi network, which a different operator may provide.
With no service availability interaction, the edge service would be delivered from home network resources, with the inherent latency and service degradation.
Requirements
When a user client first attaches to a visited OP, there shall be messaging between the user client, home OP and visited OP. The messaging's purpose is for the Home OP to authenticate the User Client and authorise it to use the Edge Cloud and Network Capabilities on the visited OP.
The messaging shall not be repeated for each application session or each application. 
The authorisation shall be valid for a finite period.
The home OP and visited OP shall have a separate process to agree about charging /settlement for the use of Cloudlets by user clients of the Home OP. It is not the intention to define a granular charging /settlement mechanism ("granular" meaning, for example, per user client or per application instance). 
User plane local breakout shall be available for the user client in the visited network.
If no local breakout is available or there is no service availability agreement among operators, the User Client receives service from home resources and Home OP without Visited OP interaction.
The visited OP may be capable of obtaining the application image (and any associated policies) directly from the Application Provider (typically if it has an NBI with it); otherwise, it shall request it from the Home OP via the E/WBI.
Based on the information received from Home OP and the internal policies, the visited OP shall instantiate the Edge Application on a Cloudlet for use by the user client.
The Visited OP shall match the Application Providers requirements on the usage of Network Capabilities to the exposed capabilities in the visited operator network.
The Visited OP shall be in charge of selecting the Cloudlet within the Visited OP best placed to host the Edge Application (including when the user device moves within the visited OP).
Note: 	User client mobility management is handled with existing mobility management mechanisms.

Operation and Management
The OP shall offer a centralised management plane for the operator to manage the infrastructure. This management plane shall offer an operator
The capability to 
Create Cloudlets within an Availability Zone
a)	Create Cloudlets in a Public Cloud
Manage Edge sites in a federated operator
The capability to manage security groups and privacy policies at each Cloudlet
Ability to provide isolation between applications at run time:
The capability to manage the compute footprint
Create, report, update, delete functions for compute, Memory, storage using the underlying IaaS stack
The capability to manage Availability Zones across the geographical sites within the operator’s domain 
The capability to manage the exposed network capabilities
Capabilities for the operator to monitor Cloudlet usage in terms of compute, memory, storage and bandwidth ingress and egress
The capability to monitor the above metrics per tenant.
Capabilities for automation, with some associated requirements like
Transactions related to automation shall be atomic transactions (i.e. if not all steps of a transaction are completed, then no steps are completed, and no side effects of those steps remain). Possible methods of achieving atomic transactions include:
 Two-phase commit (prepare and commit): in a Prepare phase, services carrying out an atomic transaction notify a Coordinator that they are ready to complete the transaction. In a Commit phase, the Coordinator issues a Commit command to all services that must complete their transaction or a Rollback command if the transaction must not be completed.
Eventual consistency and compensation: A service that updates its state (e.g., updating data that it owns) publishes an event, and other services that subscribe to that event, receive it. Subscribing services updates their corresponding data. If a failed transaction event, the subscribing service can perform a compensating transaction (e.g. emitting a delete event, rolling back processing steps).
Event notifications related to milestones, status changes, changes in the infrastructure or resource availability changes should be used.
The Service Resource Manager shall provide resilience support such as timeouts, support for atomic transactions, and other features that allow a system to be maintained in a consistent state.
The Service Resource Manager shall release reserved resources after the reservation expires (in case of reservation).
The capability to monitor Cloudlet event, alarms logs
The capability to monitor Cloudlet performance metrics 
The capability to offer operator interfaces to federated partner to monitor usage across Cloudlets
[bookmark: _Toc54104677][bookmark: _Toc54267789][bookmark: _Toc75969904]Federation Manager Role
Federation and Platform Interconnection
General
[bookmark: _Ref66812898]Authentication/authorisation
Settlement
Resources management via interconnection
One of the essential points to be solved through the federation interfaces is sharing the Resource Catalogue between instances.
An OP shall be able to share (publish) the Availability Zones available on its footprint/resources:
Zone covered;
Specific resources, e.g. GPU, any FaaS, etc.
An OP shall allow the operators/resource owners to select the resources to be shared via federation.
An OP shall be able to push an Availability Zones catalogue update based on:
Resources specification change, e.g. adding GPU support on a zone;
Resources are no longer available;
New resources/zone availability.
An OP shall allow operators to request the provision of virtualised resources on a federated OP.
An OP shall be able to share the exposed network capabilities.
[bookmark: _Toc54104678][bookmark: _Toc54267790][bookmark: _Ref73460741][bookmark: _Toc75969905]User Client
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