Orange objection to approve TS.47 V1.0 and the responses from the TSGAI leadership team.
Orange Feedback:
AI Agent section 4 specifically determines that an AI Agent will be responsible for deciding when AI processing and data are transferred away from the device to external servers.
Response: Yes, but the AI Agent needs to obey the privacy and security requirements defined in section 6 and section 4.1.

Privacy and Permissions – Section 4.1 mentions issues around privacy and permissions for the AI Agent to make decision on processing of data, but these provisions are at best reactive, they do not pro-actively place the ‘Human in Command’, they simply say the ‘user’ should be ‘informed’ of an AI Agents decision, and that the user can make a complaint, through an undefined process. This is not acceptable and fails to provide adequate protection for the user and owner of the device and data.
Response: Section 4 is informative. And we believe that the current content is enough for V1.0, even in proactive aspect. Firstly, our document complies to Ethics Guidelines for Trustworthy AI, which clearly defines that:  
1.1 Human agency and oversight, which including fundamental rights, human agency and human oversight
      AI systems should support human autonomy and decision.  AI as prescribed by the principle of respect for human autonomy.This requires that AI systems should both act as enablers to a democratic, flourishing and equitable society by supporting the user’s agency and foster fundamental rights, and allow for human oversight. 
  Human oversight. 
  Human oversight helps ensuring that an AI system does not undermine human autonomy or causes other adverse effects. 
  Oversight may be achieved through governance mechanisms such as a human-in-the-loop (HITL), human-on-the-loop (HOTL), or human-in-command (HIC) approach. 
  HIC refers to the capability to oversee the overall activity of the AI system (including its broader economic, societal, legal and ethical impact) and the ability to decide when and how to use the system in any particular situation.  This can include the decision not to use an AI system in a particular situation, to establish levels of human discretion during the use of the system, or to ensure the ability to override a decision made by a system. 

Secondly, we clearly define in Section 4.1 - The user and /or management entity via the network shall be informed how to oppose and override the decision made by the AI agent. This requirement pro-actively places the ‘Human in Command’!

‘User’ is mentioned in a number of places but it is not defined anywhere what a ‘User’ is – are they the device owner, application user, data owner, or user of data etc. This must be clarified or it could be misinterpreted.
Response: The spec is about AI mobile device, so the user in this document specifically refers to the user of AI mobile device. If you think this is still not clear enough ,we can add an item in Section 1.3 Definition of Terms.

Mandating device capabilities – In section 3.4, the specification mandates the presence or support of Voice Assistance, Biometrics and Image processing. The SHALL should be replaced with MAY, as a device can still have AI processing capability regardless of whether these other capabilities are present or not.
Response:  First of all, in Section 1.2, we clearly define that The AI Mobile Device in this version specifically refers to an AI mobile phone and tablet. And In HK meeting, we all agreed that the AI mobile device is a high-tier product. It shall support Voice Assistance, Biometrics and Image Processing. And currently, all the AI mobile phones have already supported these three features.
     
If you wish to ensure exposure of AI processing capabilities within the device for both Native and 3rd party applications, then this should be a requirement in section 2 of the specification. The Software requirements section could then be revisited to remove mandating around specific sensitive use cases.
Response: Section 2 is about the definition of AI mobile device, we don't think the exposure of AI capabilities should be included in this section. And we have no idea what your "specific sensitive use cases" exactly refers to.

Your Overview of concerns - This specification mandates key functions such as Biometrics, Voice assistance, Image processing to be present or supported as part of an AI Device. When these capabilities are present then the specification means there will be ‘undefined’ AI Agent which can offload the users data for processing and analysis to 3rd party servers without explicit consent from the data owner or device owner. 
Response: We don' t know how you can draw this conclusion. According to GDPR Art. 15 Right of access by the data subject: The data subject shall have the right to obtain from the controller confirmation as to whether or not personal data concerning him or her are being processed, and, where that is the case, access to the personal data and the following information: e) the existence of the right to request from the controller rectification or erasure of personal data or restriction of processing of personal data concerning the data subject or to object to such processing;
Furthermore, in Section 6 Privacy and Security Requirements, we clearly define that The user SHALL always remain in control of the collection of their data and its usage, so the case you mentioned above will not happen.

This could fundamentally compromise the security of an individual’s data, and also the data of people near or around the device (through voice recognition, image recognition, face recognition, location).
Response: Based on the aforementioned reason,the security of an individual's data will not be compromised. Also, according to GDPR  Art. 5 Principles relating to processing of personal data c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’),  the data of people near or around the device will not be compromised too.

The loose definitions for ‘User’ and data privacy, lack of definition of what an AI Agent is, and lack of pro-active permissions for the AI Agent to offload data from the device, leaves open to many doors for rogue organisations or a rogue State to misuse the AI Agent and to potentially route confidential data, that will be used in AI analysis on 3rd party system, for purposes not approved by the device owner or data owner.
Response: We don't think this document has the problems you mentioned above. Firstly, the user is the user of AI mobile device. This is very clear in the context. Secondly, you can find the definition of AI Agent in Section 4: AI agents are software entities which can carry out some actions on behalf of clients with some degree of autonomy.  Thirdly, we stated earlier in this email that  The user and /or management entity via the network shall be informed how to oppose and override the decision made by the AI agent.  This is kind of proactive security method.
Therefore, what you have claimed, leaves open to many doors for rogue organisations or a rogue State to misuse the AI Agent and to potentially route confidential data, that will be used in AI analysis on 3rd party system, for purposes not approved by the device owner or data owner, is groundless.  That is just something you imagine.
In conclusion, we propose to reject the objection from Orange.
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