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	TS.47 CRXXX AI Mobile Device Requirements Specification – Orange Proposed Changes (Privacy Req 006 and related)	Comment by Auteur: For context:
3.1 REQ006 is mainly about checking the nature of the input data and where processing will happen, hence making sure that if processing eventually happens off-device, the User is aware and has agreed. For instance if native applications or chipsets have the ability to offload computation in the edge, or results of the computation off the device.
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	This document contains proposed changes to TS.47, which defines the requirements for the implementation of AI in Mobile Devices, to address potential privacy and security concerns.
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	Term 
	Description

	AI Orchestrator	Comment by Auteur: This definition is not required anymore.
	The software mechanism that manages the data to be computed through AI algorithms within an AI Function.

	Data Processor
	The data processor processes personal data only on behalf of the user. Applies in this document to data processed through AI algorithms.	Comment by Auteur: This new definition reflects the definition of Data Processor that is in the scope of GDPR, for better understanding.	Comment by Paul Gosden: Approved

Change in ts47 3.1 REQ 006
How about the term personal identifiable data, can we change 'data' or 'personal data' into ' personal identifiable data' in this REQ?
    Personal identifiable data means any personal data that (a) can be used to identify the person to whom such data relates, or (b) is or might be directly or indirectly linked to a person.
    Just like the term personally identifiable information in ISO 29100: https://www.iso.org/standard/45123.html.



	Personal Data
	Personal data are any information which are related to an identified or identifiable natural person.	Comment by Paul Gosden: Approved
Encrypted Personal Data is considered as Personal Data
Anonymized Personal Data is not considered as Personal Data
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Privacy Requirements
	TS47_3.1_REQ_001
	Applicable law(s) as related to privacy and data protection should be complied with in connection with AI on mobile devices.


	TS47_3.1_REQ_002
	AI Functions on the AI Mobile Device SHALL, and SHALL allow the AI OrchestratorData Processor or Processor to, respect human rights and be in compliance with all applicable laws relating to data privacy and data protection. 

	TS47_3.1_REQ_003
	The inclusion of AI Functions on the AI Mobile Device SHOULD, and SHOULD allow the AI OrchestratorData Processor or Processor to take broader ethical considerations into account.

	TS47_3.1_REQ_004
	Appropriate technical and organisational safeguards SHOULD be implemented to ensure that, by default, only the personal data necessary for a specific purpose are processed.

	TS47_3.1_REQ_005
	AI Functions that process Personal Data SHALL be off by default unless they exclusively take place locally on the device. The User SHOULD be allowed to control whether or when these AI functions are enabled.	Comment by Auteur: In that requirement we do not consider permissions on where Private Data is sent, we only consider the status (enabled/disabled) of the AI function.  

	TS47_3.1_REQ_006	Comment by Paul Gosden: Approved
	The AI Functions on the AI Mobile Device SHALL be designed in such a way that: 
· It enables the AI Orchestrator to be transparent with the User about the use of AI and whether or not that use of AI takes place exclusively on the AI Mobile Device
· No AI Orchestrator can transfer results of on-device AI processing relating to the User or a third party off the AI Mobile Device without it being clear to the User that this is the case
· It enables the AI Orchestrator to explain to the User how the AI Capabilities work
It allows the AI Orchestrator to integrate human oversight over processing that may have a significant impact on the User or third partiesThe enabled AI Functions on the AI Mobile Device SHALL be designed in such a way that, if Personal Data are processed through the AI functions, a Data Processor will have the responsibility to:
1)     Be transparent with the User on the nature of the input data used in the AI processing (e.g. personal files, biometrics, …)
2)     Forbid transferring personal data processing off the device except if the User has explicitly agreed at least once per AI function	Comment by Auteur: Covers the case of Edge AI processing that will use Personal Data (low-level integration with the embedded AI capabilities).
3) Forbid transferring personal data off the device except if the User has explicitly agreed at least once per AI function	Comment by Auteur: Encrypted Data can be deciphered, so remain Personal Data. Opposed to Anonymized Data that has lost its Personal attribute.
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