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1. Section 5.1 LINE 108: The must be language in the line 108 below seems inconsistent with SHOULD in REQ_001.  Can we change REQ_001 to SHALL to make it consistent?
1. REQ_003: How is this different from REQ_001?  Can the two be combined, assuming there is difference between “AI on mobile devices” and “AI Functions on the AI Mobile Device”?
1. REQ_004: Suggest we soften this requirement.  The term necessary depends on the task.  If a task can be completed with one data element, is a second data element necessary if the use of such second element achieves a better result? The intent of adding “reasonably” is to afford a degree of flexibility.
1. REQ_006: User consent is not appropriate in all circumstances, for example, to prevent fraud, theft, or other crime, for the health and safety of the end user or others.  See, for example, GDPR Article 6(1)(b)-(f).
1. Section 6.2 – Comment similar to #4 above - It should be sufficient to state the prohibited activity.  Characterizing such activity as “deceptive” is superfluous and creates unnecessary legal risk.
1. Section 5.0 - Suggestion – Add “Degree of Risk” language to provide another GDPR tool to assess the level of required privacy, data protection and info rights.  See screenshot below.
1. Definitions – Data Processor - There may be situations where the Data Processor processes personal data on behalf of itself (e.g., to improve future products or services), or on behalf of others (e.g., performing data processing as a service to third parties such as analytics companies providing network performance analysis on behalf of wireless operators).  Therefore, the simple fix is to simply remove “on behalf of the user”.
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Definitions
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Sincerely,
James
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James Goel, P.Eng. | Director, Engineering - Display Video Processing, 100-105 Commerce Valley Dr., West, Markham, Ontario Canada L3T 7W3 O: +1-905-482-5765
Qualcomm Inc.
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5 Privacy and Security Requirements

The following section defines the privacy and security requirements. Many privacy, data
protection, and information security laws, rules, and requlations (including those found in
GDPR) calibrate their obligations based on the degree of risk posed to individuals as a result

of the processing.! GSMA, and these privacy and security requirements, recognize that
differing Al Functions may pose differing degrees of risk. These privacy and security
requirements, therefore, should be interpreted and applied in relation to the degree of risk to
the privacy, data protection, and information security rights and interests of users.

5.1 Privacy Requirements

Applicable law(s) and regulations as related to privacy and data protection - complied
with in connection with Al on mobile devices. For avoidance of doubt, where laws are not in
place in certain jurisdictions, manufacturers should take the ‘least-permissive’ route — that is
— to respect the user and not leave Al functionality ‘on’ by default. It should be ‘Private by
Design and by Default’. Any choice to turn off functionality by the user must be fully
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Data Processor

this document to data processed through Al algorithms.
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5.1 Privacy Requirements

Applicable law(s) and regulations as related to privacy and data protection - complied
with in connection with Al on mobile devices. For avoidance of doubt, where laws are not in
place in certain jurisdictions, manufacturers should take the ‘least-permissive’ route — that is
— to respect the user and not leave Al functionality ‘on’ by default. It should be ‘Private by
Design and by Default’. Any choice to turn off functionality by the user must be fully
respected and techniques, such as ‘Dark Patterns’ [3] that seek to manipulate a user’s free
choice should be avoided.

TS47 3.1_REQ_001 Applicable law(s) as related to privacy and data protection SHOULD
SHALL be complied with in connection with Al on mobile devices.

TS47 _3.1_REQ_002 Al Functions on the Al Mobile Device SHALL respect human rights in
relation to data privacy.

TS47 _3.1_REQ_003 Al Functions on the Al Mobile Device SHALL comply with all
applicable laws relating to data privacy and data protection. |

TS47 _3.1_REQ_004 Appropriate technical and organisational safeguards SHOULD be
implemented to ensure that, by default, only the personal data

TS47 _3.1_REQ_005 Al Functions that process Personal Data SHALL be off by default

unless they exclusively take place locally on the device.




image2.png
TS47_3.1_REQ_006

The Al Functions on the Al Mobile Device SHALL be designed
in such a way that a Data Processor will have the responsibility
to:

1) Be transparent with the User on the nature of the input
data used in the Al processing (eg personal files,
biometrics, ...)

2) [Forbids transferring the Al processing, or results of on-
device Al processing, related to the user or a third party off the

' See, e.g., GDPR Atrticle 35(1) requiring a Data Protection Impact Assessment where the processing,

“is likely to result in a high risk to the rights and freedoms of natural persons”, and GDPR Article 34(1)

requiring a notice of personal data breach where it, “is likely to result in a high risk to the rights and

freedoms of natural persons.”

device except if the User has explicitly agreed or other legal
basis has been satisfied in accordance with law.

Definition:

Data processor / The data processor processes personal data
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6.2 Privacy and Security Requirements for Al Agent

The user and/or management entity needs to be provided with notice about how the Al agent
may affect them.

At all times, the principle of ‘Human in Command’ needs to be adhered to when an Al agent
makes decisions on ‘offloading’ data.

The User will be able to provide express permission, or other appropriate legal basis, for
specific data to be transferred away from the device and be able to see-whatthat-datais
learn the categories of personal data being processed (e.g. images, categories of
information and so on). Permission rules will comply with TS47 3.1 REQ_001 of this
document, a device respects the decision of the user, for example, if a user states a period
of time that expires and subsequently then chooses to say ‘once’, the device needs to not
store the data in the intervening period between perm|SS|ons on-device and then upload /
offload this data.

Personal data from 3™ parties who are within the proximity of the device should be avoided
for is-rette-be-offloadeding by the Al agent. The expectation is that best endeavours would
be made to use Al processes to filter out background information and not to inadvertently
capture third party information (e.g. voices, faces etc.).





