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1.3 Definition of Terms
	Term 
	Description

	Privacy by Default
	The practice during system design and deployment of ensuring that Personal Data is protected, including that access is collection, processing, period of its storage and accessibility are minimised to that which is necessary [and that user preferences and decisions are respected]. Once the system is released to the public, these privacy settings are applied without any manual input from the user.

	Privacy by Design
	The concept of building the foundations of a system or solution from the foundation with a privacy-centric data-protective approach through which privacy is protected throughout the entire lifecycle of personal data and strongly respects Personal Data the rights of data subjects are strongly respected.

	Secure by Default
	The practice during system design and deployment of ensuring that only what is necessary to be exposed (either within the system software and hardware or at interfaces) is exposed the minimisation of system and data exposure within software and hardware or across interfaces and that the system has been built with a ‘Secure by Design’ approach is preconfigured with the secure setting.

	Secure by Design
	The concept of building the foundations of software and hardware from the foundation with a secure approach. This includes development practices, the use of secure design patterns, the employment of secure design practices and approaches such as ‘the principle of least privilege’ and the minimisation of system and data exposure across interfaces system robustness testing. It also covers other development practices that benefit the security and ongoing practices such as ensuring that vulnerabilities are appropriately addressed and that the system can maintain security during its lifetime.













Comment for Changes
	Privacy by Design
	The concept of building the foundations of a system or solution with a privacy-centric approach which strongly respects Personal Data.


Privacy by Design


[New proposal]
The concept of building a system or solution from the foundation with a data-protective approach through which privacy is protected throughout the entire lifecycle of personal data and the rights of data subjects are strongly respected. 

(a) “building the foundations of a system or solution with …” could be revised to “building a system or solution from the foundation with …”, since what built upon the foundation should also consider Privacy by Design.

(b) The term “privacy-centric” looks very strong. In GDPR, only words like "implement data-protection principles in an effective manner" and "integrate necessary safeguard" are used (ART 25). 

So here we suggest replacing it with “data-protective” and using another way to emphasize privacy. 

Or more consideration/reference on “privacy-centric” could be shared with us please.

(c) We think it great to mention lifetime protection in Secure by Design def. If added the concept of ‘full lifecycle protection for personal data’ similarly here, a clearer image of ‘how long the protection will last’ can be presented to readers.	Comment by Sijing Cui: https://www.ipc.on.ca/wp-content/uploads/resources/pbd-implement-7found-principles.pdf  principle 5

Privacy by Default

	Privacy by Default
	The practice during system design and deployment of ensuring that Personal Data is protected, including that access is minimised to that which is necessary and that user preferences and decisions are respected.



[New proposal] 
The practice during system design and deployment of ensuring that Personal Data is protected, including that collection, processing, period of its storage and accessibility are minimised to that which is necessary (and that user preferences and decisions are respected). Once the system is released to the public, these privacy settings are applied without any manual input from the user.

(a) Access minimization may not well cover that all the collection, processing, period of storage and accessibility can be minimized during Privacy by Default practices.	Comment by Sijing Cui: https://gdpr.eu/article-25-data-protection-by-design point 2

(b) Also, we think it would be better to explain the “by default” in def, which is corresponding to the added content “Once the system is released to the public, these privacy settings are applied without any manual input from the user.”

(c) But still, a little confusion on how to ensure user preferences and decisions are respected through Privacy by Default (so it is in brackets temporarily). It seems hard to configure default setting based on various user preferences before product releases. Hope some use cases could be shared with us. 

Security by Default

	Secure by Default
	The practice during system design and deployment of ensuring that only what is necessary to be exposed (either within the system software and hardware or at interfaces) is exposed and that the system has been built with a ‘Secure by Design’ approach.



[New proposal]
The practice during system design and deployment of ensuring the minimisation of system and data exposure within software and hardware or across interfaces and that the system is preconfigured with the secure settings.

(a) Inspiring by the original Secure by Design def, we suggest using the first bold sentence above rather than “only what is necessary to be exposed (either within the system software and hardware or at interface) is exposed”. This could be more explicit.

(b) Relation between Secure by Design and Secure by Default may need more discussion. Is that if ‘Secure by Default’ is implemented, the system can be regarded as a ‘Secure by Design’ system?

(c) Default secure setting/configuration is a common-seen description in Secure by Default def and it gives a more direct picture of what the practice will be. Thus, we suggest integrating it into the current def.





Security by Design

	Secure by Design
	The concept of building the foundations of software and hardware with a secure approach. This includes development practices, the use of secure design patterns, the employment of secure design practices and approaches such as ‘the principle of least privilege’ and the minimisation of system and data exposure across interfaces. It also covers other ongoing practices such as ensuring that vulnerabilities are appropriately addressed and that the system can maintain security during its lifetime.



[New proposal] 
The concept of building software and hardware from the foundation with a secure approach. This includes the use of secure design patterns, the employment of secure design practices and approaches such as "the principle of least privilege" and system robustness testing. It also covers other development practices that benefit the security and ongoing practices such as ensuring that vulnerabilities are appropriately addressed and that the system can maintain security during its lifetime.

(a) Same as (a) in Privacy by Design def.

(b) The relations among "development practices", "the use of secure design patterns" and "the employment of secure design practices and approaches" might be confusing. We reckon secure design patterns and practices are what the original def tries to emphasize most thus make a little rearrangement. Here we try to describe an order of "design then development/deployment".

(c) The minimization example is replaced with “system robustness testing”, out of the considerations that 

1. minimization already appears in Secure by Default def and kind of overlaps with the least privilege principle.

2. system robustness is a big issue in security field either.
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