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	TS47_3.1_REQ_001
	An AI Mobile Device SHOULD have a minimum of (1) int8 TOPS.
	
	O
	
	
	

	TS47_3.1_REQ_002
	An AI Mobile Device SHOULD have a minimum of (0.5) float16 TOPS.
	
	O
	
	
	

	TS47_3.1_REQ_003
	An AI Mobile Device SHOULD have a minimum of (0.5) int8 TOPS/Watt.
	
	O
	
	
	

	TS47_3.1_REQ_004
	An AI Mobile Device SHOULD have a minimum of (0.3) float16 TOPS/Watt.
	
	O
	
	
	

	TS47_3.2_REQ_001
	An AI Mobile Device SHALL support on-device model updates of an existing deep learning network.
	
	M
	
	
	

	TS47_3.2_REQ_002
	An AI Mobile Device SHALL support native APIs to expose the AI hardware functions.
	
	M
	
	
	

	TS47_3.2_REQ_003
	An AI Mobile Device SHALL support application APIs (See Appendix A) for native and third-party applications to access Computer Vision (CV), Automatic Speech Recognition (ASR), Natural Language Understanding (NLU) models.
	
	M
	
	
	

	TS47_3.2_REQ_004
	An AI Mobile Device SHOULD provide an SDK to convert DNN models from an existing format to the native format of the AI mobile device. Non-exhaustive examples of DNN model file format are: *.ckpt or *.pb, *.tflite, *.prototxt, *.pb or *.pth or *.pt, *.json and *.onnx.
	
	O
	
	
	

	TS47_3.2_REQ_005
	An AI Mobile Device SHOULD provide an SDK to support definition of new customized Deep Learning operators.
	
	O
	
	
	

	TS47_3.4.1_REQ_001
	An AI Mobile Device SHOULD support a 2D facial biometric system.
	
	O
	
	
	

	TS47_3.4.1_REQ_002
	An AI Mobile Device SHOULD support a 3D facial biometric system.
	
	O
	
	
	

	TS47_3.4.1_REQ_003
	An AI Mobile Device SHOULD support a fingerprint biometric system.
	
	O
	
	
	

	TS47_3.4.1_REQ_004
	An AI Mobile Device supporting 2D facial biometric system SHALL support the biometric KPI requirement TS47_3.4.1_REQ_004.1 for each of the use cases: Device Unlock, Application Login and Payment Authorization.
	
	M
	
	
	

	TS47_3.4.1_REQ_004.1
	2D Facial FAR <= (0.002)% and FRR <= (3)% simultaneously
	
	M
	
	
	

	TS47_3.4.1_REQ_005
	An AI Mobile Device supporting 3D facial biometric system SHALL support the biometric KPI requirement TS47_3.4.1_REQ_005.1 for each of the use cases: Device Unlock, Application Login and Payment Authorization.
	
	M
	
	
	

	TS47_3.4.1_REQ_005.1
	3D Facial FAR <= (0.001)% and FRR <= (3)% simultaneously.
	
	M
	
	
	

	TS47_3.4.1_REQ_006
	An AI Mobile Device supporting fingerprint biometric system SHALL support the biometric KPI requirement TS47_3.4.1_REQ_006.1 for each of the use cases: Device Unlock, Application Login and Payment Authorization.
	
	M
	
	
	

	TS47_3.4.1_REQ_006.1
	Fingerprint FAR <= (0.002)% and FRR <= (3)% simultaneously.
	
	M
	
	
	

	TS47_3.4.1_REQ_007
	The biometric key performance indicators (KPIs) for the supported biometric system SHOULD be certified by one or more of the following programs:
Fast IDentity Online (FIDO) Alliance Biometric Component Certification Program.
Internet Finance Authentication Alliance (IFAA) biometric Certification Program.
	
	O
	
	
	

	TS47_3.4.2_REQ_001
	An AI Mobile Device SHOULD have optical character recognition (OCR) capability on the device.
	
	O
	
	
	

	TS47_3.4.2_REQ_002
	An AI Mobile Device SHOULD have image detection, image classification and image segmentation capabilities on the device.
	
	O
	
	
	

	TS47_3.4.2_REQ_003
	An AI Mobile Device SHOULD have face detection and face clustering capabilities within a group of photos on the device.
	
	O
	
	
	

	TS47_3.4.2_REQ_004
	An AI Mobile Device SHOULD have video super-resolution capabilities on the device.
	
	O
	
	
	

	TS47_3.4.2_REQ_005
	An AI Mobile Device SHOULD have video classification capabilities on the device.
	
	O
	
	
	

	TS47_3.4.2.1_REQ_001
	The AI Mobile Device SHOULD support photo scene detection and recognition where the User has the ability to consent to their use.
	
	O
	
	
	

	TS47_3.4.2.1_REQ_001.1
	If REQ_001 is supported then the AI Mobile Device SHALL support
Identification of one or more objects in different scenes such as portraits, landscapes, foods, night scenes and texts, etc.
	
	M
	
	
	

	TS47_3.4.2.1_REQ_001.2
	If REQ_001 is supported then the AI Mobile Device SHALL support
Scene detection capabilities to optimize camera settings for image capture based on scene content. 
	
	M
	
	
	

	TS47_3.4.2.1_REQ_002
	The AI Mobile Device SHOULD support text detection and recognition of installed language packages, where the User has the ability to consent to the text detection and recognition use.
	
	O
	
	
	

	TS47_3.4.2.1_REQ_003
	The AI Mobile Device SHOULD support automatic language detection.
	
	O
	
	
	

	TS47_3.4.2.1_REQ_004
	The AI Mobile Device SHOULD provide personalized FPE for Users based on gender, age, and skin tone.
	
	O
	
	
	

	TS47_3.4.2.1_REQ_005
	The AI Mobile Device SHOULD support FPE of multiple people in a single photo.
	
	
	
	
	

	TS47_3.4.2.1_REQ_006
	The FPE functionality SHOULD be switched off by default and the AI Mobile Device SHOULD support User adjustment of the FPE level from no enhancement to the max FPE.
	
	
	
	
	

	TS47_3.4.2.1_REQ_007
	The AI Mobile Device SHOULD support automatic classification of photos in an album by different categories.
	
	O
	
	
	

	TS47_3.4.3_REQ_001
	The AI Mobile Device SHOULD have speech ability.
	
	O
	
	
	

	TS47_3.4.3_REQ_002
	The AI Mobile Device SHOULD support Automatic speech recognition (ASR) capabilities where the User has the ability to consent to ASR.
	
	O
	
	
	

	TS47_3.4.3_REQ_003
	The AI Mobile Device SHOULD support Natural Language Understanding (NLU) capabilities where the User has the ability to consent to NLU.
	
	O
	
	
	

	TS47_3.4.3_REQ_004
	The AI Mobile Device SHOULD support Synthesized Voice (Text-To-Speech (TTS) capabilities where the User has the ability to consent to TTS.
	
	O
	
	
	

	TS47_3.4.3_REQ_005
	If the AI Mobile Device supports Voice Assistant then the requirements in section 3.4.3.1 SHALL apply.
	
	M
	
	
	

	TS47_3.4.3.1_REQ_001
	AI Mobile Device SHALL support the following functions. 
Automatic speech recognition (ASR) capabilities. 
Natural Language Understanding (NLU) capabilities.
Synthesized Voice (Text-To-Speech (TTS)) capabilities. 
	
	M
	
	
	

	TS47_3.4.3.1_REQ_002
	The AI Mobile Device SHALL support voice trigger, and its specific requirements are listed in the following sub requirements: TS47_3.4.3.1_REQ_002.1, 002.2 and_002.3
	
	M
	
	
	

	TS47_3.4.3.1_REQ_002.1
	The AI Mobile Device SHOULD support voiceprint recognition for preventing people other than the device’s owner from triggering voice assistant.
	
	O
	
	
	

	TS47_3.4.3.1_REQ_002.2
	In a quiet environment, the following SHALL be required:
The true acceptance rate (TAR) >= (90)%, and the false acceptance rate (FAR) of voiceprint recognition <= (20)%. 
	
	M
	
	
	

	TS47_3.4.3.1_REQ_002.3
	In a noisy environment, the following SHALL be required:
TAR >=(80)%, and FAR of voiceprint recognition <= (20)%.
	
	M
	
	
	

	TS47_3.4.3.1_REQ_003
	The AI Mobile Device SHALL have on-device speech recognition library (i.e. with no access to the Internet) for changing the system setting (e.g. Turn Bluetooth on/off via voice assistant) and invoking the native applications (e.g. send SMS via voice assistant).  
	
	M
	
	
	

	TS47_3.4.3.1_REQ_004
	The AI Mobile Device SHOULD have access to different categories of applications and invoke these applications’ services and functions via voice assistant.
	
	O
	
	
	

	TS47_3.4.3.1_REQ_005
	The AI Mobile Device SHALL support information search by on-device voice assistant.
	
	M
	
	
	

	TS47_3.4.3.1_REQ_006
	The AI Mobile Device SHOULD support interaction with smart devices (e.g. home appliances) via voice assistant.
	
	O
	
	
	

	TS47_3.4.4_REQ_001
	The AI Mobile Device SHOULD provide the following AI capabilities for AR native and third-party applications:
1. Hand gesture recognition. 
2. Hand skeleton tracking.
3. Human body pose recognition. 
4. Human body skeleton tracking.
	
	O
	
	
	

	TS47_3.4.4_REQ_002
	The AI Mobile Device SHOULD support the following applications:
1. AR Emoji
a. Creating customized AR-based Emoji. 
b. Tracking User’s facial movement and expression and render these on the AR-based Emoji.
2. AR video
a. Compositing real objects with virtual objects and/or virtual background.
b. Minimum (30) fps frame rate.
c. AR shadow effect and occlusion handling.
d. AR enhanced information text labels should not deviate or disappear from the actual target scene when the AI Mobile Device moves.
	
	O
	
	
	

	TS47_3.4.5_REQ_001
	Only with the explicit permission of the User in order to respect the User’s right to privacy around their habits: the AI Mobile Device SHOULD support dynamic system resource allocation and optimization based on feedback provided by on-device sensors measuring environmental conditions combined with continuous learning of User habits and behaviours or device or network usage or performance indicators:
1.	Dynamic application management (e.g. pre-loading, closing, put to sleep, control network access) based on User’s habits (e.g. usage duration, frequency).
2.	Dynamic application management based on abnormal behaviour detection (e.g. increased memory usage, abnormal power consumption, self-starting in the background).  
3.	Dynamic system resource management based on continuous learning of system performance (e.g. memory and storage defragmentation, off-line storage during off-peak periods).
4.	Dynamic system resource allocation for high performance applications (e.g., gaming and video).
	
	O
	
	
	

	TS47_4.1_REQ_001
	AI on mobile device SHOULD comply with the privacy laws in the country where the device is commercially retailed.
	
	O
	
	
	

	TS47_4.1_REQ_002
	Appropriate technical and organisational safeguards SHOULD be implemented to ensure that, by default, only the personal data reasonably necessary for a specific purpose are processed.
	
	O
	
	
	

	TS47_4.1_REQ_003
	AI Applications that process Personal Data SHALL be off by default unless processing exclusively takes place locally on the device.
	
	M
	
	
	

	TS47_4.1_REQ_003.1
	The User SHOULD be allowed to control whether individual AI applications are switched on.
	
	O
	
	
	

	TS47_4.1_REQ_003.2
	The User SHOULD be allowed to control whether individual AI applications are switched off.
	
	O
	
	
	

	TS47_4.1_REQ_004
	The AI Application on the AI Mobile Device SHALL be designed in such a way that a Data Processor will have the responsibility to:
1)     Be transparent with the User on the nature of the input data used in the AI processing (e.g. personal files, biometrics, …).
2)     Forbid transferring personal data processing off the device except if the User has explicitly agreed or other legal basis has been satisfied in accordance with the law.
3)     Forbid transferring results of on-device AI processing containing personal data off the device except if the User has explicitly agreed or other legal basis has been satisfied in accordance with the law.
	
	M
	
	
	

	TS47_4.2_REQ_001
	The AI Mobile Device SHALL use reasonable safeguards appropriate to the sensitivity, confidentiality and integrity of the information.
	
	M
	
	
	

	TS47_4.2_REQ_002
	Except as required or permitted by applicable law, the User SHALL always remain in control of the collection of their personal data and its usage, in order to minimise the risk of malicious usage or data leakage.
	
	M
	
	
	

	TS47_4.2_REQ_003
	Off ‘toggle’ switches SHALL turn off the functionality, except as permitted or required by applicable law.
	
	M
	
	
	

	TS47_4.2_REQ_004
	Techniques, such as ‘Dark Patterns’, that manipulate the User’s choice SHALL NOT be used.
	
	M
	
	
	

	TS47_4.2.1_REQ_001
	The AI models used by an AI Mobile Device SHOULD be secure and robust, and be protected with appropriate safeguards to prevent and to mitigate attacks.
	
	O
	
	
	

	TS47_4.2.1_REQ_002
	Defence techniques SHOULD be employed to protect the training data for protecting models. For example, in evasion attacks, data can be manipulated to mislead AI models.
	
	O
	
	
	

	TS47_4.2.1_REQ_003
	Autonomous AI Mobile Device operations SHALL be controlled, and/or authorized by the authenticated User.
	
	M
	
	
	

	TS47_4.2.1_REQ_004
	AI Mobile Device operations SHOULD be performed in the Secured Environment [4], e.g. a secure boot and upgrade is enforced, and the system integrity is protected.
	
	O
	
	
	

	TS47_4.2.1_REQ_005
	Data and metadata for AI Mobile Device SHALL be stored with encryption with keys that are stored securely in a Secured Environment, e.g. Trusted Execution Environment (TEE) [4].
	
	M
	
	
	

	TS47_4.2.1_REQ_006
	Biometric Data, which are processed by an AI Application (e.g. templates) used for authentication within the AI Mobile Device, SHALL NOT be transferred off the device.
	
	M
	
	
	

	TS47_4.2.1_REQ_007
	Users' Biometric Data (such as facial data, fingerprint data, etc.) SHALL be encrypted when at rest on the device. Encryption/decryption of this data SHALL be performed in a Secured Environment [4].
	
	M
	
	
	

	TS47_3.2.1_REQ_007.1
	Biometric Data SHALL also be stored in the Secured Environment.
	
	M
	
	
	

	TS47_4.2.1_REQ_008
	Biometric algorithms (such as face recognition algorithms, fingerprint algorithms, etc.) SHOULD run in a private and Secure Environment such as a Trusted Execution Environment (TEE) [4].
	
	O
	
	
	

	TS47_4.2.1_REQ_009
	If Users' Biometric Data is replaced, the previous Biometric Data before the replacement SHALL be deleted completely and permanently and not be recoverable by data rollback.
	
	M
	
	
	

	TS47_4.2.1_REQ_010
	The Biometric Data SHALL be wiped and made unrecoverable by a device factory reset.
	
	M
	
	
	

	TS47_4.2.1_REQ_011
	Voiceprint Data SHOULD be stored on the device with encryption.
	
	O
	
	
	

	TS47_4.2.1_REQ_012
	The temporary Voiceprint Data SHALL NOT remain in the memory after processing.
	
	M
	
	
	

	TS47_4.2.1_REQ_013
	When the Voiceprint Data is permanently and completely deleted, it SHALL NOT be recoverable by data rollback.
	
	M
	
	
	

	TS47_4.2.1_REQ_014
	The Voiceprint Data SHALL be wiped and made unrecoverable by a device factory reset.
	
	M
	
	
	

	TS47_4.2.1_REQ_015
	The device SHOULD be resistant to voice replay attacks.
	
	O
	
	
	

	TS47_4.2.1_REQ_016
	Appropriate safeguards SHOULD be used to protect AR applications from malicious application attacks, such as spoofing a User with information about the real and/or virtual world, sensory overload attacks, hijacking the User's clicks, etc.
	
	O
	
	
	







