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7.2 
7.2.5 
========= Start of changes =======

Requirement of Biometric Data replacement
Test purpose
To verify that Biometric Data replacement meets the secure requirements.
Referenced requirements
	TS47_4.2.1_REQ_009
	If Users' Biometric Data is replaced, the previous Biometric Data before the replacement SHALL be deleted completely and permanently and not be recoverable by data rollback.

	TS47_4.2.1_REQ_013
	When the Voiceprint Data is permanently and completely deleted, it SHALL NOT be recoverable by data rollback


Preconditions
Select Biometric data to use i.e., fingerprint, 2D facial, 3D facial or voice print.
Prepare selected Biometric Data for User 1 and User 2.Prepare different Biometric Data 1 and Biometric Data 2 for testing.
Note: Biometric Data involve finger, face or voice, etc.
Initial configuration
DUT is Switched OFF.
Biometric Data for User 1 is pre-stored on DUT with user’s consent.DUT is Switched Off.
Biometric Data 1 is pre-stored on DUT with user’s consent.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Switch DUT on.
	DUT is in idle mode.

	2
	Use selected Biometric Data for User 1 to login/unlock AI applications.Use Biometric Data 1 to login/unlock AI applications.
	The Biometric Data for User 1 can login/unlock AI applications.AI applications can execute with Biometric Data1.

	3
	Replace Biometric Data for User 1 with Biometric Data for User 2.ReplaceBiometric Data 1 with Biometric Data 2.
	Users' Biometric Data is updated and Biometric Data for User 1 is deleted.Users' Biometric Data is updated and Biometric Data 1 is deleted.

	4
	Use Biometric Data for User 1 to login/unlock AI applications.Use Biometric Data 1 to login/unlock AI applications
	AI applications cannot be logined/unlocked.AI applications cannot be executed.

	5
	Use Biometric Data for User 2 to login/unlock AI applications.Use Biometric Data2 to login/unlock AI applications
	The Biometric Data for User 2 can login/unlock AI applications.AI applications can be executed.

	6
	Check whether there are Biometric Data rollback operation buttons provided by OEM.Execute data rollback operation.
	There aren’t any Biometric Data rollback operation buttons provided by OEM.

	7
	Execute Backup operation.Use Biometric Data1 to login/unlock AI applications
	Except for Biometric Data, Other data permitted by the user are backed up.AI applications cannot be executed.

	8
	Delete Biometric Data for User 2.Use Biometric Data2 to login/unlock AI applications
	Biometric Data for User 2 is deletedAI applications can execute with Biometric Data 2.

	9
	Execute Restore operation.Delete all the Biometric Dataon DUT.
	Except for Biometric Data, other data that backed up before are restored.Users’Biometric Data is wipedout and cannot be found on DUT.

	10
	Use Biometric Data for User 2 to login/unlock AI applications.Use BiometricData 1 and Biometric Data 2 to Execute AI applicationsrespectively.
	Biometric Data for User 2 cannot login/unlock AI applications.AI applications cannot be executed.




========= End of changes =======
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