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Introduction
In order to complement basic connection efficiency mechanisms such as defined in sections 8 and 9, the Communication Module may implement a flexible policy-based solution whiose primary characteristics are:
1) To take into account the kind of data/communication that is requested by the Device Application (“regular”, “urgent”, “low priority”, as categorized by the Application).
2) To be based on a set of policies that can be controlled and reconfigured over the air using standardized device management mechanisms.
This Policy-based solution has two main components: the policy which defines the intended interaction of the Communication Module with the mobile network and a policy enforcement engine within the Communication Module.
Policy: A policy is defined by the MNO based on its network's specific access preferences. The defined policy can be assigned or changed via remote mechanisms (e.g. OMA-DM, SIM-OTA), local mechanisms (e.g. via AT cmd), or set at the factory (i.e. a default policy). The policy is built up using rules where each rule defines an action (e.g. block GRPS Attaches) which is to be taken by the Communication Module when the rule’s conditions are met (e.g. GMM Error =1). The conditions can be compound expressions based on the Communication Module’s current state, as well as counters and timers.
Policy enforcement engine: The policy enforcement engine is code that runs within the Communication Module and is responsible for enforcing the allocated policy. The engine evaluates the rules and executes the actions.  Some actions discussed include: Blocking IMSI attach, GPRS attach, PDP context activation and SMS-MO, switching PLMNs, and resetting the Communication Module.  Some rule conditions discussed include: counting IMSI attaches, GPRS attaches, PDP context activations and SMS-MO’s and their associated errors. 
Example Rule: The following example rules has the Communication Module block GPRS Attaches after a GMM Error codes: x,y,or z is received and then initially back-offs between 10-20 minutes (i.e. Communication Module randomizes in this range), then between 20-30 minutes, then 30-40 minutes thereafter: 
Action: [Block] [GPRS Attaches]
Condition:  When [GMM errors] [x,y,z] [>=] [1] in [10-20,20-30,30-40] mins



Policy-based mechanism requirements
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TS.34_7.2.1_REQ_001
	At any given time, a Communication Module can have up to 7 Connection Efficiency Policies configured, but only one of these CE Policies SHALL be active at any given time.

	
TS.34_7.2.1_REQ_002
	A Connection Efficiency Policy (CE Policy) is made up of:
· A set of up to 31 arbitrarily defined Connection Efficiency Service Classes corresponding to desired service levels
· A set of up to 127 Connection Efficiency Rules that govern the behaviour of the Communication Module

	TS.34_7.2.1_REQ_003
	Individual Connection Efficiency Rules are made up of:
· A set of conditions related to the status of the Communication Module (e.g. Time of the day, IoT Device location related to cell, IMSI, ICCID, IMEI) 
· A set of applicable Service Classes for that particular Rule.
· An individual action such as blocking traffic, retrying a connection, switching network, …


Connection Efficiency Policy Management 
	
TS.34_7.2.2_REQ_001
	Connection Efficiency Policies SHALL be manageable remotely using a secured OMA Lightweight M2M connection that allows the management of dedicated OMA LwM2M objects.

	
TS.34_7.2.2_REQ_002
	Connection Efficiency Policies MAY be managed locally using secured (password-protected) AT commands.





Example application: Connect IoT Device with back-off procedure

Such mechanism would allow solutions to implement rich retry flow charts in a flexible manner, such as the following one:

[bookmark: _Toc323905682][image: ]
: Example Logic Flow for Back Off Procedure
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