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[bookmark: _Toc466559290][bookmark: _Toc88214688][bookmark: _Toc88205001]Introduction
[bookmark: _Toc466559291][bookmark: _Toc88214689][bookmark: _Toc88205002]Overview
As an important key feature in 5G to provide customize, dedication and isolation of network resources for different industries/users, and to realize end-to-end network slicing, the UE network slicing using URSP has been introduced in 3GPP specifications. UE associates the applications traffic with the TD (traffic descriptor) in the URSP, which include DNN/APP ID/FQDN/IP parameters. And then UE matches the application TD with the URSP (UE Route Selection Policy) to determine how to route applications traffic to a network slicing via traffic descriptor(TD) in URSP rules. 
However, there are some key issues that need to be addressed and promoted standardization when deploying the network slicing using URSP, which including requirements for transferring TD parameters from application to the URSP rule processing logic within the UE, requirements on the security of URSP traffic descriptor and the requirements on protecting data privacy and security pertaining to URSP traffic descriptor.
This specification enables the mobile industry to design, develop the network slicing using URSP in 5G UE.  
This specification defines the normative baseline for UE requirements related to network slicing using URSP covering the requirements for transferring TD parameters from application to the URSP rule processing logic within the UE, whilst also taken into account the requirements on the security of URSP traffic descriptor and the requirements on protecting data privacy and security pertaining to URSP traffic descriptor.
This specification contains normative and informative sections. Unless otherwise specified, all sections are normative.
[bookmark: _Toc466559292][bookmark: _Toc88214690][bookmark: _Toc88205003]Scope
The scope of this specification is to define UE requirements related to network slicing using URSP. The UE in this version specifically refers to 5G mobile phone and 5G module.
[bookmark: _Toc88205004][bookmark: _Toc466559295]Definitions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in RFC 2119 [5] (RFC8174) [6] when, and only when, they appear in all capitals, as shown here.

	Term
	Description

	Application
	An application that is installed and runs in the 5G Device.

	
	

	
	


1.  Definitions
[bookmark: _Toc88214692][bookmark: _Toc88205005]Abbreviations
	Term 
	Description

	URSP
	UE Route Selection Policy

	UE
	User Equipment

	TD
	

	DNN
	

	APP ID
	

	FQDN
	

	IP
	

	
	

	
	


1.  Abbreviations
[bookmark: _Toc466559296][bookmark: _Toc88214693][bookmark: _Toc88205006]References
Requirements shall be based on the exact versions as indicated below. However if the manufacturers use a later release and/or version this should be indicated. The GSMA will take efforts to continually align with other SDOs for timely information about release plans.

	Ref
	Doc Number
	Title

	1. [bookmark: _Ref465150107]
	3GPP TS 23.501
	System architecture for the 5G System (5GS);Stage 2

	1. [bookmark: _Ref465150124]
	3GPP TS 23.503
	Policy and Charging Control Framework for the 5G System

	1. 
	3GPP TS 24.501
	Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3

	1. 
	3GPP TS 24.526
	User Equipment (UE) policies for 5G System (5GS)

	1. 
	RFC 2119
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997. Available at http://www.ietf.org/rfc/rfc2119.txt

	1. 
	RFC8174
	Ambiguity of Uppercase vs Lowercase in RFC 2119 Key Words
https://www.rfc-editor.org/info/rfc8174


1. [bookmark: _Toc88214694][bookmark: _Toc88205007][bookmark: _Toc16506725][bookmark: _Toc11071584][bookmark: _Toc466559298] References
UE network slicing based on URSP architecture(informative) [Honor edited]
[bookmark: _Toc88214695][bookmark: _Toc88205008]Architecture
----- Describe the architecture of UE network slicing based URSP, would include application, OS, modem chip and network in general.
In this specification, 5G UE are platforms supporting a bunch of network applications. The network applications (NetApp) are potential users of 5G network slices. From NetApp’s perspective using network slice, based on OS and modem chip supporting URSP, 5G UEare responsible for managing slice configuration information, selecting network slices for NetApp, initiating the setup of 5G PDU sessions in network slices, and maintaining these PDU sessions during mobility and networks interworking.
[bookmark: _Toc71550308][bookmark: _Toc71619229][bookmark: _Toc89605951]Network slice
5G UE are responsible for managing and maintaining parameters that are needed for network slices. 3GPP TS 23.501 define the S-NSSAI and the NSSAI to identify and select of a network slice for UE, base stations, and core networks. An S-NSSAI identifies a Network Slice. The NSSAI is a collection of S-NSSAIs. An NSSAI may be in a Configured NSSAI, a Requested NSSAI, an Allowed NSSAI, a Rejected NSSAI or a Pending NSSAI. 
As the procedure defined in 3GPP TS 23.501 and TS 23.502, When transmitting application traffic in a network slice, the UE carries the S-NSSAI(s) in the Requested NSSAI during registration in the network. Based on the Requested NSSAI (if any) and the subscription information, the network will allow the UE to use an S-NSSAI by associating or establishing a PDU session for this application traffic transmission. The more details are specified in TS 23.501 and TS 23.502.
[bookmark: _Toc89605952]URSP
UE matches the application TD with the URSP (UE Route Selection Policy) to determine how to route applications traffic to a network slice. The URSP is defined in 3GPP TS 23.503 to describe the the relationship between application traffic and corresponding routing. URSP contains multiple rules for applications traffic and routing, and each rule consists two parts： Traffic Descriptor, Route Selection Descriptor, the details is defined in 3GPP TS 23.503.
Based on URSP rules, the UE associates a specific application traffic to an PDU session with assigned network slice. As shown in the figure 1 below, if a matched PDU session with assigned network slice exists, the UE chooses the existing PDU session for the applications traffic, i.e. route the traffic of the detected application on this PDU Session. If none of the existing PDU Sessions with assigned network slice matches, the UE tries to establish a new PDU Session using the values specified by the selected Route Selection Descriptor in the URSP rules, and then associates the applications traffic to this new PDU Session with assigned network slice.
[image: ]
Figure 1: General architecture matching application TD with URSP 
[bookmark: _Toc89605953]Existing problem of implementation in device 
Operating System not natively supporting URSP: current native OS does not allow an application to designate directly the required traffic descriptors (App ID, DNN, IP-3tuple, FQDN, etc.). Nowdays, in order to hide details of data connection management and maintenance from applications, native OS characterizes a data connection by Network capability, instead of indicating parameters for modem to make a PDU session, application can only indicate the service capability it requires, like Internet or MMS. 
Modem is Hard to acquire Traffic Descriptor: Nowdays Application IDs are managed by the operating system at the upper layer but are hard to obtain for the modem at the bottom layer. Also, FQDNs are managed by the operating system, the modem does not get the FQDN of service flow. 
Destination IP 3 tuple may have a great quantity leads the IP address based slice configuration difficult, and the change of IP address will cause failed slice configuration.
[bookmark: _Toc89605954]Reference Solution of Network Slicing in the Device
Some industry partners are exploring the design and development of different network slicing solution in the device. According to the difference of its specific implementation methods, there are mainly two solutions:
Solution 1: Modem-Centric Solution: 
The matching process between application TD and network slices is realized in the modem according to URSP. The operating system of the device obtains the TD parameters and transfers these parameters to the modem of the device, and then the modem binds the TD parameters with the network slice according to the URSP. The operating system can send AT commands to the modem, and the modem extracts TD parameters from the AT commands. The general implementation framework of the "Modem-Centric" solution is shown in Figure 2.  
[image: ]
Figure2: General Modem-Centric Solution
Solution 2: Operating System-Centric Solution: 
The matching process between application TD and network slices is realized by the device operating system according to URSP. The operating system of the device obtains the TD parameters of the relevant service application, and the operating system binds the TD parameters of the relevant service application with the network slice according to the URSP. The general implementation framework of OS-Centric is shown in Figure3. 
[image: ]
Figure3: General Operating System-Centric Solution

[bookmark: _Toc88214696][bookmark: _Toc88205009]URSP TD use cases
------ Describe the TD of DNN/APP ID/FQDN/ IP use cases, something like that……
As mentioned in Section 2.1, NetApps have multiple Traffic Descriptors, mainly including: App ID, FQDN, Destination IP 3 Tuple, DNN. Any parameter in Traffic Descriptior can be used for rule matching.
[bookmark: _Toc89605956]Network Slicing Solution based on App ID
An App ID identifies a device application. After a service application of a device is started, the device OS identifies the running status of the application in the internal system environment, and directly or indirectly（e.g. API）obtains the App ID (e.g. package name) of the service application. After determining an App ID, the device compares and matches the App ID with the URSP rules. If there is a matching rule, it binds the APP ID with the corresponding S-NSSAI in the rule.
[bookmark: _Toc89605957]Network Slicing Solution based on FQDN
FQDN is the network domain name of the target server requested by a device service application. The module in the OS resolves the FQDN of a service application. Therefore, when a service application initiates an FQDN resolution request, the UE OS can obtain the FQDN of the service application. After determining an FQDN, the UE compares and matches the FQDN with the URSP rules. If there is a matching rule, it binds the FQDN with the corresponding S-NSSAI in the rule.
Network Slicing Solution based on IP 3 Tuples
A destination IP 3 tuple is the IP address information of the target server requested by a device service application. The kernel in the OS processes data packets sent by service applications. Therefore, the UE OS can obtain destination IP 3 tuples of data packets. After determining a destination IP 3 tuple, the UE compares and matches the tuple with the URSP rules. If there is a matching rule, it binds the tuple with the corresponding S-NSSAI in the rule Requirements related to network slicing using URSP.
[bookmark: _Toc89605959]Network Slicing Solution based on DNN
A DNN is the name of data network used by a service application. New pair of DNN and network slice is added, the DNN parameter can be obtained directly or indirectly（e.g. API） by device. After determining a DNN, the UE compares and matches the DNN with the URSP rules. If there is a matching rule, it binds the DNN with the corresponding S-NSSAI in the rule Requirements related to network slicing using URSP.

[bookmark: _Toc88214697][bookmark: _Toc88205010]Requirements related to network slicing using URSP
[bookmark: _Toc88214698][bookmark: _Toc88205011]Requirements for TD transferring [China Telecom edited]
------Requirements for transferring TD parameters from application to the URSP rule processing logic within the UE, including DNN, APP ID, FQDN and IP TD.
[bookmark: _Toc88214699][bookmark: _Toc88205012]Requirements for DNN TD transferring

5G UE requirements

	TS62_3.1.1_REQ_001
	The UE shall support to receive, store and update URSP rules from network as specified in section 4.6 of 3GPP TS 24.501.E.g. A 5G UE SHALL evaluate the URSP rules and match the DNN TD of URSP rules for each application on Device.

	TS62_3.1.1_REQ_002
	The UE shall support to provide API for application to call and set the DNN traffic descriptor, which is used for UE Route Selection Policy(URSP) traffic matching as specified in 3GPP TS 24.526 Section 4.2.2.

	TS62_3.1.1_REQ_003
	The UE shall support to get and transfer the DNN traffic descriptor of application to the URSP rule processing logic within the UE when the application runs.

	TS62_3.1.1_REQ_004
	The URSP rule processing logic within the UE shall evaluate the URSP rules and match the DNN TD of URSP rules for each application as specified in 3GPP TS 24.526 Section 4.2.2.

	TS62_3.1.1_REQ_005
	The UE shall perform the URSP rules by creating a new PDU session or choosing an existing PDU session for the applications traffic as specified in 3GPP TS 24.526 Section 4.2.2.

	TS62_3.1.1_REQ_006
	



5G Application requirements:

	TS62_3.1.1_REQ_007
	An application shall use a special DNN or default DNN traffic descriptor to request to connect into a network slicing in 5G. 

	TS62_3.1.1_REQ_008
	The application shall support to call and set a special DNN traffic descriptor in the API provided by the UE(except native DNN, e.g. IMS), which is used for UE Route Selection Policy(URSP) traffic matching in UE as described in 3GPP TS 24.526 Section 4.2.2.
( Note: The application may not need to call API for DNN transfer, when the UE can automatically get the DNN TD or get the DNN TD via a third party.)

	TS62_3.1.1_REQ_009
	The special DNN set by the application in the API shall be provided by the operator, and shall be the same with the DNN TD of application in the URSP rules.

	TS62_3.1.1_REQ_010
	

	TS62_3.1.1_REQ_011
	



[bookmark: _Toc88214700][bookmark: _Toc88205013]Requirements for APP ID TD transferring
5G UE requirements

	TS62_3.1.2_REQ_001
	The UE shall support to receive, store and update URSP rules from network as specified in section 4.6 of 3GPP TS 24.501.

	TS62_3.1.2_REQ_002
	The UE shall support to provide API for application to set and pass the APP ID traffic descriptor of the application, or/and support to automatically detect and obtain APP ID traffic descriptor of the application when the application runs, which is used for UE Route Selection Policy(URSP) traffic matching as specified in 3GPP TS 24.526 Section 4.2.2.

	TS62_3.1.2_REQ_003
	The UE shall support to get and transfer the APP ID traffic descriptor of application to the URSP rule processing logic within the UE when the application runs.

	TS62_3.1.2_REQ_004
	The URSP rule processing logic within the UE shall evaluate the URSP rules and match the APP ID TD of URSP rules for each application as specified in 3GPP TS 24.526 Section 4.2.2.

	TS62_3.1.2_REQ_005
	The UE shall perform the URSP rules by creating a new PDU session or choosing an existing PDU session for the applications traffic as specified in 3GPP TS 24.526 Section 4.2.2.



5G Application requirements:
	TS62_3.1.2_REQ_006
	An application shall use the APP ID traffic descriptor to request to connect into a network slicing in 5G.

	TS62_3.1.2_REQ_007
	The application shall provide APP ID traffic descriptor to the operator in order to configurate into the URSP rules. 

	TS62_3.1.2_REQ_008
	The application may support to call and set the APP ID traffic descriptor in the API provided by the UE, which is used for UE Route Selection Policy(URSP) traffic matching in UE as described in 3GPP TS 24.526 Section 4.2.2.

	TS62_3.1.2_REQ_009
	The APP ID traffic descriptor of the application may be automatically detected and obtained by the UE, when the application runs. 

	TS62_3.1.2_REQ_010
	



[bookmark: _Toc88214701][bookmark: _Toc88205014]Requirements for FQDN TD transferring
5G UE requirements

	TS62_3.1.3_REQ_001
	The UE shall support to receive, store and update URSP rules from network as specified in section 4.6 of 3GPP TS 24.501.

	TS62_3.1.3_REQ_002
	The UE shall support to automatically detect and obtain FQDN traffic descriptor of the application when the application runs, which is used for UE Route Selection Policy(URSP) traffic matching as specified in 3GPP TS 24.526 Section 4.2.2.

	TS62_3.1.3_REQ_003
	The UE shall support to get and transfer the FQDN traffic descriptor of application to the URSP rule processing logic within the UE when the application runs.

	TS62_3.1.3_REQ_004
	The URSP rule processing logic within the UE shall evaluate the URSP rules and match the FQDN TD of URSP rules for each application as specified in 3GPP TS 24.526 Section 4.2.2.

	TS62_3.1.3_REQ_005
	The UE shall perform the URSP rules by creating a new PDU session or choosing an existing PDU session for the applications traffic as specified in 3GPP TS 24.526 Section 4.2.2.



5G Application requirements

	TS62_3.1.3_REQ_006
	An application using DNS service provided by UE shall use the FQDN traffic descriptor to request to connect into a network slicing in 5G.

	TS62_3.1.3_REQ_007
	The application shall provide FQDN traffic descriptor to the operator in order to configurate into the URSP rules.

	TS62_3.1.3_REQ_008
	The application shall use DNS service provided by UE, in order to make the UE can get FQDN when the application runs.

	TS62_3.1.3_REQ_009
	

	TS62_3.1.3_REQ_010
	



[bookmark: _Toc88214702][bookmark: _Toc88205015]Requirements for IP TD transferring
5G UE requirements:

	TS62_3.1.4_REQ_001
	The UE shall support to receive, store and update URSP rules from network as specified in section 4.6 of 3GPP TS 24.501.

	TS62_3.1.4_REQ_002
	The UE shall support to automatically detect and obtain IP traffic descriptor of the application when the application runs.

	TS62_3.1.4_REQ_003
	The UE shall support to get and transfer the IP traffic descriptor of application to the URSP rule processing logic within the UE when the application runs.

	TS62_3.1.4_REQ_004
	The URSP rule processing logic within the UE shall evaluate the URSP rules and match the IP TD of URSP rules for each application as specified in 3GPP TS 24.526 Section 4.2.2.

	TS62_3.1.4_REQ_005
	The UE shall perform the URSP rules by creating a new PDU session or choosing an existing PDU session for the applications traffic as specified in 3GPP TS 24.526 Section 4.2.2.



5G Application requirements:

	TS62_3.1.4_REQ_006
	An application may use the IP traffic descriptor to request to connect into a network slicing in 5G.

	TS62_3.1.4_REQ_007
	The IP traffic descriptor of application which is used in the URSP rules shall be provided to the operator in order to configurate into the URSP rules. 

	TS62_3.1.4_REQ_008
	

	TS62_3.1.4_REQ_009
	

	TS62_3.1.4_REQ_010
	



[bookmark: _Toc88214703][bookmark: _Toc88205016][bookmark: _GoBack] Requirements on TD security [China Telecom edited]
Requirements on the security of URSP traffic descriptor:

	TS62_3.2_REQ_001
	The UE should support network slice-specific authentication and authorization procedure or PDU session authentication and authorization procedure as specified in 3GPP TS 23.501 and TS 24.501.

	TS62_3.2_REQ_002
	The UE shall ensure the security of DNN/APP ID/FQDN/IP TD, which is securely called and set by the UE API.

	TS62_3.2_REQ_003
	The UE shall ensure that the APP ID TD assigned by the UE uniquely identifies an application, and other applications should not be used fraudulently or abused.

	TS62_3.2_REQ_004
	

	TS62_3.2_REQ_005
	



[bookmark: _Toc88214704][bookmark: _Toc88205017]Requirements on data privacy [TBD]
Requirements on protecting data privacy and security pertaining to URSP traffic descriptor:
	TS62_3.3_REQ_001
	

	TS62_3.3_REQ_002
	

	TS62_3.3_REQ_003
	

	TS62_3.3_REQ_004
	

	TS62_3.3_REQ_005
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