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1 Introduction
1.1 Overview

With the rapid 5G development, network slice based on Traffic Descriptor is a key feature for 5G. 3GPP R15/R16 TS 23.501/23.502 defines the network slice function and technical architecture, and TS 23.503 defines the URSP function to route the APP traffic of 5G Mobile Device to a network slice via the traffic descriptor in APP ID/DNN/IP/FQDN ways. 

Network slice is an urgent need to meet the customize demand of different industry, and to realize the dedication and isolation of network resources. URSP mainly provides service level configuration and routing strategies based on traffic descriptor in APP ID/DNN/IP/FQDN/Connection Capability parameters. According to URSP, the UE can enable operators to provide specific and on-demand network slicing resources for different service flows, which help to realize end-to-end network slice.

UE URSP is an important part in realizing 5G customize or on-demand network slice. However, there are some key issues need to be addressed and promoted standardization in UE URSP. For example, industry confuse about “what is APP ID? And which information is used as APP ID in the URSP rules”, and the OS/modem chip is not clear how to get and transport the traffic descriptor of APP ID/DNN/IP/FQDN/Connection Capability in URSP, and users are worried about the security of APP ID, which may be abused or incorrectly used by other applications. In order to promote the flourish development of network slice based on URSP for different industry, guide the correct support of URSP in device by industry, reduce industry cost via standardization and economies of scale, and improve user experience, it is urgent to introduce a set of practical network slice based on URSP guidelines. 

The study report introduces the current 3GPP specification for network slice based on URSP, analyses the development of industry including operating systems, chip vendors, application developers, and terminal products, and put forward some preliminary suggestions to resolved the key issues covering URSP TD parameter transmission, APP ID identification, and APP ID security. 
1.2 Definition of Terms
Table 1  Definition of Terms

	Term 
	Description

	URSP
	UE Route Selection Policy

	FQDN
	Fully Qualified Domain Name

	TD 
	traffic descriptor


1.3 References
Requirements shall be based on the exact versions as indicated below. However, if the manufacturers use a later release and/or version this should be indicated. The GSMA will take efforts to continually align with other SDOs for timely information about release plans.

Table 2  References
	Ref
	Doc Number
	Title

	[1] 
	3GPP TS 23.501
	System architecture for the 5G System (5GS);Stage 2

	[2] 
	3GPP TS 23.503
	Policy and Charging Control Framework for the 5G System

	[3] 
	3GPP TS 24.501
	Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3

	[4] 
	3GPP TS 24.526
	User Equipment (UE) policies for 5G System (5GS)

	[5] 
	NGMN
	5G Smart Devices Supporting Network Slicing White Paper


2   3GPP progress in network slice based on URSP and existing problem
2.1  3GPP Progress
3GPP R15 introduces the new feature of network slice, R16 enhances to support the network slice authentication and authentication function, and the network slice interoperability between 4/5G. Currently, 3GPP R15 and R16 have been frozen. 

2.1.1 Network slice
3GPP TS 23.501 define the S-NSSAI and the NSSAI to identify and select of a network slice for UE, base stations, and core networks. An S-NSSAI identifies a Network Slice. The NSSAI is a collection of S-NSSAIs. An NSSAI may be in a Configured NSSAI, a Requested NSSAI, an Allowed NSSAI, a Rejected NSSAI or a Pending NSSAI. 

3GPP TS 23.501 and TS 23.502 also define the technical architecture and procedure of network slice. When transmitting service data in a network slice, the UE carries the S-NSSAI(s) in the Requested NSSAI during registration in the network. Based on the Requested NSSAI (if any) and the subscription information, the network will allow the UE to use an S-NSSAI by associating or establishing a PDU session for this data transmission. The more details are specified in TS 23.501 and TS 23.502.
2.1.2 URSP
3GPP TS 23.503 specifies UE Route Selection Policy (URSP). The URSP is used to describe the relationship between application traffic and slice. A URSP rule is determined to be applicable for a given application. The UE associates a specific application traffic to an PDU session or network slice based on URSP rules. 
As shown in the figure 1 below, if a matching PDU session or network slice exists, the UE chooses the existing PDU session or network slice for the application, i.e. route the traffic of the detected application on this PDU Session. If none of the existing PDU Sessions matches, the UE tries to establish a new PDU Session using the values specified by the selected Route Selection Descriptor in the URSP rules, and then associates the application to this new PDU Session.
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Figure 1: General match application TD with URSP 
2.1.2.1 URSP information
The UE Route Selection Policy (URSP) includes a prioritized list of URSP rules. Each URSP rule contains a Rule Precedence, a Traffic descriptor and a List of Route Selection Descriptors, as described in Table 3:

Table 3  URSP information
	Rule Precedence: Determines the order the URSP rule is enforced in the UE

	Traffic descriptor: Used to determine whether the rule matches. May contain 
 - Application descriptors: OSId and OSAppId(s) 
 - IP descriptors
 - Domain descriptors
 - Non-IP descriptors
 - DNN
 - Connection Capabilities

	List of Route Selection Descriptors, may contain
 - SSC Mode Selection: single value 
 - Network Slice Selection:  Single value or a list of values of S-NSSAI(s). 
 - DNN Selection: Single value or a list of values of DNN(s). 
 - PDU Session Type Selection:  single value 
 - Non-Seamless Offload indication
 - Access Type preference: 3GPP or non-3GPP


The traffic descriptor in URSP is used to identify applications. The traffic descriptor may include the following parameters:

· APP ID: Identifier of application, used for uniquely identifying an application in URSP;
· IP descriptors: Destination IP 3 tuple(s) (IP address or IPv6 network prefix, port number, protocol ID of the protocol above IP), used for uniquely identifying the application based on Destination IP 3 tuple(s);
· DNN: This is matched against the DNN information provided by the application, used for uniquely identifying the application based on DNN;
· FQDN: Destination FQDN(s) or a regular expression as a domain name matching criteria, used for uniquely identifying the application based on FQDN;  
· Connection Capability：Connection Capabilities information provided by the application when the application requested for network connection.
The Route Selection Descriptors contains the network slice or the PDU session attribute, which used to associate the application traffic with the network slice. 

The more information about URSP, refers to 3GPP TS 23.503.
2.1.2.2 URSP encoding
3GPP TS 24.526 defines the encoding of URSP. The URSP rules are encoded as shown in table 4 and table 5 below:
Table 4  UE policy part contents including one or more URSP rules
	8
	7
	6
	5
	4
	3
	2
	1
	

	URSP rule 1
	octet q+3

octet s

	URSP rule 2
	octet s+1*

octet t*

	…
	octet t+1*

octet u*

	URSP rule n
	octet u+1*

octet r*


Table 5  URSP rule
	8
	7
	6
	5
	4
	3
	2
	1
	

	Length of URSP rule

	octet v
octet v+1

	Precedence value of URSP rule
	octet v+2

	Length of traffic descriptor

	octet v+3
octet v+4

	Traffic descriptor
	octet v+5
octet w

	Length of route selection descriptor list

	octet w+1
octet w+2

	Route selection descriptor list
	octet w+3
octet x


2.1.2.3 TD Parameters Comparison
	Parameter
	Scenario
	Feature

	DNN
	apply to special industry UE with special DNN
	DNN has coarse granularity;

The large number of DNNs can easily lead to difficult network operation and maintenance;

There is a security risk of DNN misused, additional security mechanisms need to be considered; 


	IP 3 tuple
	apply to special services with fixed and convergent application server IP addresses 
	The IP address of the application server is many and variable, so IP 3 tuple is difficult to uniquely identify an application.

Some applications do not have static IP addresses and have limited application scenarios. 

	FQDN
	apply to applications with independent domain names, such as enterprise applications 
	 Non-standard DNS is difficult to match URSP;

Some applications have no FQDN;

The UE needs to monitor DNS, lead to delay problem

	APP ID
	apply to more scenarios, easy to realize the application-level network slicing
	Some APP ID key issues need to be resolved;

There is a security risk of APP ID misused, additional security mechanisms need to be considered; 


	Connection Capability
	apply to when UE application requests a network connection with certain capabilities.
	use for UE application requests a network connection with certain capabilities.


2.1.3 Network Slice Specific Authentication and Authorization
3GPP R16 TS 23.501、23.502、24.501 enhance to support the network slice specific authentication and authorization, and define how the UE and network perform the network slice specific authentication and authorization. For some special network slices, such as IoT slices, smart medical slices, industrial manufacturing slices, etc., it may be necessary to use the network slice with specific authentication and authorization after the UE primary authentication is completed.  
2.2  Existing Problem
The network slice based on URSP has been introduced in 3GPP. However, in the commercial deployment of network slice, there are certain problems need to resolve and GSMA try to give a more precise implementation:
· the URSP TD transmission mechanism in UE is out of scope in 3GPP 
The traffic descriptor transmission mechanism in UE is out of scope in 3GPP. And the current operating system does not natively support the URSP function, especially fail to get the traffic descriptor based on APP ID/IP/DNN/FQDN/Connection Capability, and fail to work together with the modem chip to match the URSP based on traffic descriptor with a corresponding network slice, and this lead to the UE fail to support URSP. 

· The specific information of the APP ID is out of scope in 3GPP, there is not a consensus about what is APP ID or which information is used for APP ID in URSP.
As mentioned above, 3GPP TS 23.501, 23.502, 23.503, 24.526 have defined URSP functions, procedure and specific encoding in chip communication protocol, which makes the chip can match the URSP rules based on the traffic descriptor (APP ID/DNN/IP/FQDN/Connection Capability) with a customized network slice. However, 3GPP only defines the APP ID to identify an application, the more detail information about what APP ID is and which information is used in URSP as APP ID is out of scope, which lead to there is no consensus on APP ID in URSP. 
Although in 3GPP SA2#136-137 and CT1#120 e-meeting, multiple discussions were ongoing on how the Traffic Descriptors OSID and OSAppID are supported within URSP, however there was no consensus in SA2/CT1 to further work on this topic. The main points are as follows:
Some suggested to delete the OS ID and OSAppID from the URSP, but was disagreed by many operators;

Some suggested that CT1 discuss and decide in how to document UE OS identities, but it fail to get agreed.
Some suggested to define a global application identity without the OS ID. Due to the WI limited time, it was not agreed by several companies, but it was not object to start a new study item first. 
Based on the 3GPP conclusion above, that’s why GSMA try to work now.
· APP ID security needs to be further strengthened
Following aspects of APP ID security is out of 3GPP:
1) How to use the APP ID correctly? How to make sure the APP ID not misused or tampered by other applications？
2) How to support application authentication and authorization of network slice, especially when there are two more applications are associated with the same S-NSSAI in the URSP?

3  The industry progress and proposed solutions 
3.1 Industry Progress
As the problem mentioned above is remaining and is out of scope in 3GPP，the industry generally not fully support the URSP based on DNN/APP ID/FQDN/IP/Connection Capability, especially the APP ID and DNN. Even given a set of URSP rules with Traffic Descriptor defined in 3GPP specification, the MNOs, the Application Developers, the OS, the modem and UE manufacturers still don’t know how to implement a Network Slice in UE.
How the UE support network slice based on URSP is a great challenge, it will have an impact on UE applications, UE operating system and UE modem chip.
The applications will make an agreement of TD parameters with the network operator, in order to provide special network slice for application. As it is not clear in the industry that what is APP ID or which information is used as APP ID for URSP rules, the current UE application are not sure which information is used for APP ID in URSP, and do not know how to make the OS/modem chip get the TD parameters in the URSP for per application.  And the application developers concern about whether the application needs to transport the TD parameters to the UE OS and modem chip via a certain interface or the OS/modem chip automatically detect and get them. This will be affected by how the OS get the TD parameters. Due to the operating system and the modem chip fail to support the URSP TD parameter transmission in UE now, it is difficult for the application to decide how to choose and support. It will prefer if as little as possible the existing system framework, procedure and business application logic transformation are modified and adapted with different UEs for application.
The current UE OS does not natively support the URSP function, and fail to get the TD parameters of per application. The UE OS hides the details of the underlying data connection management, uses static configuration APN, provides application programming interface for applications to access the network, but does not distinguish specific applications based on APP ID, IP and domain names, and does not support customized DNN for given applicaitons. This will lead to OS modification or expansion to support TD parameters.

The modem chip will support the URSP function and procedure defined in 3GPP TS 23.501\23.502\23.503, which will create or select existing PDU sessions according to the URSP rules based on the traffic descriptor (APP ID/DNN/IP/FQDN/Connection Capability) of application, and then route the application traffic to the corresponding network slice. 

However, because the URSP TD transmission mechanism in UE is out of scope in 3GPP, the OS and modem chip is not sure how to work together to obtain the TD parameters of the applications, and then associate the application traffic with corresponding network slice by matching the TD parameters of the applications with correct URSP rules. 
What’s more, when UE provide the application with special network slice by using the URSP based on APP ID, it has not taken into account about the TD parameters security now, such as: how to correct use the APP ID and how to make sure the APP ID is not misused by other applications, and How to enhance the NSSAA support application authentication and authorization of network slice, especially when there are two more applications are associated with the same S-NSSAI in the URSP.
3.2 Industry key issues 
As analyzed above, in order to support the network slice based on URSP, the following key issues need to be resolved in industry:
· How to support URSP TD parameter transmission in UE? 
The operating system and chip shall cooperate to get the TD parameters of per application, and then associate the application traffic with corresponding network slice by matching the TD parameters with the URSP rules.

· How to make APP ID identification clearly define？ 
How to value or document the APP ID of an application in URSP, which is used as the unique identification of an application in the URSP rules.
The identifier of an application used in the URSP rules shall be unique;
· How to enhance the APP ID security?
APP ID security needs to be further strengthened. For example, how to correctly use the APP ID? How to ensure the APP ID not misused or tampered by other applications? How to enhance the NSSAA support application authentication and authorization of network slice, especially when there are two more applications associated with the same S-NSSAI in the URSP?

3.3 Industry proposed solutions 
As the key issues mentioned above, the network slice based on URSP is not supported by industry, here are some proposal solutions below proposed by industry.
3.3.1 UE URSP TD parameter transmission proposed solutions

The UE URSP TD parameter transmission mechanism includes two-layers transmission: the transmission between the application layer and the operating system, the transmission between the operating system and the modem chip. 

· TD parameter transmission between the application layer and the operating system

Solution 1: The TD parameter is automatically detected by operating system or middleware. The applications do not need to call specific TD parameter transmission interfaces to pass the TD parameter. When the application runs and initials the network request, the operating system or middleware will automatically detect the application according to the application's business attribute, and associate the application with the TD parameters in URSP rules. Take APP ID parameter as example. When the application runs, the operating system will automatically detect the APP ID. 
In solution1, the application will not need to be modified, the OS will need to be modified to support getting the TD parameters of the applications.
Solution 2: The TD parameter is passed by the application to the operating system. The operating system will provide the SDK interface to the application or provide the UI interface to set the TD parameters of given applications (e.g. DNN etc.). When the application runs and initials the network request, the application will call the corresponding SDK interface to transfer the TD parameter to the operating system.
Take DNN for example. If the DNN is customized for a given application, when application runs, this given application will pass the customized DNN parameter to the OS via the SDK interface or UI interface. The detail proposed solution of DNN parameter by industry can refer to NGMN ’5G Smart Devices Supporting Network Slicing White Paper’.
In solution 2, the operating system will need to be modified to provide the SDK interface or UI interface, and the application will need to be modified to adapt to the specific SDK interface for TD parameters transmission.
· TD parameter transmission between the operating system and the modem chip

Solution 1: Modem-Centric Solution. The matching process between TD parameter and network slices is realized in the modem chip according to URSP.

The UE’s operating system obtains the TD parameter of applications and transfers these TD parameters to the UE’s modem chip, and then the modem chip associates the application traffic with the network slice according to the URSP. The operating system can send AT commands to the modem chip, and the modem chip extracts TD parameter from the AT commands.

The implementation framework of the "Modem-Centric" solution is shown in Figure 2:
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Figure 2: "Modem-Centric" solution

Solution 2: Operating System-Centric Solution. The matching process between TD parameter and network slices is realized in UE operating system according to URSP.

The operating system will obtain the TD parameter of the application, manage the URSP rules received from modem chip, and match the application with network slice based on the URSP. The Modem chip send the URSP rules received from the network to operating system through AT commands. The operating system performs URSP matching and routing based on the detected Traffic Descriptor (APP ID\FQDN\IP triplet\DNN\Connection Capability) information. After the matching is successful, the UE initiates the establishment of a new slice PDU session, and match application traffic to the corresponding slice.

The implementation framework of OS-Centric is shown in Figure 3：
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Figure 3: " Operating System-Centric" solution
Proposal 2: Based on solution1 and solution 2, it is proposed to define the TD parameters transmission between the operating system and the modem chip.

· APP ID identification proposed solutions
· Solution 1：using the existing operating systems’ naming rules and formats as APP ID identification
It is widely recognized in the industry that the package name of an application in android and bundle identifier of an application in ios system can be considered as an App ID, so it is suggested to use the existing operating systems’ naming rules and formats as APP ID identification. 

For android system, the package name is the only unique identification to identify an application. The naming rules and formats of package name is ‘com.companyname.applicationname’ , the more detail please see Clause Naming a Package in Java documents. And the link is: https://docs.oracle.com/javase/tutorial/java/package/namingpkgs.html.
For ios system, the bundle identifier usually contains the attribute of Organization Identifier, Organization Name and Product Name, which is the only unique identification to identify an application. 
· In solution 1, an application deployed in different OS will have different APP ID, which will lead to the operator will configure different rules for different OS. However, there is no consensus in SA2/CT1 to further work on document of OS value. 
· Solution 2：using UUID as APP ID identification

The UUID can be derived from the package name of application and a certain algorithm, with the format of hexadecimal digits with a hyphen (RFC4122, REC. ITU-T X.667, ISO/IEC 9834-8). A certain algorithm is chosen by the application and notified to the operating system. 

When the application is running, the operating system will use the UUID of application as the APP ID for URSP rule matching, and then associate the application with the network slice. How the OS get the UUID and associated the UUID with the application is depends on UE implementation.
In solution 2, an application will have different APP ID, if the UUID is derived from different package name of application, which will lead to the operator will configure different rules for an application. And the OS will be modified to get the UUID of application, and then associated the UUID with the URSP.
· Solution 3：APP ID identification defined by GSMA.

According to the previous research, it is suggested GSMA define the APP ID naming rules and format. The APP ID identification defined by GSMA will compatible with the existing naming rules in android/ios system and the UUID formats. And GSMA may follow similar IMEI mechanism to ensure the uniqueness of APP ID.
During this solution, the APP ID provided by application will followed the GSMA naming rules and formats. The operator configures the APP ID in the URSP rule. 

When application is running, the operating system will obtain the APP ID of the application, and use the APP ID for URSP rule matching. 

In solution 3, it is similar with the solution 2. But the APP ID is followed the naming rules of GSMA. And the GSMA is responsible for the unique APP ID of applications.

3.3.2 APP ID security solution
No proposal solution now, it will need to further study.

4 The necessity of network slice based on traffic descriptor guidelines
· Network slicing based on traffic descriptor is an important feature of 5G, and UE URSP TD parameter transmission needs to be solved urgently 
UE URSP TD parameters include APP ID, DNN, FQDN, IP and Connection Capability. Due to the UE URSP TD parameter transmission mechanism is out scope of 3GPP, UE URSP TD parameter transmission is not supported by the current industry, which makes it impossible to support the network slice based on URSP. 

UE URSP TD parameter transmission mechanism requires the OS to get the TD parameters of per applications, and requires the OS and modem chip cooperate work to match the TD parameter of application with the correct URSP, and then associate the application traffic with corresponding network slice. Therefore, it is urgent to give more feasible UE URSP TD parameter transmission requirements. 

· Traffic descriptor based on APP ID is an important part to realize application-level network slice, and APP ID urgently needs a clear consensus in the industry chain 
The APP ID uniquely identifies an application and is an important part in the realization of application-level network slice. However, there is no a clear consensus on APP ID in industry, and it is uncertain what information can be used as APP ID, and how to unify APP ID of an application. Application identification in roaming scenarios also needs to be clarified. So there is an urgent need to promote an industry chain clarify of APP ID identification requirements.
· APP ID security issues to be resolved is helpful to the widespread promotion of application-level network slice 
The APP ID uniquely identifies an application and is an important link in the realization of application-level network slice. However, how to ensure the application correctly use the APP ID, how to make sure the APP ID is not misused or tampered with, how to ensure each application uses the network slice correctly? These APP ID security key issues are common concern in the industry, and it is urgent to resolve the APP ID security requirements, which will help to promote the scale development of application-level network slice. 
5 The framework recommendation of network slice based on URSP guidelines 
5.1 Object
Network slice based on URSP guidelines 
are for application developers, operating system developers, chip manufacturers, UE device manufacturers and operators. By standardize the UE URSP TD parameter transmission requirements, the APP ID identification requirements, the APP ID security requirements and he customized DNN provisioning for the given Applications, it will promote the industrial chain to support URSP based on traffic descriptor of APP ID/DNN/FQDN/IP/Connection Capability, and accelerate the large-scale commercial deployment of network slice.

5.2 Initial scope
5.2.1 UE URSP TD parameter transmission requirements
1) OS/Modem chip requirements
The operating system shall support to get the TD parameters of per applications, and the operating system/chip shall support to work cooperate to match the URSP rules based on TD parameters of applications with the corresponding network slice, and then associated with a new PDU session or existing PDU session, and route the application traffic to the network slice. 
2) Application requirements
Application should support carry or pass the TD parameters to the operating system. 

The application provider shall provide the operator with the TD parameters corresponding to the URSP rule.

The application is recommended to use the URSP based on APP ID. 

3) Operator requirements
The operator network shall support using the TD parameter provided by the application to configure the TD parameter in the URSP rules, and sent the URSP rules to the UE. 

5.2.2 APP ID identification in URSP requirements
The unique identifier of the application used in URSP should be followed by GSMA naming rules and formats. The GSMA naming rules and formats can be in UUID format with agreement between the operator and application developer. The GSMA may follow similar IMEI mechanism to ensure the uniqueness of APP ID for per application. 
The APP ID identification is suggested to define as follows: 

[application string]. [GSMA]
1) [application string]：Optional. It is recommended to be the UUID formats with hexadecimal digits with a hyphen (RFC4122, REC. ITU-T X.667, ISO/IEC 9834-8).  
2)  [GSMA]：Optional. It identifies the APP ID following the GSMA naming rules and formats. If [GSMA] is carried, it means the GSMA will check the unique of APP ID by following similar IMEI mechanism to ensure the uniqueness of APP ID; If [GSMA] is not carried, it means the application will self-check the unique of APP ID.

5.2.3 APP ID security requirements

The UE should support the application identification not to be tampered with or misused by other applications; The UE should support application network slice authentication to ensure the security of each application access to the network slice. 
5.2.4 Customized DNN for given applications
The customized DNN provisioning should be supported by application and OS. The current OS will extend the current DNN delivery process, and provide the UI interface to set the dedicated DNN parameters for given applications.
6 Summary
5G network slice is the key feature in 5G networks. The study report currently focuses on 3GPP network slice development and remaining problems, analyzes the industry development of network slice based on URSP and some proposal solution, and puts forward the framework recommendations of UE network slice base on URSP for the three major issues that need to be resolved. 

The guidelines of the UE network slice base on URSP will not only clearly proposed the UE URSP TD parameter transmission requirements, and help to clarify what information is used as APP ID, but also introduce the APP ID security. The guidelines conform to the development trend of network slice and guide the UE to support network slice based on URSP.  

In the next step, it is necessary to start the WI for UE network slice base on URSP guidelines, and further discuss the UE URSP TD parameter transmission requirements, APP ID identification requirements and APP ID security, in order to promote the UE network slice deployment.
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�Each 5G PDU session will have DNN, S-NSSAI (slice ID) and SSC-mode tags. There is no separate thing as PDU session vs. network slice. There is only PDU session for URSP to map (if 3GPP access is used). In summary, URSP will map the TD to a session, and route selector will have DNN+S-NSSAI+SSC mode info (with DNN being optional). We should not say it will map to a “PDU session OR network slice”. It is not accurate and mis-leading. 


�There is a recent GSMA LS to 3GPP that indicates, DNN string requested by the application does not need to be the DNN of the PDU session in the URSP route descriptor. If this is accepted by 3GPP, this solves several issues related to DNN TD. However, there is still the issue related to: how does the OS going to authorize whether an app can request a certain DNN string. 


�It is not clear what the security risk is. The fundamental premise of using “OSId and OSAppId” is that, any OSAppId used in URSP TD must be unique within the domain of an OSId. This is assured by the OS provider, based on their onboarding processes. This does not say that any app on any OS must have a unique OSAppId. We only need to assure that uniqueness for the apps we put in the URSP TD. That is, operator gets the unique OSAppID from the App owner/developer for each applicable OSId. For example, enterprise app XYZ will provide its OSAppID for Google Android vs. OSAppID for Apple iOS, etc. The App owner based on onboarding their app on different OSs, will provide the OSAppID that the OS assures uniqueness.   


� For signalling outside of the UE/device, URSP specs in 3GPP, described how PCF will configure the UE with URSP info in the NAS signalling. The URSP TD info is not transmitted in other signalling for device registration or session establishment. It is only transmitted outside of the device when PCF needs to configure the UE with URSP info which is specified in 3GPP. Inside the device, the Chipset/Modem needs to expose URSP TD configurations/info to the High-Level OS. This is a must. The DNN requested by the Application needs to be passed from the application to the OS, based on each OS implementation and their APIs/Specs provided to the app developers. However, this info is not transmitted outside of the device. The OSId/OSAppId info does not need to be passed from the Application to the OS. It needs to be passed from OS to the chipset/modem (or instead the TD Match ID can be passed from OS to chipset/Modem based on chipset implementation and their exposed APIs to the OS). 


�Again, all we need to assure is, OSAppId used in URSP TD must be unique within the domain of an OSId. This is assured by the OS provider, based on their onboarding processes. We do not need to standardize or keep a list of OSAppIDs in GSMA or in another forum. Majority of the OSs assure uniqueness of the application IDs within their OS domain during the formal onboarding process. We only need to assure that the Apps we use in URSP TD is properly onboarded to the OS and has obtained a unique app ID from the OS provider. The App Owner will tell the operator what OSAppID to use for what OSId. 


�DNN name requested by the application does not need to be the same used in the PDU session based on the recent GSMA LS to 3GPP. This makes the DNN name string flexible. Some key Chipset/Modem vendor(s) already developed URSP and defined their APIs to the OSs, including how to expose the URSP TD info to the OS which is a must for URSP to work in the current device OS vs. Modem architectures. If the OS vendors match the APIs the modem provides, then URSP will work for “DNN” and “OSId/OSAPPId” traffic Descriptors.  


�This is only needed for “DNN” TD. Other TDs, like OSAPPId does not need to be transmitted by the application. Modem needs to expose the URSP TD configuration to the OS which is supported by key Modem vendor(s).  


�Please see the previous comments on this. Not an issue. We should keep 3GPP defined Network Slice based authentication and authorization separate. It can be supported purely based on chipset/modem implementation and applications or OS does not need to be involved in Slice based authentication as 3GPP specified.  


�Only the “DNN” info needs to be passed from the application to the OS, based each OS’s own APIs/SDKs.


The TD info of the URSP needs to be exposed to the OS by the modem/chipset. This is already being defined by the key chipset vendor(s). We do not need new solutions. 


�The solution should be based on each OS. The OS owner, e.g., Google Android or iOS, need to provide a unique OSAppID to the application developer/owner during onboarding process. OS owner needs to assure uniqueness of the OSAppID given to the app owner within the domain of their OSid. At this time, we do not see the need for different appIds for different versions of the app, but if needed it can be accommodated with using different OSAppIds. The Key is: 


App Owner obtains the OSAppId from OS vendor. 


OS will assure uniqueness of the OSAppId given to the app owner


App owner will provide OSAppId(s) to the operators as needed for each applicable OSid. 


It is up to each OS vendor to decide on the format of the OSAppid as long as it conforms to 3GPP URSP specs. It can be UUID based, but it does not need to. There is no need for GSMA or other forums to keep a list of OSAppIds. 


�Please see comments above. 


�Please see above comments related to what is needed for URSP to work. The only security issue is for the “DNN” TD type. E.g., how to assure that any app cannot just request any  DNN string. How do you prevent a “DNN” string intended to a specific application be not requested by another application. The GSMA liaison to 3GPP that decouples DNN requested by app from DNN used in the PDU session. This makes this security issue a lesser concern but does not eliminate it. That is, the operator can tell the app developer to use a DNN string that is not publicly known and is not related to any actual DNN names used in the network for PDU sessions. This string info can be known only by the App owner and operator. The operator will configure the URSP with that string in the URSP TD list. This does not need to be known by the chipset or OS in advance since it is just a string for them to match in the URSP TD list. Someone can hack into the phone OS, etc., and find out what the DNN string is requested by a given App, or read URSP TD list, and it is not risk free. The solution recommendation is that, the OS owners can develop an authorization mechanism through onboarding to enforce if an app can request a DNN, and if needed what the string can be. This will assure that any app cannot just request any DNN to the OS. This is up to OS vendors to implement.       
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