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1. Overview：  
This chapter is to define the test methods for smartphone biometric recognition. The scope includes facial identification, fingerprint recognition, speech identification and voice print identification, iris identification.

2. [bookmark: _Toc400129384][bookmark: _Toc405272377][bookmark: _Toc400435929][bookmark: _Toc389646036][bookmark: _Toc387340664][bookmark: _Toc101946534]Definition of Terms
	Term 	
	Description

	FRR (False Rejection Rate)
	

	SAR (Spoof Acceptance Rate)
	

	FAR (False Acceptance Rate)
	

	TAR (True Accept Rate)
	

	……
	



3. facial identification
3.1 The technical frame of facial identification:
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Face recognition is a biometric technology based on human face feature information. By using the camera to collect the image or video stream, and automatically detect and track the face in the image, and then carry out feature recognition of the detected face. Generally, the face recognition technical frame includes these main blocks:
Image Acquisition: Performing optical signal acquisition of user face and converting it into digital image information.
Face detection: Searching the collected image to determine whether it contains a face. If so, return the position, size and pose of the face.
Image preprocessing: Based on the face detection result, carry out image compensation, gray level transformation, filtering and sharpening etc.
Key point Extraction: Extracting the geometric characteristics of the Eye, mouth, nose and other key point. Then build the model based on the face characteristics.  
Living body detection: By blinking, opening mouth, shaking head, nodding and so on, using the key point location and face tracking technology to verify whether the user is a real living person. 
Feature Extraction Comparison:
Compare the extracted feature data of the face image with the feature template stored in the database, then determine the similarity and judge the identification result.

3.2 The test environment preparation:
3.2.1 The Background of the portrait:
	Single color background without other patterns.

	Background including natural scenery or objects, the objects can be dynamic or static.

	Background including multiple faces, the faces can be dynamic or static.



3.2.2 The illumination of the background:
	The direction between light and portrait
	The intensity of the light

	Front light
	normal light

	
	dark light

	
	Strong light

	Backlight
	normal light

	
	dark light

	
	Strong light

	90-degree sidelight
	normal light

	
	dark light

	
	Strong light



3.2.3 The population samples:
	Gender distribution
	Age 
	Distribution
	Number of People

	Female 50%
Male 50%
	< 18 
	0% 
	manual testing: More than 20 people.

	
	18-30 
	25-40% 
	

	
	31-50 
	25-40% 
	

	
	51-70 
	25-40% 
	


The nationality and race are not defined in this document. Testers in different region can choose the local population for testing.

3.2.4 The distance between the camera and the face:
	
	Distance

	Near 
	Within 20cm 

	Normal
	Between 20cm and 1m

	Far 
	Between 1m and 1.5m



3.2.5 The angle and direction between the camera and the face:
The face keeps relatively static. Building a three-dimensional coordinate with DUT as the origin. These three axes keep orthogonal to each other. Y axis is vertical to the ground and X/Z axis are horizontal to the ground.
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The yaw angle refers to the angle formed by the rotate the DUT around the y axis. The yaw angle is used to describe the scenarios when the head turns left and right or rotate the DUT in left and right direction.
The pitch angle refers to the angle formed by the rotate the DUT around the x axis. The pitch angle is used to describe the scenarios when the head raise up and lower down or lay the DUT on the table.
The roll angle refers to the angle formed by the rotate the DUT around the z axis. The roll angle is used to describe the scenarios when the head crooked or the DUT screen is rotated from vertical to horizontal.
The angles will be given for different test scenarios.

3.3 The device configuration:
The face ID function is turned on.
The front camera can acquire images.

3.4 The Test Cases 
3.4.1 Face Recognition Latency
Description
Applying the face ID to unlock the screen and test the screen unlocking speed.
Initial configuration
The DUT configuration is same as defined in section 3.3.
The posture of the model is sitting or standing.
The DUT remains relatively static with the model.
The camera of the DUT is in front of the face. The DUT rotation angles along the X, Y, Z axis are 0.
Use a high-speed camera to capture the process.
Test Procedure
1. Unlocking the screen by pressing the unlocking key on the screen or on the side of DUT.
2. Check the response of the screen. If the face recognition is failed then restart this test case from the beginning.
3. Playback the testing process captured by a high-speed camera and analyze frame by frame. Record the moment as T1 when the finger finishes pressing the unlocking key. Record the moment as T2 when the screen finishes unlocking.
4. Calculate the face recognition speed as t=T2-T1. 
5. Lock the screen and repeat the test step 1-3 for 20 times and calculate the average recognition speed.
6. Repeat the test step 1-4 using the scenarios 3.2.1-3.2.4 respectively.  
Expected Result
The requirement for recognition latency is decided by individuals. The lower the latency, the better the user experience.
3.4.2 Face recognition distance sensitivity- Far distance scenario 
Description
To test the farthest distance that the DUT can recognize a face.
Initial configuration
The DUT configuration is same as defined in section 3.3.
The posture of the model is sitting or standing.
The DUT remains relatively static with the model.
The camera of the DUT is in front of the face. The DUT rotation angles along the X, Y, Z axis are 0. 
Use a high-speed camera to capture the process.
Test Procedure
1. Place the DUT 1.2 meters away from the model.
2. Unlocking the screen by pressing the unlocking key on the screen or on the side of DUT.
3. Check if the screen is unlocked. Record the successful time as M.
4. Lock the screen and repeat the test step 1-3 for 20 times.
5. Repeat the test step 1-4 using the scenarios 3.2.1-3.2.3 respectively and get the average value for M.
6. If M is less than 10 then reduce the distance between DUT and model each time until M can reach 11 or more. For example, the distance is reduced to 1.1 meters firstly and if M is still less than 10, the distance can be reduced to 1 meter. 
Expected Result
The requirement for recognition distance sensitivity is decided by individuals. The further distance the DUT can recognize, the better the user experience.

3.4.3 Face recognition distance sensitivity- Near distance scenario 
Description
To test the nearest distance that the DUT can recognize a face.
Initial configuration
The DUT configuration is same as defined in section 3.3.
The posture of the model is sitting or standing. 
The DUT remains relatively static with the model.
The camera of the DUT is in front of the face. The DUT rotation angles along the X, Y, Z axis are 0. 
Use a high-speed camera to capture the process.
Test Procedure
1. Place the DUT 0.4 meter away from the model.
2. Unlocking the screen by pressing the unlocking key on the screen or on the side of DUT.
3. Check if the screen is unlocked. Record the successful time as M.
4. Lock the screen and repeat the test step 1-3 for 20 times.
5. Repeat the test step 1-4 using the scenarios 3.2.1-3.2.3 respectively and get the average value for M.
6. If M is less than 10 then increase the distance between DUT and model each time until M can reach 11 or more. For example, the distance is increased to 0.5 meter firstly and if M is still less than 10, the distance can be increase to 0.6 meter. 
Expected Result
The requirement for recognition distance sensitivity is decided by individuals. The nearer distance the DUT can recognize, the better the user experience.

3.4.4 Face Recognition yaw angle sensitivity
Description
When there is a yaw angle deviation between the camera on DUT and the model, the DUT can recognize the face smoothly.
Initial configuration
The DUT configuration is same as defined in section 3.3.
The posture of the model is sitting or standing.
The DUT remains relatively static with the model.
The camera of the DUT is in front of the face. Rotate the DUT along the y axis for +45 degree. The DUT rotation angles along the X, Z axis are 0. 
Use a high-speed camera to capture the process.
The distance between DUT and the model is normal distance as defined in 3.2.4.
Test Procedure
1. Unlocking the screen by pressing the unlocking key on the screen or on the side of DUT.
2. Check if the screen is unlocked. Record the successful time as M.
3. Lock the screen and repeat the test step 1-2 for 20 times.
4. Repeat the test step 1-3 using the scenarios 3.2.1-3.2.3 respectively and get the average value for M.
5. If M is less than 10 then rotate the DUT along the y axis for some degree each time until M can reach 11 or more. For example, rotate the DUT along the y axis from 45 degree to 43 degree firstly and if M is still less than 10, the degree can be decrease to 41 degree. 
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Expected Result
The requirement for recognition yaw angle sensitivity is decided by individuals. The bigger yaw angles the DUT can recognize, the better the user experience.


3.4.5 Face Recognition pitch angle sensitivity
Description
When there is a pitch angle deviation between the camera on DUT and the model, the DUT can recognize the face smoothly.
Initial configuration
Take reference to test case 3.4.4. 
Besides, rotating the DUT along the x axis for +45 degree. The DUT rotation angles along the Y, Z axis are 0. 
Test Procedure
Take reference to test case 3.4.4. Besides, the rotating direction of DUT is along the x axis.
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Expected Result
Take reference to test case 3.4.4.

3.4.6 Face Recognition roll angle sensitivity
Description
When there is a roll angle deviation between the camera on DUT and the model, the DUT can recognize the face smoothly.
Initial configuration
Take reference to test case 3.4.4. 
Besides, rotating the DUT along the z axis for +45 degree. The DUT rotation angles along the X, Y axis are 0. 
Test Procedure
Take reference to test case 3.4.4. Besides, the rotating direction of DUT is along the z axis.
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Expected Result
Take reference to test case 3.4.4.

3.4.7 Face Recognition accuracy rate for extreme dynamic scenarios-the recognition distance range is changing.
Description
The DUT moves from a position that beyond the recognition distance range to the position that within the recognition distance range. To test if the DUT can recognize the face successfully during this dynamic procedure. 
Initial configuration
Test Procedure
Expected Result
 
3.4.8  Face Recognition accuracy rate for extreme dynamic scenarios-the recognition angle deviation is changing
Description
The DUT rotates from an angle that beyond the recognition angle deviation to the angle that within the recognition angle deviation. To test if the DUT can recognize the face successfully during this dynamic procedure.  

3.4.9 Face Recognition accuracy rate for extreme dynamic scenarios-the background illumination is changing
Description
The background illumination is changing from the brightness that DUT cannot recognize face to the brightness that DUT can recognize face. To test if the DUT can recognize the face successfully during this dynamic procedure. 

3.4.10 Face Recognition accuracy rate for extreme dynamic scenarios-the facial expression is changing
Description
The facial expression changes from one unrecognized expression to the recognizable expression. To test if the DUT can recognize the face successfully during this dynamic procedure.

3.4.11 Face Recognition accuracy rate for static scenarios- heavy make-up, the hair covered one eye, lying down or bow posture.  
Description
To test the face recognition TAR when the model puts on heavy make-up, or the hair covers one eye, or the posture is lying down or bow.

3.4.12 Face Recognition anti-spoof ability- glasses with tricked eye
Description
To test the face recognition SAR when the model wearing a special glass, which pasted with black tape and white dots in the middle on the lenses to imitate the eyes. Since DUT doesn’t extract 3D information from the eye frame area when wearing glasses.

3.4.13 Face Recognition anti-spoof ability- fake face model (3D printing, high resolution photo, videos)   
Description 
To test the face recognition FRR or SAR when applying 3D printing, high resolution photo or videos instead of model. We can take reference to the FIDO standards.
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