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4. Fingerprint Identification
4.1 The technical frame of fingerprint identification:
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Generally, the technical frame includes these main blocks:
Data collection: The fingerprint sensor obtains the fingerprint image. The fingerprint sensors on commercial terminals can be divided into three categories: Capacitive sensors, optical sensors and ultrasonic sensors. The fingerprint sensor can be integrated on the front side of the DUT (above or below the touch screen), the rear side of the DUT and the side of the DUT. Since different devices applied different sensor technology and AI algorithms, this guideline will evaluate the fingerprint identification performance from the perspective of user experience.
Fingerprint image enhancement: Preprocess the original image including image segmentation, image enhancement and refinement.
Feature Extraction: Find the details from the image including the end point of the fingerprint, divergence point, intersection point, direction information so as to extract the feature data.
Living Body Detection: Apply AI machine learning algorithm to compare the true and false fingerprint images.
Match and Compare: Compare the extracted feature data with the feature template stored in the database, then determine the similarity and judge the identification result.
4.2 Test Environment:
4.2.1 The illumination of the test environment: (The performance of fingerprint optical sensors will be affected by the environment illumination).
Strong light environment: 200000lux 
Normal light environment: 10000lux
4.2.2 The relative humidity of the test environment: (The performance of fingerprint optical sensors will be affected by the environment absolute humidity).
Dry and cold environment: temperature is -10 °C and relative humidity is 10% RH
Dry and hot environment: temperature is 35 °C and relative humidity is 10% RH
Normal humidity environment: temperature is 20 °C and relative humidity is 50% RH 
4.2.3 The population samples:
	Gender distribution
	Age 
	Number of People

	Female 50%
Male 50%
	18~30  50%
	manual testing: More than 20 people.

	
	30~50  50%
	


The finger sample direction:
	Finger sample direction 
The angle between the finger and the touch screen:
	Example

	0 degree

	

	45 degree (right side)
	

	45 degree (left side)
	

	45 degree (upside)
	


4.3 The device configuration:
The fingerprint identification function is turned on. Set the DUT to be unlocked through fingerprint identification.
4.4 The Test Cases 
4.4.1 The Fingerprint Recognition Latency-The Screen is Turned on 	Comment by Di Zhang: Based on my knowledge, the latency will not vary a lot between 4.4.1 and 4.4.2, suggest to combine them into one test case for screen unlock scenario.
Description
Applying the fingerprint to unlock the screen and test the screen unlocking speed. The status of the touch screen is on. 
Initial configuration
The DUT configuration is same as defined in section 4.3.
The illumination of the test environment is normal light environment.
The humidity of the test environment is normal.
Use a high-speed camera to capture the process.

Test Procedure
1. Turn on the touch screen and ensure the status of the screen is turned on but not unlocked.
2. Unlocking the screen by pressing the fingerprint unlock key on the touch screen side of DUT, or on the side of the DUT, or on the rear side of DUT.
3. Check the response of the screen. If the fingerprint recognition is failed then restart this test case from the beginning.
4. Playback the testing process captured by a high-speed camera and analyze frame by frame. Record the moment as T1 when the finger finishes pressing the fingerprint unlock key. Record the moment as T2 when the screen finishes unlocking. (If the fingerprint unlock key is located on the rear side of the DUT, the mirror can be used to reflect the gesture of finger movement and help the high-speed camera capture the action.)
5. Calculate the fingerprint recognition speed as t=T2-T1. 
6. Lock and turn off the screen and repeat the test step 1-4 for 5 times and calculate the average recognition speed.
7. Repeat the test step 1-6 using the scenarios 4.2.3 respectively.  
Expected Result
The requirement for recognition latency is decided by individuals. The lower the latency, the better the user experience.
4.4.2 The Fingerprint Recognition Latency-The Screen is Turned off 
Description
Applying the fingerprint to unlock the screen and test the screen unlocking speed. The status of the touch screen is turned off. 
Initial configuration
The DUT configuration is same as defined in section 4.3.
The illumination of the test environment is normal light environment.
The humidity of the test environment is normal.
Use a high-speed camera to capture the process.

Test Procedure
1. Ensure the DUT screen is turned off. 
2. Unlocking the screen by pressing the fingerprint unlock key on the touch screen side of DUT, or on the side of the DUT, or on the rear side of DUT.
3. Other procedures please take reference to test case 4.4.1. 
Expected Result
Take reference to test case 4.4.1.
4.4.3 Fingerprint Recognition Latency- Payment Application Scenarios
Description
Applying the fingerprint to verify the payment on DUT and test the verification speed. The payment application could be apple pay, Samsung Pay, Huawei Pay, PayPal or Alipay or other applications.   
Initial configuration
The DUT configuration is same as defined in section 4.3.
The illumination of the test environment is normal light environment.
The humidity of the test environment is normal.
The payment verification on DUT is set to be fingerprint verification.
Use a high-speed camera to capture the process.

Test Procedure
1. Turn on the DUT payment application and start the payment action.
2. Apply the fingerprint for the payment verification.
3. Check the response of the screen. If the fingerprint verification is failed then restart this test case from the beginning.
4. Playback the testing process captured by a high-speed camera and analyze frame by frame. Record the moment as T1 when the finger finishes pressing the payment fingerprint verification key. Record the moment as T2 when the payment verification finishes (Note: not the payment transection time point).
5. Calculate the fingerprint recognition speed as t=T2-T1. 
6. Lock and turn off the screen and repeat the test step 1-5 for 5 times and calculate the average recognition speed.
7. Repeat the test step 1-6 using the scenarios 4.2.3 respectively.  
4.4.4 Fingerprint Recognition Latency- Application Login Scenarios
Description
Applying the fingerprint to login the application on DUT and test the application login speed. The application could be local application like Message or third-party application like WeChat, Taobao, etc.   
Initial configuration
The DUT configuration is same as defined in section 4.3.
The illumination of the test environment is normal light environment.
The humidity of the test environment is normal.
The application on DUT is set to be fingerprint login.
Use a high-speed camera to capture the process.
Test Procedure
1. Turn on the DUT application and apply the fingerprint for the application login.
2. Check the response of the screen. If the fingerprint login is failed then restart this test case from the beginning.
3. Playback the testing process captured by a high-speed camera and analyze frame by frame. Record the moment as T1 when the finger finishes pressing the fingerprint login key. Record the moment as T2 when the application login finish.
4. Calculate the fingerprint recognition speed as t=T2-T1. 
5. Lock the application and repeat the test step 1-4 for 5 times and calculate the average recognition speed.
6. Repeat the test step 1-5 using the scenarios in 4.2.3 respectively.
Expected Result
The requirement for recognition latency is decided by individuals. The lower the latency, the better the user experience.

4.4.5 Fingerprint Recognition Accuracy Rate for Extreme Environment-Strong light Scenario	Comment by Di Zhang: This test case is not applicable for DUT that use capacitive or ultrasonic fingerprint sensors, suggest to add a statement to clarify it.
Description
To test the fingerprint recognition TAR when unlocking the screen under strong light environment.
Initial configuration
The DUT configuration is same as defined in section 4.3.
The illumination of the test environment is strong light environment as defined in 4.2.1.
Test Procedure
1. Unlocking the screen by pressing the fingerprint unlock key on the touch screen side of DUT, or on the side of the DUT, or on the rear side of DUT.
2. Lock the screen and repeat the test step 1 for 5 times. 
3. Record the successful time as M. The TAR=M/5*100%.
4. Repeat the test steps 1-3 using the scenarios 4.2.3 respectively and get the average value for TAR.
Expected Result
The requirement is decided by individuals. The higher the TAR, the better the user experience.
4.4.6 Fingerprint Recognition Accuracy Rate for Extreme Environment-Dry Humidity Scenario
Description
To test the fingerprint recognition TAR when unlocking the screen under dry humidity environment.
Initial configuration
The DUT configuration is same as defined in section 4.3.
The humidity of the test environment is dry environment as defined in 4.2.2.
Test Procedure
Take reference to test case 4.4.4.
Expected Result
Take reference to test case 4.4.4.
4.4.7 Fingerprint Recognition Accuracy Rate when Water and Oil are stuck on Finger 
Description
To test the fingerprint recognition TAR when unlocking the screen. The finger is stained with water or oil or dust. 
Initial configuration
The DUT configuration is same as defined in section 4.3.
The illumination of the test environment is normal light environment.
The humidity of the test environment is normal.
The finger is stained with water or oil or dust. The amount of water or oil or dust is 0.1cm3. 
Test Procedure
Take reference to test case 4.4.4.
Expected Result
Take reference to test case 4.4.4.
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