GSM Association       	GSMA-internal 
TSGUEX_195
	Change Request Form

	[image: ]
	TSG UEX_195 Biometric Recognition Testing draft v1.5 –Proposed Changes

	Document Summary 

	Official Document Number,  Document Title and Version Number  
	TSG UEX_195 Biometric Recognition Testing draft v1.5-CR from China Telecom

	Official Document Type
	Non-binding Permanent Reference Document

	Change Request Security Classification
	Non-confidential

	Is this a new document or a Major or Minor Change?
	New Document

	Will this Change Request result in a Major or Minor version update?
	Major Version

	This document is for
	Discussion

	Input Editor and Organisation
	Di Zhang, China Telecom.

	Additional Contributors
	

	Issuing Group/Project
	TSGUEX

	Approving Group/Project
	TSG

	Change Request Creation Date
	26/09/2021

	What are the reasons for and benefits of creating this new document or Change Request?
	Add new test cases for FAR and FRR.


1. Overview：  
This chapter is to define the test methods for smartphone biometric recognition. The scope includes facial identification, fingerprint recognition, speech identification and voice print identification, iris identification.

2. [bookmark: _Toc400129384][bookmark: _Toc405272377][bookmark: _Toc400435929][bookmark: _Toc389646036][bookmark: _Toc387340664][bookmark: _Toc101946534]Definition of Terms
	Term 	
	Description

	FRR (False Rejection Rate)	Comment by Di Zhang: 1. This term is not included in the test case.
2. FAR and FRR are also required in TS.53, maybe we can discuss these together if needed.
3. Take facial recognition as example, we can add the test case as described in section 3.4 below.
	Defined by ISO/IEC 19795-1: Proportion of verification transactions with truthful claims of identity that are incorrectly denied.  

	SAR (Spoof Acceptance Rate)
	Proportion of verification transactions that accepts fake biometric input incorrectly as real biometric input. 

	FAR (False Acceptance Rate)	Comment by Di Zhang: 1. This term is also not included in the test case.
2. FAR and FRR are also required in TS.53, maybe we can discuss these together if needed.
3. Take facial recognition as example, we can add the test case as described in section 3.4 below.
	Defined by ISO/IEC 19795-1: Proportion of verification transactions with wrongful claims of identity that are incorrectly confirmed.  

	TAR (True Accept Rate)
	Proportion of verification transactions with truthful claims of identity that are confirmed correctly.

	……
	



3. Facial Identification
3.1 The technical frame of facial identification:
[image: ]
Face recognition is a biometric technology based on human face feature information. By using the camera to collect the image or video stream, and automatically detect and track the face in the image, and then carry out feature recognition of the detected face. Generally, the face recognition technical frame includes these main blocks:
Image Acquisition: Performing optical signal acquisition of user face and converting it into digital image information.
Face recognition: Searching the collected image to determine whether it contains a face. If so, return the position, size and pose of the face.
Image preprocessing: Based on the face detection result, carry out image compensation, gray level transformation, filtering and sharpening etc.
Key point Extraction: Extracting the geometric characteristics of the Eye, mouth, nose and other key point. Then build the model based on the face characteristics.  
Living body detection: By blinking, opening mouth, shaking head, nodding and so on, using the key point location and face tracking technology to verify whether the user is a real living person. 
Feature Extraction Comparison:
Compare the extracted feature data of the face image with the feature template stored in the database, then determine the similarity and judge the identification result.

3.2 The test environment preparation:
3.2.1 The Background of the portrait:
	3.2.1.1
	Single color background without other patterns.

	3.2.1.2
	Background including natural scenery or objects, the objects can be dynamic or static.

	3.2.1.3
	Background including multiple faces, the faces can be dynamic or static.



3.2.2 The illumination of the background:
	
	The direction between light and portrait
	The intensity of the light

	3.2.2.1
	Front light
	normal light:10000lux

dark light:5 lux
Strong light:100000lux

	3.2.2.2
	Backlight
	

	3.2.2.3
	90-degree sidelight
	



3.2.3 The population samples:
	Gender distribution
	Age 
	Number of People

	Female 50%
Male 50%
	18~30  50%
	manual testing: More than 20 people.

	
	30~50  50%
	


The nationality and race are not defined in this document. Testers in different region can choose the local population for testing.

3.2.4 The distance between the camera and the face:
	
	Category
	Distance

	3.2.4.1
	Near 
	10cm 

	3.2.4.2
	Normal
	50cm

	3.2.4.3
	Far 
	1.5m



3.2.5 The angle and direction between the camera and the face:
The face keeps relatively static. Building a three-dimensional coordinate with DUT as the origin. These three axes keep orthogonal to each other. Y axis is vertical to the ground and X/Z axes are horizontal to the ground.
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                      Figure 1
Rotating the DUT along the Y axis is used to describe the scenarios when the head turns left and right or rotate the DUT in left and right direction.
Rotating the DUT along the X axis is used to describe the scenarios when the head raise up and lower down or lay the DUT on the table.
Rotating the DUT along the Z axis is used to describe the scenarios when the head crooked or the DUT screen is rotated from vertical to horizontal.

3.3 The device configuration:
The face ID function is turned on.
The front camera can acquire images.

3.4 The Test Cases 
3.4.1 FAR and FRR test for device unlock scenario
Description
To test the face recognition FAR and FRR when DUT is in idle mode.

Initial configuration
The DUT configuration is same as defined in section 3.3.
The posture of the model is sitting or standing.
The DUT remains relatively static with the face.
The camera of the DUT is in front of the face and no angle deviation as shown in figure 1.
The background of the face is as defined in 3.2.1.2.
The illumination of the background is normal light as defined in 3.2.2.
The distance between DUT and the model is normal distance as defined in 3.2.4. 
The population sample is labeled as v(i), where i = 1 to n, where n is the total number of the population samples

Test Procedure
1. Switch on DUT and lock the screen.
2. For each v(i), use its face to unlock the screen for [m] times.
3. Check the response of the screen and record the unsuccessful time as M(i).
4. Calculate the FRR as /mn. 
5. Lock the screen. For each v(i), use the rest n-1 population sample’s face to unlock the screen.
6. Check the response of the screen and record the successful time as M1. 
7. Repeat step 6 for [2] times, record the successful time as M2 and M3.
8. Calculate the FAR as (M1+M2+M3)/(n*3*(n-1)).

Expected Result
The requirement for FAR and FRR is decided by individuals. The lower the FAR and FRR simultaneously, the better the user experience and security.
3.4.2 Face Recognition Latency for vertical screen
Description
Applying the face ID to unlock the screen and test the screen unlocking speed.
Initial configuration
The DUT configuration is same as defined in section 3.3.
The posture of the model is sitting or standing.
The DUT remains relatively static with the model.
The camera of the DUT is in front of the face. Use a high-speed camera to capture the DUT screen.
Test Procedure
1. Unlocking the screen by pressing the unlocking key on the screen or on the side of DUT.	Comment by Di Zhang: This is confused, isn’t it to use the face to unlock the screen? 
2. Check the response of the screen. If the face recognition is failed then restart this test case from the beginning.
3. Playback the testing process captured by a high-speed camera and analyze frame by frame. Record the moment as T1 when the finger finishes pressing the unlocking key. Record the moment as T2 when the screen finishes unlocking.
4. Calculate the face recognition speed as t=T2-T1. 
5. Lock the screen and repeat the test step 1-3 for 5 times and calculate the average recognition speed.
6. Repeat the test step 1-5 using the scenarios 3.2.1-3.2.4 respectively.  
Expected Result
The requirement for recognition latency is decided by individuals. The lower the latency, the better the user experience.
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