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[bookmark: _Ref61463776][bookmark: _Toc61529364]6.	On-Device Service Activation (ODSA) Entitlement and Configuration
The ODSA procedure for eSIM-based devices is initiated by a client application on a requesting or primary device. The ODSA application requires entitlement and configuration information from the Service Provider in order to complete the procedure. The following sections present the different operations associated with ODSA of eSIM devices and the resulting configuration documents.
[bookmark: _Toc61529365]6.1	ODSA Architecture and Operations
[bookmark: _Ref59443341][bookmark: _Toc61529366]6.2	ODSA Request Parameters	Comment by 만든 이: These parameters were originally proposed/accepted in the CR 1009, and then these two parameters were used in other CRs after this CR 1009 was approved.

Thus, we have discussed to include these two parameters in the v5.0. 

Because these two parameters were not in the v6.0 template, I put this as it was in CR1009 with minor editorial changes. 
ManagerSubcritpion  ManageSubscription
old Primary Device  old primary device
The ODSA procedure for Primary and Companion devices requires additional parameters in the HTTP requests, outside of the ones described in 2.2. Table 25 presents the new parameters and their associated ODSA operations.
	New GET parameters for ODSA application
	Type
	Values
	Description

	[…]

	
	

	
	
	
	

	old_terminal_id
(Optional)
	String
	Used by the ManageSubscription/TRANSFER SUBSCRIPTION for Primary ODSA in case the request is created by an old primary device.

	
	
	Value following terminal_id format
	The unique identifier, for example IMEI (preferred) or a UUID for the old primary device.

	old_terminal_iccid
(Optional)
	String
	Used by the ManageSubscription/TRANSFER SUBSCRIPTION for Primary ODSA in case the request is created by an old primary device.

	
	
	Value following the ICCID format
	The Profile’s ICCID of an old Primary Device to be selected by an end-user for subscription transfer to a new primary device.


[bookmark: _Ref61460470][bookmark: _Ref55995238]Table 25. New parameters for ODSA application
[bookmark: _Toc61529367]

6.3	Devices Identifiers used for Request Parameters
Table 3 and Table 25 presents a number of identity parameters (ending with _ID, _id, _eid or _iccid) that need to be associated with an identifier on the primary or companion device. The following offers the mapping between device identifiers and identity parameters for companion and primary ODSA use cases and their different operations.
Figure 11 shows the suggested association between identity parameters   device identifiers for the Companion ODSA use case where a requesting device's SIM is accessible. Authentication is performed using EAP-AKA with that SIM.
[image: ]
[bookmark: _Ref61461888]Figure 11. Identifier Mapping for Companion ODSA with access to SIM on Requesting Device
Figure 12 shows the suggested association between identity parameters   device identifiers for the Companion ODSA use case where a SIM on the requesting device is not accessible. Authentication is performed using OAuth 2.0 / OIDC. Note the use of the application's UUID in case the requesting device's IMEI is not known.
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[bookmark: _Ref61461903]Figure 12. Identifier Mapping for Companion ODSA when Requesting Device's SIM is not present or accessible
Figure 13 shows the suggested association between identity parameters   device identifiers for the Primary ODSA use case where a SIM on the device that belongs to the Service Provider is accessible. Authentication is performed using EAP-AKA with that SIM.
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[bookmark: _Ref61461915]Figure 13. Identifier Mapping for Primary ODSA with access to a SIM
Figure 14 shows the suggested association between identity parameters   device identifiers for the Primary ODSA use case where the data and AKA of a primary SIM is not accessible (or not present). Authentication is performed using OAuth 2.0 / OIDC.
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[bookmark: _Ref61461925]Figure 14. Identifier Mapping for Primary ODSA when existing SIM data is not accessible or not present
Figure 15 shows the suggested association between identity parameters  device/server identifiers for the Server-Initiated ODSA use case. Authentication is performed using server-to-server OAuth 2.0 as described in section 2.8.3.
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[bookmark: _Ref61461935]Figure 15. Identifier Mapping for Server-initiated ODSA
Figure XX shows the suggested association between identity parameters   device identifiers for the Primary ODSA use case with Subscription Transfer where the old Primary Device’s SIM data is accessible. Authentication is performed using EAP-AKA with that SIM.
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Figure XX – Identifier Mapping for Primary ODSA when Requesting Device’s SIM data is accessible
[...]
[bookmark: _Ref61463777][bookmark: _Toc61529403]8. Primary ODSA Procedure Call Flows
 [,,,,]
[bookmark: _Ref61463778][bookmark: _Toc61529410]8.X	Subscription Transfer with EAP-AKA 
The following presents the case where: 
The Primary ODSA device application is allowed for the type of primary device and enabled by the Service Provider (entitled); 
The end-user requests subscription transfer on the old primary device which carries an active subscription with the SP and the end-user is accessible to the eSIM data;
There is no need to involve the SP's ODSA portal web server as the same type of subscription and plan is activated on the new primary device;
ECS is capable of handling EAP-AKA relay to a SP’s Authentication server (a 3GPP AAA for example).
Figure yy shows the steps of the flow for the activation of a subscription based on an existing subscription validated via EAP-AKA. The Primary ODSA app acquires proper entitlement and subscription data from the SP's ECS. The steps are:
1. User requests On-Device Activation via the Primary ODSA client application. The client discovers that the end-user wants to transfer an existing subscription and sends an initial request to the ECS, which includes proper old terminal and EAP_ID parameters.
2. The ECS detects EAP-AKA capability from client, initiates EAP procedure with AuthN server and obtains EAP Challenge.
3. Authentication of the end-user by the SP's 3GPP AAA server is performed using proper EAP-AKA exchanges (see 2.6.1 for details). 
4. At the conclusion of the Authentication, the ECS returns new ECS-generated AuthN Token to the ODSA application.
5. The Primary ODSA client application makes a CheckEligibility request to the ECS.
6. The ECS queries the SP back-end system managing the entitlements and profile associated with ODSA applications 
7. The ECS generates proper response with application status (ENABLED) 
8. The Primary ODSA client application sends a ManageSubscription request to the ECS to start the subscription procedure with the SP. If old_terminal_id is present, ECS recognizes that this request is from old primary device.
9. The ECS requests for a new subscription from the SP's back-end system.
10. A set of eSIM profile requests over the ES2+ interface (for example, DownloadOrder, ConfirmOrder and ReleaseProfile) is made to the SM-DP+, resulting in an activation code and ICCID of the profile to be downloaded onto the new primary device.
11. The ECS sends subscription information (details of the communication profile) back to the app along with subscription result (2-DOWNLOAD PROFILE). 
12. The ECS requests for a subscription cancellation from the SP's back-end system.
13. A set of eSIM profile requests is made to the SM-DP+ to cancel the current subscription.
14. The primary ODSA client application informs the eSIM in the new primary device to download the profile (e.g., QR Code scanning).
15. The new device's eSIM gets the profile from the SM-DP+ via ES9+ channel.
16. Optional - SP’s back-end system requests to make another ManageSubscription to the ECS by providing/confirming the Profile’s ICCID.
17. Optional - As a return, The ECS sends proper response. This response incudes newly created Subscription ID which is linked to the ICCID in the Subscription Management system.
18. As the new primary device’s subscription and service is in right state, primary device can initiate cellular service
[image: ]
Figure yy. Primary ODSA procedure for Subscription Transfer with EAP-AKA
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