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AI Mobile Device Definition
An AI mobile device refers to a mobile device that has the following characteristics:
1. On-device computational resources to enable AI deep learning and other AI algorithms based on either dedicated AI hardware or general hardware to support  deep learning AI applications.On-device AI deep learning and other AI algorithms computational resources based on either dedicated AI hardware or general hardware to support deep learning AI applications.
2. On-device AI software infrastructure to support the training of deep learning networks 
3. On-device AI software to perform inferencing using deep learning models
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Hardware performance measurements to be performed using the modified VGG network [REF].

	TS47_3.1_REQ_001
	An AI mobile device SHALL have a minimum of [TBD] int8 TOPS.

	TS47_3.1_REQ_002
	An AI mobile device SHALL have a minimum of [TBD] float16 TOPS

	TS47_3.1_REQ_003
	An AI mobile device SHALL have a minimum of [TBD] int8 TOPS/Watt.

	TS47_3.1_REQ_004
	An AI mobile device SHALL have a minimum of [TBD] float16 TOPS/Watt.
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AI mobile device software requirements:
	TS47_3.2_REQ_001
	An AI mobile device SHALL support on-device training model updates of an existing deep learning network.

	TS47_3.2_REQ_002
	An AI mobile device SHALL support native APIs to expose the AI hardware functions.

	TS47_3.2_REQ_003
	An AI mobile device SHALL support application APIs for third-party applications to access Computer Vision (CV), Automatic Speech Recognition (ASR), Natural Language Understanding (NLU) models.	Comment by Author: Need the definition of “application APIs”. Is this application API for native applications? 

	TS47_3.2_REQ_004
	An AI mobile device SHOULD provide an SDK to convert DNN models from an existing format to the native format of the AI mobile device. Non exhaustive examples of DNN model file format are: *.ckpt or *.pb，*.tflite, *.prototxt, *.pb or *.pth or *.pt, *.jason and *.onnx.

	TS47_3.2_REQ_005
	An AI mobile device SHOULD provide an SDK to support definition of new customized Deep Learning operators.



For the existing SDKs and APIs refer to Annex A.1.
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Privacy and security requirements for AI agent (informative)
	TS47_4.1_REQ_001
	The user SHALL be informed about how the AI agent may affect them.

	TS47_4.1_REQ_002
	The user SHALL be able to lodge a complaint against processing by AI agent, as appropriate. or to consent to it.

	TS47_4.1_REQ_003
	The decisions and recommendations made by the AI agent SHALL be understandable by a user.

	TS47_4.1_REQ_004
	The decisions and recommendations made by the AI agent SHALL be explained in a way that the user is able to understand the result.

	TS47_4.1_REQ_005
	The user SHALL be informed how to oppose and override the decision made by AI agent as appropriate.



[bookmark: _Toc16506737]Network Requirements to Support AI Mobile Devices (informative)	Comment by Author: Remove this section
	TS47_5_REQ_001
	Computation on AI mobile devices MAY be improved by offloading to MEC or Cloud to reduce latency and mobile power consumption.  



The ubiquitous AI mobile device will make AI computation a very important task for the network to bear, which will ultimately drive the network to change.
	TS47_5_REQ_002
	Cloud computing centres MAY have the ability to provide AI as a service.

	TS47_5_REQ_003
	MEC MAY have the ability to provide AI as a service, which is equivalent to location service, bandwidth management service and radio network information service, and provide unified open APIs [4].

	TS47_5_REQ_004
	Networks MAY gradually evolve from a communication platform to a platform that supports both communication and computation, in order to better support edge learning.


3 [bookmark: _Toc2342392][bookmark: _Toc11071595][bookmark: _Toc16506738]
 Privacy and Security Requirements
[bookmark: _Toc11071596][bookmark: _Toc16506739]Privacy requirement
[bookmark: _Toc16506740]General requirement on privacy preserving
Applicable law as it relates to privacy and security should be complied with in connection with AI on mobile devices.
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	TS47_6.2_REQ_001
	The AI Mobile Device SHALL use reasonable safeguards appropriate to the sensitivity of the information.



[bookmark: _Toc16506743]Security for AI applications
	TS47_6.2.1_REQ_001
	The security and the robustness of the AI models used by the AI mobile devices SHOULD be addressed with appropriate safeguards.

	TS47_6.2.1_REQ_002
	Defence techniques SHOULD take into account for protecting models' training from attacks. For example, in evasion attacks, data can be manipulated to mislead AI models.



For AI applications with high security requirements, defence techniques (e.g. network distillation, adversarial training, adversarial sample detection, etc.) are recommended to use on AI models to prevent them from evasion attacks. Also in poisoning attacks, attackers may deliberately influence the training data to manipulate the results of a predictive model. So with regards to AI applications with high security requirements, defence techniques (e.g. training data filtering, regression analysis, ensemble analysis, etc.) are recommended to use on AI models to prevent them from poisoning attack.
1) [bookmark: _Toc11071603]Biometric Authentication
	TS47_6.2.1_REQ_003
	Users' biometric data (such as facial data, fingerprint data, etc.) SHALL be encrypted. Encryption/decryption of the data SHALL be done in secure unit, and key materials SHALL also be stored in secure unit (SE) [6].

	TS47_6.2.1_REQ_004
	Biometric algorithms (such as face recognition algorithms, fingerprint algorithms, etc.) SHALL run in a secure execution environment such as trusted execution environment (TEE) [6].

	TS47_6.2.1_REQ_005
	If users' biometric data is replaced, the previous biometric data before the replacement SHALL be deleted completely, and cannot be recovered by data rollback.
The data SHALL also be wiped and made unrecoverable by device factory reset.



2) [bookmark: _Toc11071605]Speech
	TS47_6.2.1_REQ_006
	Voiceprint data SHOULD be stored on the device with encryption. The voiceprint data cannot be left to reside in memory. When the voiceprint data is deleted, it cannot be recovered by data rollback.
The data SHALL also be wiped and made unrecoverable by device factory reset.



3) [bookmark: _Toc11071606]Augmented Reality
	TS47_6.2.1_REQ_007
	Appropriate safeguards SHOULD be used to protect AR applications from malicious application attacks, such as spoofing user with information about the real world, sensory overload attacks, hijacking users' clicks, etc.
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