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	Term
	Description

	Discrete eUICC
	An eUICC implemented on discrete hardware

	IC Dedicated Software
	As defined in BSI-CC-PP-0084 [83] 

	Integrated eUICC 
	An eUICC implemented on a Tamper Resistant Element (TRE) that is integrated into a System-on-Chip (SoC), optionally making use of remote volatile/non-volatile memory

	Integrated eUICC Test Interface
	An external interface for the purpose of testing eUICC functionality.

	Integrated TRE
	A TRE implemented inside a larger System-on-Chip (SoC)

	Replay Attack
	An attack based on previously used or outdated data.

	Remote Memory
	Volatile or non-volatile memory residing outside of the TRE 

	Tamper Resistant Element
	A security module consisting of hardware and low-level software providing resistance against software and hardware attacks, capable of securely hosting operating systems together with applications and their confidential and cryptographic data.



[…]
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	Abbreviation
	Description

	RMPF
	Remote Memory Protection Function

	TRE
	Tamper Resistant Element
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	Ref
	Document
Number
	Title

	[83]
	BSI-CC-PP-0084-2014
	Security IC Platform Protection Profile with Augmentation Packages

	[84]
	NIST SP 800-108
	Recommendation for Key Derivation Using Pseudorandom Functions

	[85]
	BSI TR-02102-1
	Cryptographic Mechanisms: Recommendations and Key Lengths

	[86]
	ANSSI RGS v2 B1
	Référentiel Général de Sécurité version 2.0 Annexe B1

	[87]
	JIL-Application-of-Attack-Potential-to-Smartcards-v2-9
	Application of Attack Potential to Smartcards and Similar Devices
Version 2.9, Jan 2013

	[88]
	NIST SP 800-175B
	Guideline for Using Cryptographic Standards in the Federal Government: Cryptographic Mechanisms

	[89]
	SOG-IS
	SOG-IS Smartcards and similar devices CC supporting documents at this link: https://www.sogis.eu/uk/supporting_doc_en.html 
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	Requirement
	Description

	EUICC1
	The eUICC SHALL be a discrete or integrated tamper resistant component consisting of hardware and software, capable of securely hosting applications as well as confidential and cryptographic data.
Note: Wherever a distinction is required, the former is referred to as Discrete eUICC, and the latter as Integrated eUICC.

	EUICC3
	The Discrete eUICC SHALL be either removable or non-removable. 

	EUICC60
	An Integrated eUICC SHALL conform to the additional requirements defined in Annex J.

	EUICC61
	The Integrated eUICC SHALL be based on an Integrated TRE.

	EUICC62
	An Integrated eUICC SHALL be able to execute the test cases defined in SGP.23 [ref]. 
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[bookmark: _Toc504031516][bookmark: _Toc504403358]4.4.2 Eligibility Check Requirements
	Requirement
	Description

	ELG26
	An eUICC SHALL provide information indicating if it is a Discrete eUICC or an Integrated eUICC.




4.6 Device Requirements
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[…]
4.6.2	Devices with Integrated eUICC

	Requirement
	Description

	DIE1
	Access to any remote memory used by the TRE to store software and data as defined in GS02 SHALL be protected against attacks on availability (e.g. Denial of Service, memory corruption, tampering) by other Device components.



[…]
Annex J	Integrated eUICC Security Requirements (Normative)
J.1 General Security Requirements
	Requirement
	Description

	GS01
	An Integrated TRE MAY use a remote memory within the Device, dedicated to the Integrated TRE, to store software and data. Remote memory can be volatile or non-volatile. 

	GS02
	All Integrated eUICC software and data stored outside the Integrated TRE SHALL be protected by the Integrated TRE in order to ensure their confidentiality, their integrity, and software side channel protection.

	GS03
	All Integrated TRE software and data, including context, SHALL only be stored in protected memory as requested in paragraph 36 in BSI-CC-PP-0084 [83]. 

	GS04
	All Integrated TRE software and data stored outside an Integrated TRE SHALL be protected against replay attacks.

	GS05
	The Integrated TRE internal instruction and data buses SHALL be isolated from the rest of the SoC.

	GS06
	The other SoC components SHALL have no access to the Integrated TRE internal buses.

	GS07
	The Integrated TRE SHALL be the only entity to expose TRE data outside the Integrated TRE. 

	GS08
	The Integrated TRE SHALL have priority access to remote memory as defined in GS02 in cases of shared resource contention

	GS08
	All the credentials used to protect the data stored in the remote memory, dedicated to the Integrated TRE as per requirements GS02 and GS03, SHALL only be stored and used in the Integrated TRE.

	GS09
	The Integrated TRE SHALL be isolated from all other SoC components such that no other SoC components can have access to assets inside the Integrated TRE.

	GS10
	The Integrated TRE SHALL have a hardware and software protection means that controls the access to every function of the Integrated TRE (e.g. cryptographic unit). 

	GS11
	The Integrated TRE SHALL process/execute its data/software in a dedicated secure CPU contained within the Integrated TRE.

	GS12
	The Integrated TRE SHALL be resistant against hardware and software side-channel attacks (e.g. DPA, cache-timing attacks, EMA etc.).

	GS13
	All Integrated TRE software and data SHALL be exclusively processed within the Integrated TRE.

	GS14
	The Integrated TRE SHALL include in its security target the following threats for software and data managed by the TRE, but stored outside the TRE:
· leakage 
· probing
manipulation

	GS15
	The protection of software and data stored in remote memory as defined in GS02 SHALL be managed by the Integrated TRE using means which are independent of the remote memory implementation. 

	GS16
	All cryptographic processing used by the Integrated TRE SHALL be contained within the Integrated TRE.

	GS17
	All security mechanisms within the Integrated TRE SHALL withstand state of the art attacks.
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Note: IC Dedicated Software including its authentication by the TRE, is covered by BSI-CC-PP-0084 [83] and is not required to be augmented by this annex.
J.2 Security Certification
	Requirement
	Description

	SC01
	An Integrated TRE together with the RMPF SHALL be evaluated according to BSI-CC-PP-0084 [83] augmented with the requirements defined in this annex.
Note: The requirements relating to remote memory are only applicable when that type of memory is used by the Integrated TRE.

	SC02
	Evidence of Isolation (for example GS05, GS06, GS07, GS09) SHALL be assessed during evaluation.

	SC03
	Evidence of proper Life Cycle management of the Integrated TRE SHALL be assessed during evaluation.



J.3 Conformance claims
	Requirement
	Description

	CC01
	The Integrated TRE SHALL claim in its security target, that it comprises of Security IC and IC Dedicated Software regarded as a Security Integrated Circuit which implements all functional aspects specified by the BSI-CC-PP-0084 [83] protection profile augmented with the requirements defined in this annex.

	CC02
	The Integrated TRE SHALL provide resistance to attackers with “high” attack potential as defined by AVA_VAN.5 and ALC_DVS.2 in [87].

	CC03
	The Integrated TRE SHALL be evaluated against the requirements, methods of attacks and evaluation documents for smartcards and similar devices published by SOG-IS [89].



J.4 Security objectives
BSI-CC-PP-0084 [83] defines security problems related to the Security IC being evaluated and corresponding security objectives. Within BSI-CC-PP-0084 [83], the definitions do not take into account the implementation of the TRE within a SoC and the use of remote memory. In particular, Integrated TRE has to include additional security problems and objectives in its security target. The security target shall include the following in its security objectives:
	Requirement
	Description

	SO01
	The Integrated TRE SHALL define, in its security target, a security objective to protect software and data managed by the TRE and stored outside the TRE against:
· leakage
· probing
· manipulation



J.5 Security Functional Requirements
	Requirement
	Description

	IESFR01
	The Integrated TRE SHALL contain a Remote Memory Protection Function (RMPF) to protect software and data to be stored in remote memory, outside the TRE.

	IESFR02
	The RMPF SHALL reside in the Integrated TRE.

	IESFR03
	The RMPF SHALL ensure the following security properties: (1) confidentiality (2) integrity and (3) replay-protection.

	IESFR04
	The RMPF SHALL use keys that are either:
· derived from a secret TRE-unique seed(s), or;
· randomly generated within the Integrated TRE 

	IESFR05
	TRE-unique seed(s) used by RMPF SHALL be generated using a certified random number generator as required by BSI-CC-PP-0084 [83].

	IESFR06
	TRE-unique seed(s) used by the RMPF SHALL be generated inside the TRE.

	IESFR07
	The entropy of the TRE-unique seed(s) used by the RMPF SHALL be at least 256 bits.

	IESFR08
	Randomly generated keys used by the RMPF shall be at least 256 bits. 

	IESFR09
	The key derivation mechanism used by the RMPF SHALL be compliant with NIST SP 800-108 [84] and SHALL use:
· a block cipher with security strength equivalent to or greater than AES-256, or
· a hash function with security strength equivalent to or greater than SHA-256,

	IESFR10
	The keys used by the RMPF SHALL be protected by the TRE. 

	IESFR11
	Seed(s) used by the RMPF SHALL be restricted to the RMPF.

	Confidentiality Requirements

	IESFR12
	The RMPF SHALL provide confidentiality based on encryption using a cipher with security strength equivalent to, or greater than AES-256 and using a suitable mode of operation approved by NIST in NIST SP 800-175B [88] or recommended by BSI in BSI TR-02102-1 [85] or recommended by ANSSI RGS v2 B1 [86].

	Integrity and Authenticity

	IESFR13
	The RMPF SHALL use a cryptographic integrity mechanism with security strength equivalent to, or greater than SHA-256.

	IESFR14
	The RMPF SHALL provide authentication using a MAC based 
· on a block cipher using a cipher with security strength equivalent to or greater than AES-256, or
· on a hash function with security strength equivalent to or greater than SHA-256,
and using a mode of operation approved by NIST in NIST SP 800-175B [88] or recommended by BSI in BSI TR-02102-1 [85] or recommended by ANSSI RGS v2 B1 [86].

	IESFR15
	IESFR11 and IESFR21 MAY also be provided in combination by an authenticated encryption mode fulfilling both requirements.

	Replay protection

	IESFR16
	The RMPF SHALL detect any replay attack on the Integrated TRE.

	IESFR17
	The Integrated eUICC SHALL be resistant to replay attacks on the data stored in remote memory.

	IESFR18
	The RMPF SHALL NOT process data if it is unable to detect a replay attack.

	Test Interface

	IESFR19
	The Integrated eUICC Test Interface SHALL NOT affect the security requirements defined in this annex.

	IESFR20
	The Integrated eUICC Test Interface SHALL be compatible with commonly used interfaces for smartcard testing.




J.6 Identification
	Requirement
	Description

	ID01
	The Integrated eUICC SHALL allow the SM-DP+ to identify the type of the Integrated TRE including its component configuration (e.g. use of internal or remote memory, use of other optional components), its manufacturer, in addition to the RSP OS provider.



--------------------------------------  END OF CR  --------------------------------------
	Page 1 of 8
image1.jpeg




image2.emf
SoC

Remote Memory (optional)

Device

Integrated TRE

Volatile Non-Volatile

Instruction and data buses

... ...

Remote Memory 

Protection Function

PP-0084 Security IC

+IC Dedicated Software

+Augmentation for 

Remote Memory/Isolation

Isolation/Firewall/

Access Control

Secure CPU Cryptographic Processing


