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1.1 [bookmark: _Toc10766413]Overview
The combination of ETSI’s Integrated Smart Secure Platform (iSSP) technology with GSMA’s eSIM technology provides a number of benefits to industry stakeholders with regard to connected devices. This document identifies requirements that will allow the management of Profiles as defined for the eSIM ecosystem and Standalone Telecom Bundles according to the iSSP ecosystem in a unified way.
1.2 [bookmark: _Toc10766414][bookmark: _Toc327447333][bookmark: _Toc327548001][bookmark: _Toc327548201]Scope
This document  defines use cases and requirements for the remote provisioning of Profiles and Telecom Bundles onto Devices incorporating iSSP technology according to ETSI TS 103 465 [X] and ETSI TS 103 666-x [X], including the ability for:
· an SM-DP and SM-SR according to GSMA SGP.02 [X] to download Operational Profiles, also according to GSMA SGP.02 [X], into the iSSP;
· an SM-DP+ according to GSMA SGP.22 [X] to download eSIM Profiles, also according to GSMA SGP.22 [X], into the iSSP;
· an SPB Manager according to ETSI TS 103.465 [X] to download Telecom Bundles into the iSSP;
· Profiles and Telecom Bundles to be subsequently individually and collectively managed on the iSSP via a user interface.
The document also defines requirements relating to the PKI infrastructure for the management of Telecom Bundles.
The document also defines certification requirements for the iSSP Primary Platform, SPB Loader and SPB Manager.
Finally, the document defines an architecture as far as required for the coexistence and cooperation of the iSSP and the eSIM ecosystem.It is a goal of this specification to provide the basis for global interoperability for provisioning of mobile network access credentials in different deployment scenarios and to ensure a uniform experience for subscribers when managing access to mobile networks.
Editor’s note:  Although this document focuses on iSSP today, as soon as ETSI approves the eSSP requirements, these may be included.
1.3 [bookmark: _Toc10766415]Intended Audience
Technical experts working within Operators, Service Providers, SIM solution providers, Device vendors, standards organisations, network infrastructure vendors, Service Providers and other industry bodies.

1.4 [bookmark: _Toc10766416]Terms
The following terms are used throughout this document:
	Term 
	Description

	Active State
	The Secondary Platform is running.

	Enabled State
	The Secondary Platform Bundle can be activated.

	Disabled State
	The Secondary Platform Bundle cannot be activated.

	Deleted stateState
	The Secondary Platform Bundle and all its data are permanently deleted from the iSSP.*

	eUICC
	A removable or non-removable UICC which enables the remote and/or local management of Profiles in a secure way.
Note: The term originates from “embedded UICC”.

	M2M Profile
	A Profile as defined in SGP.01 and SGP.02, either within an eUICC or within an M2M Telecom Bundle.

	M2M Telecom Bundle
	A Telecom Bundle that, once installed on an iSSP, is functionally equivalent to an eUICC as described in SGP.01 and SGP.02 containing an M2M eUICC OS.

	Profile 
	A combination of data and applications to be provisioned on an eUICC for the purpose of providing services as defined in SGP.01 or SGP.21.
Editor’s note: Need to consider M2M equivalent.

	RSP Profile
	A Profile as defined in SGP.21 and SGP.22, either within an eUICC or within an RSP Telecom Bundle.

	RSP Activation Code
	Activation Code as defined by GSMA PRD SGP.22.

	RSP Device
	User equipment used in conjunction with an eUICC defined in SGP.21 and SGP.22 or with an iSSP having an RSP Telecom Bundle, to connect to a mobile network. e.g. a tablet, wearable, smartphone or handset.

	RSP Telecom Bundle
	A Telecom Bundle that, once installed on an iSSP, is functionally equivalent to an eUICC as described in SGP.21 and SGP.22 containing an RSP eUICC OS.

	SSP
	A Smart Secure Platform as defined in [X].

	SSP Device
	User equipment used in conjunction with an iSSP to connect to a mobile network. e.g. a tablet, wearable, smartphone or handset.

	SSP Profile
	This can be either an RSP Profile as defined in SGP.21 and SGP.22 or a Standalone Telecom Bundle.
Editor’s note: The name "SSP Profile” needs to be changed to clearly indicate that it is only for consumer use cases.

	Standalone Telecom Bundle
	A Telecom Bundle that is functionally equivalent to a traditional  UICC that does not support SGP.02 or SGP.22. .

	Telecom Activation Code
	Information issued by a Service Provider to an End User. It is used by the End User to request for the download and installation of an SSP Profile.

	Telecom Bundle
	As defined by ETSI TS 103 465. In the context of this specification, either a Standalone Telecom Bundle, an RSP Telecom Bundle, or an M2M Telecom Bundle.

	UICC
	TBD


1.5 [bookmark: _Toc10766417]Abbreviations
	Term 
	Description

	CI
	Certificate Issuer

	ETSI
	European Telecommunciation Standards Institute

	GCF
	Global Certification Forum

	GP
	GlobalPlatform

	GSMA
	GSM Association

	iSSP
	Integrated Smart Secure Platform

	LBA
	Local Bundle Assistant

	LPA
	Local Profile Assistant

	OEM
	Original Equipment Manufacturer

	PTCRB
	TBD

	RSP
	Remote SIM Provisioning

	SIM
	Subscriber Identity Module

	SM-DP+
	Subscription Manager Data Preparation (Plus)

	SPB
	Secondary Platform Bundle

	SPBL
	Secondary Platform Bundle Loader

	SSP
	Smart Secure Platform


1.6 [bookmark: _Toc10766418][bookmark: _Toc327548004][bookmark: _Toc327548204]References
	Ref
	Doc Number
	Title

	[bookmark: _Ref325119390]
	ETSI TS 103 465
	TBD

	[bookmark: _Ref327455043]
	ETSI TS 103 666-x
	TBD

	
	GSMA SGP.21
	TBD

	
	GSMA SGP.22
	TBD

	
	GSMA SGP.01
	TBD

	
	GSMA SGP.02
	TBD


2 [bookmark: _Toc10766419]SSP Provisioning System Architecture
This section contains the functional description of the SSP Provisioning system architecture for the SSP used in the context of this document.
2.1 [bookmark: _Toc10766420]iSSP architecture
In the context of using an iSSP, the architecture is as defined in [1].
[image: ]
[bookmark: _Ref432025663]Figure 1: iSSP Provisioning System Architecture

2.X	Hierarchy of the Telecom Bundles and Profiles
The following diagram shows the hierarchy of the Telecom Bundles and Profiles defined in this specification.
[image: ]
Figure X: Hierarchy of the Telecom Bundles and Profiles

3 [bookmark: _Toc10766421]Requirements
3.1 [bookmark: _Toc10766422]General
This section contains the general requirements.

	Req no.
	Description

	GEN1
	the iSSP SHALL conform to ETSI TS xxx [list of ETSI TS specifications to be completed – e.g. TS 103 465, TS 103 666-1, TS 103 666-2] plus any additional requirements in this specification.

	GEN2
	

	
	

	
	

	
	


: General Requirements
3.2 [bookmark: _Toc10766423]RSP Telecom Bundle
This section contains the requirements regarding the management of an RSP Telecom Bundle.

	Req no.
	Description

	RSPB1
	An RSP Telecom Bundle SHALL comply with the requirements for an eUICC described in SGP.21 and SGP.22, with the exceptions explicitly mentioned in this document. 

	RSPB2
	An iSSP SHALL be able to host and manage RSP Telecom Bundles.

	RSPB2X
	There shall be a Telecom Bundle Class to classify a Telecom Bundle as an RSP Telecom Bundle.

	RSPB3
	If Enabled or Active, an RSP Telecom Bundle SHALL be able to download and install a Profile sent from any SM-DP+ subject to technical compatibility.

	RSPBX1
	The metadata of each SSP Profile SHALL be accessible by the LBA regardless of the state of the SSP Profile to allow the End User to manage it along with other SSP Profiles.

	RSPBX2
	The End User SHALL be able to manage any kind of SSP Profile in a common way.


: RSP Telecom Bundle Requirements
3.3 [bookmark: _Toc10766424]Telecom Bundle
This section contains the requirements regarding the management of a Telecom Bundle in the context of this document.

	Req no.
	Description

	
	

	
	


: Telecom Bundle Requirements
3.4 [bookmark: _Toc10766425]LPA
This section contains the requirements regarding the LBA.

	Req no.
	Description

	
	

	
	


: LBA Requirements
3.5 [bookmark: _Toc10766426]Interaction with RSP system
This section contains the requirements regarding the interaction between the SSP and a RSP system. 

	Req no.
	Description

	
	

	
	


: Interaction Requirements
[bookmark: _Toc10766427]3.X	Telecom Activation Code
This section contains the requirements regarding the Telecom Activation Code.

	Req no.
	Description

	TAC1
	The format of the Telecom Activation Code SHALL allow an SSP Device to download a Telecom Bundle from a specific SPB Manager.

	TAC2
	The format of the Telecom Activation Code SHALL allow an RSP Device to download an RSP Profile from an SM-DP+.

	TAC3
	If the Telecom Activation Code allows an RSP Device to download an RSP Profile from an SM-DP+, the Telecom Activation Code SHALL be able to be processed by an LPA conforming to SGP.22 v2.1 [xx] or higher.

	TAC4
	[bookmark: _GoBack]Telecom Activation Codes that do not allow an RSP Device to download an RSP Profile from an SM-DP+ SHALL be formatted in a way that cannot be identified as an RSP Activation Code by an LPA conforming to SGP.22 v2.1 [xx] or higher.


Table X: Telecom Activation Code Requirements
Use Cases
[bookmark: _Toc10766428] Use Case Methodology
The following methodology was used to describe the use cases in this document:
	Term 
	Description

	Name
	A clear verb/noun or actor/verb/noun descriptor that communicates the scope of the use case.

	Brief Description
	A brief paragraph of text describing the scope of the use case.

	Roles
	A list of the types of users/entities who can engage in the activities described in the use case.

	Pre Conditions
	Anything the solution can assume to be true when the use case begins.

	Basic Flow
	The set of steps the actors take to accomplish the goal of the use case. A clear description of what the system does in response to each user action.

	Alternate Flows
	Capture the less common user/system interactions, such as being on a new computer and answering a security question.

	Exception Flows
	The things that can happen that prevent the user from achieving their goal, such as providing an incorrect username and password.

	Post Conditions
	Anything that must be true when the use case is complete.


[bookmark: _Toc533000466][bookmark: _Toc533000577][bookmark: _Toc10766429]Roles
The following roles are recognised:
	Role 
	Description

	Operator
	A Mobile Network Operator or Mobile Virtual Network Operator.

	Mobile Service Provider
	A company providing wireless cellular network services.

	Distributor
	Distributes product, may customise it prior to shipment.

	End User
	The person using the Device (this role may not exist for certain IoT devices).

	Remote SIM Provisioning System
	Responsible for the delivery and subsequent management of Subscription Credentials into a Device.

	M2M/IoT Service Provider
	An entity providing services for an M2M/IoT device.

	Secure Hardware Vendor
	Manufacturer of the tamper resistant entity (and its primary platform).

	Secure Image Provider  
	Provides SPB and SPBL (Image Maker and Image Delivery Server)

	SoC Vendor
	Integrated system-on-chip vendor.

	Solution Provider
	Could be operator for consumer (e.g., smartphone), a vertical solution provider for IoT, etc.

	Compliance Verifier
	GCF/PTCRB, GP, etc.

	Subscriber
	The person or entity that pays for Subscriptions

	Administrator
	A person or entity that manages the use of Subscriptions (e.g., consumer service provider, enterprise administrator, parental control, etc.)
•	perhaps two roles, one from the service provider side and another from the device/end-user side

	CI
	Certificate Issuer

	Device OEM
	The manufacturer of the Device.

	Wholesaler / Retailer
	

	
	

	
	


[bookmark: _Toc10766430]Entities
The following system entities are recognised:
	Entity 
	Description

	Subscription Credentials
	A combination of data and applications for the purpose of providing mobile service.

	Device
	User equipment used in conjunction with an eUICC to connect to a
mobile network. E.g. a tablet, wearable, smartphone handset, fitness tracker, vending machine, medical equipment, concrete strain guage, water level indicator, aircraft engine.

	Provisioning Credentials
	Subscription Credentials for providing data connectivity only for the purpose of downloading Subscription Credentials.

	Remote SIM Provisioning System
	Responsible for the delivery and subsequent management of Subscription Credentials into a Device.

	Subscription
	A particular mobile service


[bookmark: _Toc526160795][bookmark: _Toc526160964][bookmark: _Toc10766431]Use Cases
[bookmark: _Toc533000470][bookmark: _Toc533000581][bookmark: _Toc10766432]Consumer Use Cases
Standard
Brief Description
An End User has an open market device with no subscriptions installed and wishes to use the device with their favourite Mobile Service Provider for the period of their contract.
Roles
· End User
· Favourite Mobile Service Provider
Pre-Conditions
· The Device has no Subscription Credentials installed.
Basic Flow
· The End User obtains and enables for their device Subscription Credentials from their favourite Mobile Service Provider.
· At the end of contract the End User deletes the Subcription.
Alternate Flows
None
Exception Flows
None
Post Conditions
Success Conditions
· The End User is able to use the device with the Subscription they installed.
· The End User is able to delete the Subscription.
Failure Conditions
· The End User is not able to use the device with the Subscription they installed.
· The End User is not able to delete the Subscription.
Vacation
Brief Description
An End User has an open market device with a subscription to a particular Mobile Service Provider and wishes to use a local subscription from the same or different Mobile Service Provider whilst on holiday.
Roles
· End User
· Main Mobile Service Provider
· Holiday Mobile Service Provider
Pre-Conditions
· The Device has Subscription Credentials from the main Mobile Service Provider installed and enabled.
Basic Flow
· The End User obtains and enables for their device Subscription Credentials from the holiday Mobile Service Provider upon arrival at their holiday desitination.
· The End User re-enables the first Subscription upon arrival back home.
· The End User deletes holiday Subcription (as no longer needed).
Alternate Flows
None
Exception Flows
None
Post Conditions
Success Conditions
· The End User is able to use the holiday Subscription whilst on holiday.
· The End User is able to re-use their main Subscription upon arrival back home.
· The End User is able to delete the holiday Subscription.
Failure Conditions
· The End User is not able to install or enable the holiday Subscription.
· The End User is able to re-enable their main Subscription.
· The End User is not able to delete the holiday subscription.
DSDS
Brief Description
An End User aquires an open-market Device that supports DSDS capability and wishes to use that Device with three subscriptions, each coming from a different Mobile Service Provider, with any two of those subscriptions operational concurrently.
Roles
· End User
· Mobile Service Provider
Pre-Conditions
· At manufacture, the Device has Provisioning Credentials pre-installed.
· No other Subscription Credentials are installed in the Device.
· The Device has no physical SIM tray.
Basic Flow
· The End User obtains for that device Subscriptions Credentials into the Device from all three Mobile Service Providers (subsequently referred to as “Red”, “Blue” and “Green” subscriptions).
· The End User configures and operates both the “Red” and “Blue” subscriptions on the Device.
Alternate Flows
Alternate Flow 1
· The End User obtains for that device Subscriptions Credentials into the Device from all three Mobile Service Providers (subsequently referred to as “Red”, “Blue” and “Green” subscriptions).
· The End User configures and operates both the “Red” and “Green” subscriptions on the Device.
Alternate Flow 2
· The End User obtains for that device Subscriptions Credentials into the Device from all three Mobile Service Providers (subsequently referred to as “Red”, “Blue” and “Green” subscriptions).
· The End User configures and operates both the “Blue” and “Green” subscriptions on the Device.
Exception Flows
None
Post Conditions
Success Conditions
· The End User is able to configure and operate any two of the three subscriptions concurrently without problem.
Failure Conditions
· The End User is not able to configure one of the combinations of subscriptions for some reason.
· Not all of the subscription combinations, even if configured appropriately, provide the expected service.
Another Consumer Use Case
[bookmark: _Toc10766433]A.2.1.X	Telecom Activation Code
A.2.1.X.1	Brief Description
A Service Provider issues a Telecom Activation Code to an End User having a device, without knowing whether the device supports either eUICC, iSSP, or both eUICC and iSSP.
A.2.1.X.2	Roles
· End User
· Service Provider
A.2.1.X.3	Pre-Conditions
· The End User has a device.
A.2.1.X.4	Basic Flow
· The device supports iSSP only.
· The Service Provider issues a Telecom Activation Code that does not allow an RSP Device to download an RSP Profile from an SM-DP+.
· The End User obtains and inputs the Telecom Activation Code into the LBA.
· The device downloads a Telecom Bundle (either a Standalone Telecom Bundle or an RSP Telecom Bundle containing at least one RSP Profile) into the iSSP.
· The End User locally manages the downloaded Telecom Bundle to attach to the network.
A.2.1.X.5	Alternate Flows
A.2.1.X.5.1	Alternate Flow 1
· The device supports iSSP only.
· The Service Provider issues a Telecom Activation Code that allows an RSP Device to download an RSP Profile from an SM-DP+.
· The End User obtains and inputs the Telecom Activation Code into the LBA.
· The device downloads a Telecom Bundle (either a Standalone Telecom Bundle or an RSP Telecom Bundle containing at least one RSP Profile) into the iSSP.
· The End User locally manages the downloaded Telecom Bundle to attach to the network.
A.2.1.X.5.2	Alternate Flow 2
· The device supports iSSP only.
· The Service Provider issues a Telecom Activation Code that allows an RSP Device to download an RSP Profile from an SM-DP+.
· The End User obtains and inputs the Telecom Activation Code into the LBA.
· The device downloads an RSP Profile into an RSP Telecom Bundle on the iSSP.
· The End User locally manages the downloaded RSP Profile to attach to the network.
A.2.1.X.5.3	Alternate Flow 3
· The device supports iSSP only.
· The Service Provider issues an RSP Activation Code.
· The End User obtains and inputs the RSP Activation Code into the LBA.
· The device downloads an RSP Profile into an RSP Telecom Bundle on the iSSP.
· The End User locally manages the downloaded RSP Profile to attach to the network.
A.2.1.X.5.4	Alternate Flow 4
· The device supports eUICC only.
· The Service Provider issues a Telecom Activation Code that allows an RSP Device to download an RSP Profile from an SM-DP+.
· The End User obtains and inputs the Telecom Activation Code into the LPA conforming to SGP.22 v2.1 or higher.
· The device downloads an RSP Profile into the eUICC.
· The End User locally manages the downloaded RSP Profile to attach to the network.
A.2.1.X.6	Alternate Flow 5
· The device supports eUICC only.
· The Service Provider issues a Telecom Activation Code that does not allow an RSP Device to download an RSP Profile from an SM-DP+.
· The End User obtains and inputs the Telecom Activation Code into the LPA conforming to SGP.22 v2.1 or higher.
· The device recognises that it is not able to process the Telecom Activation Code and the procedure stops.
A.2.1.X.7	Post Conditions
A.2.1.X.7.1	Success Conditions
· The End User is able to download and locally manage an SSP Profile to attach to the network.
A.2.1.X.7.2	Failure Conditions
· The End User is not able to download an SSP Profile for some reasons including:
- The LPA on the device is not able to parse the Telecom Activation Code issued by the Service Provider.
IoT Use Cases
Vending Machine
Brief Description
A vending machine is installed in a particular geographical location and powered on. The machine is able to determine its location automatically, and download and use an appropriate subscription for that location, with no user intervention. This vending machine is later moved to a different location and, again, is able to download and use an appropriate subscription for that location if the current subscription is not suitable.
Roles
· One or more  Mobile Service Providers
Pre-Conditions
· The Device has Provisioning Credentials installed.
· The Device does not have any Operational Subscription Credentials installed.
Basic Flow
· When the vending machine is powered on, it connects to a mobile network using the Provisioning Credentials.
· The machine, once it determines its location, informs a backend management server, which then downloads suitable Operational Credentials for that location into the Device.
· The Device automatically switches to using these new Operational Subscription Credentials for mobile service.
· Later, the vending machine is moved to a different geographic location.
· When the machine is powered on, there is no service available using the current Operational Subscription Credentials.
· The Device automatically switches to using the Provisioning Credentials.
· The machine, once it determines its new location, informs the backend management server, which then downloads new suitable Operational Credentials for that location.
· The Device automatically switches to using these new Operational Subscription Credentials for mobile service.
Alternate Flows
None
Exception Flows
None
Post Conditions
Success Conditions
· The vending machine is always able to connect using Operational Subscription Credentials.
Failure Conditions
· The vending machine is is not able to download or connect using any of the Operational Subscription Credentials.
Medical
Brief Description
A medical device requires to have high data connection connection at all times. To achieve this it has a number of Subscription Credentials pre-installed at manufacture, and can automatically select between these, should the current mobile network service fall below an expected operational threshold.
Roles
· Several Mobile Service Providers
Pre-Conditions
· The Device has several Subscription Credentials installed.
Basic Flow
· When the medical device is powered on, it connects to a mobile network using the first set of Subscription Credentials.
· The Device then continually monitors the performance of the network, which at some later time falls below the threshold required.
· At that time, the device automatically switches to another set of Subscription Credentials to maintain service performance.
Alternate Flows
None
Exception Flows
None
Post Conditions
Success Conditions
· The Device is able to maintain service performance.
Failure Conditions
· The Device service performance falls below that required.
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