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	Comments
	This CR propose some modification in SGP21 regarding the LPA API access control by device applications. 
Note : all the text is new, the changes are reflecting the differences with the CR discussed in eSIM WG1#01, Beijing
This CR is the alternative 1
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	Term 
	Description

	Profile Access Control
	access control privilege given to a Device Applications by a Profile; each Profile is capable to define its own PAC

	User Access Control
	access control privilege given to a Device Application by the End User by explicit consent for a specific Local Profile Management Command; the End User can configure different settings for different Device Applications
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	Abbreviation
	Description

	PAC
	Profile Access Control

	UAC
	User Access Control
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	Req no.
	Description

	LPAAPIACX0
	LPA API Access Control MAY be implemented. If LPA API Access control is not implemented, User consent SHALL be captured each time an Device Application is requesting to execute an LPA API command.
If implemented, all requirements LPAAPIACXA to LPAAPIACX13 apply.

	LPAAPIACXA
	The Device SHALL support UAC mechanism

	[bookmark: _GoBack]LPAAPIACXB
	The Device SHALL/MAY support PAC mechanism
Note: If the Device does not support PAC mechanism, PAC requirements are not to be considered

	LPAAPIACX1
	LPA API command submitted requested by a Device Application SHALL be executed only if the :
· User consentUser Access Control has been set has been captured immediately before the execution offor this command 

OR
User Access Control has been set by the End User and 
· the Profile Access Control, if supported has been set for this Device Application. 
Note: if several Profiles are affected by the LPA API command, each Profile Access Control SHALL be set to execute the LPA API command

Such mechanism SHALL be enforced within the LPAby the Device.
Note: This requirement applies for all LPA API commands, including the profile installation. In such case, the PAC checking will be executed during the initialisation phase of Profile Download Procedure.

	LPAAPIACX2
	A Profile owner SHALL be able to define the PAC settings before the installation of a Profile

	LPAAPIACX3
	A Profile owner SHALL be able to update the PAC settings after the installation of the Profile

	LPAAPIACX4
	A Profile Owner SHALL be able to transmit PAC settings during the profile download procedure between the SMDP+ and the eUICC

	LPAAPIACX5
	A Profile Owner SHALL be able to transmit PAC settings after the installation of a Profile within an eUICC either via the ES6 interface or through a connection between a Managing SMDP+ and the eUICC

	LPAAPIACX6
	PAC settings SHALL be stored within the eUICC

	LPAAPIACX7
	The UAC settings SHALL be stored within the DeviceLPA.

	
	

	LPAAPIACX8
	UAC settings SHALL SHALL be configurable (set or unset) by the end user within the device at any point of time

	LPAAPIACX9
	The dDevice shall SHALL ensure uniqueness of the referred device application configured through the PAC and UAC

	LPAAPIACX10
	The architecture MAY support different PAC configurations as long as the different PAC settings can be set altogether.

	LPAAPIACX11
	the End User MAY configure different UAC settings for different Device Applications.

	LPAAPIACX12
	The PAC SHALL have a mechanism to be independent of the Device Application lifecycle.
Note : If such way/mechanism is enforced, an updated version of the Device Application will not impact the existing PAC.

	LPAAPIACX13
	The UAC SHOULD have a mechanism to be independent of the Device Application lifecycle.
Note : If such way/mechanism is enforced, an updated version of the Device Application will not impact the existing UAC.
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