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4.6.2	Devices with Integrated eUICC

	Requirement
	Description

	DIE1
	Access to any remote memory used by the TRE to store software and data as defined in GS02 SHALL be protected against attacks on availability (e.g. Denial of Service, memory corruption, tampering) by other Device components.

	DIE2
	The certification process for Integrated TRE using remote memory residing outside the SoC as per DIE1 SHALL cover the Integrated TRE, internal and external SoC interfaces, and remote memory residing outside the SoC.

	DIE3
	The certification process for Integrated TRE implementions SHALL ensure that software and data stored in remote memory residing outside the SoC as per DIE1 are protected against confidentiality, integrity, and availability attacks.

	DIE4
	The certification process for Integrated TRE implementions SHALL ensure that any interfaces between the Integrated TRE and the SoC are protected against confidentiality and integrity attacks. 
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J.1 General Security Requirements
	Requirement
	Description

	GS01
	An Integrated TRE MAY use a remote memory within the Device, dedicated to the Integrated TRE, to store software and data. Remote memory can be volatile or non-volatile. 

	GS02
	All Integrated eUICC software and data stored outside the Integrated TRE SHALL be protected by the Integrated TRE in order to ensure their confidentiality, their integrity, and software side channel protection.

	GS03
	All Integrated TRE software and data, including context, SHALL only be stored in protected memory as requested in paragraph 36 in BSI-CC-PP-0084 [83]. 

	GS04
	All Integrated TRE software and data stored outside an Integrated TRE SHALL be protected against replay attacks.

	GS05
	The Integrated TRE internal instruction and data buses SHALL be isolated from the rest of the SoC.

	GS06
	The other SoC components SHALL have no access to the Integrated TRE internal buses.

	GS07
	The Integrated TRE SHALL be the only entity to expose TRE data outside the Integrated TRE. 

	GS08
	The Integrated TRE SHALL have priority access to remote memory as defined in GS02 in cases of shared resource contention

	GS08
	All the credentials used to protect the data stored in the remote memory, dedicated to the Integrated TRE as per requirements GS02 and GS03, SHALL only be stored and used in the Integrated TRE.

	GS09
	The Integrated TRE SHALL be isolated from all other SoC components such that no other SoC components can have access to assets inside the Integrated TRE.

	GS10
	The Integrated TRE SHALL have a hardware and software protection means that controls the access to every function of the Integrated TRE (e.g. cryptographic unit). 

	GS11
	The Integrated TRE SHALL process/execute its data/software in a dedicated secure CPU contained within the Integrated TRE.

	GS12
	The Integrated TRE SHALL be resistant against hardware and software side-channel attacks (e.g. DPA, cache-timing attacks, EMA etc.).

	GS13
	All Integrated TRE software and data SHALL be exclusively processed within the Integrated TRE.

	GS14
	The Integrated TRE SHALL include in its security target the following threats for software and data managed by the TRE, but stored outside the TRE:
· leakage 
· probing
manipulation

	GS15
	The protection of software and data stored in remote memory as defined in GS02 SHALL be managed by the Integrated TRE using means which are independent of the remote memory implementation. 

	GS16
	All cryptographic processing used by the Integrated TRE SHALL be contained within the Integrated TRE.

	GS17
	All security mechanisms within the Integrated TRE SHALL withstand state of the art attacks.

	GSXX
	Integrated TRE implementations using remote memory outside the SoC SHALL implement mechanisms protecting access to remote memory as defined in DIE1.

	GSYY
	Integrated TRE implementations using remote memory outside the SoC  SHALL implement mechanisms protecting the integrity of remote memory contents as defined in GS02.

	GSZZ
	All Integrated TRE software and data stored in remote memory outside the SoC, per GS01 SHALL be protected against access by non Integrated TRE components. 
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