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========= Start of changes =======
Privacy and Security
[bookmark: _Toc99610615][bookmark: _Toc85612578]Privacy
[bookmark: _Toc99610616]Compliance with privacy laws
Test Purpose
To verify that DUT complies with the privacy laws.
Referenced Requirements
	TS47_4.1_REQ_001
	AI on mobile device SHOULD comply with the privacy laws in the country where the device is commercially retailed.


Preconditions 
None.
Initial Configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares AI on mobile deviceDUT complies with the requirement TS47_4.1_REQ_001.privacy laws in the country where the device is commercially retailed


[bookmark: _Toc85612579][bookmark: _Toc99610617]Personal data protection by default
Test Purpose
To verify that DUT protects personal data by default.
Referenced Requirements
	TS47_4.1_REQ_002
	Appropriate technical and organisational safeguards SHOULD be implemented to ensure that, by default, only the personal data reasonably necessary for a specific purpose are processed.


Preconditions 
None.
Initial Configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares DUT complies with the requirement TS47_4.1_REQ_002only the personal data reasonably necessary for a specific purpose are processed by default.


[bookmark: _Toc85612580][bookmark: _Toc99610618]AI Applications on-off
Test Purpose
To verify that 
 AI Applications which process Personal Data are switched off by default unless processing exclusively takes place locally on the device.
1) User can control the AI applications on-off
Referenced Requirements
	TS47_4.1_REQ_003
	AI Applications that process Personal Data SHALL be off by default unless processing exclusively takes place locally on the device.

	TS47_4.1_REQ_003.1
	The User SHOULD be allowed to control whether individual AI applications are switched on.

	TS47_4.1_REQ_003.2
	The User SHOULD be allowed to control whether individual AI applications are switched off.


Preconditions 
None.
Initial Configuration
DUT is Switched ON and registered with the network.
OEM provides the AI applications list the DUT supports.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check letter of commitment provided by OEMUse each AI application that is enabled on the device..
	Device performs the AI function as expected from the application.
Device does not exchange any AI application data with the network.OEM provides a letter of commitment that declares AI Applications are switched off by default unless Personal Data processing exclusively takes place locally on the device.

	2
	Check whether every individual AI application can be switched on/off. 
	All the individual AI applications can be switched on/off .


[bookmark: _Toc85612581][bookmark: _Toc99610619]
AI Applications on-off
Test Purpose
To verify that User can control the AI applications is ON or OFF.
Referenced Requirements
	TS47_4.1_REQ_003.1
	The User SHOULD be allowed to control whether individual AI applications are switched on.

	TS47_4.1_REQ_003.2
	The User SHOULD be allowed to control whether individual AI applications are switched off.


Preconditions 
DUT reset to factory default state.
Initial Configuration
DUT is Switched ON and registered with the network.
OEM provides the AI applications list the DUT supports.
Test procedure
	Step
	Test procedure
	Expected result

	2
	Check whether every individual AI application can be switched ON/OFF. 
	All the individual AI applications can be switched ON/OFF.



Responsibility of a Data Processor related to AI applications
Test Purpose
[bookmark: _Hlk84174251][bookmark: _Hlk84174230]To verify that a Data Processor related to AI applications has the responsibility to
1)  Be transparent with the User on the nature of the input data used in the AI processing (e.g. personal files, biometrics, …).
2)  Forbid transferring personal data processing off the device except if the User has explicitly agreed or other legal basis has been satisfied in accordance with the law.
3)  Forbid transferring results of on-device AI processing containing personal data off the device except if the User has explicitly agreed or other legal basis has been satisfied in accordance with the law.
Referenced Requirements
	TS47_4.1_REQ_004
	The AI Application on the AI Mobile Device SHALL be designed in such a way that a Data Processor will have the responsibility to:
1) Be transparent with the User on the nature of the input data used in the AI processing (e.g. personal files, biometrics, …).
2) Forbid transferring personal data processing off the device except if the User has explicitly agreed or other legal basis has been satisfied in accordance with the law.
3)  Forbid transferring results of on-device AI processing containing personal data off the device except if the User has explicitly agreed or other legal basis has been satisfied in accordance with the law.


Preconditions 
None.
Initial Configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares the DUT complies with the requirement TS47_4.1_REQ_004AI Applications are designed in such a way that a Data Processor will have the responsibility to:
1) Be transparent with the User on the nature of the input data used in the AI processing (e.g. personal files, biometrics, …).
2) Forbid transferring personal data processing off the device except if the User has explicitly agreed or other legal basis has been satisfied in accordance with the law.
3)  Forbid transferring results of on-device AI processing containing personal data off the device except if the User has explicitly agreed or other legal basis has been satisfied in accordance with the law.


[bookmark: _Toc99610620]Security
[bookmark: _Toc99610621]Requirement of information protection
Test purpose
To verify whether DUT has reasonable safeguards for information protection.
Referenced requirements
	TS47_4.2_REQ_001
	The AI Mobile Device SHALL use reasonable safeguards appropriate to the sensitivity, confidentiality and integrity of the information.


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares the DUT complies with the requirement TS47_4.2_REQ_001AI Mobile Device use reasonable safeguards appropriate to protect the sensitivity, confidentiality and integrity of the information.


[bookmark: _Toc99610622]
Requirement of personal data collection control
Test purpose
To verify that the user is in control of the collection of their personal data and its usage.
Referenced requirements
	TS47_4.2_REQ_002
	Except as required or permitted by applicable law, the User SHALL always remain in control of the collection of their personal data and its usage, in order to minimise the risk of malicious usage or data leakage.


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares the DUT complies with the requirement TS47_4.2_REQ_002User always remains in control of the collection of their personal data and its usage, except as required or permitted by applicable law.


[bookmark: _Toc99610623]
Requirement of Off toggle switches
Test purpose
To verify whether there are Off ‘toggle’ switches that can be used to turn OFFoff the functionality, except as permitted or required by applicable law.
Referenced requirements
	TS47_4.2_REQ_003
	Off ‘toggle’ switches SHALL turn off the functionality, except as permitted or required by applicable law.


Preconditions 
DUT reset to factory default state.
OEM provides Self declare FORM that list all the Off ‘toggle’ switches.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares Off ‘toggle’ switches turn off the functionality, except as permitted or required by applicable law.

	2
	Check all OFFff ‘toggle’ switches with Self declare FORM provided by OEM do turn OFF the corresponding AI function. 
	All the OFFff ‘toggle’ switches turn OFFoff the functionality, except as permitted or required by applicable law.


[bookmark: _Toc99610624]
Requirement of manipulation techniques
Test purpose
To verify that the techniques (such as ‘Dark Pattern’) that manipulate the user’s choice are not used.
Referenced requirements
	TS47_4.2_REQ_004
	Techniques, such as ‘Dark Patterns’, that manipulate the User’s choice SHALL NOT be used.


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares DUT complies with the requirement TS47_4.2_REQ_004.Techniques (such as ‘Dark Patterns’) that manipulate the User’s choice are not used.



[bookmark: _Toc99610625]Security for AI applications
Requirement of AI models
Test purpose
To verify that the AI models used by an AI Mobile Device meet the secure requirements.
Referenced requirements
	TS47_4.2.1_REQ_001
	The AI models used by an AI Mobile Device SHOULD be secure and robust, and be protected with appropriate safeguards to prevent and to mitigate attacks.


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares the DUT complies with the requirement TS47_4.2.1_REQ_001.AI models used by an AI Mobile Device are secure and robust, and are protected with appropriate safeguards to prevent and to mitigate attacks.



Requirement of training data protection
Test purpose
To verify that defence techniques are deployed to protect the training data for protecting models.
Referenced requirements
	TS47_4.2.1_REQ_002
	Defence techniques SHOULD be employed to protect the training data for protecting models. For example, in evasion attacks, data can be manipulated to mislead AI models


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares the DUT complies with the requirement TS47_4.2.1_REQ_001.defence techniques are deployed to protect the training data for the AI models that being used natively on DUT.


Requirement of autonomous AI Mobile Device operations
Test purpose
To verify that Autonomous AI Mobile Device operations meet the secure requirements.
Referenced requirements
	TS47_4.2.1_REQ_003
	Autonomous AI Mobile Device operations SHALL be controlled, and/or authorized by the authenticated User.


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment declares the DUT complies with the requirement TS47_4.2.1_REQ_003. that Autonomous AI operations are controlled, and/or authorized by the authenticated User on DUT.


Requirements of Secured Environment
Test purpose
To verify that AI mobile device operations are performed in the secured environment.
To verify that Data and metadata are stored with encryption, and keys are stored in the Secured Environment.
Referenced requirements
	TS47_4.2.1_REQ_004
	AI Mobile Device operations SHOULD be performed in the Secured Environment [4], e.g. a secure boot and upgrade is enforced, and the system integrity is protected.

	TS47_4.2.1_REQ_005
	Data and metadata for AI Mobile Device SHALL be stored with encryption with keys that are stored securely in a Secured Environment, e.g. Trusted Execution Environment (TEE).


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares  the DUT complies with the requirements TS47_4.2.1_REQ_004 and  TS47_4.2.1_REQ_005AI Mobile Device operations are performed in the Secured Environment and data and metadata for AI Mobile Device are stored with encryption with keys that are stored securely in a Secured Environment.


Requirement of Biometric Data for authentication
Test purpose
To verify that Biometric Data processed by an AI Application used for authentication within the AI Mobile Device are not transferred off the device.
Referenced requirements
	TS47_4.2.1_REQ_006
	Biometric Data, which are processed by an AI Application (e.g. templates) used for authentication within the AI Mobile Device, SHALL NOT be transferred off the device.


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares the DUT complies with the requirement TS47_4.2.1_REQ_006.Biometric Data processed by an AI Application used for authentication within the AI Mobile Device are not transferred off the device.


Requirements of Biometric Data
Test purpose
To verify that:
2) Users' Biometric Data are encrypted when at rest on the device. 
3) Encryption/decryption of this data is performed in a Secured Environment.
4) Biometric Data are stored in the Secured Environment.
Referenced requirements
	TS47_4.2.1_REQ_007
	Users' Biometric Data (such as facial data, fingerprint data, etc.) SHALL be encrypted when at rest on the device. Encryption/decryption of this data SHALL be performed in a Secured Environment.

	TS47_4.2.1_REQ_007.1
	Biometric Data SHALL also be stored in the Secured Environment.

	TS47_4.2.1_REQ_011
	Voiceprint Data SHOULD be stored on the device with encryption.


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares the DUT complies with the requirements TS47_4.2.1_REQ_007, TS47_4.2.1_REQ_007.1 and TS47_4.2.1_REQ_011.:
Users' Biometric Data are encrypted when at rest on the device.
Encryption/decryption of Biometric Data is performed in a Secured Environment.
Biometric Data are stored in the Secured Environment.


Requirement of biometric algorithms
Test purpose
To verify that biometric algorithms are run in a private and Secure Environment.
Referenced requirements
	TS47_4.2.1_REQ_008
	Biometric algorithms (such as face recognition algorithms, fingerprint algorithms, etc.) SHOULD run in a private and Secure Environment such as a Trusted Execution Environment (TEE).


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares the DUT complies with the requirement TS47_4.2.1_REQ_008.biometric algorithms are run in a private and Secure Environment such as a Trusted Execution Environment (TEE).


Requirement of Biometric Data replacement
Test purpose
To verify that Biometric Data replacement meets the secure requirements.
Referenced requirements
	TS47_4.2.1_REQ_009
	If Users' Biometric Data is replaced, the previous Biometric Data before the replacement SHALL be deleted completely and permanently and not be recoverable by data rollback.

	TS47_4.2.1_REQ_013
	When the Voiceprint Data is permanently and completely deleted, it SHALL NOT be recoverable by data rollback


Preconditions
Select Biometric data to use i.e., fingerprint, 2D facial, 3D facial or voice print.
Prepare different selected Biometric Data 1 for User 1 and User 2.
and Biometric Data 2 for testing.
Note: Biometric Data involve finger, face or voice, etc.
Initial configuration
DUT is Switched OFFff.
Biometric Data for User 1 is pre-stored on DUT with user’s consent.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Switch DUT ONon.
	DUT is in idle mode.

	2
	Use selected Biometric Data for User 1 to login/unlock AI applications.
	TheAI applications can execute with Biometric Data for User 1 can login/unlock AI application.

	3
	Replace Biometric Data for User 1 with Biometric Data for User 2.
	Users' Biometric Data is updated and Biometric Data for User 1 is deleted.

	4
	Use Biometric Data for User 1 to login/unlock AI applications
	AI applications cannot be unlocked/logedinexecuted.

	5
	Use Biometric Data for User 2 to login/unlock AI applications
	The Biometric Data for User 2 can login/unlock AI application.AI applications can be executed.

	6
	Execute data rollback operation.	Comment by QC: What does this mean? Does it mean to restore ALL of the personal data/settings from backup?
If that is the case then:
- there should be initial conditions to back-up the personal data/settings.
- this step should say ‘Restore personal data/device settings from backup.
	

	7
	Use Biometric Data for User 1 to login/unlock AI applications
	AI applications cannot be unlocked/logedinexecuted.

	8
	Use Biometric Data for User 2 to login/unlock AI applications
	The Biometric Data for User 2 can login/unlock AI application.AI applications can execute with Biometric Data 2.

	9
	Delete all the Biometric Data on DUT.
	Users’ Biometric Data is wiped out and cannot be found on DUT.

	10
	Use Biometric Data for User 1 and Biometric Data 2 to Execute AI applications respectivelylogin/unlock AI application.
	AI applications cannot be unlocked/logedinexecuted.

	11
	Use Biometric Data for User 2 login/unlock AI application.
	AI applications cannot be unlocked/logedin.



Requirement of device factory reset
Test purpose
To verify that the Biometric Data are wiped out and made unrecoverable by a device factory reset.
Referenced requirements
	TS47_4.2.1_REQ_010
	The Biometric Data SHALL be wiped and made unrecoverable by a device factory reset.

	TS47_4.2.1_REQ_014
	The Voiceprint Data SHALL be wiped and made unrecoverable by a device factory reset.


Preconditions
Select Biometric data to use i.e., fingerprint, 2D facial, 3D facial or voice print
Prepare User1’s biometric data as Biometric Data for User 1.
Initial configuration
DUT is Switched OFF.
Biometric Data 1 is pre-stored on DUT with user’s consent.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Switch DUT ONon.
	DUT is in idle mode.

	2
	Execute AI applications with Biometric Data for User 1.
	AI applications can be executed with Biometric Data for User 1.

	3
	Execute factory reset on DUT
	

	4
	Check the information of Biometric Data on DUT.
	Biometric Data 1 is wiped out.

	5
	Execute AI applications with the Biometric Data for User 1.
	AI applications cannot be executed.



Requirement of temporary Voiceprint Data
Test purpose
To verify that the temporary Voiceprint Data do not remain in the memory after processing.
Referenced requirements
	TS47_4.2.1_REQ_012
	The temporary Voiceprint Data SHALL NOT remain in the memory after processing.


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares the DUT complies with the requirement TS47_4.2.1_REQ_012.temporary Voiceprint Data do not remain in the memory after processing.



Requirement for Voice replay attack defencse
Test purpose
To verify that the device can be resistant to voice replay attacks.
Referenced requirements
	TS47_4.2.1_REQ_015
	The device SHOULD be resistant to voice replay attacks.


Preconditions 
Prepare voice replay samples.
OEM provides list of AI applications controlled with voice print.

Test Environment preparation
The background noise is as defined for Scenario 1, 2 & 3 inrefer section 6.4.1to TS.29 Smartphone Performance Test Case Guideline [4], section 6.1.2.1 - 6.1.2.3.
Test Dataset
Voice replay test dataset should be prepared by recording the user’s wake-up words for the AI application that support voice recognition.
Look into the Self declare Form to see what AI applications support voiceprint recognition are preloaded on DUT (Self declare FORM).
Initial configuration
DUT is Switched OFF.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Switch DUT ONon.
	DUT is in idle mode.

	2
	Repeat steps 3 to 5 for each background scenario listed in the Preconditions.
	

	3
	Configure selected background noise scenario.
	Background noise is active.

	42
	Open the AI applications that support voice recognition and use voice replay test dataset to perform voice replay attacks. under different background noise.
	AI applications cannot execute with voice replay test dataset under all background noise.

	5
	Repeat step 3 and 4 for the next back ground scenario.
	



Requirement of AR applications
Test purpose
To verify that appropriate safeguards are used to protect AR applications from malicious application attacks.
Referenced requirements
	TS47_4.2.1_REQ_016
	Appropriate safeguards SHOULD be used to protect AR applications from malicious application attacks, such as spoofing a User with information about the real and/or virtual world, sensory overload attacks, hijacking the User's clicks, etc.


Preconditions 
None.
Initial configuration
None.
Test procedure
	Step
	Test procedure
	Expected result

	1
	Check the letter of commitment provided by OEM.
	OEM provides a letter of commitment that declares the DUT complies with the requirement TS47_4.2.1_REQ_016.appropriate safeguards are used to protect AR applications from malicious application attacks.





========= End of changes =======
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