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[bookmark: _Toc100853665]High-Level Security Requirements
The OP architecture shall comply with the following security requirements:
The OP shall expose operator network functions and resources data (e.g., compute and storage) following the 'need-to-know' principle and only for the legitimate scenarios expected in the PRD.
The OP shall expose operator network functions and resources data (e.g., compute and storage) following the 'need-to-know' principle and only for the legitimate scenarios expected in the PRD. 
The OP shall not expose its configuration data and internal topology (referred to as topology hiding). 
The OP shall apply data protection mechanisms to assure data availability, confidentiality, authenticity, and integrity. Data shall be protected both during storage and processing.
The permitted data (i.e., data that may be shared on the need-to-know principle) shall be exposed only to authorised and authenticated entities in a secure way. This means: 
protecting the data in transit, via encrypted and integrity protected channels, to prevent data interception and manipulation, as well as to prevent intervening attacks, while also assuring user privacy protection;
in storage and execution, via technological means, e.g., log file or database access controls, trusted enclaves.
The OP shall implement role-based access control for configuring users, with policies defined and enforced, ensuring a secure binding between services and authorised entities.
The OP shall adopt an integrity protection mechanism for the various identifiers in use (such as resource IDs, user/subscriber IDs, session IDs, application IDs) to prevent user and resource usage tracking, ensuring privacy protection.
The OP shall require operational procedures to carry out security hardening. This hardening includes, e.g., auditing to ensure that software patches are up to date, publishing regular security audits.
The OP shall adopt certificate-based authentication with a federation certificate authority, as described in [24].
The OP shall apply protection mechanisms to ensure service availability to prevent attacks targeting the availability of exposed applications/services, e.g., denial of service attacks and brute force attacks.
Telemetry for intrusion detection should be supported.
The OP shall adopt best practices of 3GPP SA3 on the selection of security protocols, certificate authorities, as described in [24] and elsewhere, as provided in the References list in Annex E.
Services, processes, and tenants running in containers and virtual machines, and their data, shall be protected. Approaches to protecting them include process isolation via name-spacing or hypervisor controls and trusted enclaves.
Best practices for DevSecOps (i.e., the practice of introducing security practices into DevOps), as described in [14], should be followed.
Security Controls related to Edge computing, as described in [14], should be followed.
The OP shall employ telemetry and analytics to detect and report application security policy violations at runtime to localise and isolate malicious application behaviour.
The OP shall employ telemetry and analytics to detect Distributed Denial of Service (DDoS) attacks against the network and enable rate-limiting and traffic isolation in network segments and endpoints.
The OP should support hardware-root-of-trust (e.g. TPM) based security keys for platform integrity checks, mutual authentication, and the establishment of secure tunnels with tenants/application service providers. 
Note: 	A future phase of this work will investigate defining security levels between operators.
The OP should support a secure DNS service to avoid attacks that exploit DNS, such as impersonation attacks. 
Note:	A future phase of this work will investigate secure DNS options and options for including a DNS service in an Edge architecture.
The OP should support TCP proxies to avoid server IP address guessing and TCP connection hijacking. 
The OP should support flow-control on invoking application services control plane APIs to protect federated services from abuse of these APIs.
The OP should support different role-based privileges for such roles as OP tenants and network/infrastructure operators to control unauthorised access to application serverslice management of shared/virtualised resources.
The OP should enable network/slice application server resource management through allocation, isolation, telemetry, analytics, and quota enforcement to meet slice/shared network resource agreed SLA requirements. 
The OP should enable resource isolation, sharing authorisation, and residual data clean-up to protect shared network resources/slices from tampering and data theft.
The OP should employ message filtering of HTTP control plane signalling and firewall configurations to protect network resources from spoofing attacks from roaming interconnections. 
The OP should enable security audits on the access privilege management to avoid identity theft or fraud.
The OP should employ secure storage of account credentials to avoid identity theft or fraud.
The OP shall employ secure initialisation and secure configuration data storage to avoid the exploitation of network configuration data weaknesses.
The OP should provide hardware root-of-trust based tools to guard network configuration status.
The OP should support centralised and unified log management to protect from any tampering, whether malicious or inadvertent, 
The OP should support the automation of security operations.
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