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1. Introduction
[bookmark: _Toc327447333][bookmark: _Toc327548001][bookmark: _Toc327548201][bookmark: _Toc54104619][bookmark: _Toc54267731][bookmark: _Toc75969817][bookmark: _Toc327548006][bookmark: _Toc327548206][bookmark: _Toc330993689]Definitions
	Term 
	Description

	Application Client
	[bookmark: _Hlk41576674]The application functionality deployed on the User Equipment. It works with the User Client (UC) to use the Edge Cloud service provided by the Operator Platform

	Application Instance
	A single deployment of an Edge Application.

	Application Provider
	The provider of the application that accesses the OP to deploy its application on the Edge Cloud, thereby using the Edge Cloud Resources and Network Resources. An Application Provider may be part of a larger organisation, like an enterprise, enterprise customer of the OP, or be an independent entity.

	Availability Zone
	An OP Availability Zone is the equivalent of an Availability Zone on Public Cloud. An Availability Zone is the lowest level of abstraction exposed to an Application Provider who wants to deploy an Application on Edge Cloud. Availability Zones exist within a Region. Availability Zones in the same Region have anti-affinity between them in terms of their underlying resources - this ensures that in general terms, when an Application Provider is given a choice of Availability Zones in a Region, they are not coupled which ensures separation and resilience.

	Capability Exposure Role
	The OP role in charge of the relationship with the Application Providers. It unifies the use of multiple Edge Clouds, which may be operated by different Operators/OP Partners and accessed through different Operator Platforms. 

	Certificate Authority
	An entity that issues digital certificates.

	Cloudlet
	A point of presence for the Edge Cloud. It is the point where Edge Applications are deployed. A Cloudlet offers a set of resources at a particular location (either geographically or within a network) that would provide a similar set of network performance.

	Data collection interval
	A common interval for data reporting that should be negotiated to facilitate federation.

	Data Protection
	Legal control over access to and use of data stored in computers.

	East/Westbound Interface
	The interface between instances of the OP that extends an operator's reach beyond their footprint and subscriber base.

	Edge Application
	The application functionality deployed on the cloudlet

	Edge Cloud
	Cloud-like capabilities located at the network edge including, from the Application Provider's perspective, access to elastically allocated compute, data storage and network resources. 
Edge Clouds are targeted mainly at Edge-Enhanced Applications and Edge-Native Applications. 
In the context of this document, the Edge Cloud is managed by an Operator Platform's Service Resource Manager Role.
The phrase "located at the infrastructure edge" is not intended to define where an Operator deploys its Edge Cloud. The Edge Cloud is expected to be closer (for example, latency, geolocation, etc.) to the Application Clients than today's centralised data centres, but not on the User Equipment, and could be in the last mile network.
Note 1:	This definition is based on that in "Open glossary of edge computing", v2.0 [3].

	Edge Cloud Resources
	In the context of this document, resources of the Edge Cloud Service that are managed by the Service Resource Manager Role.

	Edge-Enhanced Application

	An application capable of operating in a centralised data centre but which gains performance, typically in terms of latency, or functionality advantages when provided using an Edge Cloud. These applications may be adapted from existing applications that operate in a centralised data centre or may require no changes. 
Note 1:	This definition is based on that in "Open glossary of edge computing", v2.0 [3].

	Edge-Native Application

	An application that is impractical or undesirable to operate in a centralised data centre. This can be due to a range of factors from a requirement for low latency and the movement of large volumes of data, the local creation and consumption of data, regulatory constraints, and other factors. These applications are typically developed for, and operate on, an Edge Cloud. They may use the Edge Cloud to provide large-scale data ingest, data reduction, real-time decision support, or solve data sovereignty issues. 
Note 1:	This definition is based on that in "Open glossary of edge computing", v2.0 [3].

	Federation Broker Role
	The OP role in charge of easing the relationship between federated OPs. For example, it allows an OP to access many other OPs through a single point of contact and simplify its contractual relationships. 
The Federation Broker Role is optional since a federation can be performed directly between two Federation Managers (in a one-to-one relationship).

	Federation Manager Role
	The OP role that publishes and provides access to the resources and capabilities of another OP, including its Capability Exposure Role and Service Resource Manager Role.

	Flavour
	A set of characteristics for compute instances that define the sizing of the virtualised resources (compute, memory, and storage) required to run an application. Flavours can vary between operator networks.

	Home OP
	The Operator Platform instance belonging to the subscriber's Operator; that is, whose PLMN identity (MCC and MNC) matches with the MCC and MNC of the subscriber's IMSI, as defined in 3GPP TS 23.122 [X1].	Comment by Sandra Ondrusova: Reference missing
Note: non-SIM devices are for further study

	Leading OP
	The Operator Platform instance connected to the Application Provider and receiving the onboarding requests, sharing them to the selected federated platforms/operators.

	Local Breakout
	Edge Cloud Services are provided to a roamed UE by the Visited OP, rather than by the Home OP

	Network Resource Location
	The Network Resource Location is how near to the edge or the centre of the network an application is instantiated and Cloud resources are consumed. Whilst typically, an OP deploys an application on a Cloudlet at the edge of the network, it may choose to deploy it, for example, at a Regional level or centrally (but within the OP). The OP decides on the Network Resource Locations.

	Network Resources
	In the context of this document, the network services and capabilities provided by the Operator that are managed by the Service Resource Manager Role.

	Non-SIM User Equipment (Non-SIM UE) 
	Any device that is used by end-user that does not require SIM to access communication services. Examples of such devices are Tablets, Laptops, VR headsets, gaming consoles, IoT sensors etc. UCs and Application Clients are deployed on the Non-SIM User Equipment.

	Northbound Interface
	The interface that exposes the Operator Platform to Application Providers

	Operator
	In the context of GSMA OP, an Operator is a network operator that deploys an Edge Cloud, provides connectivity to User Equipment and has an Operator Platform.

	Operator Platform
	An Operator Platform (OP) facilitates access to the Edge Cloud capability of an Operator or federation of Operators and Partners. It follows the architectural and technical principles defined in this document. 
NOTE: Future versions of this document may extend the capabilities of the Operator Platform. 

	Partner
	An entity or other party that offers and provides a service or resource, in the context of the Operator Platform's federation, to other partners. Each partner hosts an OP and offers the resources through its E/WBI federation. For example, a partner can be an Operator that provides network, subscribers and cloud services or a hyperscaler / cloud provider that offers cloud services only.

	Partner OP
	An Operator Platform that federates with another Operator Platform and through the E/WBI offers its Edge Cloud capabilities to the other Operator Platforms.

	Region
	An OP Region is equivalent to a Region on a public cloud. The higher construct in the hierarchy exposed to an Application Provider who wishes to deploy an Application on the Edge Cloud and broadly represents a geography. A Region typically contains one or multiple Availability Zones. A Region exists within an Edge Cloud.

	Regional Controller
	The Regional Controller functions at the geographic Region level wherein it manages Cloudlets within that geography. The size of Cloudlets and the scope of geography managed by a Regional Controller is up to the operator to define.

	Representational Consistency
	Representational Consistency means that the information elements that the Application Provider exchanges with an Edge Cloud do not change as a function of the Partner OP with which it is ultimately interacting. This implies that a function of the Capabilities Exposure Role is to provide a consistent information model.

	Service Continuity
	The uninterrupted user experience of a service, including in those cases where the IP address or anchoring point change

	Service Resource Manager Role
	The OP role in charge of orchestrating Edge Cloud Resources and Network Resources for use by Application Providers and end-users. This role includes managing the application load over the Edge Cloud, the configuration of network capabilities, and the relationship with the UC.

	Session Continuity
	The continuity of a PDU Session. For PDU Session of the IPv4 or IPv6 or IPv4v6 types, "Session Continuity" implies that the IP address is preserved for the lifetime of the PDU Session

	Southbound Interface
	Connects the OP with the specific operator infrastructure that delivers the network, cloud and charging services and capabilities.

	Tenant
	A Tenant is the commercial owner of the applications and the associated data. 
Note: It is for further study how to align this concept with the commercial track. 

	Tenant Space
	A Tenant Space is a subset of resources from a Cloudlet that are dedicated to a particular tenant. A Tenant Space has one or more Virtual Machines (VMs) running native or containerised applications or cover a complete server.

	User Client
	Functionality that manages on the user's side the interaction with the OP. The User Client (UC) represents an endpoint of the UNI and is a component on the User Equipment. 
NOTE: Different implementations are possible, for example, OS component, separate application software component, software library, SDK toolkit and so on.

	User Equipment (UE)
	Any device with a SIM used directly by an end-user to communicate. UCs and Application Clients are deployed on the User Equipment. By default, the term “UE” means UE with the explicit SIM-based Telecom wireless network connectivity throughout the document.  

	User-Network Interface
	Enables the UC hosted in the user equipment to communicate with the OP.

	Visited OP
	The Operator Platform instance that belongs to the Operator providing access to a roaming subscriber; that is, whose PLMN identity (MCC and MNC) matches with the MCC and MNC of a roaming subscriber's current VPLMN.
Note: non-SIM devices and non-3GPP access are for further study



[bookmark: _Toc327447334][bookmark: _Toc327548002][bookmark: _Toc327548202][bookmark: _Toc54104620][bookmark: _Toc54267732][bookmark: _Toc75969818]Abbreviations
	Term 
	Description

	5G
	5th Generation Mobile Network

	5GC
	5G Core

	AAA
	Authentication, Authorisation and Accounting

	AAF
	Application Authorisation Framework

	AF
	Application Function

	AMF
	Access and Mobility Management Function

	API
	Application Programming Interface

	AR
	Augmented Reality

	B2B
	Business to Business

	B2B2C
	Business to Business to Consumer

	B2C
	Business to Consumer

	CDM
	Common Data Model

	CER
	Capabilities  Exposure Role

	CI/CD
	Continuous Integration / Continuous Development and Deployment

	CISM
	Container Infrastructure Service Manager

	CPU
	Central Processing Unit

	CRUD
	Create, Read, Update and Delete

	DBaaS
	DataBase as a Service

	DC
	Data Centre

	DDoS
	Distributed Denial of Service

	DL
	DownLink

	DNAI
	Data Network Access Identifier

	DNN
	Data Network Name

	DoS
	Denial of Service

	EAS
	Edge Application Server

	ECP
	Edge Computing Platform

	ECS
	Edge Configuration Server

	EEC
	Edge Enabler Client

	EES
	Edge Enabler Server

	ETSI
	European Telecommunications Standards Institute

	E/WBI
	East/Westbound Interface

	eMBB
	Enhanced Mobile Broadband

	FPGA
	Field Programmable Gate Array

	FQDN
	Fully Qualified Domain Name

	GDPR
	General Data Protection Regulation

	GMLC
	Gateway Mobile Location Centre

	gNB
	gNodeB

	GPS
	Global Positioning System

	GPSI
	Generic Public Subscription Identifier

	GPU
	Graphic Processing Unit

	GW
	GateWay

	HPLMN
	Home Public Land Mobile Network

	HTTP
	HyperText Transfer Protocol

	IaaS
	Infrastructure as a service

	ID
	IDentifier

	IMSI
	International Mobile Subscriber Identity

	I/O
	Input/Output

	IoT
	Internet of Things

	IP
	Internet Protocol

	IPsec
	Internet Protocol Security

	ISG
	Industry Specification Group

	ITU
	International Telecommunication Union

	KPI
	Key Performance Indicator

	L4
	Layer 4

	LADN
	Local Area Data Network

	LAI
	Location Area Identification

	LBO
	Local BreakOut

	LCM
	Life-Cycle Management

	MCC
	Mobile Country Code

	MEC
	Multiaccess Edge Computing

	MNC
	Mobile Network Code

	MR
	Mixed Reality

	MSISDN
	Mobile Subscriber Integrated Services Digital Network Number

	NAS
	Non-Access Stratum

	NBI
	Northbound Interface

	NDS
	Network Domain Security

	NEF
	Network Exposure Function

	NSSAI
	Network Slice Selection Assistance Information

	NPU
	Neural Processing Units

	NUMA
	Non-Uniform Memory Access

	NWDAF
	Network Data Analytics Function

	OCI
	Open Container Initiative

	OP
	Operator Platform

	OS
	Operating System

	OSC
	Open Source Community

	OTT
	Over the Top

	PaaS
	Platform as a service 

	PCF
	Policy Control Function

	PCRF
	Policy and Charging Rules Function

	PDN
	Packet Data Network

	PDU
	Protocol Data Unit 

	PGW
	PDN (Packet Data Network) GateWay

	PII
	Personally-Identifiable Information

	PRD
	(GSMA) Permanent Reference Document

	QoE
	Quality of Experience

	QoS
	Quality of Service

	RAN
	Radio Access Network

	RBAC
	Role-Based Access Control

	RNIS
	Radio Network Information Service

	RRS
	Resource Requirements Specification

	SAAS
	Software as a service

	SBI
	Southbound Interface

	SBI-CR
	Southbound Interface – Cloud Resources

	SBI-NR
	Southbound Interface – Network Resources

	SCEF
	Service Capability Exposure Function

	SDK
	Software Development Kit

	SDO
	Standards Developing Organisation

	SLA
	Service Level Agreement

	SLI
	Service Level Indicators

	SMF
	Session Management Function

	S-NSSAI
	Single Network Slice Selection Assistance Information

	SPR
	Subscriber Profile Repository

	SR/IOV
	Single Root I/O Virtualisation

	SRM
	Service Resource Manager

	SSC
	Session and Service Continuity

	SUPI
	SUbscription Permanent Identifier

	TAC
	Tracking Area Code

	TAI
	Tracking Area Identification

	TLS
	Transport Layer Security

	UC
	User Client

	UE
	User Equipment

	UL
	UpLink

	UNI
	User to Network Interface

	UPF
	User Plane Function

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	URSP
	UE Route Selection Policy

	VIM
	Virtualised Infrastructure Manager

	VM
	Virtual Machine

	VPLMN
	Visited Public Land Mobile Network

	VPS
	Visual Positioning Service

	VPU
	Vision Processing Unit

	VR
	Virtual Reality

	Wi-Fi
	Wireless network protocols, based on the 802.11 standards family published by the IEEE.
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[bookmark: _Ref74571932][bookmark: _Toc100853650][bookmark: _Toc54104623][bookmark: _Toc54267735][bookmark: _Toc100853651]Architectural Requirements
High-Level Requirements
[bookmark: _Toc54104624][bookmark: _Toc54267736][bookmark: _Toc100853652]General
The OP and its architecture shall comply with the following requirements:
The OP shall expose support network capabilitiesOperator network functions and resources exposure to Aapplication Providers.	Comment by Sandra Ondrusova: Edge applications don’t need to know about operator’s internal network architecture and network functions.	Comment by Tom Van Pelt: Agree, but OP is about more than just resources. It should probably be covered by changing to Operator network capabilities.	Comment by Sandra Ondrusova: Changed to network capabilities	Comment by Sandra Ondrusova: Application instances or edge application?	Comment by Tom Van Pelt: We may have to refine terminology. I think that just "applications" could be fine here (although "Application Providers" would work also). Application could be a generic term for something that consists out of at least a client (which may be a browser) and a centralised cloud component. If it includes an edge component next to those or as a replacement of centralised cloud, it becomes an "Edge Application" where we could even have "edge-only Application" for that last case. In our context, "Application Instance" would then be a specific instantiation of the edge component on a cloudlet serving a specific region. In this case, it's just "Application" though because there's no requirement to use the edge to access NaaS services.
For each operator supporting the OP, there shall be an OP instance that has the sole responsibility for managing the resources and services that the OP exposes in that operator's network.
Note: This instance may be operated by the Operator or be outsourced.
The OP shall be able to effectively isolate each Tenant's applications from the applications of all the other Tenants.
The interfaces that an OP instance offers to other parties shall be provided using common definitions based on the requirements in this document.
[bookmark: _Ref51604233][bookmark: _Toc54104625][bookmark: _Toc54267737][bookmark: _Toc100853653]Functionality offered to Application Providers
The OP and its architecture shall fulfil the following requirements related to the functionality offered to Application Providers:
The OP architecture shall allow an Application Provider to use a common interface to manage edge applications deployed towards the subscribers of multiple operators subject to an agreement with the operators involved.
Note: 	such an agreement could result in the federation of OPs between involved operators.
The interfaces that an OP provides to the Application Providers for the development and deployment of edge applications shall allow for easy deployment of application instances developed for public clouds.	Comment by Sandra Ondrusova: What applications? Needs to be clarified	Comment by Tom Van Pelt: See comment above
The OP shall allow an Application Provider to reserve resources for future application instance deployments, ensuring the availability of the booked capacity.
The OP shall hide the complexity of the OP architecture, the involved operator networks and client access to those networks from the Application Providers.
There is shall be a "separation of concerns" of the OP and the Application Providers, meaning that the Application Providers and OP do not require knowledge of each other's internal workings and implementation details, for instance:	Comment by Sandra Ondrusova: It is a requirement. It should have “must/shall”	Comment by Tom Van Pelt: Indeed: "There shall be a "separation of concerns"…"	Comment by Sandra Ondrusova: changed
the OP does not expose its internal topology and configuration, Cloudlets' physical locations (see note), internal IP addressing, and real-time knowledge about detailed resource availability (Resources are provided as a virtualised service to an Application Provider); 
the OP does not know how the application works (for instance, it does not know about the application's identifiers and credentials). 
Note: 	The OP provides information on the geographical Region(s) where the edge cloud service is available. The Application Provider provides information sufficient for the OP to process the request and (if accepted) fulfil it. 
The OP architecture shall allow an Application Provider deploying an edge application using the OP to monitor the edge application's usage across the networks on which it is deployed.	Comment by Tom Van Pelt: Here adding "edge" may not always be appropriate if using the definition of terms suggested above above	Comment by Sandra Ondrusova: Using of word “application” needs to be discussed
The OP architecture shall allow an edge application deployed within an operator network to interface securely with the edge application's back-end infrastructure outside of the operator network.
The OP architecture shall allow an edge application deployed within an operator network to store data in a manner that is secure and compliant with applicable local regulations.
The OP shall enable the utilisation of Cloud Resources that support deploying applications as VMs or Containers. 	Comment by Sandra Ondrusova: Definition of “cloud resources” needed to be added to Cluase 1.4

CR to be added to the abbrievations if we want to use “Cloud Resource”. Otherwise change it to cloud resources.
The OP shall support applications packaged as VMs and cContainers.
Note:	These are requirements on what the OP architecture shall enable. It is up to the individual parties providing an OP to decide whether they offer these capabilities in their deployment.
The OP shall expose network capabilities to the Application Providers, including longer-term managed network services (such as for QoS, i.e. Quality of Service) and shorter-term or transactional style services (such as SIM-derived services, such as location verification).
[bookmark: _Toc54104626][bookmark: _Toc54267738][bookmark: _Toc100853654]Functionality offered to End-Users/Devices 
The OP and its architecture shall fulfil the following requirements related to the functionality offered to end-users and their devices:
The OP shall allow end-user devices to access services provided through Edge- Enhanced and Edge- Native Applications.
The OP shall allow the end-user to access aEdge applications deployed on edge resources seamlessly and securely.	Comment by Tom Van Pelt: Seems a typo
Services provided as Edge- Enhanced and Edge- Native Applications to end-user devices shall remain available while that device moves within the operator network and when it moves to another operator's network. This latter case is subject to an agreement between the involved operators (i.e. home and visited) and the Application Provider's requirements (e.g. locality, availability when roaming).
Note: 	Because it applies only to visiting subscribers, such an agreement may differ from a federation agreement to deploy and expose applications on another operator's OP infrastructure to their subscribers.
[bookmark: _Ref51604243][bookmark: _Toc54104627][bookmark: _Toc54267739][bookmark: _Ref66812920][bookmark: _Toc100853655]Functionality offered to Operators
The OP and its architecture shall fulfil the following requirements related to the functionality offered to operators:
The OP architecture shall allow an operator to monitor and track the usage by an OP of its compute (including specialised compute), storage and networking resources.
The OP architecture shall enable operators to monitor their subscribers' usage of Edge Cloud resources (including network) in a visited network.
The OP architecture shall allow an operator to charge for the services and capabilities provided by OP to application providers, subscribers, and other operators.
The OP architecture shall allow the OP to influence the quality of service delivered by the network for the interaction between an end-user device and an application.
If the Operator Platform is part of the operator's security domain (see Note 2), it can shall access the network and cloud resources through the SBI (and any other operating interface).	Comment by Sandra Ondrusova: It is a requirement, it must have “shall/have to”, not “can”
Note 1: 	An operator may choose to outsource some of its functionality to another party. For example, an operator could devolve the management of its edge cloud service to an external OP. That external OP would know some details about the operator's internal workings, such as its Cloudlets' physical locations. This approach would require an agreement covering commercial, data protection, security, legal issues, etc. 
Note 2: 	Security Domains administer and determine the classification of an enclave of network equipment/servers/computers. Networks using different security domains are isolated from each other. Security Domains are managed by a single administrative authority. Within a security domain, the same level of security and usage of security services is typical. For example, a network operated by a single operator or a single transit provider typically constitutes one security domain, although an operator may subsection their network into separate sub-networks. See 3GPP TS 33.210 Network Domain Security (NDS); IP network layer security.
Similarly, there is shall be a "separation of concerns" of the operators between each other and between OPs. Where the Operator Platform is not part of the operator's security domain, there is also a "separation of concerns" of the operators from the OP. "Separation of concerns" again means that they do not require knowledge of each other's internal workings and implementation details. For instance, the operators do not expose their internal topology and configuration, Cloudlets' (exact) physical locations, internal IP addressing, and real-time knowledge about detailed resource availability from one operator to other.	Comment by Sandra Ondrusova: Same as above, there should be shall/have to
[bookmark: _Toc54104628][bookmark: _Toc54267740][bookmark: _Toc100853656]Functionality offered to other OPs
The OP and its architecture shall fulfil the following requirements related to the functionality offered to other OPs:
The OP architecture shall allow an OP to deploy edge applications provided by the Application Providers on another OP (when there is a federation agreement between the OPs).	Comment by Sandra Ondrusova: Edge applications or application instances?	Comment by Tom Van Pelt: Probably edge applications because the application instance is the result of this deployment not the input to it.	Comment by Sandra Ondrusova: changed
Both containerised applications and applications relying on VMs shall be supported.
A federation of independently owned and operated Operator Platforms shall enables additional capabilities, such as: 	Comment by Sandra Ondrusova: Needs to be reworder, it is a requirement.
the User Equipment (UE) can continuecontinuation to of use the Edge Cloud service when moving into a "visited network" and in an area where Edge Node Sharing takes effect. 
The OP architecture shall allow a a "homeHome" OP to receive applications from "foreign" Visited OPs to serve subscribers, whether they are home OP subscribers or visiting OP subscribers.	Comment by Sandra Ondrusova: We have definitions in 1.4 for these terms	Comment by Tom Van Pelt: The article for Home OP is probably required	Comment by Sandra Ondrusova: added
The OP architecture shall allow such an OP to monitor and track resource usage of an application in the OP on which it has been deployed.	Comment by Sandra Ondrusova: What is “such an”? Is it Visited OP?	Comment by Tom Van Pelt: Good question: it may be Leading OP as that's the one deploying the application, but it comes back to a discussion that happened in OPAG as well, namely what monitoring capability a Home OP should have on the OP usage of their subscribers in the visited network.
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