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Hardware Architecture
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Software Architecture
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IUICC Demo Setup
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Nothing in these materials is an offer to sell any of the components or devices referenced herein.
©2016 Qualcomm Technologies, Inc. and/or its affiliated companies. All Rights Reserved.

Qualcomm is a trademark of Qualcomm Incorporated, registered in the United States and other countries. Other products and brand names may be trademarks or
registered trademarks of their respective owners.
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I U I C C S ecu rl ty Secure Active and passive HW accelerated
Processing security against and secure crypto
Unit SCA, FA and operations (AES,
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IUICC Security
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The Secure Processor Unit
IS equivalent to a discrete
smartcard Secure IC
except that it does not

host Flash memory

Qualcomm iUICC reference design is a product of Qualcomm Technologies, Inc.

Code and Data at rest Qualcomm® iUICC design
are stored in the device is targeting EAL4+ certification
Flash with a high level of according to PP084

security enforced by SPU: (Secure IC Platform)

 Confidentiality
(AES-256 encryption)

 Authenticity
(CMAC-AES-256)

« Anti-Rollback

(version counter handle
and stored in SPU)
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