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1 Introduction

1.1 Overview

The main aim of the GSMA Remote SIM Provisioning specifications [2] & [3] is to provide
solution for the Remote SIM Provisioning of Consumer Devices. The adoption of this
technical solution will provide the basis for global interoperability between different Operator
deployment scenarios, for example network equipment (e.g. Subscription Manager Data
Preparation (SM-DP+)) and various eUICC platforms.

This Test Plan provides a set of test cases to be used for testing the implementations of the
provisioning system specifications documents [2] & [3]. This document offers to the involved
entities an unified test strategy and ensures interoperability between different
implementations.

1.2 Scope
This document is intended for:

e Parties which develop test tools and platforms
e Vendors (Device and eUICC Manufacturers, SM-DP+ and SM-DS Providers)
o Operators

The Test Plan consists of a set of relevant test cases for testing all entities involved in the
eUICC remote provisioning system. The Implementations Under Test (IUT) are:

e theeUICC

¢ the LPAd for a Standalone and Companion Device
e the SM-DP+

e the SM-DS

The testing scopes developed in this document are:

¢ Interface compliance testing: Test cases to verify the compliance of the interfaces
within the system.
e System behaviour testing: Test cases to verify the functional behaviour of the system.

Each test case specified within this Test Plan refers to one or more requirements.
The Test Plan contains test cases for the following versions of SGP.22:

e GSMA RSP Technical Specification V2.2 [2b]

e GSMA RSP Technical Specification V2.2. x (x=1) [2c]
o GSMA RSP Technical Specification V2.3 [2d]

e GSMA RSP Technical Specification V2.4 [2]

This document includes an applicability table providing an indication whether test cases are
relevant for a specific entity.
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1.3 Definition of Terms
In addition to the terms which are defined below, the terms defined in SGP.22 [2] also apply

Term ‘ Description

End User The person using the Device.
Integrated eUICC Test An external interface provided by its manufacturer for the purpose
Interface of testing eUICC functionality.

A Device which provides all the capabilities to be able to be used
Standalone Device in an RSP environment and needs no other Device for the
purpose of Remote SIM Provisioning.

Current document describing the test cases that allow the RSP

Test Plan
ecosystem to be tested.

1.4 Abbreviations

In addition to the abbreviations which are defined below, the abbreviations defined in SGP.22
[2] also apply.

Abbreviation Description

APDU Application Protocol Data Unit
ATR Answer To Reset

C-APDU Command APDU

CCID (USB) Chip Card Interface Device
DER TLV Distinguished Encoding Rules - Tag Length Value
FCP File Control Parameters

HW Hardware

IUT Implementation Under Test

KVN Key Version Number

OCE Off-Card Entity

os Operating System

PIR Profile Installation Result

POR Proof Of Receipt

R-APDU Response APDU

SoC System on a Chip

SP Service Provider

SSD Supplemental Security Domain
uUsB Universal Serial Bus

1.5 Document Cross-references

Ref Document Number Title

GSMA "Remote Provisioning of Embedded UICC Technical

[1] SGP.02 specification" V3.1
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Ref Document Number ‘ Title

[2] SGP.22 RSP Technical Specification V2.4

[2b] SGP.22 RSP Technical Specification V2.2

[2c] SGP.22 RSP Technical Specification V2.2.x (x=1)

[2d] SGP.22 RSP Technical Specification V2.3

[3] SGP.21 RSP Architecture V2.4

[3b] SGP.21 RSP Architecture V2.2

[3c] SGP.21 RSP Architecture V2.3
Trusted Connectivity Alliance (formerly SIMalliance) eUICC

[4] eUICC Profile Package Profile Package: Interoperable Format Technical
Specification V2.1 or later

[5] ETSITS 102 221 Smart Cards; UICC-Terminal interface

[6] GPC_SPE 034 GlobalPlatform Card Specification v.2.3

[7] ISO/IEC 7816-4-2013 Identlfl'catllon cards - Integrated circuit caers - Part 4:
Organization, security and commands for interchange

(8] REC 5639 Elliptic Curve Cryptographyl (ECC) Brainpool Standard
Curves and Curve Generation
Avis relatif aux parameétres de courbes elliptiques définis par

[9] ANSSI ECC FRP256V1 | I'Etat francais. JORF n°0241 du 16 octobre 2011 page
17533. texte n° 30. 2011

[10] ITU E.118 The international telecommunication charge card
NIST Special Publication SP 800-56A: Recommendation for

[11] NIST SP 800-56A Pair-Wise Key Establishment Schemes Using Discrete
Logarithm Cryptography (Revision 2), May 2013
Digital cellular telecommunications system (Phase 2+);

[12] 3GPP TS 23.003 Universal Mobile Telecommunications System (UMTS);
Numbering, addressing and identification

[13] ETSI TS 102 225 Secured packet structure for UICC based applications;
Release 12

[14] ETSI TS 102 226 Remote APDU structure for UICC based applications;
Release 9

[15] TS.26 GSMA NFC Handset Requirements V9.0
ASN.1 Encoding Rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and

[16] ITU-T X.690 (11/2008) Distinguished Encoding Rules (DER) including Corrigendum
land?2
Smart cards; UICC Application Programming Interface (UICC

[17] ETSITS 102 241 API) for Java Card™

[18] 3GPP TS 31.102 Characterlstllcs pf the Universal Subscriber Identity Module
(USIM) application

[19] GPC_SPE 095 GlobalPlatform Card - Digital Letter of Approval - Version 1.0
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Ref Document Number ‘ Title
Key words for use in RFCs to Indicate Requirement Levels,
[20] RFC 2119 S. Bradner
http://www.ietf.org/rfc/rfc2119.txt
[21] Void
[22] 3GPP TS 23.040 Technical realization of the Short Message Service (SMS)
Trusted Connectivity Alliance (TCA) eUICC Profile Package:
[23] TCA Test Interoperable Format Test Specification Version 3.1
Elliptic Curve Cryptography (ECC) Cipher Suites for
[24] RFC 4492 Transport Layer Security (TLS)
[25] SGP.26 RSP Test Certificates Definition v1.5
[26] 3GPP TS 29.002 Mobile Application Part (MAP) specification
[27] RFC 5246 The Transport Layer Security (TLS) Protocol Version 1.2
[28] GSMA PRD AA.35 Procedures for Industry Specifications Product
[29] CCID Rev 1.1 SS,PC eSspemflcatlon for Integrated Circuit(s) Cards Interface

1.6 Conventions

The key words "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT", and "MAY" in this
document SHALL be interpreted as described in RFC 2119 [20].

2 Testing Rules
2.1 Applicability

2.1.1 Format of the Optional Features Table
The columns in Table 4 have the following meaning:

Column ‘ Meaning

Option The optional feature supported or not by the implementation.

Mnemonic The mnemonic column contains mnemonic identifiers for each item.

Table 1: Format of the Optional Features Table

2.1.2 Format of the Applicability Table

The applicability of every test in Table 5 is formally expressed by the use of a Boolean
expression defined in the following clause.

The columns in Table 5 have the following meaning:

Column Meaning

Test case The "Test case" column gives a reference to the test case number detailed in
the present document and is required to validate the implementation of the
corresponding item in the "Name" column.

Name In the "Name" column, a short non-exhaustive description of the test is found.
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Roles SM-DP+, SM-DS, Device, LPAd, LPAe or eUICC Entities under test that take
in charge the functions used in the test case.

Version This column indicates which test cases are applicable for the given SGP.22
version.

See clause 2.1.3 'Applicability and Notations'.

Test Env. Test environment used for executing the test case.

Table 2: Format of the Applicability Table

2.1.3 Applicability and Notations
The following notations are used for the Applicability column:

Applicability code Meaning

M mandatory - the capability is required to be supported.

N/A not applicable - in the given context, it is impossible to use the capability.

conditional - the requirement on the capability depends on the support of
other items. "i" is an integer identifying an unique conditional status

Ci expression which is defined immediately following the table. For nested
conditional expressions, the syntax "IF ... THEN (IF ... THEN ... ELSE...)
ELSE ..." is to be used to avoid ambiguities.

Table 3: Applicability and Notations

2.1.4 Optional Features Table
The supplier of the implementation SHALL state the support of possible options in Table 5.

eUICC Options Mnemonic

The eUICC supports NIST P-256 [11] for signing and for verification

(see NOTE 2) O_E_NIST

The eUICC supports brainpoolP256r1 [8] for signing and for O E BRP
verification (see NOTE 2) - -

The eUICC supports FRP256V1 [9] for signing and for verification O E FRP

(see NOTE 2) -

The eUICC supports Test Profiles O_E_TEST_PROF
The eUICC supports CRL O_E_CRL

The eUICC supports the LPAe O_E_LPAe

The eUICC stores the otPK.eUICC.ECKA / otSK.eUICC.ECKA from
previous unsuccessful download attempt for future retry

The eUICC can hold two PIR O _E 2 PIR

O_E_REUSE_OTPK

The eUICC terminates EnableProfile and DisableProfile with error
"catBusy" when a proactive session is ongoing and the refresh Flag
is set.

O_E_CATBUSY_EN_DIS_RE
FRESH

The eUICC terminates EnableProfile and DisableProfile with error
"catBusy" when a proactive session is ongoing and the refresh Flag
is not set

O_E_CATBUSY_EN_DIS_NO
REFRESH
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The eUICC terminates eUICCMemoryReset with error "catBusy"
when a proactive session is ongoing

O_E_CATBUSY_MR

The eUICC is based on an integrated TRE

O_E_INTEGRATED

The eUICC supports Service Specific Data in Profile Metadata

The Device supports LPAd

O_E_SERVICES_SPECIFIC_
DATA

Device Options Mnemonic

O_D_LPAD

The Device supports GSM/GERAN

O_D_GSM_GERAN

The Device supports UMTS/UTRAN

O_D UMTS_UTRAN

The Device supports cdma2000 1X

O_D_CDMA2000_1X

The Device supports cdma2000 HRPD

O_D_CDMA2000_HRPD

The Device supports cdma2000 eHRPD

O_D_CDMA2000_EHRPD

The Device supports LTE/E-UTRAN

O D_LTE

The Device supports NFC as defined in TS26

O_D_NFC_TS26

The Device supports eUICC CRL

O_D_CRL

Initiation of the Enable Profile procedure is allowed on a Profile that
is enabled already

O_D_ENPROF

Initiation of the Enable Profile procedure is allowed even if the
currently enabled Profile has PPR1

O_D_ENPREVPPR1

Device supports only cellular connectivity (see NOTE 1)

O_D_ONLY_CELLULAR_CO
NNECTIVITY

Device offers a user interface to enter a PIN for user authentication

O_D_PIN

Device allows the End User to initiate the disabling or deletion of an
enabled Profile with pprl

O_D_DISDELPPR1

Device allows the End User to initiate the deletion of a Profile with
ppr2

O_D_DELPPR2

Initiation of the Disable Profile procedure is allowed on a Profile that
is disabled already

O_D_DISPROF

Initiation of Disable Profile procedure is allowed even if the currently
enabled Profile has PPR1

O_D_DISPPR1

Device retries after unsuccessful CC entry attempt

O_D_CC_RETRY

The Device provides the LUI functionality to postpone Profile
Download

O_D_EU_POSTPONED

Device supports Power-on Profile discovery

O_D_POW_ON_PROF_DISC
OVERY

The Device provides the LUI functionality to reject Profile Download

O_D_EU_REJECT

The Device supports Set/Edit Nickname procedure as defined in
SGP.22 [2] section 3.2.6 and displaying the profile's Nickname

O_D_NICKNAME

The Device supports Add Profile and Enable Profile in one combined
operation (See NOTE 3)

O_D_ADD_ENABLE_COMBI
NED

The Device supports Add Profile and Enable Profile as separated
operations (See NOTE 3)

O_D_ADD_ENABLE_SEPAR
ATED

V1.11
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Initiation of Add Profile procedure is allowed even if the currently

enabled Profile has PPR1 ©_D_ADDPREPPR1

The Device supports Set/Edit Default SM-DP+ Address procedure as |O_D_DEFAULT_DP_ADDRE

defined in SGP.22 [2] section 3.3.4 SS
The Device supports a removable eUICC and downloading a profile |O_D REMOVABLE_DOWNL
containing PPRs to the removable eUICC. OAD_PPR

The Device supports a hon-removable eUICC and eUICC RAT
configurations in which PPR1 is allowed and End User Consent is
required.

O_D_EMB_ALLOWS_PPR1_
EUC_REQ

The Device supports a non-removable eUICC and eUICC RAT
configurations in which PPRL1 is allowed and End User Consent is
NOT required.

O_D_EMB_ALLOWS_PPR1_
EUC_NOT_REQ

The Device supports a non-removable eUICC and eUICC RAT
configurations in which PPR2 is allowed and End User Consent is
required.

O_D_EMB_ALLOWS PPR2_
EUC_REQ

The Device supports a non-removable eUICC and eUICC RAT
configurations in which PPR2 is allowed and End User Consent is
NOT required.

SM-DP+ Options Mnemonic

SM-DP+ reuses otPK.eUICC.ECKA from previous unsuccessful
download attempt

O_D_EMB_ALLOWS PPR2_
EUC_NOT_REQ

O_P_REUSE_OTPK

SM-DP+ supports usage of session keys (S-ENC, S-MAC) for profile

: O_P_SESSION_KEYS
protectlon

SM-DP+ accepts receiving two identical function call successively via

Eoor O_P_ES2+ RETRY

SM-DP+ supports brainpoolP256r1 for TLS handshake O_P_TLS_BRP

SM-DS Options Mnemanic

SM-DS is an Alternative SM-DS.
NOTE: If an SM-DS is not an Alternative SM-DS then it is a Root O_S_ALT
SM-DS.
SM-DS supports brainpoolP256r1 for TLS handshake O_S_TLS_BRP

NOTE 1: Devices which supports O_D_ONLY_CELLULAR_CONNECTIVITY are out of scope

of the current version of this document.

NOTE 2: For this version of test specification:

*O_E _FRP is not applicable
eThe eUICC SHALL support either O_E_NIST or O_E_BRP or both

NOTE 3: The Device SHALL support at least one of O_D_ADD_ENABLE_COMBINED or
O_D_ADD_ENABLE_SEPARATED. It is valid to support both options.

Table 4: Options

V1.11 Page 13 of 877



GSM Association Non-confidential
Official Document SGP.23 - RSP Test Specification v1.11

2.1.5 Applicability Table

Table 5 specifies the applicability of each test case. See clause 2.1.2 for the format of this
table.

Test NEILE] V2.2 V2.2. V2.3 V2.4
case or 2

eUICC Interfaces Compliance Testing
42121 |[CEUICCATR And ISDR Sel | cc coos |coos | coos | coos | ==Y
ection CcC
TE_eUl
4.2.2.2.1 |TC_eUICC_ES6.UpdateMetadata [eUICC M M M M cc
42321 TC_eUICC_ES8+.InitialiseSecure cUICC M M M M TE_eUl
Channel CC
) TE_eUl
4.2.4.2.1 |TC_eUICC_ES8+.ConfigurelSDP [eUICC M M M M ce
TE_eUl
4.25.2.1 |TC_eUICC_ESS8+.StoreMetadata [eUICC M M M M cc
42527 TC-CUICC_ES8+ StoreMetadata | ;- NA | NA | wA | cos7 | TELEY
_Service_Specific_Data CcC
42621 TC_eUICC_ES8+.ReplaceSessio cUICC M M M M TE_eUl
nKeys CcC
42791 TC_eUICC_ES8+.LoadProfileEle cUICC M M M M TE_eUl
ments CcC
TC_eUICC_ES10a.GetEuiccConf TE_eUl
42821 iguredAddresses eulCC M M M M co
42921 TC_eUICC_ES10a.SetDefaultDP cUICC M M M M TE_eUl
Address CcC
4.2.10.2. |TC_eUICC_ES10b.PrepareDownl TE_eUl
1 0adNIST eulCC Coo1l |coo1 coo1 Coo1 co
4.2.10.2. |TC_eUICC_ES10b.PrepareDownl TE_eUl
5 0adBRP eulCC C002 | C002 C002 C002 ce
4.2.10.2. |TC_eUICC_ES10b.PrepareDownl TE_eUl
3 0adFRP eulCC C003 | Co003 C003 C003 co
4.2.10.2. |TC_eUICC_ES10b.PrepareDownl TE_eUl
4 oadErrorCases evicc M M M M CcC
4.2.11.2. |TC_eUICC_ES10b.LoadBoundPr TE_eUl
1 ofilePackageNIST eulCC Co01l |coo1 coo1 Coo1 co
4.2.11.2. |TC_eUICC_ES10b.LoadBoundPr TE_eUl
N ofilePackageBRP eulCC C002 | C002 C002 C002 cc
4.2.11.2. |TC_eUICC_ES10b.LoadBoundPr TE_eUl
3 ofilePackageFRP eulCC C003 | Co003 C003 C003 co
4.2.11.2. |TC_eUICC_ES10b.LoadBoundPr TE_eUl
4 ofilePackage_ErrorCases evice M M M M CcC
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V2.2. V2.3
2

4.2.12.2. |TC_eUICC_ES10b.GetEUICCCh | - M M M M TE_eUl
1 allenge CcC
4.2.13.2. |TC_eUICC_ES10b.GetEUICCInf eUICC M M M M TE_eUl
1 ol cC
4.2.13.2. |TC_eUICC_ES10b.GetEUICCInf TE_eUl
3 02 RSP V2.2 eulCC M M N/A N/A o
4.2.13.2. |TC_eUICC_ES10b.GetEUICCInf eUICC M M M M TE_eUl
4 02 cC
4.2.13.2. |TC_eUICC_ES10b.GetEUICCInf TE_eUl
p 02 RSP.V2.3 eulCC N/A N/A M N/A oo
4.2.13.2. |TC_eUICC_ES10b.GetEUICCInf TE_eUl
6 02_RSP_Integrated_eUICC evicc N/A N/A €040 €040 cC
4.2.13.2. |TC_eUICC_ES10b.GetEUICCInf M TE_eUl
B 02 RSP V2.4 eUICC [N/A | N/A N/A N/A o
TC_eUICC_ES10b.ListNotificatio TE_eUl
n CcC
4.2.14.2. eUICC M M M M
1 All test sequences except the
sequence #5
42142 TC_eUICC_ES10b.ListNotificatio TE_eUl
P L eulCC C025 |C025 | C025 €025 cc
Only the test sequence #5
TC_eUICC_ES10b.RetrieveNotifi TE_eUl
cationsList CC
4.2.15.2. cUICC M M M M
1 All test sequences except the
sequences #5 and #15
TC_eUICC_ES10b.RetrieveNotifi TE_eUl
4.2.15.2. |cationsList CcC
eulcC C025 | C025 C025 C025
1 Only the test sequences #5 and
#15
TC_eUICC_ES10b.RemoveNotifi TE_eUl
cationFromList CcC
4.2.16.2. eUICC M M M M
1 All test sequences except the
sequence #5
42162 TC_eUICC_ES10b.RemoveNotifi TE_eUl
LT cationFromList euICC C025 |C025 | CO025 C025 cc
Only the test sequence #5
4.2.18.2. |TC_eUICC_ES10b.AuthenticateS TE_eUl
1 erver SM-DP+ NIST eulCC C001 | CO001 C001 C001 ce
4.2.18.2. |TC_eUICC_ES10b.AuthenticateS TE_eUl
5 erver SM-DP+ BRP eUICC C002 | C002 C002 C002 cc
4.2.18.2. |TC_eUICC_ES10b.AuthenticateS TE_eUl
3 erver SM-DP+ FRP eulCcC C003 | Co003 C003 C003 cc
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V2.2. V2.3
2

4.2.18.2. |TC_eUICC_ES10b.AuthenticateS TE_eUl
4 erver_SM-DP+_ErrorCases evice M M M M cC
4.2.18.2. |TC_eUICC_ES10b.AuthenticateS TE_eUl
5 erver SM-DS_BRP eulCC C002 | Co002 C002 C002 cc
4.2.18.2. |TC_eUICC_ES10b.AuthenticateS TE_eUl
6 erver SM-DS_NIST eUlCC Cool |coo1 coo1 Ccoo1 cc
4.2.18.2. |TC_eUICC_ES10b.AuthenticateS TE_eUl
7 erver SM-DS_FRP eulCC C003 | Co003 C003 C003 cc
4.2.18.2. |TC_eUICC_ES10b.AuthenticateS TE_eUl
8 erver_SM-DS_ErrorCases evice M M M M cC
4.2.19.2. |TC_eUICC_ES10b.CancelSessio TE_eUl
1 ANIST eulCC Co01 |coo1 coo1 Co01 cc
4.2.19.2. |TC_eUICC_ES10bh.CancelSessio cUICC c002 | coo2 C002 C002 TE_eUl
2 nBRP CcC
4.2.19.2. |TC_eUICC_ES10b.CancelSessio eUICC c003 | coo3 C003 C003 TE_eUl
3 nFRP CcC
4.2.19.2. |TC_eUICC_ES10bh.CancelSessio cUICC M M M M TE_eUl
4 n_ErrorCase CcC
4.2.20.2. |TC_eUICC_ES10c.GetProfilesInf eUICC M M M M TE_eUl
1 o] CcC
TC_eUICC_ES10c.EnableProfile TE_eUl
42212 _Case3 cC
1 |Alltest sequences except the euiCC M M M M
sequence #7, sequence #8,
sequence #9 and sequence #10
TC_eUICC_ES10c.EnableProfile TE_eUl
Case3 CcC
42.212. |- eulCC N/A C033 C033 C033
1 Only the sequence #7 and
sequence #9
TC_eUICC_ES10c.EnableProfile TE_eUl
Case3 CcC
4.2.21.2. \- eulCC N/A Co037 Co037 C037
1 Only the sequence #8 and
sequence #10
TC_eUICC_ES10c.EnableProfile TE_eUl
ErrorCases_Case3 cC
4.2.212. - eulCC M M M M
2 All test sequences except the
sequence #7 and sequence #8
42212 TC_eUICC_ES10c.EnableProfile TE_eUl
M _ErrorCases_Case3 euiCcC M C036 | CO036 C036 cC
Only sequence #7
4.2.21.2. |TC _eUICC_ES10c.EnableProfile TE_eUl
2 ErrorCases_Case3 eulCC M C032 C032 C032 co
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V2.2. V2.3
2

Only sequence #8

TC_eUICC_ES10c.EnableProfile TE_eUl
42212 _Case4 cC
3 |Alltest sequences except the eUICC M M M M

sequence #7, sequence #8,
sequence #9 and sequence #10

TC_eUICC_ES10c.EnableProfile TE_eUl
Case4 CcC
42.212. |- eUlCC N/A C033 C033 C033
3 Only the sequence #7 and
sequence#9
TC_eUICC_ES10c.EnableProfile TE_eUl
4.2.21.2. |_Case4 cc
eUlCC N/A Co037 Co037 C037
3 Only the sequence #8 and
sequence#10
TC_eUICC_ES10c.EnableProfile TE_eUl
ErrorCases_Case4 CcC
42212\ - eulCC M M M M
4 All test sequences except the

sequence #7 and sequence #8

42212 TC_eUICC_ES10c.EnableProfile TE_eUl
P _ErrorCases_Case4 euICC M C036 | CO036 C036 cc
Only the sequence #7
42919 TC_eUICC_ES10c.EnableProfile TE_eUl
P _ErrorCases_Case4 euiCC M C032 | C032 C032 cc
Only the sequence #8
TC_eUICC_ES10c.DisableProfile TE_eUl
42222 _Case3 cC
1 |Alltest sequences except the euiCC M M M M

sequence #7, sequence #8,
sequence #9 and sequence #10

TC_eUICC_ES10c.DisableProfile TE_eUl
Case3 CcC
4.2.222. \- eulCC N/A C033 C033 C033
1 Only the sequence #7 and
sequence#9

TC_eUICC_ES10c.DisableProfile

Case3
42.222. - eulCC N/A C037 C037 C037 42.222.
1 Only the sequence #8 and 1
sequence#10
TC_eUICC_ES10c.DisableProfile TE_eUl
ErrorCases_Case3 cC
42.222. |- - eulCC M M M M
2 All test sequences except the

sequence #7 and sequence #8

TC_eUICC_ES10c.DisableProfile TE_eUl
_ErrorCases_Case3 eUICC M C036 | €036 C036 cc
Only the sequence #7

4.2.22.2.
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V2.2. V2.3
2

42222 TC_eUICC_ES10c.DisableProfile TE_eUl
, T _ErrorCases_Case3 euICC M C032 | €032 C032 cC
Only the sequence #8
TC_eUICC_ES10c.DisableProfile TE_eUl
42222 _Case4 cC
3 |Alltest sequences except the eUICC M M M M
sequence #7, sequence #8,
sequence #9 and sequence #10
TC_eUICC_ES10c.DisableProfile TE_eUl
Case4 CcC
42222\ eulCC N/A C033 C033 C033
3 Only the sequence #7 and
sequence #9
TC_eUICC_ES10c.DisableProfile TE_eUl
Case4 CcC
4.2.222. |- eulCC N/A Co037 Co037 C037
3 Only the sequence #8 and
sequence #10
TC_eUICC_ES10c.DisableProfile TE_eUl
ErrorCases_Case4 CcC
4.2.222. |- - eulCC M M M M
4 All test sequences except the
sequence #7 and sequence #8
42992 TC_eUICC_ES10c.DisableProfile TE_eUl
P _ErrorCases_Case4 euiCcC M C036 | CO036 C036 cc
Only the sequence #7
42222 TC_eUICC_ES10c.DisableProfile TE_eUl
P _ErrorCases_Case4 euICC M C032 | €032 C032 cC
Only the sequence #8
4.2.23.2. |TC_eUICC_ES10c.DeleteProfile_ cUICC M M M M TE_eUl
1 Case3 CcC
4.2.23.2. |TC_eUICC_ES10c.DeleteProfile TE_eUl
2 ErrorCases_Case3 evice M M M M cC
4.2.23.2. |TC_eUICC_ES10c.DeleteProfile_ cUICC M M M M TE_eUl
3 Case4 CcC
4.2.23.2. |TC_eUICC_ES10c.DeleteProfile TE_eUl
4 ErrorCases_Case4 evicc M M M M cC
TC_eUICC_ES10c.eUulCCMemor TE_eUl
Reset CcC
4.2.24.2. Y eUICC M M M M
1 All test sequences except the
sequence #5 and sequence #6
TC_eUICC_ES10c.eUICCMemor TE_eUl
Reset CcC
4.2.24.2. Y eulCC N/A C039 C039 C039

1 Only the sequence #5 and
sequence #6
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V2.2 V22. V23 V24

o] 2
V2.2.
1
4.2.24. TC_eUICC_ES10c.eUICCMemor TE_eUl
)T yReset_ErrorCases euICC M C038 | €038 C038 cC
Test sequence #1
TC_eUICC_ES10c.eUICCMemor TE_eUl
‘21'2'24'2' yReset_ErrorCases evlCC M M M M CcC
Test sequence #2
‘11'2'25'2' TC_eUICC_ES10c.GetEID euiCC M M M M TEC—SU'
‘11'2'26'2' TC_eUICC_ES10c.SetNickname |eUICC M M M M TEC—SU'
‘11‘2'27'2' TC_eUICC_ES10b.GetRAT eulCC M M M M TEC—SU'
SM-DP+ Interfaces Compliance Testing
43.1.2.1 |TC_SM- SM- M M M M TE_P3
DP+_ES2+.DownloadOrder DP+
TC_SM- SM-
4.3.1.2.2 |DP+_ES2+.DownloadOrder_Retr DP+ N/A  |C042 | C042 Cc042 TE_P3
yCases
TC_SM- SM-
4.3.1.2.3 |DP+_ES2+.DownloadOrder_Error DP+ M M M M TE_P3
Cases
. SM-
4.3.2.2.1 |TC_SM-DP+_ES2+.ConfirmOrder DP+ M M M M TE_P3
TC_SM- SM-
4.3.2.2.2 |DP+_ES2+.ConfirmOrder_RetryC DP+ N/A  |C042 | C042 C042 TE_P3
ases
TC_SM- SM-
4.3.2.2.3 |DP+_ES2+.ConfirmOrder_ErrorC DP+ M M M M TE_P3
ases
SM-
4.3.3.2.1 |TC_SM-DP+_ES2+.CancelOrder DP+ M M M M TE_P3
TC_SM- SM-
4.3.3.2.2 |DP+_ES2+.CancelOrder_ErrorCa DP+ M M M M TE_P3
ses
TC_SM-
43.12.2 DP+_ES9+.InitiateAuthentication SM- M M M M TE_P2
1 DP+ —
NIST
TC_SM-
43.12.2. DP+_ES9+.InitiateAuthentication SM- M M M M TE_P2
2 DP+ -
FRP
TC_SM-
43.12.2. DP+_ES9+.InitiateAuthentication SM- M M M M TE_P2
3 BRP DP+ -
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V2.2 V22. V23 V24

or 2
V2.2.
1
TC_SM-
4.3.13.2. |DP+_ES9+.GetBoundProfilePack |sm-
1 ageNIST DP+ C028 |C028 | CO028 C028 | TE_P2

Test sequences #1, #2 and #5

TC_SM-
4.3.13.2. |DP+_ES9+.GetBoundProfilePack [gm-
1 ageNIST DP+ M M M M TE_P2
Test sequences #3, #4 and #6
TC_SM-
4.3.13.2. | 5pY ESo+.GetBoundProfilePack |2 M M M M TE_P2
2 = DP+ —
ageFRP
TC_SM-
4.3.13.2. |DP+_ES9+.GetBoundProfilePack [gm-
3 ageBRP DP+ C028 | CO028 C028 C028 TE_P2
Test sequence #1
TC_SM-
4.3.13.2. |DP+_ES9+.GetBoundProfilePack [gm-
3 ageBRP DP+ M M M M TE_P2
Test sequence #2
TC_SM-
DP+_ES9+.GetBoundProfilePack
age_RetryCases_ReuseOTPK_N -
43.13.2 ngT_ y - = |SM C029 | CO029 C029 C029 TE_P2
4 DP+
Test sequences #1, #2, #5 and
#6
TC_SM-

DP+_ ES9+.GetBoundProfilePack
4.3.13.2. |age_RetryCases_ReuseOTPK_N [gM-
4 IST DP+
Test sequences #3, #4, #7, #8
and #9

C015 |cCo015 Co15 C015 TE_P2

TC_SM-
DP+_ES9+.GetBoundProfilePack

4.3.13.2. age_RetryCases_DifferentOTPK_ SM- C030 | Co030 C030 C030 TE P2
7 NIST DP+ -

Test sequences #1 and #2

TC_SM-
DP+_ ES9+.GetBoundProfilePack
48132 age_RetryCases_DifferentOTPK_ SM- Col6 |co16 | co16 co16 | TE P2
7 DP+ -
NIST
Test sequences #3 and #4
TC_SM-
163'13'2' DP+_ES9+.GetBoundProfilePack SI\PKL M M M M TE_P2

age_ErrorCasesNIST
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V2.2. V2.3
2

TC_SM-

1'3'14'2' DP+_ES9+.AuthenticateClientNIS g'& M M M M TE_P2
T
TC_SM-

43.14.2. DP+_ES9+.AuthenticateClientNIS SM- M M M M TE_P2

2 DP+
T_ErrorCases
TC_SM-

g'3'14'2' DP+_ES9+.AuthenticateClientFR g'& M M M M TE_P2
P
TC_SM-

2'3'14'2' DP+_ES9+.AuthenticateClientBR g& M M M M TE_P2
p
TC_SM-

2'3'14'2' DP+_ES9+.AuthenticateClient_R g& C015 |C015 | CO015 C015 | TE_P2
etryCases_Reuse_OTPK
TC_SM-

43.152. DP+_ES9+_ HandleNoatificationNI SM- M M M M TE_P2

1 DP+ -
ST

4.3.15.2. [TC_SM_DP+_ES9+_HandleNotifi |SM-

2 cationFRP DP+ M M M M TE_P2
TC_SM-

g3152' DP+_ES9+_HandleNotificationBR ggt M M M M TE_P2
P
TC_SM-

1'3'16'2' DP+_ES9+.CancelSession_After gll\a/l+ M M M M TE_P2
_AuthenticateClientNIST
TC_SM-

3'3'16'2' DP+_ES9+.CancelSession_After gll\a/l+ M M M M TE_P2
_GetBoundProfilePackageNIST

4.3.16.2. |TC_SM_DP+_ES9+.CancelSessi |SM-

3 on_After_AuthenticateClientFRP  |DP+ M M M M TE_P2
4.3.16.2.4

4.3.16.2. |TC_SM_DP+_ES9+.CancelSessi |SM-

4 on_After_GetBoundProfilePackag |DP+ M M M M TE_P2
eFRP
TC_SM-

2'3'16'2' DP+_ES9+.CancelSession_After §||\:>/I+ M M M M TE_P2
_AuthenticateClientBRP
TC_SM-

2'3'16'2' DP+_ES9+.CancelSession_After §||\:>/I+ M M M M TE_P2
_GetBoundProfilePackageBRP
TC_SM- SM- M M M M TE_P2

DP+_ES9+_ Server_Authenticatio |DP+
n_for HTTPS_ EstablishmentNIS
T

43171
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V2.2 V2.2. V2.3 V2.4 Test
or 2 Env.

V2.2.
1
TC_SM- SM- M M C053 C053 TE_P2

4.3.17.2 |DP+_ES9+_Server_Authenticatio |DP+
n_for_HTTPS_EstablishmentBRP

TC_SM- SM- M M M M TE_P1
43201 DP+_ES12_Client_Mutual_Authe |DP+
e ntication_for_HTTPS_Establishm

entNIST

TC_SM- SM- M M C053 C053 TE_P1

DP+_ES12_Client_Mutual_Authe |DP+
ntication_for HTTPS_Establishm
entBRP

4.3.20.2

LPAd Interfaces Compliance Testing

4.4.21.2. |TC_LPAd_InitiateAuthentication_

. LPAd Co07 | coo7 Ccoo7 Co07

1 Nominal
4.4.21.2. |TC_LPAd_lInitiateAuthentication_ LPAd c007 | coo7 C007 C007
2 ErrorCases
4.4.22.2. TC_LPAd_ESQf_GetBoundProfll LPAd co07 | coo7 C007 C007
1 ePackage_Nominal
4.4.22.2. |TC_LPAd_ES9+_GetBoundProfil LPAd co05 | coos C005 C005
2 ePackage_Retry
4.4.22.2. |TC_LPAd_ES9+_GetBoundProfil LPAd co07 | coo7 C007 C007
3 ePackage_Error
4.4.23.2. TC_:_LPAd_AuthentlcatCIlent_No LPAd c007 | coo7 C007 C007
1 minal
4.4.23.2. |TC_LPAd_AuthenticateClient_Err LPAd co07 | coo7 C007 C007
2 orCases
4.4.24.2. TC_LPAq_E89+_HandIeNotlflcatl LPAd c007 | coo7 C007 C007
1 on_Nominal

TC_LPAd_ES9+_ CancelSession

Nominal
44.25.2. |- LPAd Co07 | coo7 Cco07 Co07

1 All test sequences except the
sequence #02

TC_LPAd_ES9+_CancelSession
_Nominal LPAd C023 | C023 | CO023 C023
Only the test sequences #02

4.4.25.2.

4.4.25.2. |TC_LPAd_ES9+_ CancelSession

2 _EndUserPostponed_Nominal LPAd coog | coos coos coos
4.4.25.2. |TC_LPAd_ES9+_CancelSession LPAd co26 | co26 C026 C026
3 __Error

TC_LPAd_ES9+_CancelSession C045 | C045 C045 C045
3.4.25.2. _PPRS LPAd

Only the test sequence #01
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V2.2 V22. V23 V2.4  |Test

o] 2 Env.
V2.2.
1
TC_LPAd_ES9+_CancelSession C046 | C046 C046 C046
21.4.25.2. _PPRs LPAd
Only the test sequence #02
4.4.26.2. .
1 TC_LPAd_HTTPS_Nominal LPAd C007 | C0o07 Ccoo7 Co07
4.4.26.2. |TC_LPAd_HTTPS_ErrorCases
5 LPAd Co007 | Ccoo7 Ccoo7 Co07
4.4.27.2. T(;_LPAd_ESll_InltlateAuthentlc LPAd co07 | coo7 C007 C007
1 ation_Nominal
4.4.27.2. |TC_LPAd_ES11_InitiateAuthentic [LPAd Co07 | coo7 Ccoo7 Co07
2 ation_ErrorCases
4.4.28.2. TC_LPAQ_ESll_AuthentlcateCIl LPAd co07 | coo7 C007 C007
1 ent_Nominal
4.4.28.2. |TC_LPAd_ES11 AuthenticateCli LPAd c007 | coo7 C007 C007
2 ent_ErrorCases
4.4.29.2. |TC_LPAd_HTTPS_Nominal LPAd Co07 | coo7 Ccoo7 Co07
1
4.4.29.2. |[TC_LPAd_HTTPS_Error Cco07 | coo7 Ccoo7 Co07
2 LPAd
SM-DS Interfaces Compliance Testing
45121 TC_ROOT_SM_DS_ES12.Regist |[SM-DS C024 | C024 C024 Cc024 TE_S3
T |lerEvent
45122 TC_ALT_SM_DS_ES12.Register |SM-DS C021 |cCo021 Cco21 C021 |TE_SA2
T |Event
452921 TC_ROOT_SM_DS_ES12.Delete |[SM-DS C024 | C024 C024 Cc024 TE_S3
T |Event
45292 TC_ALT_SM_DS_ES12.DeleteEv |SM-DS C021 |cCo021 Cco21 C021 |TE_SA2
5222 1
TC_ALT_SM_DS _ES12.DeleteEv [SM-DS C021 |cCo021 Cco21 Cco021 TE_S2
45223 ;
ent_Error_Nonexistant_EventID
45321 TC_ROOT_SM_DS_ES15.Regist [SM-DS C024 | C024 Cco024 C024 |TE_SR2
T |erEvent
45421 TC_ROOT_SM_DS_ES15.Delete |[SM-DS C024 | CO024 C024 C024 |TE_SR2
T |Event
TC_SM_DS_ES11.InitiateAuthent [SM-DS M M M M TE_S1
45521 | == "—
icationNIST
455.2.2 |[TC_SM_DS_ES11l.InitiateAuthent |SM-DS M M M M TE_S1
icationBRP
TC_SM_DS_ES11.AuthenticateC [SM-DS M M M M TE_S1
45621 |, - = —
lientNIST
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V2.2
or
V2.2.
1

V2.2. V2.3

2

Non-confidential

V2.4

All test sequences except
sequences #07 and #08
TC_SM_DS_ES11.AuthenticateC [SM-DS C021 |co021 C021 Co021 TE_S1
456.2.1 [lientNIST
Only test sequences #07 and #08
TC_SM_DS_ES11.AuthenticateC |SM-DS M M M M TE_S1
lientBRP
45.6.2.2
All test sequences except
sequences #07 and #08
TC_SM_DS_ES11.AuthenticateC [SM-DS C021 | CO021 C021 C021 TE_S1
456.2.2 [lientBRP
Only test sequences #07 and #08
4571 |TC_ALT_SM_DS_ES15_Client_ |SM-DS C021 |cCo021 co21 C021 |TE_SA1
Mutual_Authentication_for HTTP
S_EstablishmentNIST
4572 |TC_ALT_SM_DS_ES15_Client_ |SM-DS C021 |cCo021 C055 C055 |TE_SA1
Mutual_Authentication_for_ HTTP
S_EstablishmentBRP
4581 |TC_SM_DS_ES12_ Server_Mutu |[SM-DS M M M M TE_S2
al_Authentication_for_ HTTPS_Es
tablishmentNIST
458.2 |TC_SM_DS_ES12_Server_Mutu |SM-DS M M C054 C054 TE_S2
al_Authentication_for_ HTTPS_Es
tablishmentBRP
459.1 |TC_ROOT_SM_DS_ES15_ Serve |SM-DS C024 | C024 Cco024 C024 |TE_SR1
r_Mutual_Authentication_for_HTT
PS_EstablishmentNIST
459.2 |TC_ROOT_SM_DS_ES15_Serve |SM-DS C024 | C024 C056 C056 |TE_SR1
r_Mutual_Authentication_for_HTT
PS_EstablishmentBRP
45.10.1 |TC_SM_DS ES11_Server_Authe |SM-DS M M M M TE_S1
ntication_for_ HTTPS_Establishm
entNIST
45.10.2 |[TC_SM_DS_ES11_Server_Authe |SM-DS M M C054 C054 TE_S1
ntication_for_ HTTPS_Establishm
entBRP
Procedure - Behaviour Testing
52121 |[C-8UICC PrepareDownload R 1., colo |coig | cote | coig | ==Y
etry_ReuseOTKeys cC
TC_eUICC_PrepareDownload_R TE_eUl
5.2.1.2.2 etry. NewOTKeys eulCC C020 |Co020 C020 C020 co
5.2.2.2.1 |TC_eUICC_ForbiddenPPRs eUlCC M M M M TEECe:UI
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V2.2 V2.2. V2.3
or 2

V2.2.
1

TC_eUICC_GetProfilesinfo_GetR TE_eUl
5.2.3.2.1 AT_RSPSession eUlCC M M M M cc
) TE_eUl
5.2.4.2.1 |TC_eUICC_Default_FileSystem |eUICC M M M M cc
TC_eUICC_DeleteProfile_ISDP_ TE_eUl
5.25.2.1 And_Components eUlCC M M M M cc
52621 TC_(?QICQ_EnabIeProﬂIe_Twwe eUICC M M M M TE_eUl
_Notifications cc
52721 TCF_eUICC_DlsabIeProflle_Appllc cUICC M M M M TE_eUl
ationManagement CcC
TC_eUICC_Enable_Disable_Dele |eUICC M M M M TE_eUl
5.2.8.2.1 -
te_Notifications cC
5.3.3.2.1 |TC_SM-DP+_ProfileMetadata gll\D/I-;- M M M M
54121 TC_LPAd_AddProfile_Manual_E LPAd C035 | C035 C035 C035
ntry
54122 | C--PAd_AddProfile_QRCode s |, 5 c035 |co35 | co3s | Co035
canning
TC_LPAd_AddProfile_Activation
54.1.23 Code_InvalidFormat_QRCode LPAd C007 | C007 Ccoo7 Co07
TC_LPAd_AddProfile_Activation
5.4.1.2.4 |Code_lnvalidFormat_ManualEntr |LPAd Co07 | coo7 Coo07 Co007
y
TC_LPAd_AddProfile_Confirmati C035
5.4.1.25 onCode_smdpSigned2_OR LPAd C035 C035 C035
TC_LPAd_AddProfile_Confirmati C035 | C035 C035 C035
5.4.1.2.6 |onCode_smdpSigned2_Manual_ |LPAd
Entry
54127 TC_LPAd_AddProfile_default_S LPAd C035 | C035 C035 C035
M-DP+_address
54128 T_C_LPAd__Add_Proflle_QRCode_ LPAd C035 | CO035 C035 C035
with_ConfirmationCode
TC_LPAd_AddProfile_PPRs C047 | C047 Cco47 co47
5.4.1.2.9 LPAd
Only the test sequence #01
TC_LPAd_AddProfile_PPRs C048 | C048 Cco48 Co048
5.4.1.2.9 LPAd
Only test sequence #2
TC_LPAd_AddProfile_PPRs C051 [CO051 | C051 C051
5.4.1.2.9 LPAd
Only test sequence #3
i.4.1.2.1 'rl;(;r_SLPAd_AddProflle_Securlty_E LPAd C007 Coo7 C0o07 C0o07
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V2.2 V22. V23 V2.4  |Test

or 2 Env.
V2.2.
1
54121 TC._LPAd_AddProflle_Empty_Ma LPAd C035 C035 C035 C035
2 tchingID
5.4.1.2.1 |TC_LPAd_AddEnabledProfile_M LPAd C034 | C034 | CO034 C034
3 anual_Entry
5.4.1.2.1 |TC_LPAd_AddEnabledProfile_Q C034 | C034 C034 C034
. LPAd
4 RCode_scanning
54121 TC_LPAd_AddEnabledProfile_Co C034 | C034 | CO034 C034
5' T InfirmationCode_smdpSigned2_Q [LPAd
R
54121 TC_LPAd_AddEnableProfile_Con C034 | C034 | CO034 C034
6. T [firmationCode_smdpSigned2_Ma |LPAd
nual_Entry
5.4.1.2.1 |TC_LPAd_AddEnabledProfile_de LPAd C034 | C034 | CO034 C034
7 fault_SM-DP+_address
5.4.1.2.1 |TC_LPAd_AddEnableProfile_QR LPAd C034 | C034 | CO034 C034
8 Code_with_ConfirmationCode
TC_LPAd_AddEnabledProfile_PP C049 |C049 | C049 C049
3.4.1.2.1 Rs LPAd
Only the test sequence #01
£4121 TC_LPAd_AddEnabledProfile_PP C050 |CO050 | CO050 C050
o RS LPAd
Only test sequence #2
4121 TC_LPAd_AddEnabledProfile_PP C052 | C052 | C052 C052
g‘ et IRs LPAd
Only test sequence #3
5.4.1.2.2 |TC_LPAd_AddEnableProfile_Em C034 | C034 | CO034 C034
- LPAd
0 pty_MatchinglD
5.4.2.2.1 |TC_LPAd_ListProfiles LPAd C007 | Co07 C0o07 C007
5.4.3.2.1 |[TC_LPAd_SetNickname LPAd co027 | C027 Cc027 Cc027
5.4.3.2.2 |TC_LPAd_EditNickname LPAd Cc027 | C027 Cc027 C027
5.4.4.21 |'C-LPAd DeleteProfile_Disabled |, o, C007 |C007 | C007 | €007
_without PPR
54422 |'C-LPAd DeleteProfile_Enabled |, . C009 |C009 | Coo9 | Co09
_without_PPR
5.4.4.23 |IC-LPAd DeleteProfile_Eror wi |, o, co12 |co12 | coiz2 | co12
th PPR1
TC_LPAd_DeleteProfile_Error_Di
5.4.4.2.4 sabled_with_ PPR2 LPAd C013 | C013 | C013 C013
5.4.4.25 ||C-LPAd DeleteProfile_Eror E |, o, COl4 |CO014 | COl14 | COl4

nabled_with_PPR2
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V2.2 V2.2. V2.3 V2.4 Test
or 2 Env.

V2.2.
1

TC_LPAd_DeleteProfile_Security

5.4.4.2.6 LPAd coo7 |coo7 | coo7r | coo7
_Errors

5.4.52.1 |TC_LPAd_EnableProfile LPAd C009 |C009 | co09 | Co009

5.4.5.2.2 |C-LPAd_EnableProfile_lmplicit | o\, C009 |C009 | C009 | CO009
Disable

5.4.523 | C--PAd_EnableProfile_Error_P | o\ , Co10 |C010 | co10 | Co10
rofileAlreadyEnabled

5.4.5.2.4 |1 C--PAd_EnableProfile_Error P o\, co11l |coi1l | coil | co11
PR1Set

5.4.6.2.1 [TC_LPAd_DisableProfile LPAd Co09 |co09 | coo9 | Co09

5.4.6.22 | C--PAd_DisableProfile_Eror_P | o\, co17 |co17 | coi7 | co17
rofileAlreadyDisabled

5.4.6.23 |1 C--PAd_DisableProfile_Eror P\ o\, co18 |co18 | coi8 | cois
PR1Set

5.4.7.2.1 [TC_LPAd_RetrieveEID LPAd C004 |CO004 | coo4 | cCoo4

TC_LPAd_eUICCMemoryReset
548.2.1 On|y the test sequence #01 and LPAd C007 Ccoo7 Cco07 C007
test sequence #05

TC_LPAd_eUICCMemoryReset C044 | C044 C044 C044

5.4.8.2.1 |Only the test sequence #02 and  |LPAd
test sequence #03

TC_LPAd_eUICCMemoryReset
5.4.8.2.1 LPAd C043 | C043 Co043 Co043
Only the test sequence #04

TC_LPAd_eUICCMemoryResetW

5.4.8.2.2 ithPINVerification LPAd C009 | C009 C009 C009
5.4.10.2. |TC_LPAd_Set/Edit Default SM- LPAd c007 | coo7 coa1 coa1
1 DP+ Address

5.4.11.2. |TC_LPAd_DevicePowerOnProfile

1 Discovery_SM-DP+_address LPAd €022 | C022 €022 co22
5.4.11.2. |TC_LPAd_DevicePowerOnProfile LPAd co22 | co22 C022 C022

2 Discovery_SM-DS

Test Specifications

) M M M See
71 TCA g_UIC_C Profile Package Test cUICC M section
Specification 21

Table 5: Applicability of Tests

Conditional item |Condition

Co01 IF (O_E_NIST) THEN M ELSE N/A
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Conditional item ‘Condition

C002 IF (O_E_BRP) THEN M ELSE N/A

C003 IF (O_E_FRP) THEN M ELSE N/A

C004 IF (O_D_LPAD) THEN M ELSE N/A

005 IF (O_D_LPAD AND O_D_CC_RETRY AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

C006 IF (NOT O_E_LPAe) THEN M ELSE N/A

007 IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY) THEN
M ELSE N/A

008 IF (O_D_LPAD AND O_D_EU_POSTPONED AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

009 IF (O_D_LPAD AND O_D_PIN AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

C010 IF (O_D_LPAD AND O_D_ENPROF) THEN M ELSE N/A
IF (O_D_LPAD AND (O_D_REMOVABLE_DOWNLOAD_PPR OR

Co11 O_D_ALLOWS_PPR1_EUC_REQ OR
O_D_ALLOWS_PPR1_EUC_NOT_REQ) AND O_D_ENPREVPPR1 AND
NOT O_D_ONLY_CELLULAR_CONNECTIVITY) THEM M ELSE N/A
IF (O_D_LPAD AND (O_D_REMOVABLE_DOWNLOAD_PPR OR

Co12 O_D_ALLOWS_PPR1_EUC_REQ OR
O_D_ALLOWS_PPR1_EUC_NOT_REQ) AND O_D_DISDELPPR1 AND
NOT O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A
IF (O_D_LPAD AND (O_D_REMOVABLE_DOWNLOAD_PPR OR

co13 O_D_ALLOWS_PPR2_EUC_REQ OR
O_D_ALLOWS_PPR2_EUC_NOT_REQ) AND O_D_DELPPR2 AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A
IF (O_D_LPAD AND O_D_PIN AND (O_D_REMOVABLE_DOWNLOAD_PPR

co14 OR O_D_ALLOWS_PPR2_EUC_REQ OR
O_D_ALLOWS_PPR2_EUC_NOT_REQ) AND O_D_DELPPR2 AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

co15 IF (O_P_REUSE_OTPK) THEN M ELSE N/A

Co16 IF (NOT O_P_REUSE_OTPK) THEN M ELSE N/A

co17 IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_DISPROF) THEN M ELSE N/A
IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
(O_D_REMOVABLE_DOWNLOAD_PPR OR

co1s O_D_ALLOWS_PPR1_EUC_REQ OR
O_D_ALLOWS_PPR1_EUC_NOT_REQ) AND O_D_DISPPR1) THEN M
ELSE N/A

Co019 IF (O_E_REUSE_OTPK) THEN M ELSE N/A

C020 IF (NOT O_E_REUSE_OTPK) THEN M ELSE N/A

co021 IF (O_S_ALT) THEN M ELSE N/A

022 IF (O_D_LPAD AND O_D_POW_ON_PROF_DISCOVERY AND NOT
O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A
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Conditional item ‘Condition

IF (O_D_LPAD AND O_D_EU_REJECT AND NOT

€023 O_D_ONLY_CELLULAR_CONNECTIVITY) THEN M ELSE N/A

C024 IF (NOT O_S_ALT) THEN M ELSE N/A

C025 IF (O_E_2_PIR) THEN M ELSE N/A

026 IF ((O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY) AND
(O_D_EU_POSTPONED OR O_D_EU_REJECT)) THEN M ELSE N/A

027 IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_NICKNAME) THEN M ELSE N/A

co028 IF (O_P_SESSION_KEYS) THEN M ELSE N/A

C029 IF (O_P_SESSION_KEYS AND O_P_REUSE_OTPK) THEN M ELSE N/A

030 IF (O_P_SESSION_KEYS AND NOT O_P_REUSE_OTPK) THEN M ELSE
N/A

Co31 VOID

C032 IF (O_E_CATBUSY_EN_DIS_REFRESH) THEN M ELSE N/A

C033 IF (NOT O_E_CATBUSY_EN_DIS_REFRESH) THEN M ELSE N/A

coaa IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_ADD_ENABLE_COMBINED) THEN M ELSE N/A

o35 IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_ADD_ENABLE_SEPARATED) THEN M ELSE N/A

C036 IF (O_E_CATBUSY_EN_DIS_NOREFRESH) THEN M ELSE N/A

C037 IF (NOT O_E_CATBUSY_EN_DIS_NOREFRESH) THEN M ELSE N/A

Co38 IF (O_E_CATBUSY_MR) THEN M ELSE N/A

C039 IF (NOT O_E_CATBUSY_MR) THEN M ELSE N/A

C040 IF (O_E_INTEGRATED THEN M ELSE N/A

coal IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND

O_D_DEFAULT_DP_ADDRESS) THEN M ELSE N/A
C042 IF (O_P_ES2+ RETRY) THEN M ELSE N/A

IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
(O_D_REMOVABLE_DOWNLOAD_PPR OR
O_D_EMB_ALLOWS_PPR1_EUC_REQ OR
O_D_EMB_ALLOWS_PPR1_EUC_NOT_REQ)) THEN M ELSE N/A

IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
(O_D_REMOVABLE_DOWNLOAD_PPR OR
O_D_EMB_ALLOWS_PPR2_EUC_REQ OR
O_D_EMB_ALLOWS_PPR2_EUC_NOT_REQ)) THEN M ELSE N/A

IF ((O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY) AND
(O_D_EU_POSTPONED OR O_D_EU_REJECT) AND
(O_D_REMOVABLE_DOWNLOAD_PPR OR
O_D_EMB_ALLOWS_PPR1_EUC_REQ)) THEN M ELSE N/A

IF ((O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY) AND
(O_D_EU_POSTPONED OR O_D_EU_REJECT) AND
(O_D_REMOVABLE_DOWNLOAD_PPR OR
O_D_EMB_ALLOWS_PPR2_EUC_REQ)) THEN M ELSE N/A

co43

C044

C045

C046
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Conditional item ‘Condition

IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_ADD_ENABLE_SEPARATED AND
(O_D_REMOVABLE_DOWNLOAD_PPR OR
O_D_EMB_ALLOWS_PPR1_EUC_REQ)) THEN M ELSE N/A

IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_ADD_ENABLE_SEPARATED AND
(O_D_REMOVABLE_DOWNLOAD_PPR OR
O_D_EMB_ALLOWS_PPR2_EUC_REQ)) THEN M ELSE N/A

IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_ADD_ENABLE_COMBINED AND
(O_D_REMOVABLE_DOWNLOAD_PPR OR
O_D_EMB_ALLOWS_PPR1_EUC_REQ)) THEN M ELSE N/A

IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_ADD_ENABLE_COMBINED AND
(O_D_REMOVABLE_DOWNLOAD_PPR OR
O_D_EMB_ALLOWS_PPR2_EUC_REQ)) THEN M ELSE N/A

IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_ADD_ENABLE_SEPARATED AND O_D_ADDPREPPR1 AND

Co51 (O_D_REMOVABLE_DOWNLOAD_PPR OR
O_D_EMB_ALLOWS_PPR1_EUC_REQ OR
O_D_EMB_ALLOWS_PPR1_EUC_NOT_REQ) THEN M ELSE N/A

IF (O_D_LPAD AND NOT O_D_ONLY_CELLULAR_CONNECTIVITY AND
O_D_ADD_ENABLE_COMBINED AND O_D_ADDPREPPR1 AND

C052 (O_D_REMOVABLE_DOWNLOAD_PPR OR
O_D_EMB_ALLOWS_PPR1_EUC_REQ OR
O_D_EMB_ALLOWS_PPR1_EUC_NOT_REQ) THEN M ELSE N/A

co47

C048

C049

C050

C053 IF (O_P_TLS BRP) THEN M ELSE N/A

C054 IF (O_S_TLS BRP) THEN M ELSE N/A

C055 IF (O_S_ALT AND O_S_TLS_BRP) THEN M ELSE N/A
C056 IF (NOT O_S_ALT AND O_S_TLS_BRP) THEN M ELSE N/A
C057 IF (O_E_SERVICES_SPECIFIC_DATA) THEN M ELSE N/A

Table 6: Conditional Items Referenced by Table 5

2.2 General Consideration

This section contains some general considerations about the test cases defined in this
document. Note that some external test specifications are referred to in chapter 7.
Consequently, the following sub sections SHALL only apply for test cases defined in
sections 4 and 5 and 6.

2.2.1 Test Case Definition
Test descriptions are independent.

For each test described in this document, a chapter provides a general description of the
initial conditions applicable for the whole test. This description is completed by specific
configurations to each individual sub-case.
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It is implicitly assumed that all entities under test SHALL be compliant with the initial states
described in Annex G. An initial state SHALL be considered as a pre-requisite to execute all
the test cases described in this Test Plan.

After completing the test, the configuration is reset before the execution of the following test.

2.2.2 Test Cases Format
Here is an explanation of the way to define the test cases in chapters 4, 5 and 6.

4. X.Y.Z Test Cases

4.X.Y.Z1TC_IUT TestNamel

General Initial Conditions

Entity Description of the general initial condition
Entityl Test case - general condition 1

Entity2 Test case - general condition 2

Test Sequence #01: Short Description

Description of the aim of the test sequence N°1

Initial Conditions

Entity Description of the initial condition

Entityl Test sequence N°1 - initial condition 1

Entity2 Test sequence N°1 - initial condition 2

Step ‘ Direction ‘Sequence / Description  Expected result REQ

Command or Message to send | Expected result N°1.1

IC1 Entity? — Entity2 from Entityl to Entity2

. .. .~ |Command or Message to send | 1- expected result N°1.2 REQ1
1 Entity1 — Entity2 . .
from Entity1 to Entity2 2- expected result N°1.3
5 Entity2 —> Entity3 Command or Message to send

from Entity2 to Entity3

Test Sequence #02

Description of the aim of the test sequence N°2

Step ‘ Direction ‘ Sequence / Description Expected result N=O)
. . Command or Message to send
1 Silfig7] = Sl from Entityl to Entity2
1- expected result N°2.1 REQ2
5 Entity2 —> Entity3 Commar_ld or Mess_age to send p Q
from Entity2 to Entity3 2- expected result N°2.2

4.X.Y.Z.2 TC_IUT TestName2
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The test cases TC_IUT_TestNamel and TC_IUT_TestName2 are referenced in Table 5 that
allows indicating the applicability of the tests.

In the test case TC_IUT_TestNamel, the requirements REQ1 and REQ2 are respectively
covered by the test sequences #01 and #02.

Note: For some test cases, requirements to be covered are not listed in the test sequences.
In that case, references to sections in GSMA RSP Technical Specification [2] covered by the
test sequences are indicated in the Conformance Requirements References section of the
test case.

The test sequence #01 SHALL be executed if and only if these conditions are met:

e Test case - general condition 1
e Test case - general condition 2
o Test sequence N°1 - initial condition 1
o Test sequence N°1 - initial condition 2

The test sequence #02 SHALL be executed if and only if these conditions are met:

e Test case - general condition 1
e Test case - general condition 2

The tables defining the different initial conditions are optional.
Initial Conditions are intended to be reached dynamically using the Test Tool when possible.

No additional operation SHALL be done prior to the test sequence besides those indicated in
the Initial Conditions (e.g. no other Profiles SHALL be present on the eUICC besides those
defined in the Initial Conditions).

In the test sequence #01.:

e the step IC1 corresponds to an additional Initial Condition
e inthe step N°1, if the expected results N°1 and N°2 are validated, the requirement
REQ1 (or a part of the REQ1) SHALL be considered as implemented

Note that all initial states (described in Annex G) SHALL be implemented by the entity under
test whatever the test cases to execute.

In addition, following 2.2.1 sub sections present all information (e.g. Methods, Constants...)
that MAY be referenced in test sequences.

After execution of each test sequence a clean-up procedure (CU) SHALL be executed to
restore the IUT to the Common Initial State as defined in Annex G.

2.2.21 Methods and Procedures
A method is referenced as follow:
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e MTD_NAME_OF_THE_METHOD(PARAM1, PARAM2...)

The key word “NO_PARAM” SHALL be set in method call if the related optional parameter is
not used.

All methods and their related parameters are described in Annex C.1.
A procedure is a generic sub-sequence and is referenced as follow:

e PROC NAME OF THE PROCEDURE
All procedures are described in Annex C.2.

The implementation of these methods and procedures is under the responsibility of the test
tool providers.

2222 Constants and Dynamic Content

A constant (e.g. text, ASN.1 structure, hexadecimal string, icon, URI, integer, EID, AID...) is
referenced as follow:

e #NAME OF THE CONSTANT
All constants are defined in Annex A.

When provided as an ASN.1 value notation, a constant SHALL be encoded in DER TLV (as
specified in ITU-T X.690 [16]) by the test tool.

A dynamic content (e.g. TLV, ASN.1 structure, signature, integer, AlD, one-time key pair...)
is referenced as follow:

e <NAME OF THE VARIABLE>
All dynamic contents are defined in Annex B.

A dynamic content is either generated by an IUT or by a test tool provider.

2223 Requests and Responses
An ASN.1 or a JSON request is referenced as follow:

e #NAME OF THE REQUEST
An ASN.1 or a JSON response is referenced as follows:
e #R NAME OF THE RESPONSE

Each ASN.1 or JSON request and response MAY refer to a constant or a dynamic content.
All these structures are defined in Annex D.

When provided as an ASN.1 value notation, a request or a response SHALL be encoded in
DER TLV (as specified in ITU-T X.690 [16]) by the test tool.

When an ASN.1 element definition contains three points (i.e. “...”), it means that fields MAY
be present but SHALL not be checked by the test tool.
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In the following example, several fields MAY be part of the ProfileInfoListResponse
but only the profileNickname SHALL be verified.

resp ProfileInfolistResponse ::=
profileInfolistOk :{
{

profileNickname #NICKNAME

}

This rule applies also for Constants definition.

Some ASN.1 SEQUENCE components have a DEFAULT value (for example,
profileClass in StoreMetadataRequest). In this specification, when values are
specified in ASN.1 syntax and the DEFAULT value is intended, two different formulations
(both of which are valid) may be used:

¢ the relevant component is specified with the DEFAULT value;
¢ the relevant component is missing entirely.

These are logically equivalent and lead to the same DER encoding. In both cases, the
following rules apply:

¢ When the test tool is sending the DER value, it SHALL NOT include the component
(as per DER rules).

¢ When the test tool is checking a received DER value from the entity under test, it
SHALL check that the component is NOT present.

Test tools SHALL consider two BIT STRINGSs to be equivalent if the BIT STRINGs have the
same DER encoding. For example, '0101'B shall be considered to be equivalent to
'010100'B.

NOTE: this is equivalent to removing any trailing zero bits from the BIT STRINGs in
"bstring" notation (e.g. '010100'B = '0101'B) and then comparing the strings
textually.

NOTE: according to the DER format, the encoding of transmitted values will remove

the trailing zeroes. The definition above allows for values which are specified
using ASN.1 value notation and are not transmitted, such as values
specified in the Annexes of the current document, including IUT settings
which might be specified by a user of the current document and may contain
trailing zeroes in the ASN.1 value notation.

2.2.24 APDUs
A C-APDU is referenced as follow:

e [NAME_OF THE_CAPDU]

All C-APDUs are defined in Annex D.4.
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An R-APDU is referenced as follow:
e [R_NAME_OF THE_RAPDU]
All R-APDUs are defined in Annex D.4.
Each APDU MAY refer to a constant or a dynamic content.

The APDU TERMINAL RESPONSE SHALL be dynamically generated by the test tool
according to the related proactive command. Therefore, this particular command is not
referenced with brackets in this specification. If not explicitly defined in the step, the general
result SHALL be set by default to “Command performed successfully” (i.e. 0x83 01 00).

2.2.2.5 Profiles

In order to execute the test cases described in this document, Operational, Test and
Provisioning Profiles are necessary. All these Profiles are defined in Annex E with the Profile
Metadata content and the corresponding Profile Package as defined in the eUICC Profile
Package Specification [4].

A Profile is referenced as follow:
e PROFILE OPERATIONALx with X the identifier of the Operational Profile
or
e PROFILE TESTx with x the identifier of the Test Profile
or
e PROFILE PROVISIONINGx With X the identifier of the Provisioning Profile

NOTE: Test Profiles and Provisioning Profiles are out of the scope of this version of
test specification.

2.2.2.6 IUT Settings

For the purpose of some test cases, Device and eUICC manufacturers and Platforms (i.e.
SM-DP+, SM-DS) providers need to give some information related to their products to the
test tools providers (e.g. supported Java Card version).

An IUT setting is referenced as follow:
e #IUT NAME OF SETTING
All these settings are defined in Annex F.

2227 Referenced Requirements

All requirements referenced in this document by their identifiers are present and described in
Annex |. These requirements have been extracted from the specifications:

e GSMA RSP Technical Specification [2]
o GSMA RSP Architecture [3]
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2.2.3 General Rules for eUICC Testing

2.2.31 Default Profile Downloading process

By default, when an Operational Profile needs to be downloaded on the eUICC (e.g. As
mentioned in an initial condition), the following rules apply except if it is differently defined in
the Test Case.

The highest priority Cl in euiccCiPKIdListForSigning SHALL be used.

In order to execute the Common Mutual Authentication procedure and the Sub-procedure
Profile Download and Installation (End User Confirmation), the following requests SHALL be
sent by the Test Tool:

#GET EUICC_INFO1 and #GET EUICC_ CHALLENGE
#AUTH SMDP_MATCH_ID

o withthe <EUICC CI PK ID TO BE USED> setto the CI for signing
indicated as highest priority in the #R EUICC INFO1

o withthe #CERT S SM DPauth ECDSA leading to the same CI as the one
chosen for signing

o with the SM-DP+ address #TEST DP ADDRESS1

#PREP DOWNLOAD NO CC

o withthe #CERT S SM DPpb ECDSA leading to the same Cl as the one
chosen for signing

Neither ES10b.GetRAT nor ES10b.GetProfilesinfo requests SHALL be executed
During the Profile Installation, the following SCPO03t TLVs SHALL be used by default:

e #S INIT SC PROF1

e #CONF ISDP EMPTY

e no TLV for "ES8+.ReplaceSessionKeys" function SHALL be used (i.e. the Profile
SHALL be downloaded by using the session keys <S ENC> and <S_MAC>)

2.2.3.2 Default Local Profile Management process

By default, when an Operational Profile needs to be enabled, disabled or deleted on the
eUICC (e.g. As mentioned in an initial condition), the following rules apply except if it is
differently defined in the Test Case.

The EnableProfileRequest and the DisableProfileRequest SHALL contain the following
parameters:

e |CCID of the Profile to Enable or to Disable
o RefreshFlag set to TRUE

The eUICC SHALL send the REFRESH command in "UICC Reset" mode (i.e. the
APDU[TERMINAL_PROFILE] indicating the support "UICC Reset" SHALL be used by the
Test Tool).
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The DeleteProfileRequest SHALL contain the following parameter:
e |ICCID of the Profile to Delete

2.2.3.3 ASN.1 elements verifications

Each time the eUICC returns an ASN.1 structure containing a SEQUENCE OF elements, the
order of elements SHALL be checked by the Test Tool except for the particular responses:

e notificationMetadatalList oOf ListNotificationResponse
e profileInfolistOk of ProfileInfolistResponse

e notificationList of RetrieveNotificationsListResponse

When an Operational Profile class is expected to be indicated in a
ProfileInfolListResponse, the Test Tool SHALL accept only one DER encoding if the
eUICC supports SGP.22 v2.2.x [2] or SGP.22 V2.2 [2b]: a tag 0x95 containing the integer
value 2.

2.2.4  General Rules for Device Testing

2241 Default Profile Download, install and enable Process on the Device Under
Test

By default, when an Operational Profile needs to be downloaded, installed (and if necessary

enabled) on the (Test) eUICC resided in the Device Under Test (e.g. As mentioned in an
initial condition), the following rules apply except if it is defined differently in the Test Case.

The default way to execute the Profile download SHALL be the Add Profile procedure with
Activation Code #ACTIVATION CODE 1. The way to apply the Activation Code (manual
typing or QR code scanning) depends on the Device/LPAd implementation. In order to
execute the Common Mutual Authentication procedure and the Sub-procedure Profile
Download and Installation (End User Confirmation), the following responses SHALL be sent
by the S_SM-DP+:;

e #INITIATE AUTH OK

o withthe <EUICC CI PK ID TO BE USED> set to the CI for signing
indicated as highest priority in euiccCiPKIdListForSigning in the
#R_EUICC_ INFO1

o with the #CERT S SM DPauth ECDSA leading to the same CI as the one
chosen for signing

o with the SM-DP+ address #TEST DP ADDRESS1

e #AUTH CLIENT OK

o withthe #CERT S SM DPpb ECDSA leading to the same CI as the one
chosen for signing
o Metadata of the downloaded Profile instead of #METADATA OP PROF1

e #GET BPP_OK with the content of the installed Profile (no session keys used)
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Before running a test sequence, and after establishing the Initial conditions, all pending
Notifications (sent on the best-effort basis as soon as connectivity is available as defined in
section 3.5 of SGP.22 [2]) SHALL have been acknowledged by the simulated SM-DP+(s).
S _SM-DP+(s) SHALL be run with suitable addresses in order to receive and acknowledge
all pending Notifications (including install, enable, disable and delete). The addresses which
are required depend on the server address used for recent profile downloads (typically
#TEST_DP_ADDRESSI to receive and acknowledge PIR), and the notificationAddress
values in the Metadata of recently downloaded Profiles (for otherSignedNatification). Each
S _SM_DP+ SHALL use the TLS certificate corresponding to its address
(CERT_S_SM_DP_TLS, CERT_S_SM_DP2_TLS, etc).

If only O_D_ADD_ENABLE_COMBINED is supported by the DUT, the user might have to
perform actions in a particular manner in order to achieve the initial conditions related to
enabled/disabled state of profiles (for example: disable a profile after installing, install
profiles in a particular order, re-enable an initial profile after installing a subsequent profile).

If the test case requires a Profile Download to be initiated via SM-DS:

¢ The mechanism used to initiate this is device-specific.
¢ If the device is using Power-on Profile Discovery the following applies:

o when it is supported, the value of the configuration parameter for Device
Power-on Profile discovery is 'Enabled'.

o the Device has to be powered-off and then powered-on before each test
sequence.

2242 LUI Settings and Result Verification Criteria

Some Initial Conditions require the “The protection of access to the LUI is disabled” setting.
It means that no protection mechanism is enforced upon entry to the LUI as defined in
SGP.22 [2].

The way to perform Authenticated or Strong Confirmation SHALL be executed by the
S _EndUser according to the description provided by the Device Vendor in
#IUT_LPAd_Confirmation.

For operations for which SGP.21 [3] and SGP.22 [2] do not require Confirmation —i.e. only
User Intent is required (for example, Enable Profile, Disable Profile, Set/Edit Nickname): if
the Device requests Confirmation from the User, the Test Tool SHALL NOT treat this as a
failure.

For operations for which SGP.21 [3] and SGP.22 [2] require Simple Confirmation: if the
Device requests Authenticated or Strong Confirmation from the User, the Test Tool SHALL
NOT treat this as a failure.

Some of the Expected Results on the IUT side expect “No Error”. In this case the Test Tool
SHALL verify that there is no error message appears on the Ul of the DUT.

The End User SHALL follow the LUI requests to successfully complete the Profile Download
process. Any combined confirmation for consecutive Local Profile Management Operations
SHALL be avoided by the End User unless it is explicitly required by the test procedure. E.g.:
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upon installation of a new Profile, the LPA could propose ‘add Profile’ and ‘enable’ into one
single step with a single confirmation only (e.g. “Do you want to install Profile ‘ProfileName’
on your Device and enable it? Yes / No / Install only”) In this case the End User will select
the confirmation only for the single actual operation (i.e. select “Install only”).

NOTE: When combined Add and Enable Profile operations are to be initiated,
various device implementations are possible. Examples (non-exhaustive):

e The user initiates the Add Profile operation first, with the Enable
operation being incorporated later in the process, for example, at the
confirmation stage.

e The user initiates a composite "Add and Enable Profile" operation at
the start of the process.

If a test sequence requires Add Profile initiation and only O_D_ADD_ENABLE_COMBINED
is supported by the DUT, then Add Profile initiation SHALL be interpreted to mean that the
combined Add and Enable Profile operations are to be initiated, taking into account the note
above regarding various device implementations.

2243 TLS Testing Recommendations
The TLS connection may be rejected either:

e by sending a TLS alert, or

e by closing of the TCP connection, though TLS handshake completed, or

e TLS handshake not completed without sending a TLS alert, or

e No further RSP communication has been initiated by LPAd on ES9+/ES11 within
the #/lUT_LPAd_SESSION_CLOSE_TIMEOUT

Please note that this is not an exhaustive list, and acting as guidelines for the test tools.

2.2.5 Pass Criteria

A test execution is considered as successful only if the test procedure was fully carried out
successfully.

A test execution is considered as failed if the tested feature provides an unexpected
behaviour.

A test execution is considered as inconclusive when the pass criteria cannot be evaluated
due to issues during the setup of the initial conditions (including the ICx steps) or during the
execution of steps in which no requirement is referenced.

2.2.6  Future Study

Some of the test cases or test sequences described in this Test Plan are FFS (For Future
Study). This MAY mean that some clarifications are expected at the requirement level to
conclude on a test method. As consequence, the corresponding test SHALL not be
executed.
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2.2.7 General Rules for SM-DP+ Testing

2271 Default Profile Processing
By default, for ES2+ testing, the SM-DP+ SHALL use random keys to protect profiles.

3 Testing Architecture

3.1 Testing Scope

All the interfaces, intended to be tested in the scope of this document, are presented
hereafter:

SM-DP+ <—E52+—4 Operator <

ES9+

ES8+

,-_J N
-
O
]
o
—
)
|
o
—
c
o
- ————

\ / Interface tunneled within
/ \ other interfaces

Interface ‘ Between ‘ Description

ES2+ Operator | SM-DP+ | Used by the Operator to order Profiles for specific eUICCs as
well as other administrative functions.

NOTE: this interface is out of scope of this
specification.

ES6 Operator | eUICC Used by the Operator for the management of Operator
services via OTA services.

ES8+ SM-DP+ | eUICC Provides a secure end-to-end channel between the SM-DP+
and the eUICC for the administration of the ISD-P and the
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Interface ‘ Between ‘ Description

associated Profile during download and installation. It provides
Perfect Forward Secrecy.

ES9+ SM-DP+ | LPD Used to provide a secure transport between the SM-DP+ and
the LPA (LPD) for the delivery of the Bound Profile Package
and the delivery of Remote Profile Management Commands.

ES10a LDSd euUlCC Used between the LDSd and the LPA Services to handle a
Profile discovery.

ES10b LPDd eulcC Used between the LPDd and the LPA services to transfer a
Bound Profile Package to the eUICC. This interface plays no
role in the decryption of Profile Packages.

ES10c LUId eUlCcC Used between the LUId and the LPA services for Local Profile
Management by the End User.

ES11 LDS SM-DS Used by the LDS to retrieve Event Records for the respective
eUICC.

ES12 SM-DP+ | SM-DS Used by the SM-DP+ to issue or remove Event Registrations
on the SM-DS.

ES15 SM-DS SM-DS Used in the case of deployments of cascaded SM-DSs to

connect those SM-DSs.

Table 7: Interfaces Descriptions

3.2 Testing Execution

This chapter aims to describe the different testing environments and equipments to allow the
test cases to be executed.

To permit the execution of the different test cases described in this Test Plan, specifics
simulators SHALL be used. The simulators that have been defined are listed hereafter:

e S Device: the Device Simulator used to send some commands to the eUICC under
test using ISO/IEC 7816-4 [7] on the contact interface

e S _SM-DP+: the SM-DP+ Simulator

e S SM-DS: the SM-DS Simulator

¢ S MNO: the MNO Simulator

e S LPAd: the LPAd Simulator

e S LPAe: the LPAe Simulator

e S EndUser: the End User Simulator that acts as an End User. This simulator MAY be
either a person (i.e. a Tester) or a software that simulates the End User interactions.

e S CLIENT: the HTTPs client Simulator for the purpose of TLS testing. The
S _CLIENT MAY be S_SM-DP+, S_SM-DS depending on the component under test.

e S SERVER: the HTTPs server Simulator for the purpose of TLS testing. The
S_SERVER MAY be S_SM-DP+ or S_SM-DS depending on the component under
test.

¢ Implementation of these simulators remains under the responsibility of the test tool
providers.

o The aim of all the test cases is to verify the compliance of an Actor/Component (i.e.
eUICC, SM-DP+, Alternative SM-DS, Root SM-DS, LPAe, LPAd, Device).
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Following notations are used:

e S ComponentName for a simulated component

e ComponentName for the Implementation Under Test (IUT)

e Where ComponentName is indicated by CLIENT, SERVER

e Depending on the component under test, the CLIENT MAY be the SM-DP+ or the
SM-DS. The Operator component is currently out of scope.

o Depending on the component under test, the SERVER MAY be the SM-DP+ or the
SM-DS. The Operator component is currently out of scope.

e The use of "-- optional” in any ASN.1 elements defined within this document indicate
that the test tool SHALL allow for the value either being present with that value, or
being absent.

3.2.1 eUICC - Test Environment

The following test environment is used for all eUICC test cases as defined in chapter 4.2 and
5.2 (unless it is specified differently in the specific test case). Following conditions apply:

e Removable eUICC is used
¢ Inthe scope of this Test Plan, the eUICC SHALL support Java cardTM

e EUM SHALL provide products with one of the form factors specified in ETSI TS
102 221 [5]

e EUM SHALL provide products compliant with Annex G.2 — eUICC Initial States
o LPAd/MNO / SM-DP+/ SM-DS / Device Simulators SHALL be implemented by the

test tools
S_Device, S_LPAd ES6, ES8+, ES10x
€ >
(S MNO, S SM-DP+, S_SM-DS) PC/SC reader

The reference of this Test Environment is TE_eUICC.

3.2.2 SM-DP+ and SM-DS - Test Environment

The following test environment is used for all SM-DP+ and SM-DS Interfaces related test
cases as defined in chapter 4.3 and 4.5 (unless it is specified differently in the specific test
case). Following conditions apply:

e SM-DS/SM-DP+ /LPA Simulators SHALL be implemented by the test tools

e Simulators act as a RSP server or a RSP client

o Definition of the TLS parameters/configuration is provided

e JSON (and ASN.1) input data are used (NOTE: ASN.1 format is out of scope of this
specification)

3.2.21 Test environment for SM-DP+ under test
Test Environment reference:

e TE_P1 (SM-DP+ on ES12)
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ES12
B <—>{s s

Test Environment reference:

e TE_P2 (SM-DP+ on ES9+)

ESO+
E— {0

Test Environment reference:
e TE_P3 (SM-DP+ on ES2+)

S MNO |22ty E29' 3 5 | pAd

ES12

> S SM-DS

3.2.2.2 Test environment for SM-DS under test
Test Environment reference:

e TE_S1(SM-DS on ES11)

ES11
SM-DS 4?--€ﬁ S_LPAd

Test Environment reference:

e TE_S2 (SM-DS on ES12)

ES12
S SM-DP+ <€ VB

Test Environment reference:

e TE_S3(SM-DS on ES12 and ES11)
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ES12 ES11

Test Environment reference:

e TE_SALl (Alternative SM-DS on ES12 and ES15)

ES12

Test Environment reference:

e TE_SA2 (Alternative SM-DS on ES12, ES15 and ES11)

ES12 ES1

Test Environment reference:

e TE_SR1 (Root SM-DS on ES15)

ES15

Test Environment reference:

e TE_SR2 (Root SM-DS on ES15 and ES11)

ES15

ES11
>
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3.2.3 Device/LPAd - Test Environment

The following test environment is used for all LPAd Interfaces related test cases as defined
in chapter 4.4 and 5.4 (unless it is specified differently in the specific test case). Following
conditions apply:

o The Device contains an eUICC configured with Test Certificates and Test Keys

e The Test eUICC is either soldered or removable. In case the eUICC is removable, it
SHALL NOT be removed during testing

e The Test eUICC is only used for LPAd testing and SHALL not be considered as an
IuT

e The Test eUICC SHALL not support LPAe

e The Test eUICC SHOULD be compliant with the GSMA RSP Technical Specification
[2]

e SM-DP+ Simulator(s) SHALL be implemented by the test tools

e SM-DS Simulator(s) SHALL be implemented by the test tools

o End User Simulator SHALL be used (S_EndUser)

¢ No modification of the Device HW is required

e |Ifthe IUT is a Companion Device it has to be connected to a Primary Device as
defined by the Device Vendor. The Device Vendor SHALL provide detailed
information about which RSP functionality requires a Primary Device.

¢ No modification of the Device OS is required for the usage of S_EndUser

e Test Root Certificate SHALL be configured in the Device

3.2.31 General (Device/LPAd) Test Environment

S SM-DP+ S SM-DS S_EndUser

ES9+ $ESII ESeu

The Test Environment consists of:

e |UT: Device, or Companion Device supporting the LPAd with a Test eUICC
connected to a Primary Device

e S SM-DP+: a simulated SM-DP+ supporting a connection used by the Device to
establish ES9+, (ES8+)

e S SM-DS: a simulated SM-DS supporting a connection used by the Device to
establish ES11

e S EndUser

In case the Device supports a connection method different from Cellular Network it is
expected that this connection method is used.

NOTE: Device that supports only Cellular Networks is out of scope for this
specification.
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3.2.3.2 Device — Test Environment

If the IUT is a Device as defined in SGP21/SGP.22 [2] it SHALL provide at least one method
to establish the IP connection to the S_ SM-DP+, or S_ SM-DS.

When executing a test case with an IUT matching this definition, default Initial States as
defined in G.1.1 apply unless it is specified differently in the specific test case.

3.23.3 Companion Device connected to a Primary Device — Test Environment
The Companion Device is connected to a Primary Device.

Device Vendors SHALL provide the mechanism to connect the Primary Device to the
Companion Device.

User interaction and the verification of User Intents can be performed on the User Interface
of the Primary Device or the companion Device.

The Companion Device MAY connect to the S_SM-DP+, or S_SM-DS directly, or MAY use a
connection offered by the Primary Device.

To connect to the SM-DP+ or the SM-DS the Companion Device uses a connection offered
by the Primary Device.

Initial State as defined in G.1.2 applies unless otherwise stated in the test case.

Primary Device .
y Lol S SM-DS

ESeu User A
Interface ESO+

1 B
e
n

S _SM-DP+
A

Companio
Device

ESeu User

S _EndUser Interface

ES9+

LPAd
LUI ES11

ES10x

Test eUICC

3.2.4 End-to-End Testing

The aim of all the test cases related to the system behaviour sections is to verify the
functional behaviour of the RSP ecosystem composed of the following Actors:

e eUICC
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o SM-DP+
e Device

e LPA

e SM-DS

This test environment is defined as FFS.

3.2.5 Integrated eUICC — Test Environment

The following test environment is used for all eUICC test cases as defined in chapter 4.2 and
5.2 (unless it is specified differently in the specific test case). Following conditions apply:

e EUM SHALL provide products compliant with Annex G.2 — eUICC Initial States

e LPAd/MNO / SM-DP+/ SM-DS / Device Simulators SHALL be implemented by the
test tools

¢ Integrated eUICC shall provide a test interface which includes one of the following:

e ISO/IEC 7816-4 [7]
e USB CCID [29]

o For Integrated eUICC providing a USB CCID [29] test interface, the provisions of
Annex J SHALL apply

e For Integrated eUICC providing ISO/IEC 7816-4 [7], the requirements of 3.2.1 eUICC
— Test Environment with implementing shall apply

Device
PC/SC ES6, ES8+, ES10x Integrated eUICC
Test Interface Integrated eUICC
usB PC /sc (e.g. USB/Bluetooth)

CCID UsB

Card Reader Mode

The reference of this [29] USB CCID based Test Environment is TE_Integrated eUICC.

4 Interface Compliance Testing

4.1 General Overview

This section focuses on the implementation of the different interfaces according to the
GSMA RSP Technical Specification [2]. The aim is to verify the compliance of all interfaces
within the system.

4.2 eUICC Interfaces
421 ATR and ISD-R Selection
4211 Conformance Requirements

References
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GSMA RSP Technical Specification [2]

Requirements

e RQ34 001
¢ RQ57 001, RQ57 003, RQ57 005
e RQDO0O 001
4.2.1.2 Test Cases
4.2.1.21 TC_eUICC_ATR_And_ISDR_Selection

Test Sequence #01 Nominal: ATR and Select ISD-R

Step ‘ Direction | Sequence / Description

Non-confidential

Expected result

S_Device — ATR present with the first tBi (i>2)
L eUlCC RESET after T = 15 containing b2=1 RQ34_001
i FCP Template present
o | S-DPevice— | o ecT MR plate p
euiCcC SW=0x9000
S _Device —
3 [TERMINAL_CAPABILITY_LPAd] | SW=0x9000
euiCC
S_Device — Toolkit initialization THEN
4 eUICC [TERMINAL_PROFILE] SW=0x9000
Extract the
S _LPAd — <CHANNEL_NUMBER> from
5 SUICC [MANAGE_CHANNEL_OPEN] response data RQ57_001
SW=0x9000
The response data:
Ox6F <L>
S LPAd 84 <L> #ISD_R_AID RQ57_003
6 SUICC MTD_SELECT(#ISD_R_AID) A5 <L> RQ57_005
<PROPRIETARY_DATA> RQDO_001
#R_ISDR_SELECTION
SW=0x9000
4.2.2 ESG6 (Operator -- eUICC): UpdateMetadata
4.2.21 Conformance Requirements
References

GSMA RSP Technical Specification [2]
3GPP TS 23.040 - Technical realization of the Short Message Service (SMS) [22]
Requirements

e RQ24_021, RQ24_024
e RQ29 001, RQ29 021
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4222

RQ54_001, RQ54_002, RQ54_003, RQ54_004, RQ54 005, RQ54 006, RQ54_007,
RQ54_008, RQ54_009, RQ54_ 010, RQ54 011, RQ54 012, RQ54 013, RQ54 014,
RQ54_013_1, RQ54_015, RQ54_016

RQ57_120, RQ57_122, RQ57_123, RQ57_126

Test Cases

42221 TC_eUICC_ES6.UpdateMetadata

Throughout all the ES6.UpdateMetadata test cases, SMS is used as the secure OTA
channel.

General Initial Conditions

Entity Description of the general initial condition
euICC The PROFILE_OPERATIONAL1 with
#METADATA_WITH_PPRS_AND_ICON is loaded on the eUICC.

Test Sequence #01 Nominal: Unset PPR1

The purpose of this test is to verify that the MNO can unset PPR1 from a Profile and that the
eUICC can handle an Update Metadata request with only one field present.

Initial Conditions

Entity Description of the initial condition
euiCcC The PROFILE_OPERATIONALL is Enabled.
Step Direction ‘ Sequence / Description Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
RQ54_001
RQ54 002
RQ54_003
MTD_SEND_SMS_PP( RQ54_004
RQ54_005
S Device — [INSTALL_PERSO_RES_ISDP]; RQ54_006
1 — SW=0x91XX RQ54_007
eulCC MTD_STORE_DATA_SCRIPT( RQ54_009
#REMOVE_PPR1, RQ54 010
FALSE)) RQ54_013_1
RQ29 021
RQ24 021
RQ54 011
- g MTD_CHECK_SMS_PO | RQ54_015
2 S_Device 2eUICC | FETCH “XX R(0x3000) RQ54 011
3 S_Device - TERMINAL RESPONSE SW=0x9000
eUICC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_GET_UPDATE_N1 RQ>4_013_1
5 S_LPAd — eUICC - - - - - RQ54_009
#GET_NEW_METADATA) SW=0x9000 RQ57_120
RQ57_122
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RQ57_123
RQ57_126

Test Sequence #02 Nominal: Unset PPR2 and update icon

The purpose of this test is to verify that the MNO can unset PPR2 and update the icon and
icon type values from a Profile.

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is Enabled.
Step ‘ Direction ‘ Sequence / Description Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
RQ54_001
RQ54_002
RQ54_003
RQ54_004
MTD_SEND_SMS_PP( RQ54_005
RQ54_006
S_Device — [INSTALL_PERSO_RES_ISDP]; _ RQ54_007
L | ebicc MTD_STORE_DATA_SCRIPT( | SW=0X91XX RQ54_009
#UPD_ICON_REM_PPR2, RQ54_010
FALSE)) RQ54_011
RQ54 012
RQ54 013 1
RQ29_021
RQ24 021
. i MTD_CHECK_SMS_PO | RQ54_015
2 S Device 2eUICC | FETCH “XX R(0x9000) RQ54_011
3 | S Device > TERMINAL RESPONSE SW=0x9000
euiCC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_009
RQ54 012
MTD_STORE_DATA( #R_GET_UPDATE_N2 RQ54 013 1
_ - _GEL_ — RQ57_120
5 | SLPAd—eUICC | "uGET NEW_METADATA) | SW=0x0000 ROy 195
RQ57_123
RQ57_126

Test Sequence #03 Nominal: Unset PPR1 and PPR2 and update Profile name and
Service Provider name

The purpose of this test is to verify that MNO can unset PPR1 and PPR2 from a Profile and
can update the Service Provider Name and Profile Name values.

Initial Conditions

Entity Description of the initial condition

euiCC The PROFILE_OPERATIONAL1 is Enabled.
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Step Direction Sequence / Description Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
RQ54_001
RQ54_002
RQ54_003
RQ54_004
MTD_SEND_SMS_PP( RQ54_005
RQ54_006
S_Device — [INSTALL_PERSO_RES_ISDP]; _ RQ54_007
1 euICC MTD_STORE_DATA_SCRIPT( | SW=0X91XX RQ54_009
#UPD_NAMES_REM_PPRS, RQ54_010
FALSE)) RQ54_011
RQ54_012
RQ54_013_1
RQ29_021
RQ24_021
. e MTD_CHECK_SMS_PO | RQ54_015
2 S_Device >eUICC | FETCH “XX R(0x9000) RO54 011
g | S Device> TERMINAL RESPONSE SW=0x9000
euiCcC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_009
RQ54_012
RQ54_013_1
MTD_STORE_DATA( #R_GET_UPDATE_N3 RQ57_120
5 S_LPAd — eUICC #GET_NEW_METADATA) SW=0x9000 RQ57_122
RQ57_123
RQ57_126

Test Sequence #04 Nominal: Delete PPRs, Service Provider and Profile names

The purpose of this test is to verify that the MNO can delete all PPRs, the Service Provider
name and the Profile name from a Profile.

Initial Conditions

Entity

Description of the initial condition

eUiCC

The PROFILE_OPERATIONAL1 is Enabled.

Step ‘ Direction
IC1

‘ Sequence / Description

PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

REQ

S_Device —
eUICC

MTD_SEND_SMS_PP(

[INSTALL_PERSO_RES_ISDP];
MTD_STORE_DATA_SCRIPT(
#REMOVE_NAMES_PPRS,
FALSE))

SW=0x91XX

RQ54_001
RQ54_002
RQ54_003
RQ54_004
RQ54_005
RQ54_006
RQ54_007
RQ54_009
RQ54_010
RQ54_011
RQ54_013
RQ54_013_1
RQ29_021
RQ24 021
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- e MTD_CHECK_SMS_PO | RQ54 015
2 S_Device »>eUICC | FETCH “XX R(0x9000) RQ54_011
3 S_Device > TERMINAL RESPONSE SW=0x9000
eulCC B

4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
RQ54 013
RQ54 013 1
RQ54_009

MTD_STORE_DATA( #R_GET_UPDATE_N4 _

5 | S_LPAd—eUICC | ",oET NEW METADATA) SW=0x9000 RQ57_120
RQ57_122
RQ57_123
RQ57 126

Test Sequence #05 Nominal: Delete icon

The purpose of this test is to verify that the MNO can delete the icon and icon type from a

Profile.

This test case is defined as FFS and not applicable for this version of test specification.

Test Sequence #06 Nominal: Delete Unset PPRs

The purpose of this test is to verify that the MNO can delete already unset PPRs using the

Update Metadata request.

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONAL1 is Enabled.

Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
MTD_SEND_SMS_PP(
: [INSTALL_PERSO_RES_ISDP];
ic2 | S-Device - SW=0x91XX
euiCC MTD_STORE_DATA_SCRIPT(
#REMOVE_NAMES_PPRS,
FALSE))
S_Device v MTD_CHECK_SMS_POR
IC3 >euUICC FETCH "X (0x9000)
ica | S-Device > TERMINAL RESPONSE SW=0x9000
euiCC
RQ54_001
MTD_SEND_SMS_PP( RQ54_002
RQ54_003
RQ54_004
: [INSTALL_PERSO_RES_ISDP]; -
1 S_Device — SW=0x91XX RQ54 005
euiCcC MTD_STORE_DATA_SCRIPT( RQ54_006
#UPD_NAMES_REM_PPRS, RQ54_007
RQ54_009
FALSE)) RQ54_010
RQ54 011
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RQ54_013
RQ54_015
RQ54_013_1
RQ29_021
RQ24_021
S_Device oo MTD_CHECK_SMS_POR
2 SeuiCcC FETCH "XX (0x9000)
3 S_Device > TERMINAL RESPONSE SW=0x9000
eUlCC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_013
RQ54_013_1
MTD_STORE_DATA( #R_GET_UPDATE_N6 RQ54_009
5 S_LPAd — eUICC RQ57_120
#GET_NEW_METADATA) SW=0x9000 RO57 122
RQ57_123
RQ57_126

Test Sequence #07 Error: Set a pprUpdateControl value to one

The purpose of this test is to verify that the eUICC is correctly handling a pprUpdateControl
value error from the MNO request, and return the expected error code status.

Initial Conditions

Entity

Description of the initial condition

euiCC

The PROFILE_OPERATIONAL1 is Enabled.

Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
RQ24 021
MTD_SEND_SMS_PP( RQ54_001
RQ54 002
S Device — [INSTALL_PERSO_RES_ISDF]; RQ54_003
1 — SW=0x91XX RQ54_004
euiCC MTD_STORE_DATA_SCRIPT( RQ54_005
#UPD_PPR_CONTROL, RQ54 006
FALSE)) RQ54 010
RQ54 011
RQ54 008
, RQ54 014
2 i—e%el‘(’:'cce FETCH “XX’ X)IGD;%'ECK—SMS—POR RQ54_015
RQ54 016
RQ54 011
3 S_Device = TERMINAL RESPONSE SW=0x9000
euiCC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE. DATA( #R_METADATA_UNCHA | posy 014
5 S_LPAd — eUICC SOET NEW METADATA NGED RQ57_120
— = ) SW=0x9000 RQ57_122
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RQ57_126

Test Sequence #08 Error: Update Metadata on a Disable Profile

The purpose of this test is to verify that the eUICC is correctly rejecting an Update Metadata
request from the MNO when the targeted Profile is Disabled.

Initial Conditions

Entity Description of the initial condition
eUIlCC The PROFILE_OPERATIONALL1 is Disabled.
Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
RQ54 001
SW=0x91XX RQ54_002
MTD_SEND_SMS_PP( or SW=0x9000 (i.e. RQ54_003
. RQ54_004
L | s Device - [INSTALL_PERSO_RES._ISDP]; Eg’?gpe rejected, see RQ54_005
eulCC MTD_STORE_DATA_SCRIPT( RQ54_006
#REMOVE_PPR1, or any error SW (i.e. RQ54 010
FALSE)) envelope rejected, see RQ54_011
NOTE) RQ24_024
RQ24 021
SMS POR received
S Device o SCP80 response status RQ54 011
2 SeulcC FETCH "XX code equal to 0x06 RQ54_014
(Unidentified security error) N
or 0x09 (TAR unknown)
3 | S Device > TERMINAL RESPONSE SW=0x9000
eUICC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54 014
MTD_STORE_DATA( #R_METADATA _UNCHAN | RQ57_120
5 S_LPAd — eUICC H#GET_NEW_METADATA) GED RQ57_122
- - SW=0x9000 RQ57_123
RQ57 126
NOTE: Depending on the implementation, the eUICC MAY decide to not send back a POR
(i.e. SW=0x9000 on the ENVELOPE command). Therefore, the steps 2 and 3 SHALL only be
executed in case SW=0x91XX.

Test Sequence #09 Error: Empty request

The purpose of this test is to verify that the eUICC is correctly rejecting an Update Metadata
request from the MNO when no field is present.

Initial Conditions

Entity Description of the initial condition

euiCC The PROFILE_OPERATIONAL1 is Enabled.
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Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
RQ24 021
MTD_SEND_SMS_PP( RQ54_001
RQ54_002
. : RQ54_003
S Device — [INSTALL_PERSO_RES_ISDP]; _|
1 — SW=0x91XX RQ54_004
euiCC MTD_STORE_DATA_SCRIPT( RO54_005
#UPD_NO_METADATA, RQ54_006
FALSE)) RQ54_010
RQ54_011
MTD_CHECK_SMS_PO | RQ54_011
2 S_Device »eUICC | FETCH “XX” R(<ANY_SW_IN_ERROR | RQ54 014
>) RQ54_015
3 S_Device > TERMINAL RESPONSE SW=0x9000
euiCcC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ57_120
MTD_STORE._DATA( #R_METADATA_UNCHA | RQ57 122
5 S_LPAd — eUICC SGET NEW METADATA NGED RQ57_123
- - ) SW=0x9000 RQ57_126
RQ54_014

Test Sequence #10 Error: Update Icon without Icon Type field

The purpose of this test is to verify that the eUICC is correctly rejecting an Update Metadata
request from the MNO when the icon field is present but not the icon type field.

Initial Conditions

Entity

Description of the initial condition

eUIiCC

The PROFILE_OPERATIONALZ1 is Enabled.

Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
RQ24_021
MTD_SEND_SMS_PP( RQ54 001
RQ54_002
: : RQ54_003
S Device — [INSTALL_PERSO_RES_ISDP]; _
1 - SW=0x91XX RQ54_004
euICC MTD_STORE_DATA_SCRIPT( RO54_005
#UPD_ICON_NO_TYPE, RQ54_006
FALSE)) RQ54 010
RQ54_011
. RQ54_011
S_Device MTD_CHECK_SMS_POR -
2 v FETCH “XX” ~ - = RQ54_014
>eulCC (<ANY_SW_IN_ERROR>) ROB4 015
3 S_Device > TERMINAL RESPONSE SW=0x9000
eUICC
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4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_014

MTD._STORE._DATA( #R_METADATA_UNCHA | RQ57_120

5 S_LPAd — eUICC G NGED RQ57_122
#GET_NEW_METADATA) SW=0%9000 RO57 123

RQ57_126

Test Sequence #11 Error: Update Icon Type without Icon field

The purpose of this test is to verify that the eUICC is correctly rejecting an Update Metadata
request from the MNO when the Icon Type field is present but not the Icon field.

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is Enabled.
Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
RQ24_021
MTD_SEND_SMS_PP( RQ54_001
RQ54_002
. : RQ54_003
S Device — [INSTALL_PERSO_RES_ISDP]; _|
1 - SW=0x91XX RQ54_004
euiCcC MTD_STORE_DATA_SCRIPT( RO54_005
#UPD_ICON_TYPE_ONLY, RQ54_006
FALSE)) RQ54_010
RQ54_011
MTD_CHECK_SMS_PO | RQ54_011
2 S_Device >eUICC | FETCH “XX” R(<ANY_SW_IN_ERROR | RQ54_014
>) RQ54_015
3 S_Device TERMINAL RESPONSE SW=0x9000
euiCcC
4 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ54_014
MTD_STORE_DATA( #R_METADATA_UNCHA | RQ57_120
5 S_LPAd — eUICC NGED RQ57_122
#GET_NEW_METADATA) SW=0x9000 RQ57 123
RQ57_126

4.2.3 ES8+ (SM-DP+ -- eUICC): InitialiseSecureChannel

4.2.31 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ25 024, RQ25 025, RQ25 026
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e RQ31_162, RQ31_163
e RQ35 003 1

e RQ55 011, RQ55 012, RQ55_013, RQ55_014, RQ55 015, RQ55_019, RQ55_023
e RQ57 041 1, RQ57 013, RQ57_016

4.2.3.2

Test Cases

423.21 TC_eUICC_ES8+.InitialiseSecureChannel

Non-confidential

General Initial Conditions

Entity

Description of the general initial condition

eUICC

The PROFILE_OPERATIONALL1 is not loaded on the eUl

CC.

eulCC

initialized and the S_LPAd has selected the ISD-R.

executed between the eUICC and the S_SM-DP+

#AUTHENTICATE_SMDP have been sent to the

Sub-procedure Profile Download and Installation — End U

the S_SM-DP+

The communication between the S_Device and the eUICC has been

Common Mutual Authentication procedure has been successfully

o#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and

eUiCC

sthe same GSMA CI has been chosen for signing and for verification

ser

Confirmation has been successfully executed between the eUICC and

o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Error: Invalid Remote Operation

Step Direction Sequence/Description Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID OP_ID,
Ic2 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
. RQ31 162
SW=0x9000 without response data RQ31_163
for all STORE DATA commands RQ55_012
except the last one ~
S LPAd — | MTD_STORE_DATA_SCRIPT( P RQ55_015
! euicC BPP_SEG_INIT>) RQ55_023
< >
- - SW=0x9000 with the response data RQ25_024
#R_PIR_INVALID_OP_ID for the RQ25_025
last STORE DATA command RQ25_026
RQ35_003_1
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The euiccSignPIR SHALL be
verified with the
#PK_EUICC_ECDSA

Test Sequence #02 Error: Invalid SM-DP+ Signature

Step @ Direction Sequence /Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID_SIGN,
#CONF_ISDP_PROF1,

IC2
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
SW=0x9000 without response data
all STORE DATA commands
except for the last one RQ31_162
RQ31_163
MTD_STORE_DATA_SCRIPT RQ55_011
1 S_LPAd — | ( SW=0x9000 with the response RQ55_015
eulCC data #R_PIR_INVALID_SIGN for | RQ25_024
<BPP_SEG_INIT>) the last STORE DATA command RQ25_025
The euiccSignPIR SHALL be Eggg—ggg 1
verified with the -
#PK_EUICC_ECDSA
Test Sequence #03 Error: Invalid Transaction Identifier
Step ‘ Direction Sequence / Description ‘ Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID_TRANS_ID,
Ic2 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
SW=0x9000 without response data | RQ31_162
for all STORE DATA commands RQ31_163
except the last one RQ55_013
L S_LPAd — | MTD_STORE_DATA_SCRIPT( RQ55_015
evicC <BPP_SEG_INIT>) _ RQ25_024
SW=0x9000 with the response data | RQ25 025
#R_PIR_INVALID_TRANS_ID for RQ25_026
the last STORE DATA command RQ35 003 1
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The transactionld returned in the
response SHALL not be checked
(any value SHALL be accepted)

The euiccSignPIR SHALL be
verified with the
#PK_EUICC_ECDSA

Test Sequence #04 Error: Invalid CRT Values

Direction | Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#INIT_SC_INVALID_CRT,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

IC2

IC3 Execute the step IC3 of the Test Sequence #01 defined in this section

SW=0x9000 without response data
for the intermediate STORE DATA
commands (if any) RQ31_162
RQ31_163
RQ55 014
S LPAd — MTD_STORE_DATA_SCRIP | sWw=0x9000 with the response data | RQ55 015
1 — T( #R_PIR_INVALID_CRT RQ55_019
evicc RQ25_024
<BPP_SEG_INIT>) for the last STORE DATA Q25_
command RQ25_025
o RQ25_026
The euiccSignPIR SHALL be RQ35 003 1
verified with the -
#PK_EUICC_ECDSA

Test Sequence #05 Error: InitialiseSecureChannel request while Secure Channel
Session is ongoing

The purpose of this test is to ensure that the eUICC rejects an InitialiseSecureChannel
request if a secure channel session is already ongoing.

Sequence /
Description

Step Direction

Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

IC2
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IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
MTD_STORE_DATA_SCRIP | sw=0x9000 without response
S LPAd —
IC4 UICC T( data for all STORE DATA
<BPP_SEG_INIT>) commands
MTD_STORE_DATA_SCRIP | sw=0x9000 without response
S_LPAd— |1
IC5 cUICC ( data for all STORE DATA
<BPP_SEG_A0>) commands
SW=0x6A88 or 0x6985
MTD_STORE_DATA_SCRIP | of RQ55_010
1 S LPAd— | 1 RQ57_041_1
eulCcC SW=0x9000 with a RQ57_013
<BPP_SEG_INIT>) ProfilelnstallationResult containing | RQ57_016

an ErrorResult

4.2.4 ES8+ (SM-DP+ -- eUICC): ConfigurelSDP

4.2.41

Conformance Requirements

References

GSMA RSP Technical Specification [2]

Requirements

e RQ24 010
e RQ25 023, RQ25_024, RQ25_025, RQ25_026
e RQ31_165

e RQ35 003 1

e RQ55_025, RQ55_026, RQ55_027, RQ55_028

4242 Test Cases
4.2.4.21 TC_eUICC_ES8+.ConfigurelSDP
General Initial Conditions
Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL1 is not loaded on the eUICC.
The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+
ulce o#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
€ #AUTHENTICATE_SMDP have been sent to the eUICC
sthe same GSMA CI has been chosen for signing and for verification
Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+
«#PREP_DOWNLOAD_NO_CC has been sent to the eUICC
V1.11 Page 60 of 877




GSM Association
Official Document SGP.23 - RSP Test Specification v1.11

Non-confidential

Test Sequence #01 Nominal: Empty Proprietary Data

Step Direction Sequence /Description Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
1 #CONF_ISDP_EMPTY,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>
Ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sWw=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for RQ31_165
! eUICC all STORE DATA commands RQ55_028
<BPP_SEG_A0>) RQ24_010
) S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eulCC <BPP_SEG_A1>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands except
the last one
MTD_STORE_DATA_SCRIPT
3 Sang CA d— - - - ( SW=0x9000 with the response data Eggg—ggi
<BPP_SEG_A3>) #R_PIR_OK -
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA.
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
isdpAid <ISD_P_AID>
4 S_LPAd —» | MTD_STORE_DATA( -- dpProprietaryData SHALL not RQ55_025
eUICC #GET_CONF_OP_PROF1) | be RQ24_010
-- present
}
}
SW=0x9000
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Test Sequence #02 Nominal: Proprietary Data with the maximum length authorized
(i.e. 128 bytes)

Step Direction Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
2 #CONF_ISDP_MAX_LENGTH,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica | S_LPAd— MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUiCC <BPP_SEG_INIT>) all STORE DATA commands
S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for RQ31_165
L eUiCC all STORE DATA commands RQS5_028
<BPP_SEG_A0>) RQ24 010
) S _LPAd — | MTD_STORE_DATA_SCRIPT( | Sw=0x9000 without response data for
eUlCC <BPP_SEG_A1>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands except
the last one
MTD_STORE_DATA_SCRIPT
3 eSGII-CP é d— - - - ( SW=0x9000 with the response data 2832—833
<BPP_SEG_A3>) #R_PIR OK _
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA.
4 S LPAd — MTD_STORE_DATA( #R_CONF_OP_PROF1 RQ55_027
eUiCC #GET_CONF_OP_PROF1) SW=0x9000 RQ24_010

Test Sequence #03 Error: Proprietary Data with the maximum length exceeded (i.e.
129 bytes)

Step Direction  Sequence / Description Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_SIZE_EXCEEDED,

IC2
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
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S LPAd — MTD_STORE_DATA_SCRIPT | sw=0x9000 without response
IC4 UICC ( data for all STORE DATA
<BPP_SEG_INIT>) commands
SW=0x9000 without response
data for z(ijll STORItEtEAlTAt RQ55_028
commands exce e last one
MTD_STORE_DATA_SCRIPT P RQ31_165
1 S_LPAd — ( RQ55_026
eUlCC <BPP SEG AO>) SWZOXQOOO W|th the response RQ25_025
- data #R_PIR_INVALID_DATA RQ25_026
for the last STORE DATA RQ35_003_1
command
425 ES8+ (SM-DP+ -- eUICC): StoreMetadata
4.2.51 Conformance Requirements
References

GSMA RSP Technical Specification [2]

Requirements

e RQ24 028
e RQ25 017, RQ25 023, RQ25_024, RQ25_025, RQ25 026
e RQ29 001, RQ29 002
e RQ31 166, RQ31 167
e RQ32 071
e RQ55 029, RQ55 030, RQ55 031, RQ55 032, RQ55 033, RQ55_ 034, RQ55_035,

RQ55_036, RQ55_037

o RQ57 040
4252 Test Cases
42521 TC_eUICC_ES8+.StoreMetadata
General Initial Conditions
Entity Description of the general initial condition
The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_ SM-DP+
*#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
eUicC #AUTHENTICATE_SMDP have been sent to the eUICC
sthe same GSMA CI has been chosen for signing and for verification
Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+
o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC
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Test Sequence #01 Nominal: All Metadata fields present (PNG icon used and PPR1
set)

The purpose of this test is to download the PROFILE_ OPERATIONALL by setting all
Metadata fields. In this sequence, a PNG icon is used and PPR1 is set.

Initial Conditions

Entity Description of the initial condition

eUiCC No Operational Profile is present on the eUICC.

Step Direction Sequence /Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#FULL_METADATA,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_AO0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

ic4 S LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data
eUICC <BPP_SEG_INIT>) for all STORE DATA commands
5 S LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data
eUiCC <BPP_SEG_A0>) for all STORE DATA commands
RQ31_166
RQ31_167
RQ55_029
S_LPAd — | MTD_STORE_DATA_SCRIPT( - i RQS55_031
| — _ _ _ SW=0x9000 without response data
1 eulcC <BPP SEG Al> for all STORE DATA commands RQS5_033
_SEG_A1>) RQ55 035
RQ24_028
RQ57_040
RQ29_001
SW=0x9000 without response data
for all STORE DATA commands
expect the last one
MTD_STORE_DATA_SCRIPT
2 Sljll_g é d— - - - ( SW=0x9000 with the response data Eggg—ggj
<BPP_SEG_A3>) #R_PIR_OK _
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA
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5 S_LPAd — | MTD_STORE_DATA( #R_GET_METADATA_OP_PROF1 Eggg—ggi
evicC #GET_METADATA_OP_PROF1) | SW=0x9000 RO29 002

Test Sequence #02 Nominal: With JPG icon

The purpose of this case is to verify the ability to download JPG icon. The icon size does not
allow for the command to fit into one data sequence.

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.
Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
Ic2 #CONF_ISDP_PROF1,
#METADATA_WITH_JPG,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
1c4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUiCC <BPP_SEG_INIT>) all STORE DATA commands
5 S LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands
RQ31_166
RQ31 167
RQ55_029
MTD_STORE_DATA_SCRIPT - i RQ55_031
S LPAd — _ _ _ ( | SW=0x9000 without response data for
L eUiCC all STORE DATA commands RQSS5_033
<BPP_SEG_Al>) RQ55_035
RQ24 028
RQ57_040
RQ29 001
SW=0x9000 without response data for
all STORE DATA commands except
the last one
MTD_STORE_DATA_SCRIPT
2 Z—JII_(I; é d— - - - ( SW=0x9000 with the response data 2832—832
<BPP_SEG_A3>) #R_PIR_OK _
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA
MTD_STORE_DATA resp ProfileInfoListResponse ::=
3 S LPAd — _ _ ( p . . p RO32 071
euICC MTD_GET_PROFILE_INFO( profilelnfoListOk :{
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#ICCID_OP_PROF1,
NO_PARAM))

}

iccid #/ICCID_OP_PROF1,

iconType jpg,
icon #ICON_JPG,

SW=0x9000

Test Sequence #03 Nominal: Without providing Profile Class

The purpose of this test is to download the PROFILE_OPERATIONALL1 by not indicating the
Profile Class in the Metadata. In such a case, the default Profile Class 'Operational’ SHALL
be set by the eUICC.

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONALL is not loaded on the eUICC.

Step ‘ Direction | Sequence / Description Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
. #CONF_ISDP_PROF1,
#METADATA_NO_CLASS,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
Ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUiCC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUiCC <BPP_SEG_A0>) all STORE DATA commands
RQ31_166
RQ31_167
RQ55_029
MTD_STORE_DATA_SCRIPT - i RQS5_031
S LPAd — _ _ _ (| SW=0x9000 without response data for
1 euiCcC all STORE DATA commands RQS5_033
<BPP_SEG_A1l>) RQ55_035
RQ24_028
RQ57_040
RQ29_001
SW=0x9000 without response data for
) S LPAd — | MTD_STORE_DATA_SCRIPT( | all STORE DATA commands except RQ25 023
eulcc <BPP_SEG_A3>) for the last one RQ25 024
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SW=0x9000 with the response data
#R_PIR_OK

for the last STORE DATA command

The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA

S LPAd —
eUlCC

MTD_STORE_DATA(
MTD_GET_PROFILE_INFO(
#ICCID_OP_PROF1,
NO_PARAM))

resp ProfileInfoListResponse ::=
profilelnfoListOk :{

{

iccid #ICCID_OP_PROF1,
profileClass operational

}
SW=0x9000

RQ32_071
RQ29_001
RQ29_002

Test Sequence #04 Nominal: With PPR2 set

Initial Conditions

Entity

Description of the initial condition

euiCC

The PROFILE_OPERATIONALZ1 is not loaded on the eUICC.

Step | Direction Sequence / Description Expected result
IC1 | Generate the <OTPK_S_SM_DP+_ ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
c2 #CONF_ISDP_PROF1,
#METADATA_WITH_PPR2,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
IC4 cUICC data for all STORE DATA
<BPP_SEG_INIT>) commands
S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
IC5 cUICC data for all STORE DATA
<BPP_SEG_A0>) commands
RQ31_166
RQ31_167
RQ55_029
S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response RQ55_031
1 el_JICC data for all STORE DATA RQ55 033
<BPP_SEG_A1>) commands RQ55_035
RQ24_028
RQ57_040
RQ29 001
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SW=0x9000 without response
data for all STORE DATA

SW=0x9000 with the response

commands except for the last one

MTD_STORE_DATA_SCRIPT
) S LPAd — _ _ _ ( data #R PIR OK RQ25 023
eUlCC <BPP_SEG_A3>) -~ RQ25_024
- - for the last STORE DATA
command
The euiccSignPIR SHALL be
verified with the
#PK_EUICC_ECDSA
resp ProfileInfoListResponse ::=
profileInfoListOKk :{
{
S LPAd — | MTD_STORE_DATA( iccid #/CCID_OP_PROF1, RQ32_071
3 | euicc rofilePolicyRules {ppr2} RQ29_001
#GET_PPR_OP_PROF1) p y pp RQ29_002
}
}
SW=0x9000
Test Sequence #05 Nominal: With PPR1 and PPR2 set
Initial Conditions
Entity Description of the initial condition
euiCC No Operational Profile is present on the eUICC.
Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 | Generate the <OTPK_S_SM_DP+ ECKA> and <OT_SK_S_SM_DP+ ECKA>
<BPP>= MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
ic2 #CONF_ISDP_PROF1,
#METADATA_WITH_PPR1_PPR2,
NO_PARAM,
#UPP_OP_PROF1)
IC3 | Execute the step IC3 of the Test Sequence #01 defined in this section
ica S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUiCcC <BPP_SEG_INIT>) all STORE DATA commands
5 S _LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUiCcC <BPP_SEG_AO0>) all STORE DATA commands
RQ31_166
RQ31_167
1 S _LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for Eggg—ggi
eUiCcC all STORE DATA commands —
<BPP_SEG_A1>) RQS55_033
RQ55_035
RQ24 028
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RQ57_040
RQ29_001
SW=0x9000 without response data for
all STORE DATA commands except
for the last one
MTD_STORE_DATA_SCRIPT
2 Z—Jll'gé d— - - - ( SW=0x9000 with the response data Eg;g—ggj
<BPP_SEG_A3>) #R_PIR_OK -
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA
resp ProfileInfoListResponse ::=
profilelnfoListOk :{
{
S LPAd — | MTD_STORE_DATA( iccid #/ICCID_OP_PROF1, RQ32_071
3 euICC rofilePolicyRules {pprl,ppr2} RQ29_001
#GET_PPR_OP_PROF1) p Yy pprl,pp RQ29_002
}
}
SW=0x9000
Test Sequence #06 Nominal: With several Notification events configured
Initial Conditions
Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.
Step Direction ‘ Sequence / Description Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
IC2
#METADATA_WITH_NOTIFS,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica | S_LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
eUICC <BPP_SEG_INIT>) data for all STORE DATA
commands
MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
ic5 | S_LPAd— data for all STORE DATA
eUiCC <BPP_SEG_A0>) commands
SW=0x9000 without RQ31._160
=0X without response RO31 167
1 | S_LPAd— MTD_STORE_DATA_SCRIPT( data for all STORE DATA Rgss—ozg
eulCC <BPP_SEG_A1>) commands RQ55 031
RQ55 033
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RQ55_035
RQ24_028
RQ57_040
SW=0x9000 without response
data for all STORE DATA
commands except for the last
one
SW=0x9000 with the response
5 S LPAd — MTD_STORE_DATA_SCRIPT( data #R_PIR_OK RQ25_023
- - command
The euiccSignPIR SHALL
be verified with the
#PK_EUICC_ECDSA
MTD_STORE_DATA( #R_GET_PROF_NOTIF_CONF
3 S_LPAd — RQ32_071
eUlCC SW=0x9000 -
#GET_NOTIF_CONF_OP_PROF1)

Test Sequence #07 Error: ICCID already present in the eUICC

Initial Conditions

Entity Description of the initial condition

eUlCC General Initial Conditions do not apply.

eUICC The PROFILE_OPERATIONALL has been installed on the eUICC.
eulCcC The PROFILE_OPERATIONALL is Disabled.

Step Direction Sequence/Description Expected result REQ

The communication between the S_Device and the eUICC has been initialized and the S_LPAd has
selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed between the eUICC and
the S_SM-DP+

e #GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and #AUTHENTICATE_SMDP have

IC1 been sent to the eUICC
¢ the same GSMA CI has been chosen for signing and for verification
Sub-procedure Profile Download and Installation — End User Confirmation has been successfully
executed between the eUICC and the S_SM-DP+
o #PREP_DOWNLOAD NO_CC has been sent to the eUICC
IC2 | Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
o3 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC4 | Execute the step IC3 of the Test Sequence #01 defined in this section
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Ic5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
6 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eulCC <BPP_SEG_A0>) all STORE DATA commands
RQ31_167
RQ55_029
SW=0x9000 without response data for | RQ55 031
all STORE DATA commands except RQ55_033
for the last one RQ55_035
RQ24_028
MTD_STORE_DATA_SCRIPT
1 SG|ché d- B;P SEG_Al ) - ( SW=0x9000 with the response data ﬁgg;—gig
< > _
=BG #R_PIR_ICCID_ALREADY_EXIST RO31 166
for the last STORE DATA command RQ55_030
The euiccSignPIR SHALL be verified RQ55_032
with the #PK_EUICC_ECDSA RQ25_024
RQ25_025
RQ25_026
Test Sequence #08 Error: Profile Policy Rule is set but Profile Owner is not
Initial Conditions
Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.
Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
Ic2 #CONF_ISDP_PROF1,
#METADATA_PPR_NO_OWNER,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
Ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUiCC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
euiCcC <BPP_SEG_AO0>) all STORE DATA commands
SW=0x9000 without response data for RQ31_167
all STORE DATA commands except RQ55_029
for the last one RQ55_031
MTD_STORE_DATA_SCRIPT RQS5_033
1 S_LPAd — _ _ _ ( . RQ55 035
euiCC <BPP_SEG_A1>) SW=0x9000 with the response data RQ24 028
#R_PIR_METADATA_INVALID (See RQ57_040
NOTE) RQ31_166
for the last STORE DATA command RQ55_030
RQ55 032
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The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA

RQ25_024
RQ25_025
RQ25_026
RQ25_017

NOTE:

The errorReason "pprNotAllowed" or "installFailedDueToUnknownError* MAY be
also returned by the eUICC.

Test Sequence #09 Error: Profile Owner is set with a wildcard ('E') digits

Initial Conditions

Entity

Description of the initial condition

eulCC

The PROFILE_OPERATIONAL1 is not loaded on the eUICC.

Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
Ic2 #CONF_ISDP_PROF1,
#METADATA_WILDCARD,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
1c4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
5 S LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUICC <BPP_SEG_A0>) all STORE DATA commands
RQ31_167
SW=0x9000 without response data for RQ55_029
all STORE DATA commands except RQ55_031
for the last one RQ55_033
RQ55 035
RQ24 028
1 S _LPAd — | MTD_STORE_DATA_SCRIPT( | sW=0x9000 with the response data RQ57_040
eUICC <BPP_SEG_A1l>) #R_PIR_METADATA_INVALID (See RQ31_166
NOTE) RQ55 030
for the last STORE DATA command RQ55_032
) ] - RQ25 024
The euiccSignPIR SHALL be verified RQ25_025
with the #PK_EUICC_ECDSA RQ25_026
RQ25 017
NOTE: The errorReason "pprNotAllowed" MAY be also returned by the eUICC.

Test Sequence #10 Error: Icon Type is set but icon is not

The purpose of this test is to check ASN.1 conditional requirement for icon presence. If icon
type is present then icon SHALL also be present.
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Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONALL1 is not loaded on the Euicc.

Step Direction Sequence/Description Expected result
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
2 #CONF_ISDP_PROF1,
#METADATA_WITHOUT_ICON,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
ica | S_LPAd— MTD_STORE_DATA_SCRIPT( | Sw=0x9000 without response data for
eUiCC <BPP_SEG_INIT>) all STORE DATA commands
Ic5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUiCC <BPP_SEG_AO0>) all STORE DATA commands
RQ31_167
RQ55_029
SW=0x9000 without response data for | RQ55 031
all STORE DATA commands except RQ55_033
for the last one RQ55_035
RQ24 028
MTD_STORE_DATA_SCRIPT
1 SL_Jll_Cl:D é d— B;P SEG_Al ) - ( SW=0x9000 with the response data 2821—222
< > —
— — #R_PIR_METADATA_INVALID RQ55_030
for the last STORE DATA command RQ55_032
The euiccSignPIR SHALL be verified | RQ25_024
with the #PK_EUICC_ECDSA RQ25_025
RQ25_026
RQ25 017
42522 TC_eUICC_ES8+.StoreMetadata_Service_Specific_Data
General Initial Conditions
Entity Description of the general initial condition
The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_ SM-DP+
eUlCC o#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC
sthe same GSMA CI has been chosen for signing and for verification
Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+
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o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Nominal: Metadata include service-specific data, stored

The purpose of this test is to download the PROFILE_ OPERATIONALL1 with service-specific
metadata stored in the eUICC.

Initial Conditions

Entity Description of the initial condition

eUiCC No Operational Profile is present on the eUICC.

St Direct
ep ion

Sequence / Description Expected result

IC1 | Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_SERVICE_SPECIFIC_STORED,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays hamed:

e <BPP_SEG_INIT>
IC3 | « <BPP_SEG_AO0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

S_LPA | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
IC4 [d—
euICC <BPP_SEG_INIT>) all STORE DATA commands
S_LPA | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
IC5 d— - - -
euUICC <BPP_SEG_A0>) all STORE DATA commands
RQ31_
166
RQ31_
167
RQ55._
029
RQ55_
S_LPA _ 031
1 it MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for | RQ55_
euICC <BPP_SEG_A1>) all STORE DATA commands 033
RQ55_
035
RQ24
028
RQ57
040
RQ29
001
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SW=0x9000 without response data for
all STORE DATA commands expect the
last one
RQ25_
S_LPA | MTD_STORE_DATA_SCRIPT( , 023
2 d— SW=0x9000 with the response data RQ25
euICC <BPP_SEG_A3>) #R_PIR_OK oo "
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA
RQ32_
S LPA | MTD_STORE_DATA( #R_GET_METADATA_OP_PROF1_SE (;7529
3 |d— #GET METADATA_OP PROF1 SER | RVICE_SPECIFIC o1 -
eUICC | VICE_SPECIFIC) SW=0x9000 RQ29
002

Test Sequence #02 Nominal: Metadata include service-specific data, not stored

The purpose of this test is to download the PROFILE_ OPERATIONALL1 with service-specific
metadata not stored in the eUICC.

Initial Conditions

Entity Description of the initial condition

eUICC No Operational Profile is present on the eUICC.

Directi
on

Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_SERVICE_SPECIFIC_NOT_STORED,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays hamed:

e <BPP_SEG_INIT>
IC3 | e« <BPP SEG_AO>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

S LPAd | MTD_STORE_DATA_SCRIPT( SW=0x9000 without
IC4 S eUICC response data for all STORE
<BPP_SEG_INIT>) DATA commands
S LPAd | MTD_STORE_DATA_SCRIPT( SW=0x9000 without
IC5 - response data for all STORE

— eUICC <BPP_SEG_A0>) DATA commands
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RQ31 1
66
RQ31_1
67
RQ55_0
29
RQ55_0
. 31
S LPAd | MTD_STORE_DATA_SCRIPT( SW=0x9000 without RQ55_0
1 S eUICC <BPP_SEG_A1>) response data for all STORE 33
— — DATA commands RQ55_0
35
RQ24 0
28
RQ57_0
40
RQ29_0
01
SW=0x9000 without
response data for all STORE
DATA commands expect the
last one
RQ25 0
) S_LPAd | MTD_STORE_DATA_SCRIPT( SW=0x9000 with the 23
— eUICC <BPP_SEG_A3>) response data #R_PIR_OK RQ25 0
for the last STORE DATA 24
command
The euiccSignPIR SHALL be
verified with the
#PK_EUICC_ECDSA
RQ32 0
MTD_STORE_DATA( #R_GET_METADATA op_ | 71
3 S_LPAd PROF1 RQ29_0
_ elICC #GET_METADATA_OP_PROF1_SERVICE_ 01
SPECIFIC) SW=0x9000 RQ29 0
02

Test Sequence #03 Nominal: Metadata include service-specific data, stored and not
stored

The purpose of this test is to download the PROFILE_OPERATIONALL1 with service-specific
metadata stored in the eUICC and other service-specific metadata not stored.

Initial Conditions

Entity Description of the initial condition

eUICC No Operational Profile is present on the eUICC.

St Direct
ep ion

Sequence / Description Expected result

IC1 | Generate the <OTPK_S SM_DP+ ECKA>and <OT_SK_S SM DP+ ECKA>
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<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
Ic2 #CONF_ISDP_PROF1,
#METADATA_SERVICE_SPECIFIC_STORED_AND_NOT_STORED,
NO_PARAM,
#UPP_OP_PROF1)
Split the <BPP> into several segments arrays named:
e <BPP_SEG INIT>
IC3 | « <BPP_SEG_AO>
e <BPP SEG_Al>
e <BPP_SEG_A3>
S_LPA | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
IC4 | d— all STORE DATA commands
UICC <BPP_SEG_INIT>)
S_LPA | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for
IC5 |d— all STORE DATA commands
UICC <BPP_SEG_A0>)
RQ31_
166
RQ31_
167
RQ55_
029
RQ55_
S LPA 031
1 4o MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data for | RQ55_
<BPP_SEG_A1>) all STORE DATA commands 033
eUICC — — RQ55
035
RQ24
028
RQ57_
040
RQ29
001
SW=0x9000 without response data for
all STORE DATA commands expect the
last one
RQ25_
S_LPA | MTD_STORE_DATA_SCRIPT( _ 023
2 d— SW=0x9000 with the response data RO25
euICC <BPP_SEG_A3>) #R_PIR_OK 0% "
for the last STORE DATA command
The euiccSignPIR SHALL be verified
with the #PK_EUICC_ECDSA
RQ32_
S_LPA | MTD_STORE_DATA( #R_GET_METADATA OP_PROF1_SE 27(3129
3 |d— #GET_METADATA_OP_PROF1_Ser | RVICE_SPECIFIC 001
eUICC | VICE_SPECIFIC) SW=0x9000 RQ29
002
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4.2.6 ES8+ (SM-DP+ -- eUICC): ReplaceSessionKeys

4.2.6.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ25 024, RQ25_025, RQ25 026
e RQ26_021, RQ26_022

e RQ31_168

e RQ55_038, RQ55_041

4.2.6.2 Test Cases

426.21 TC_eUICC_ES8+.ReplaceSessionKeys

General Initial Conditions

Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+

*#GET_EUICC_INFOL1, #GET_EUICC_CHALLENGE and
eUlCC #AUTHENTICATE_SMDP have been sent to the eUICC

ethe same GSMA CI has been chosen for signing and for verification

and for verification

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+

*#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Error: Incorrect PPK size

The purpose of this test is to verify that the eUICC checks that all PPK sizes are the same as
session keys.

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

Step Direction Sequence/Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
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<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
#REPLACE_S_KEYS_REQ_INV_SIZE,
ICc2 #UPP_OP_PROF1)

MTD_GENERATE_BPP overriding:

For this test sequence, session keys SHALL be used for UPP SCPO03t protection. Therefore:
Encrypt all <UPP_SEG> with <S_ENC>

Calculate and add a MAC to all tags 0x86 of sequenceOf86 by using <S_MAC>

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
e <BPP_SEG_A0>

IC3
e <BPP_SEG_Al>
e <BPP_SEG_A2>
e <BPP_SEG_A3>
ica S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data
euicC <BPP_SEG_INIT>) for all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ SW=0x9000 without response data
eUlCC <BPP_SEG_A0>) for all STORE DATA commands
IC6 S_LPAd — | MTD_STORE_DATA_SCRIPT( [ SWw=0x9000 without response data
eUlCC <BPP_SEG_A1>) for all STORE DATA commands
SW=0x9000 without response data
for all STORE DATA commands RQ55 038
except for the last one RQ55_O41
RQ31_168
MTD_STORE_DATA_SCRIPT
1 S_LPAd — R - - ( SW=0x9000 with the response data RQ26_021
eUICC <BPP_SEG_A2>) #R PIR PPK INV RQ26_022
- - = RQ25_024
for the last STORE DATA command RQ25 025
The euiccSignPIR SHALL be verified RQ25_026
with the #PK_EUICC_ECDSA

4.2.7 ES8+ (SM-DP+ -- eUICC): LoadProfileElements

4271 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ25 023, RQ25 024, RQ25 025, RQ25 026

e RQ31 173

e RQ32 071

e RQ55 045, RQ55_045_2, RQ55_045_3, RQ55_047, RQ55_048
e RQ57_071, RQ57_074
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4.2.7.2 Test Cases

4.2.7.21 TC_eUICC_ES8+.LoadProfileElements

General Initial Conditions

Entity

Description of the general initial condition

eUICC

The PROFILE_OPERATIONALL is not loaded on the eUICC.

eUICC

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+

*#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

ethe same GSMA CI has been chosen for signing and for verification

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+

o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Error: EFICCID different from the ICCID provided in the Profile

Metadata

Initial Conditions

Entity

Description of the initial condition

euiCC

The PROFILE_OPERATIONALZ2 is not loaded on the eUICC.

Step Direction Sequence / Description

Expected result =)

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

IC2

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_ICCID_MISMATCH,
NO_PARAM,
#UPP_OP_PROF1)

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG Al>
e <BPP_SEG_A3>

ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SWw=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUlCC <BPP_SEG_A0>) all STORE DATA commands
IC6 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_Al>) all STORE DATA commands
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NO_PARAM))

SW=0x9000

SW=0x9000 with the response data RQ25_023
#R_PIR_DATA_MISMATCH RQ25_024
1 S_LPAd — | MTD_STORE_DATA_SCRIPT( | for one of the STORE DATA 2822_822
eUlCC <BPP_SEG_A3>) commands RQ25:025
The euiccSignPIR SHALL be verified RQ25_026
with the #PK_EUICC_ECDSA RQ31_173
MTD_STORE_DATA( i .
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ] ] RQ32_071
2 = profileInfoListOk :{} -
eUICC #ICCID_OP_PROF1, RQ55_048
SW=0x9000
NO_PARAM))
MTD_STORE_DATA( , ,
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ) ) RQ32_071
3 = profileInfoListOk :{} -
euICC #ICCID_OP_PROF2, RQ55_048

Test Sequence #02 Error: MCC / MNC of EFIMSI different from MCC / MNC of Profile
Owner present in Metadata

Step ‘ Direction Sequence / Description Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP>= MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
Ic2 #CONF_ISDP_PROF1,
#METADATA_MCCMNC_MISMATCH,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
1c4 S _LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
eUiCC <BPP_SEG_INIT>) for all STORE DATA commands
IC5 S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
eUiCC <BPP_SEG_A0>) for all STORE DATA commands
Ic6 S LPAd — | MTD_STORE_DATA_SCRIPT( SW=0x9000 without response data
eulcC <BPP_SEG_A1l>) for all STORE DATA commands
SW=0x9000 with the response data | RQ25_023
#R_PIR_DATA_MISMATCH RQ25_024
RQ55 043
. S LPAd — | MTD_STORE_DATA_SCRIPT( for one o; the STORE DATA RQ55_047
= commands -
eUICC <BPP_SEG_A3>) RQ55_048
- - The euiccSignPIR SHALL be RQ25_025
verified with the RQ25_026
#PK_EUICC_ECDSA RQ31_173
MTD_STORE_DATA( BrofilelnfoListR
resp ProfileInfoListResponse ::=
S LPAd — | MTD_GET_PROFILE_INFO( P! _ P RQ32 071
2 cUICC #1CCID OP PROFL profileInfoListOk :{} RQ55_043
- - ! SW=0x9000 RQ55_048
NO_PARAM))
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Test Sequence #03 Error: Session MAC chaining used instead of new Initial MAC
chaining

Step Direction Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
Ic2 #REPLACE_S_KEYS_REQ,
#UPP_OP_PROF1)
MTD_GENERATE_BPP overriding:
For this test sequence, <S_MAC_CHAIN> SHALL be used instead of <PPK_INIT_MAC> for UPP
SCPO03t protection.
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
e <BPP_SEG_A0>
IC3
e <BPP_SEG_Al>
e <BPP_SEG_A2>
e <BPP_SEG_A3>
14 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sWw=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
IC5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sWw=0x9000 without response data for
eUiCC <BPP_SEG_A0>) all STORE DATA commands
Ic6 S LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUICC <BPP_SEG_Al>) all STORE DATA commands
Ic7 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUiCC <BPP_SEG_A2>) all STORE DATA commands
SW=0x9000 with the response data 2852_832
#R_PIR_SECU_INVALID for one of —
1 Sﬁlfgéd — | MTD_STORE_DATA_SCRIPT( | 1) "STORE DATA commands 2852—832
e
<BPP_SEG_AS3>) The euiccSignPIR SHALL be verified RQ55_048
MTD_STORE_DATA( . .
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ) ) RQ32_071
2 = profileInfoListOk :{} -
euiCcC #ICCID_OP_PROF1, RQ55_048
SW=0x9000
NO_PARAM))

Test Sequence #04 Error: S-MAC used instead of PPK-MAC

Step Direction Sequence/Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
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<BPP>= MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
#REPLACE_S_KEYS_REQ,

IC2
#UPP_OP_PROF1)
MTD_GENERATE_BPP overriding:
For this test sequence <S_MAC> SHALL be used instead of <PPK_MAC> for UPP SCPO03t
protection.
IC3 Execute the step IC3 of the Test Sequence #03 defined in this section
Ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUICC <BPP_SEG_INIT>) all STORE DATA commands
Ic5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUiCC <BPP_SEG_AO0>) all STORE DATA commands
6 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUiCC <BPP_SEG_Al>) all STORE DATA commands
o7 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_A2>) all STORE DATA commands
SW=0x9000 with the response data 2822—852
#R_PIR_SECU_INVALID for one of —
1 Sﬁlfgéd — | MTD_STORE DATA_SCRIPT( | 4,o"STORE DATA commands Eg;g_ggg
e
<BPP_SEG_A3>) The euiccSignPIR SHALL be verified RQ55_048
with the #PK_EUICC_ECDSA RQ31_173
MTD_STORE_DATA( i .
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ) ) RQ32_071
2 = profileInfoListOk :{} -
eulCC #ICCID_OP_PROF1, RQ55_048
SW=0x9000
NO_PARAM))
Test Sequence #05 Error: S-ENC used instead of PPK-ENC
Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
Ic2 #REPLACE_S_KEYS_REQ,
#UPP_OP_PROF1)
MTD_GENERATE_BPP overriding:
For this test sequence <S_ENC> SHALL be used instead of <PPK_ENC> for UPP SCP03t
protection.
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IC3 Execute the step IC3 of the Test Sequence #03 defined in this section
1c4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
eUiCC <BPP_SEG_A0>) all STORE DATA commands
Ic6 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_Al>) all STORE DATA commands
ic7 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUlCC <BPP_SEG_A2>) all STORE DATA commands
SW=0x9000 with the response data Eg;g—ggj
#R_PIR_SECU_INVALID for one of —
1 SL—Jll-gé‘d — | MTD_STORE_DATA_SCRIPT( the STORE DATA commands 2822—852
e
<BPP_SEG_A3>) The euiccSignPIR SHALL be verified RQ55_048
MTD_STORE_DATA( _ _
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ] ) RQ32_071
2 = profilelnfoListOk :{} -
eulCC #ICCID_OP_PROF1, RQ55_048
SW=0x9000
NO_PARAM))
Test Sequence #06 Error: Profile Downloading stopped by a Reset
Initial Conditions
Entity Description of the initial condition
eUiCC No pending Notification is present on the eUICC.
Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP (
#S_INIT_SC_PROF1,
Ic2 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
IC3 Execute the step IC3 of the Test Sequence #01 defined in this section
1c4 S _LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eUiCcC <BPP_SEG_INIT>) all STORE DATA commands
5 S LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data for
euiCcC <BPP_SEG_AO0>) all STORE DATA commands
Ic6 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
euiCcC <BPP_SEG_Al>) all STORE DATA commands
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SW=0x9000 without response data for
all STORE DATA commands except

NO_PARAM))

SW=0x9000

L Sﬁlfgéd — | MTD_STORE_DATA_SCRIPT( | . = &' ROZ5 023
e !
<BPP_SEG_A3>) Step 2 SHALL be triggered before
sending the last STORE DATA
2 PROC_EUICC_INITIALIZATION_SEQUENCE
3 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( , ,
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( ) ) RQ32_071
4 = profileInfoListOk :{} -
euviCcC #ICCID_OP_PROF1, RQ55_048

Test Sequence #07 Nominal: ICCID in the 'ProfileHeader' PE is ignored by the eUICC

Step Direction Sequence /Description

Expected result

IC1 Generate the <OTPK_S_SM_DP+ ECKA> and <OT_SK_S SM_DP+_ ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1
IC2 NO_PARAM,
#UPP_OP_PROF1)
#UPP_OP_PROF1 overriding:
For this sequence, the iccid field SHALL be set to #ICCID_OP_PROF2 in the ProfileHeader element
Split the <BPP> into several segments arrays hamed:
e <BPP_SEG_INIT>
IC3 e <BPP_SEG_AO0>
e <BPP_SEG _Al>
e <BPP_SEG_A3>
ic4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SWw=0x9000 without response data for
eUlCC <BPP_SEG_INIT>) all STORE DATA commands
IC5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sWw=0x9000 without response data for
eUlCC <BPP_SEG_A0>) all STORE DATA commands
IC6 S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data for
eulCC <BPP_SEG_A1>) all STORE DATA commands
SW=0x9000 without response data for
all STORE DATA commands except RQ25_023
for the last one Eg;g—gig
1 S_LPAd — | MTD_STORE_DATA_SCRIPT( | g\x=0x9000 with the response data RQ55_048
euiCC <BPP_SEG_A3>) #R_PIR_OK RQ25_025
for the last STORE DATA command RQ25_026
The euiccSignPIR SHALL be verified RQ55_044
with the #PK_EUICC_ECDSA.
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<ISD_P_AID> SHALL be in the range
as defined SGP.02 [1].

resp ProfileInfoListResponse ::=
profileInfoListOk :{

{

MTD_STORE_DATA( iccid #ICCID_OP_PROF1,
S LPAd — | MTD_GET_PROFILE_INFO( sdpAid <ISD_P_ AID>. RQ32_ 071

eUICC RQ55_048
#ICCID_OP_PROFL, profileState disabled, Q55
NO_PARAM))

}
SW=0x9000

Test Sequence #08 Nominal: With gid1 and gid2 set

The purpose of this test is to verify that an Operational Profile configured with gid1 and gid2
can be downloaded on the eUICC.

Initial Conditions

Entity Description of the initial condition
eUIlCC The PROFILE_OPERATIONALSY is not loaded on the eUICC.
Step Direction Sequence/Description Expected result REQ

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROFO9,
NO_PARAM,
#UPP_OP_PROF9)

IC2

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

MTD_STORE_DATA_SCRIPT )
Ica S_LPAd — ( SW=0x9000 without response data
eUiCcC for all STORE DATA commands
<BPP_SEG_INIT>)
MTD_STORE_DATA_SCRIPT )
IC5 S_LPAd — ( SW=0x9000 without response data
eUlCC for all STORE DATA commands
<BPP_SEG_A0>)
MTD_STORE_DATA_SCRIPT )
IC6 S LPAd — ( SW=0x9000 without response data
eUlCC for all STORE DATA commands
<BPP_SEG_A1>)
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S_LPAd —
euiCC

MTD_STORE_DATA_SCRIPT
(
<BPP_SEG_A3>)

SW=0x9000 without response data
for all STORE DATA commands

except for the last one

SW=0x9000 with the response
data #R_PIR_OK_PROF9

for the last STORE DATA
command

The euiccSignPIR SHALL be
verified with the
#PK_EUICC_ECDSA

RQ25_023
RQ25_024
RQ55_045_2

S_LPAd —
euicC

MTD_STORE_DATA(

#GET_PROFILES_OWNERS)

resp ProfileInfoListResponse ::=

profileInfoListOk :{
{
profileOwner {
mccMnc #MCC_MNC9,
gid1 #GID1,
gid2 #GID2
}
}

}
SW=0x9000

RQ32_071

Test Sequence #09 Error: gid1l and gid2 provided in the Profile Metadata but not in the

Profile Package

The purpose of this test is to verify that if gid1 and gid2 are provided in the Profile Metadata
but ef-gid1 and ef-gid2 are not present and the related services (17 and 18) in ef-ust are not
available, the eUICC returns an error during the LoadProfileElements process.

Initial Conditions

Entity

Description of the initial condition

eUiCC

The PROFILE_OPERATIONALL is not loaded on the eUICC.

Step ‘Direction ‘Sequence/Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

REQ

IC2

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP1_GID1GID2_PRESENT,
NO_PARAM,
#UPP_OP_PROF1)

IC3 .

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
<BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG _A3>
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MTD_STORE_DATA_SCRIP _
Ica S_LPAd — T( SW=0x9000 without response data
eUiCC for all STORE DATA commands
<BPP_SEG_INIT>)
MTD_STORE_DATA_SCRIP _
IC5 S_LPAd — T( SW=0x9000 without response data
euiCcC for all STORE DATA commands
<BPP_SEG_AO0>)
MTD_STORE_DATA_SCRIP ,
IC6 S LPAd — ( SW=0x9000 without response data
euiCcC for all STORE DATA commands
<BPP_SEG_ALl>)
SW=0x9000 with the response RQ25_023
data #R_PIR_DATA_MISMATCH | RQ25_024
MTD_STORE_DATA_SCRIP | for one of the STORE DATA RQ55_045
1 S_LPAd ~ | 1 commands RQ55_048
eulcC o RQ25_025
<BPP_SEG_A3>) The euiccSignPIR SHALL be RQ25_026
verified with the RQ55_045
#PK_EUICC_ECDSA o
MTD_STORE_DATA( _ .
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( . . RQ32 071
2 - profileInfoListOk :{} -
eUICC #ICCID_OP_PROF1, RQ55_048
SW=0x9000
NO_PARAM))

Test Sequence #10 Error: gid1 and gid2 not provided in the Profile Metadata but
present in Profile Package

The purpose of this test is to verify that if gid1 and gid2 are not provided in the Profile
Metadata but ef-gid1 and ef-gid2 are present and the related services (17 and 18) in ef-ust
are available, the eUICC returns an error during the LoadProfileElements process.

Initial Conditions

Entity

Description of the initial condition

euiCC

The PROFILE_OPERATIONALS is not loaded on the eUICC.

Step ‘ Direction ‘ Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

=)

IC2

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP9_GID1GID2_MISSING,
NO_PARAM,
#UPP_OP_PROF9)

IC3 .

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
<BPP_SEG_A0>
e <BPP_SEG Al>
e <BPP_SEG _A3>
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ica S_LPAd — | MTD_STORE_DATA_SCRIPT( | sSW=0x9000 without response data
euiCcC <BPP_SEG_INIT>) for all STORE DATA commands
5 S_LPAd — | MTD_STORE_DATA_SCRIPT( | SW=0x9000 without response data
eUiCcC <BPP_SEG_A0>) for all STORE DATA commands
c6 S _LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data
eUICC <BPP_SEG_A1>) for all STORE DATA commands
RQ25_023
SW=0x9000 with the response data | RQ25 024
#R_PIR_DATA_MISMATCH for one | RQ55_045
1 SL—Jll-gé‘d — | MTD_STORE_DATA_SCRIPT( of the STORE DATA commands RQ55_048
e _
<BPP_SEG_A3>) The euiccSignPIR SHALL be verified | RQ25_025
with the #PK_EUICC_ECDSA RQ25_026
RQ55_045_3
MTD_STORE_DATA( _ .
resp ProfileInfoListResponse ::=
S LPAd — MTD_GET_PROFILE_INFO( . . RQ32_ 071
2 - profileInfoListOk :{} -
eulCC #ICCID_OP_PROF9, RQ55_048
SW=0x9000
NO_PARAM))
4.2.8 ES10a (LPA -- eUICC): GetEuiccConfiguredAddresses
4.2.8.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]

Requirements

e RQ31_066

e RQ33 021 1
e RQ57_017, RQ57_018, RQ57_019

4.2.8.2

4.2.8.21

Test Cases

TC_eUICC_ES10a.GetEuiccConfiguredAddresses

Test Sequence #01 Nominal: Only Root SM-DS Address

Initial Conditions

Entity

Description of the initial condition

eUiCC

No Default SM-DP+ address has been set on the ISD-R.

Step | Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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RQ57_017
MTD_STORE_DATA( -
S _LPAd — — — #R_ES10a_GECA_DS | RQ57_018
1 cIeC ECS;)ET_EUICC_CONFIGURED_ADDRESS SW = 0x9000 RO57 019
RQ33_021_1

Test Sequence #02 Nominal: Root SM-DS and Default SM-DP+ Addresses

Initial Conditions

Entity Description of the initial condition

eUICC The ISD-R is provisioned with the Default SM-DP+ Address
#TEST_DP_ADDRESSI.

Step Direction Sequence / Description Expected result REQ

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

RQ57_017
S LPAd_, | MTD_STORE_DATA( #R_ES10a_GECA_DS D | RQ57_018
1| SOice #GET_EUICC_CONFIGURED_ADDRE | P_1 RQ57_019
SSES) SW = 0x9000 RQ31_066

RQ33_021 1

4.2.9 ES10a (LPA -- eUICC): SetDefaultDPAddress

4.2.9.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ33 021 _4,RQ33 021 5
e RQ57 020, RQ57_021, RQ57_022, RQ57_023, RQ57_024

4.29.2 Test Cases

42921 TC_eUICC_ES10a.SetDefaultDPAddress

Test Sequence #01 Nominal: Set SM-DP+ Address with Address Empty in eUICC

Initial Conditions

Entity Description of the initial condition

eUiCC No value is assigned to the Default SM-DP+ Address field.

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
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IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

RQ57_020
MTD_STORE_DATA( RQ57_021
1 SUIfCP CAd | #SET_EUICC_CONFIGURED_AD g'\j\/—'fsoiggagD—DP—A—OK RQ57_023
DRESS 1) - RQ57_024
RQ33_021_4
RQ57_020
MTD_STORE_DATA( RQ57_021
2 Sﬁlfg CAd | #GET_EUICC_CONFIGURED_AD g'\j\/—'fsoigg(—)gECA—Ds—Dp—l RQ57_023
DRESSES) - RQ57_024
RQ33 021 5

Test Sequence #02 Nominal: Set SM-DP+ Address with SM-DP+ Address already in

eUICC

Initial Conditions

Entity Description of the initial condition
eUiCC The SM-DP+ address #TEST_DP_ADDRESSL1 is provisioned.
Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ57_020
MTD_STORE_DATA( RQ57_021
1 SDngCAd | #SET_EUICC_CONFIGURED_AD gl\jv_lf%igga:gD_DP_A_OK RQ57_023
DRESS_2) - RQ57_024
RQ33 021 _4
RQ57_020
MTD_STORE_DATA( RQ57_021
2 SDngCAd | #GET_EUICC_CONFIGURED_AD g'\j\/—'f%iggf)gECA—Ds—Dp—z RQ57_023
DRESSES) - RQ57_024
RQ33 021 5

Test Sequence #03 Nominal: Set Empty SM-DP+ Address with SM-DP+ Address

already in eUICC

Initial Conditions

Entity Description of the initial condition
eUiCC The SM-DP+ address #TEST_DP_ADDRESSL1 is provisioned.
Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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RQ57_022
MTD_STORE_DATA( -
1 S LPAd— | LoFT EUICC CONFIGURED ADDR | “R-ES102SD_DP_A OK | RQ57_023
euiCC ESS EMPTY) SW = 0x9000 RQ57_024
— RQ33 021 4
RQ57_022
MTD_STORE_DATA( -
S_LPAd — = — #R_ES10a_GECA DS RQ57_023
2 euiCC Ecssgg—s')zu'CC—CONF'GURED—ADDR SW = 0x9000 RQ57_024
RQ33 021 5

Test Sequence #04 Nominal: Set Empty SM-DP+ Address with Empty SM-DP+
Address in eUICC

Initial Conditions

Entity Description of the initial condition

eUICC No value is assigned to the Default SM-DP+ Address field.

Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
Ic2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ57_022
MTD_STORE_DATA( -
1 S_LPAd = | ser Liice CONFIGURED ADDR | #R-ES10a_SD_DP_A_OK | RQ57_023
euICC ESS EMPTY) ~ SW = 0x9000 RQ57_024
— RQ33_021_4
RQ57_022
MTD_STORE_DATA( -
) S LPAd— | LCET EUICC CONFIGURED ADDR | “R-ES10a GECA DSSW | RQ57_023
euICC ESSES) = 0x9000 RQ57_024
RQ33 021 5

4.2.10 ES10b (LPA -- eUICC): PrepareDownload

4.2.10.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ26_011, RQ26_029, RQ26_030, RQ26_034, RQ26_035

e RQ31_062, RQ31_130, RQ31_131, RQ31_132, RQ31_ 133, RQ31_ 134, RQ31_135,
RQ31_136, RQ31_137, RQ31_138, RQ31_139, RQ31_140, RQ31_141

e RQ45_006, RQ45 026 1, RQ45_026, RQ45_028, RQ45_030

e RQ57_025, RQ57_026, RQ57_027, RQ57_028, RQ57_029, RQ57_030, RQ57_031,
RQ57_033, RQ57_034, RQ57_035, RQ57_036, RQ57_037, RQ57_038, RQ57_039
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4.2.10.2 Test Cases

4.210.21 TC_eUICC_ES10b.PrepareDownloadNIST

General Initial Conditions

Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+
o#GET_EUICC_INFOL1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

othe same GSMA CI based on NIST P-256 curve has been chosen for
signing and for verification

eulCC

Test Sequence #01 Nominal: Without Confirmation Code

Step ‘ Direction | Sequence / Description  Expected result

RQ31_130
RQ31_131
RQ31_132
RQ31_133
RQ31_134
RQ31_135
RQ31_139
RQ31_140
RQ31_141
#R_PREP_DOWNLOAD_NO_CC RQ57 025
SW=0x9000 RQ57_026

The <EUICC_SIGNATURE2> SHALL | RQ57_027
S _LPAd — | MTD_STORE_DATA_SCRIPT( be verified with the RQ57_028

eUICC #PREP_DOWNLOAD_NO_CC) #PK_EUICC_ECDSA. 282;_828
Verify that the RQ57_034
<S_TRANSACTION_ID> present in RQ57_035
the euiccSigned?2 is the same as in -

RQ57_036
#PREP_DOWNLOAD_NO_CC. RQS7 037

RQ57_038
RQ57_039
RQ26_029
RQ26_030
RQ26_011
RQ26_034
RQ26_035
RQ31_062

Test Sequence #02 Nominal: With Confirmation Code

Step Direction Sequence / Description Expected result

<S_HASHED_CC> = MTD_GENERATE_HASHED_CC(#CONFIRMATION_CODE1,

IC1 | <s TRANSACTION_ID>)
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RQ31_130
RQ31_131
RQ31_132
RQ31_133
RQ31_134
RQ31_135
#R_PREP_DOWNLOAD WITH_ccC | RQ31_139
RQ31_140
SW=0x9000 RO3L 141
The <EUICC_SIGNATURE2> RQ57_025
SHALL be verified with the RQ57_026
#PK_EUICC_ECDSA. RQ57_027
, RQ57_028
S LPAd — | MTD_STORE_DATA SCRIPT( | Verify that the
1 SOIce #PREP_DOWNLOAD_WITH_CC) | <S_TRANSACTION_ID> present in ﬁgg;—gég

the euiccSigned? is the same as in

#PREP_DOWNLOAD WITH_cc. | RQ57.034
) RQ57_035
Verify that the <S_HASHED_CC> RQ57_036

present in the euiccSigned?2 is the RQ57_037
same as In RQ57_038
#PREP_DOWNLOAD_WITH_CC. | Ro57 039
RQ26_029
RQ26_030
RQ26_011
RQ26_034
RQ26_035
RQ31_062

Test Sequence #03 Nominal: With an unknown otPK.EUICC.ECKA

The purpose of this test is to verify that the eUICC does not use the one-time key pair given
by the SM-DP+ when its value does not correspond to a stored one-time key pair. In this
case, the eUICC SHALL generate a new set of key.

Step Direction | Sequence / Description Expected result REQ

<S_HASHED_CC> = MTD_GENERATE_HASHED_CC(#CONFIRMATION_CODE1,
<S_TRANSACTION_ID>)

IC1

IC2 S_SM-DP+ generates a random <OTPK_EUICC_ECKA>

#R_PREP_DOWNLOAD WITH_ | RQ31_130

cC RQ31_131

B RQ31_132
SW=0x9000 RQ31 133
The <EUICC_SIGNATURE2> RQ31_134
SHALL be verified with the RQ31_135
#PK_EUICC_ECDSA. RQ31_139
Verify that the RQ31_140

S LPAd— | MTD_STORE DATA_SCRIPT( | g TRANSACTION_ID> present | RQ31_141

1 evicC #PREP_DOWNLOAD_RETRY_C | i, fhe euiccSigned? is the same RQ31_138
#PREP_DOWNLOAD_RETRY_C | RQ57_026

C. RQ57_027

Verify that the <S_HASHED_CC> Egg;—ggg

Egﬁsrgslr;nthe euiccSigned? is the RQ57:030

RQ57_034

#Ct:PREP_DOWNLOAD_RETRY_C RQ57 035

) RQ57_036
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Verify that the RQ57_037
<OTPK_EUICC_ECKA> present RQ57_038
in the euiccSigned2 is not the RQ57_039
same as in RQ57_033
#PREP_DOWNLOAD_RETRY_C | RQ26_029
C. RQ26_030
RQ26_011
RQ26_034
RQ26_035

4.2.10.2.2 TC_eUICC_ES10b.PrepareDownloadBRP

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+
o#GET_EUICC_INFOL1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC
othe same GSMA CI based on BrainpoolP256r1 curve has been
chosen for signing and for verification

eulCC

Test Sequence #01 Nominal: Without Confirmation Code

This test sequence SHALL be the same as the Test Sequence #01 defined in section
4.2.10.2.1 — TC_eUICC_ES10b.PrepareDownloadNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #02 Nominal: With Confirmation Code

This test sequence SHALL be the same as the Test Sequence #02 defined in section
4.2.10.2.1 — TC_eUICC_ES10b.PrepareDownloadNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #03 Nominal: With an unknown otPK.EUICC.ECKA

This test sequence SHALL be the same as the Test Sequence #03 defined in section
4.2.10.2.1 — TC_eUICC_ES10b.PrepareDownloadNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

4.2.10.2.3 TC_eUICC_ES10b.PrepareDownloadFRP
This test case is defined as FFS and not applicable for this version of test specification.

4.2.10.2.4 TC_eUICC_ES10b.PrepareDownloadErrorCases

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL1 is not loaded on the eUICC.
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eUlCC

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully executed
between the eUICC and the S_SM-DP+

#GET_EUICC_INFOL1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

ethe same GSMA CI has been chosen for signing and for verification

Test Sequence #01 Error: No Hashed Confirmation Code but with Confirmation Code
Required Flag set to TRUE

Direction

Step

Sequence / Description
<S_HASHED_CC> = MTD_GENERATE_HASHED_CC(

Expected result

ICc1 #CONFIRMATION_CODEL,
<S_TRANSACTION_ID>)

, RQ31_130
SW different from 0x9000 RQ31 135

without response data -
MTD_STORE_DATA_SCRIPT( P RQ31 136
1 S LPAd — or RQ57 031
euiCcC _ , RQ57_036
#PREP_DOWNLOAD_INVALID_CC) | SW=0x9000 with a response R857_037

data containing a —
downloadResponseError RQ57_038
RQ31_136

Test Sequence #02 Error: With incorrect CERT.DPpb.ECDSA (i.e. invalid signhature)

Step Direction
1 S_LPAd —
euICC

Sequence / Description

MTD_STORE_DATA_SCRIPT(

#PREP_DOWNLOAD_INV_CE
RT)

Expected result

#R_PREP_DOWNLOAD_INV_CE
RT

SW=0x9000

Verify that the
<S_TRANSACTION_ID> present
in the response is the same as in
#PREP_DOWNLOAD_INV_CERT

REQ

RQ31_130
RQ31_131
RQ31_136
RQ57_027
RQ57_030
RQ57_031
RQ57_036
RQ57_037
RQ57_038
RQ31_136
RQ45_006
RQ45_026_1
RQ45_026
RQ45_028

Test Sequence #03 Error: CERT.DPpb.ECDSA and CERT.DPauth.ECDSA not
belonging to the same entity

Step Direction

Sequence / Description

Expected result

#R_PREP_DOWNLOAD_INV_CE | RQ31_130
. Lon MTD_STORE_DATA_SCRIPT( | .+ RQ31 132
_ - RQ31_136
1 = —
eUICC #PREP_DOWNLOAD CERT_ SW_ 0x3000 RQ57_029
SMDP2) Verify that the RQ57_031
<S_TRANSACTION_ID> present RQ57_036
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in the response is the same as in
#PREP_DOWNLOAD_CERT_SM
DP2.

RQ57_037
RQ57_038
RQ31_136
RQ45_006
RQ45_026_1
RQ45_026
RQ45_028

Test Sequence #04 Error: With invalid SM-DP+ signature

Step Direction Sequence / Description | Expected result
RQ31_130
RQ31_133
#R_PREP_DOWNLOAD_INV_S| | RQ31_136
STORE_DATA_SCRIPT( GN ES@?S@?
MTD
) S_LPAd — SW=0x9000 RQ57_036
evicC #PREP_DOWNLOAD_INV_s| | Verify that the RQ57_038
GN) <S_TRANSACTION_ID> present | RQ31_136
in the response is the same as in RQ45_006
#PREP_DOWNLOAD_INV_SIGN. | RQ45 026 1
RQ45_026
RQ45_028

Test Sequence #05 Error: With invalid Transaction ID

Step | Direction Sequence / Description Expected result
RQ31_130
#R_PREP_DOWN_INV_TRANS | RQ31 134
ID B
MTD_STORE_DATA_SCRIPT( - 2‘93%—126
S_LPAd — SW=0x9000 Q57_025
1 . . RQ57_031
euiCcC #PREP_DOWNLOAD_INV_TRAN | The transactionld returned in the RQ57 036
S ID) response SHALL not be checked RQ57_037
(any value SHALL be accepted) RQ57:038
RQ31_136

Test Sequence #06 Error: SM-DP+ has not been previously authenticated

Initial Conditions

Entity Description of the initial condition
No Common Mutual Authentication procedure has been executed between
the eUICC and the S_SM-DP+

eUICC

(this condition overrides the last general initial condition defined in this test
case).

Step ‘ Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
S_LPAd — | MTD_STORE_DATA(
IC3 | elice #GET_EUICC_INFO1) #R_EVICC_INFO1
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SW = 0x9000

Extract the highest priority CI from
<EUICC_CI_PK_ID_LIST_FOR_VE
RIFICATION> and choose
#CERT_S_SM DPpb_ECDSA
according to this Cl curve.

#R_PREP_DOWN_NO_SESSION RQ31_130

~ RQ31_136
S LPAG » | MTD_STORE_DATA_SCRIPT( SW=0x9000 RQ57_031
1 cUICC #PREP_DOWNLOAD_NO_AU | The transactionld returned in the RQ57_026
TH) response SHALL not be checked RQ57_036
(any value SHALL be accepted) RQ57_037
RQ57_038
Test Sequence #07 Error: Unsupported curve
Step Direction Sequence / Description Expected result REQ
RQ31_130
RQ31_134
RQ31_136
#R_PREP_DOWN_INV_CURVE | RQ57_025
SW=049000 RQS7_031
1 S LPAd — MTD_STORE_DATA_SCRIPT( Verify that the RO57 037
eulcC #PREP_DOWN_INV_CURVE) <S_TRANSACTION_ID> present | RO57 038
in the response is the same as in RQ31_136
#PREP_DOWN_INV_CURVE. RQ45_006
RQ45_026_1
RQ45_026
RQ45_028

Test Sequence #08 Error: Invalid Certificate Role OID

The purpose of this sequence is to make sure that the eUICC refuses any SM-DP+
Certificate for Profile Package Binding that does not indicate “id-rspRole-dp-pb” in its
extension for Certificate Policies.

Step Direction ‘Sequence/Description Expected result REQ

RQ31_130
RQ31_131
RQ31_136
RQ57_027
#R_PREP_DOWNLOAD_INV_CE | rds7 030

RT
MTD_STORE_DATA_SCRIPT RQ57_031

. S LPAd | ( sw.:0x9000 Egg;_g:g
evICC #PREP_DOWNLOAD_INV_OI | Verify that the RO57 038
D) <S_TRANSACTION_ID> present | RQ57_

in the response is the same as in RQ31 136

#PREP_DOWNLOAD INvV OID. | RQ45_006
- - RQ45_026_1

RQ45_026
RQ45_028
RQ45_030
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4.2.11 ES10b (LPA -- eUICC): LoadBoundProfilePackage

42111 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ24 010, RQ24 028

Non-confidential

e RQ25 003, RQ25 007, RQ25 016, RQ25 018, RQ25 019, RQ25 023, RQ25 024

e RQ26_011, RQ26_012, RQ26_013, RQ26_016, RQ26_018, RQ26_019, RQ26_020,
RQ26_021, RQ26_022, RQ26_029, RQ26_034, RQ26_035, RQ26_036

e RQ31 161, RQ31 162, RQ31 163, RQ31 164, RQ31 165, RQ31 166, RQ31 168,
RQ31 169, RQ31 170, RQ31 171, RQ31 185, RQ31 186 1, RQ31 188 1

e RQ32 070
e RQ35 003 1
e RQ44 003

e RQ55 001, RQ55 002, RQ55 003, RQ55 006, RQ55 007, RQ55 008, RQ55 016,
RQ55_017, RQ55_018, RQ55 020, RQ55 021, RQ55 022, RQ55 024, RQ55 025,
RQ55_028, RQ55_033, RQ55_036, RQ55_037, RQ55_039, RQ55_040, RQ55_041

e RQ57 010, RQ57 011, RQ57_012, RQ57 013, RQ57 014, RQ57_016, RQ57_040,

RQ57_042, RQ57_043, RQ57_044, RQ57_045
e RQDO 001

e RQGO_001, RQGO_002, RQGO_003, RQGO_004, RQGO_005, RQGO_006

4.2.11.2 Test Cases

4.211.21 TC_eUICC_ES10b.LoadBoundProfilePackageNIST

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL is not loaded on the eUICC.

eUICC

for signing and for verification

the S_ SM-DP+

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully
executed between the eUICC and the S_SM-DP+

o#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

ethe same GSMA CI based on NIST P-256 curve has been chosen

Sub-procedure Profile Download and Installation — End User
Confirmation has been successfully executed between the eUICC and

o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC
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Test Sequence #01 Nominal: By using S-ENC and S-MAC

The purpose of this test is to download the PROFILE_OPERATIONALZ1 by using only the
session S-ENC and S-MAC keys resulting from key agreement.

Direction Sequence / Description  Expected result

Ic1 Generate the <OTPK_S_SM_DP+ ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays hamed:

e <BPP_SEG_INIT>
e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

NOTE: In this test sequence, the data resulting of this operation SHALL be composed of the
following TLV arrays:

IC3 e <BPP_SEG_INIT> contains the tag and length fields of the BoundProfilePackage TLV plus
the #S_INIT_SC_PROF1 command

e <BPP_SEG_AO0> contains the tag and length fields of the firstSequenceOf87 TLV plus the
first Ox87 TLV containing #CONF_ISDP_PROF1 command

e <BPP_SEG_A1> contains the tag and length fields of the sequenceOf88 TLV and each of
the '88' TLVs containing #METADATA_OP_PROF1 command

¢ <BPP_SEG_AS3> contains the tag and length fields of the sequenceOf86 TLV and each of
the '86' TLVs containing #UPP_OP_PROF1 protected with <S_ENC> and <S_MAC>

RQ57_040
RQ57_042
RQ57_043
RQ57_044
RQ55_001
RQ55_002
RQ55_006
RQ55_007
RQ57 010
RQ57_011
RQ57 012
cUICC <BPP_SEG_INIT>) data for all STORE DATA RQ26_029

- — commands RQ31 162
RQ31_163
RQ31_164
RQ55_003
RQ55_016
RQ55_017
RQ55_018
RQ55_020
RQ55_021
RQ55_022
RQ55_024
RQ26_011
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RQ26_013
RQ26_016
RQ26_034
RQ26_035
RQ31_161

S LPAd —
euiCcC

MTD_STORE_DATA_SCRIPT(
<BPP_SEG_A0>)

SW=0x9000 without response
data for all STORE DATA
commands

RQ57_040
RQ57_042
RQ57_043
RQ57_044
RQ55_001
RQ55_002
RQ55_006
RQ55_007
RQ57_010
RQ57_011
RQ57_012
RQ57_014
RQ26_029
RQ31_165
RQ55_028
RQ26_012
RQ26_013
RQ26_016
RQ26_018
RQ26_019
RQ26_036
RQ31_161
RQGO_001
RQGO_002
RQGO_003
RQGO_004
RQGO_005
RQGO_006

S_LPAd —
eUICC

MTD_STORE_DATA_SCRIPT(
<BPP_SEG_A1>)

SW=0x9000 without response
data for all STORE DATA
commands

RQ57_040
RQ57_042
RQ57_043
RQ57_044
RQ55_001
RQ55_002
RQ55_006
RQ55_007
RQ57_010
RQ57_011
RQ57_012
RQ57_014
RQ26_029
RQ31_166
RQ55_033
RQ55_036
RQ55_037
RQ24_028
RQ26_012
RQ26_013
RQ26_016
RQ26_018
RQ26_019
RQ26_020
RQ26_036
RQ31_161

V1.11

Page 101 of 877




GSM Association
Official Document SGP.23 - RSP Test Specification v1.11

Non-confidential

RQGO_005
RQGO_006

S_LPAd —
euiCC

MTD_STORE_DATA_SCRIPT(
<BPP_SEG_A3>)

SW=0x9000 without response
data for all STORE DATA
commands except for the last one

SW=0x9000 with the response
data #R_PIR_OK

for the last STORE DATA
command

The euiccSignPIR SHALL be
verified with the
#PK_EUICC_ECDSA.
<ISD_P_AID> SHALL be in the
range as defined SGP.02 [1].

RQ57_040
RQ57_042
RQ57_043
RQ57_044
RQ55_001
RQ55_002
RQ55_006
RQ55_007
RQ57_010
RQ57_011
RQ57_012
RQ57_014
RQ26_029
RQ31_170
RQ31_171
RQ57_045
RQ55_008
RQ25_003
RQ25_007
RQ25_018
RQ25_019
RQ25_023
RQ25_024
RQ55_025
RQ25_016
RQ26_012
RQ26_013
RQ26_016
RQ26_018
RQ26_019
RQ26_034
RQ26_035
RQ26_036
RQ31_161
RQ35_003_1
RQ44_003
RQDO_001
RQGO_005
RQGO_006

S_LPAd —
eUICC

MTD_STORE_DATA(
MTD_GET_PROFILE_INFO(
#ICCID_OP_PROF1,
NO_PARAM))

resp ProfileInfoListResponse ::
profileInfoListOk :{

{
iccid #/CCID_OP_PROF1,
isdpAid <ISD_P_AID>,
profileState disabled,

}
SW=0x9000

RQ32_070
RQ55_025
RQ24_010
RQ26_020
RQ31_161
RQDO_001

Test Sequence #02 Nominal: By using PPK-ENC and PPK-MAC

The purpose of this test is to download the PROFILE_OPERATIONALL1 by using a new set

of random session keys: PPK-ENC, PPK-MAC and Initial MAC chaining value.
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Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
2 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
#REPLACE_S_KEYS_REQ,
#UPP_OP_PROF1)
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
e <BPP_SEG_AO0>
e <BPP_SEG_Al>
e <BPP_SEG_A2>
e <BPP_SEG_A3>
NOTE: In this test sequence, the data resulting of this operation SHALL be composed of the following
TLV arrays:
IC3 e <BPP_SEG_INIT> contains the tag and length fields of the BoundProfilePackage TLV plus
the #S_INIT_SC_PROF1 command
e <BPP_SEG_AO0> contains the tag and length fields of the firstSequenceOf87 TLV plus the
first 0x87 TLV containing #CONF_ISDP_PROF1 command
e <BPP_SEG_A1> contains the tag and length fields of the sequenceOf88 TLV and each of
the '88' TLVs containing #METADATA_OP_PROF1 command
o <BPP_SEG_A2> contains the tag and length fields of the secondSequenceOf87 TLV plus
the first '87' TLV, containing the #REPLACE_S_KEYS_REQ command
e <BPP_SEG_AS3> contains the tag and length fields of the sequenceOf86 TLV and each of
the '86' TLVs containing #UPP_OP_PROF1 protected with PPK-ENC and PPK-MAC
RQ57_040
RQ57_042
RQ57 043
RQ57_044
RQ55 001
RQ55_002
RQ55 006
RQ55_007
RQ57_010
RQ57 011
RQ57_012
RQ57 014
1 S LPAd — | MTD_STORE_DATA_SCRIPT( | sW=0x9000 without response data 2852—222
eUiCC for all STORE DATA commands —
<BPP_SEG_INIT>) RO31_163
RQ31 164
RQ55_003
RQ55 016
RQ55_017
RQ55 018
RQ55_020
RQ55 021
RQ55 022
RQ55_024
RQ26 011
RQ26_013
RQ26 016
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RQ26_034
RQ26_035
RQ31_161

RQ57_040
RQ57_042
RQ57_043
RQ57_044
RQ55_001
RQ55_002
RQ55_006
RQ55_007
RQ57_010
RQ57_011
RQ57_012
RQ57_014
RQ26_029
RQ31_165
RQ55_028
RQ26_012
RQ26_013
RQ26_016
RQ26_018
RQ26_019
RQ26_020
RQ26_036
RQ31_161
RQ26_011
RQ26_013
RQ26_016
RQ26_034
RQ26_035
RQ31_161
RQGO_001
RQGO_002
RQGO_003
RQGO_004
RQGO_005
RQGO_006

S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data
eUlCC <BPP_SEG_A0>) for all STORE DATA commands

RQ57_040
RQ57_042
RQ57 043
RQ57_044
RQ55_001
RQ55_002
RQ55_006
RQ55_007
RQ57_010
RQ57_011
S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data | RQ57_012
evlcC <BPP_SEG_Al>) for all STORE DATA commands RQ57 014
RQ26_029
RQ31 166
RQ55_033
RQ55_036
RQ55_037
RQ26_012
RQ26_013
RQ26_016
RQ26_018
RQ26_019
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RQ26_036
RQ31_161
RQGO_005
RQGO_006

RQ57_040
RQ57_042
RQ57_043
RQ57_044
RQ55_001
RQ55_002
RQ55_006
RQ55_007
RQ57_010
RQ57_011
RQ57_012
RQ57_014
RQ26_029
RQ31_168
RQ31_169
RQ55_039
RQ55_040
RQ55_041
RQ26_021
RQ26_022
RQ26_012
RQ26_013
RQ26_016
RQ26_018
RQ26_019
RQ26_036
RQ31_161
RQGO_005
RQGO_006

S_LPAd — | MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data
eUlCC <BPP_SEG_A2>) for all STORE DATA commands

RQ57_040
RQ57_042
RQ57_043
RQ57 044
RQ55_001
RQ55_002
SW=0x9000 without response data | RQ55_006
for all STORE DATA commands RQ55_007
except for the last one RQ57_010
RQ57 011
RQ57_012
SW=0x9000 with the response data | RQ57_014
S LPAd — | MTD_STORE_DATA_scRIPT( | #R_PIR_OK RQ26_029
eUICC for the last STORE DATA RQ31_170

<BPP_SEG_A3>) command RQ31 171

The euiccSignPIR SHALL be RQ57_045
o ! RQ55_008
verified with the RQ25_003
#PK_EUICC_ECDSA. RO25 007
<ISD_P_AID> SHALL be in the -

) RQ2 1
range as defined SGP.02 [1]. Rgzg_glg

RQ25_023
RQ25_024
RQ55_025
RQ25 016
RQ26_012
RQ26_013
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RQ26_034
RQ26_035
RQ31_161
RQ35_003_1
RQ44_003
RQDO_001
RQGO0_005
RQGO0_006
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
RQ55_025
MTD_STORE_DATA( iccid #ICCID_OP_PROF1, RQ32_070
5 S LPAd — MTD_GET_PROFILE_INFO( isdpAid <ISD_P_AID>, RQ24 010
eUICC #ICCID_OP_PROF1, . . RQ26_020
profileState disabled, RQ31 161
NO_PARAM)) . -
RQDO0_001
}
}
SW=0x9000
4.211.2.2 TC_eUICC_ES10b.LoadBoundProfilePackageBRP

General Initial Conditions

Entity

Description of the general initial condition

eUICC

The PROFILE_OPERATIONALL is not loaded on the eUICC.

eUICC

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully
executed between the eUICC and the S_SM-DP+

o#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

ethe same GSMA CI based on BrainpoolP256r1 curve has been
chosen for signing and for verification
Sub-procedure Profile Download and Installation — End User
Confirmation has been successfully executed between the eUICC and
the S_SM-DP+

o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Nominal: By using S-ENC and S-MAC

This test sequence SHALL be the same as the Test Sequence #01 defined in section
4.2.11.2.1 - TC_eUICC_ES10b.LoadBoundProfilePackageNIST except that all keys and
certificates SHALL be based on BrainpoolP256r1.

Test Sequence #02 Nominal: By using PPK-ENC and PPK-MAC

This test sequence SHALL be the same as the Test Sequence #02 defined in section
4.2.11.2.1 - TC_eUICC_ES10b. LoadBoundProfilePackageNIST except that all keys and
certificates SHALL be based on BrainpoolP256r1.
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4211.2.3 TC_eUICC_ES10b.LoadBoundProfilePackageFRP

Non-confidential

This test case is defined as FFS and not applicable for this version of test specification.

4.2.11.2.4 TC_eUICC_ES10b.LoadBoundProfilePackage_ ErrorCases

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL1 is not loaded on the eUICC

initialized and the S_LPAd has selected the ISD-R.

between the eUICC and the S_SM-DP+

eulCC

The communication between the S_Device and the eUICC has been
Common Mutual Authentication procedure has been successfully executed

o#GET_EUICC_INFOL1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

sthe same GSMA CI has been chosen for signing and for verification

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+

o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Test Sequence #01 Error: Unrecognized leading tag in BPP

The purpose of this test is to ensure that the eUICC rejects any BPP segment with an
unrecognized leading tag during Profile download. In such case, the eUICC SHALL return a

SW of 0x6A88 and SHALL not discard the download session state.

Step Direction Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

=e)

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays hamed:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG Al>
e <BPP_SEG_A3>

IC4

S_LPAd MTD_STORE_DATA_SCRIPT( | Sw=0x9000 without response data
— eUICC <BPP_SEG_INIT>) for all STORE DATA commands

IC5

S_LPAd MTD_STORE_DATA_SCRIPT( | Sw=0x9000 without response data
— eUICC <BPP_SEG_A0>) for all STORE DATA commands

RQ31_186_1

MTD_STORE_DATA_SCRIPT(
S_LPAd - - -

S eUICC SW=0x6A88

#UNKNOWN_BPP_SEGMENT)

RQ31_186_1
RQ57 013
RQ57_016
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9 S_LPAd MTD_STORE_DATA_SCRIPT( | sw=0x9000 without response data RO31 1861
— eUICC <BPP_SEG_A1>) for all STORE DATA commands - =
SW=0x9000 without response data
for all STORE DATA commands
except for the last one
S LPAd MTD_STORE_DATA_SCRIPT(
3 - RQ31_186_1
— eUICC <BPP_SEG_A3>) ]
SW=0x9000 with the response
data #R_PIR_OK for the last
STORE DATA command
resp ProfileInfoListResponse ::=
profileInfoListOk :{
{
MTD_STORE_DATA( iccid #ICCID_OP_PROF1,
4 S_LE'?SC MTD_GET_PROFILE_INFO( isdpAid <ISD_P_AID>,
—e
#ICCID_OP_PROFL, profileState disabled,
NO_PARAM)) .
}
}
SW=0x9000

Test Sequence #02 Error: GetEUICCChallenge during BPP loading

The purpose of this test is to ensure that the eUICC accepts an ES10b.GetEUICCChallenge
request indicating the start of a new RSP session while a BPP is loaded.

Initial Conditions

Entity Description of the initial condition

eulCC No Noatification is stored in the eUICC's Pending Notifications List.
Step Direction Sequence / Description Expected result REQ
IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays hamed:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG Al>
e <BPP_SEG A3>

S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
= data for all STORE DATA
eUICC <BPP_SEG_INIT>)

commands

IC4
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S LPAd — MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
IC5 cUICC data for all STORE DATA
<BPP_SEG_A0>) commands
S LPAd - MTD_STORE_DATA_SCRIPT( SW=0x9000 without response
IC6 cUICC data for all STORE DATA
<BPP_SEG_A1>) commands
MTD_STORE_DATA #R_CHALLENGE
1 S_LPAd — - - ( - RQ31 188 1
eUICC #GET_EUICC_CHALLENGE) | SW=0x9000 -
RQ31_185
MTD_STORE_DATA_SCRIPT —
2 Sﬁlfcp éd - - - - ( SW=0x6A88 or 0x6985 RQ57_013
<BPP_SEG_A3>) RQ57_016
MTD_STORE_DATA( _ _
resp ProfileInfoListResponse ::=
5 S LPAd — MTD_GET_PROFILE_INFO( fletnfoListok :Q ROSL. 185
N rotiieintoLIs .
eUICC #ICCID_OP_PROF1, P -
SW=0x9000
NO_PARAM))
4 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_NONE RQ31 185
eulCC #LIST_NOTIF_ALL) SW = 0x9000 -
4.2.12 ES10b (LPA -- eUICC): GetEUICCChallenge
42121 Conformance Requirements
References
GSMA RSP Technical Specification [2]
Requirements
¢ RQ31 029, RQ31 030, RQ31 031
e RQ57 048, RQ57 049, RQ57 050
4.2.12.2 Test Cases
4.212.21 TC_eUICC_ES10b.GetEUICCChallenge
Test Sequence #01 Nominal
Step ‘ Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ31_029
RQ31_030
#R_CHALLENGE —
1 |sipad—euice |MIDSTOREDATA TR RO31 031
_ _ SW = 0x9000 RQ57_049
RQ57_050
#R_CHALLENGE
2 S_LPAd — eUICC ('\:'#gé—TSTE%?CEEDéJ :LLEN cE) SW = 0x9000 RQ57_048
- - <EUICC_CHALLENGE>
received in this step is
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different to the
<EUICC_CHALLENGE> in
Step 1

4.2.13 ES10Db (LPA -- eUICC): GetEUICCInfo

4.2.13.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ31 027, RQ31 028, RQ31 053, RQ31 060

o RQ43 001, RQ43 002, RQ43_003, RQ43_004, RQ43_005, RQ43_006, RQ43_007,
RQ43_008, RQ43_009, RQ43_010, RQ43 011, RQ43 012, RQ43_013

e RQ57_051, RQ57_052, RQ57 053, RQ57_054, RQ57_057 1, RQ57_058,
RQ57_059, RQ57_060, RQ57_062, RQ57_061, RQ57_063, RQ57_064, RQ57_066

4.2.13.2 Test Cases

4.213.21 TC_eUICC_ES10b.GetEUICCInfo1

Test Sequence #01 Nominal

Step Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

RQ31_027
1 S LPAd — MTD_STORE_DATA #R_EUICC_INFO1 282%_852
eulCC (#GET_EUICC_INFOL1) SW = 0x9000 RQ57:052
RQ57_054
Test Sequence #02 Nominal: GetEUICCInfo call after GetEUICCChallenge
Step ‘ Direction ‘ Sequence / Description Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S_LPAd — MTD_STORE_DATA #R_CHALLENGE
eulcC (#GET_EUICC_CHALLENGE) SW = 0x9000
RQ31_027
9 S LPAd — MTD_STORE_DATA #R_EUICC_INFO1 282%_822
eUlCC (#GET_EUICC_INFOL1) SW = 0x9000 RQ57:052
RQ57_054
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Test Sequence #03 Nominal: GetEUICCInfol call after AuthenticateServer

Step Direction Sequence / Description Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
S_LPAd — MTD_STORE_DATA <EUICC_CI_PK_ID_LIST_FOR_
L eUICC (#GET_EUICC_INFO1) SIGNING> and
<EUICC_CI_PK_ID_LIST_FOR_
VERIFICATION> from response
data and verify if they contain at
least one same GSMA CI Key ID
#R_CHALLENGE
) S_LPAd —» | MTD_STORE_DATA SW = 0x9000
eUICC (#GET_EUICC_CHALLENGE) Extract the
<EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>
e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root Cl certificate
4 S LPAd — | MTD_STORE_DATA_SCRIPT(#AU | #R_AUTHENTICATE_SMDP
eUICC THENTICATE_SMDP) SW = 0x9000
#R_EUICC_INFO1
. S_LPAd —» | MTD_STORE_DATA _ _ RQ57 051
eulCC (#GET_EUICC_INFOL1) SW = 0x9000
42.13.2.2 VOID
4.213.2.3 TC_eUICC_ES10b.GetEUICCInfo2_RSP_V2.2.x

Test Sequence #01 Nominal — RSP Version 2.2

Step Direction | Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ43_001
#R_-EL'JICC_INFOZ RQ43_002
Verify if: RQ43_003
1 |Sipman | umosToRe oATA | < caRo Resounce> | RO 001
€ ( - - ) contains a “number of RQ43_005
installed application” value 2822—883
field set to '00' -
eld setto RQ43_008
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#IUT_TS102241_VERSION RQ43_009

is equal to 0090000 or RQ43_010
higher RQ43_011
e #IUT_GLOBALPLATFORM_V | RQ43 012
ERSION is equal to RQ43_013
0x020300 or higher Egg;—ggg—l
. #RSP_SVN_H is equal to RQ57_061

0x0202ab 'ab’ representing RQ57_063
the 'X' in version 2.2.x RQ57:064
e  #IUT_SIMA_VERSION is RQ57_066
equal to 0x020XQY,
indicating major version 2,
where 2.X.Y is listed in
section 7.1 for the SGP.22
version supported by the
eUICC
<EUICC_RSP_CAPABILITY>
contains

o crlSupport set to '0' if
O_E_CRL s not
supported
(otherwise, it SHALL
be setto '1")

o testProfileSupport set
to '0" if
O_E_TEST_PROFis
not supported
(otherwise, it SHALL
be setto '1")

o rpmSupport set to ‘0’

o additionalProfile set to
"

e #IUT_UICC_CAPABILITY
contains
o javacard and
akaMilenage set to '1'
o Either akaTuak128 or
akaTuak256 set to '1'

SW = 0x9000

4.2.13.2.4 TC_eUICC_ES10b.GetEUICCInfo2

Test Sequence #01 Nominal: GetEUICCInfo2 call after AuthenticateServer

Step ‘ Direction Sequence /Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

#R_EUICC_INFO1

SW = 0x9000
Ic3 S LPAd — MTD_STORE_DATA Extract the
eulCC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_SIG
NING> and

<EUICC_CI_PK_ID_LIST_FOR_VE
RIFICATION> from response data
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and verify if they contain at least one
same GSMA CI Key ID

#R_CHALLENGE
SW = 0x9000
Extract the <EUICC_CHALLENGE>

S_LPAd —» | MTD_STORE_DATA

IC4 euiCC (#GET_EUICC_CHALLENGE)

The following inputs are required for Step IC6 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>

e <EUICC_CHALLENGE>

IC5 e <S_SMDP_CHALLENGE>

e <S SMDP_SIGNATURE1l>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root Cl certificate

6 S LPAd — | MTD_STORE_DATA_SCRIPT( | #R_AUTHENTICATE_SMDP
euICC #AUTHENTICATE_SMDP) SW = 0x9000
RQ57_051
RQ57_053
RQ57_054
same EUICCInfo2 data objectas in | RQ57 058
S LPAd —» | MTD_STORE_DATA Step IC6 (the extCardResource RQ57_059
1 evlCC (#GET_EUICC_INFO2) field SHALL be excluded from the RQ57_062
comparison) RQ31 053
SW = 0x9000 RQ31_060
RQ43_001
RQ43_002
4.2.13.2.5 TC_eUICC_ES10b.GetEUICCInfo2_RSP_V2.3
Test Sequence #01 Nominal — RSP Version 2.3
Step Direction ‘ Sequence / Description  Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO2 RQ43 001
Verify if: RQ43_002
e <EXT_CARD_RESOURCE> | RQ43_003
. RQ43_004
contains a “number of RQ43_005
installed application” value RQ43_006
field set to ‘00’ RQ43_OO7
e #UT_TS102241_VERSION | RQ43 008
is equal to 0090000 or |
1 S LPAd — | MTD_STORE_DATA higf?er 2832_8(1)8
evicc (#GET_EUVICC_INFO2) e #IUT GLOBALPLATFORM V | RQ43 011
ERSION is equal to RQ43 012
0x020300 or higher RQ43_013
e #RSP_SVN_His equal to RQ57_057_1
0x020300 RQ57_060
RQ57 061

e  #IUT_SIMA VERSION is

RQ57_063
-e?;al t.o 0x02.0XOY, - RQ57_064
Indicating major version 2, RQ57_066

where 2.X.Y is listed in
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section 7.1 for the SGP.22
version supported by the
eUICC
e <EUICC_RSP_CAPABILITY>
contains

o crlSupport set to ‘0’ if
O_E_CRL is not
supported
(otherwise, it SHALL
be setto ‘1)

o testProfileSupport set
to ‘0’ if
O_E_TEST_PROFis
not supported
(otherwise, it SHALL
be setto ‘1)
rpmSupport set to ‘0’
additionalProfile set to
q

e #IUT_UICC_CAPABILITY
contains

o javacard and
akaMilenage set to ‘1’

o Either akaTuak128 or
akaTuak256 set to ‘1’

e If the treProperties field is
present, the value is equal to
one of the following values:

o { isDiscrete }

o { isIntegrated }

o { isIntegrated,
usesRemoteMemory

}
SW = 0x9000

421326 TC_eUICC_ES10b.GetEUICCInfo2_RSP_Integrated_eUICC

Test Sequence #01 Nominal

Step ‘ Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO2
Verify that:
e The treProperties field contains
1 S LPAd — MTD_STORE_DATA o islntegrated set to ‘1’
eUlCC (#GET_EU|CC_|NF02) o isDiscrete set to ‘0’
o The treProductReference field is present
and not empty
SW = 0x9000
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4.2.13.2.7 TC_eUICC_ES10b.GetEUICCInfo2_RSP_V2.4

Test Sequence #01 Nominal — RSP Version 2.4

Step Direction ‘Sequence/Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

#R_EUICC_INFO2

Verify if:

e <EXT_CARD_RESOURCE>
contains a “number of
installed application” value
field set to ‘00’

e #IUT_TS102241_VERSION

is equal to 0x090000 or
higher

#IUT_GLOBALPLATFORM_V

ERSION is equal to

0x020300 or higher
. #RSP_SVN_H is equal to
0x020400
e  #IUT_SIMA_VERSION is RQ43_001
equal to 0x020X0Y, RQ43_002
indicating major version 2, RQ43_003
where 2.X.Y is listed in RQ43_004
section 7.1 for the SGP.22 RQ43_005
version supported by the RQ43_006
euICC RQ43_007
o RQ43_008
. S LPAd— | MTD_STORE_DATA <EUICC_RSP_CAPABILITY 2832—8(1)8
eUICC (#GET_EUICC_INFO2) > contains RQ43_011
o crlSupport set to ‘0’ if RQ43_012
O_E_CRL is not RQ43_013
supported RQ57_057_1
(otherwise, it SHALL RQ57_060
be set to ‘1’) RQ57_061
o testProfileSupport set RQ57_063
to ‘0’ if RQ57_064

O_E_TEST_PROF is RQ57_066
not supported
(otherwise, it SHALL
be setto ‘1)
rpmSupport set to ‘0’
additionalProfile set to
q
o serviceSpecificDataS
upport set to '0" if
O_E_SERVICES_SP
ECIFIC_DATA is not
supported
(otherwise, it SHALL
be setto '1")
o #IUT_UICC_CAPABILITY
contains
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o javacard and
akaMilenage set to ‘1’
o Either akaTuak128 or
akaTuak256 set to ‘1’
e If the treProperties field is
present, the value is equal to
one of the following values:
o { isDiscrete }
o { isIntegrated }
o { isIntegrated,
usesRemoteMemory

}
SW = 0x9000

4.2.14 ES10b (LPA -- eUICC): ListNotification

42141 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ25 020

e RQ31 172

e RQ35 016

e RQ57 068, RQ57_068_1, RQ57 068 2, RQ57_068_3, RQ57_068_4, RQ57_069,
RQ57_070

4.214.2 Test Cases

Throughout all the ListNotification test cases the maximum number of Notifications
simultaneously tested has been set as to two as there is hot minimum defined in SGP.21 [3]
or SGP.22 [2] for the number of Naotifications that can be stored by the eUICC.

4.2.14.21 TC_eUICC_ES10b.ListNotification

General Initial Conditions

Entity Description of the general initial condition
eUICC No Operational Profile is installed on the eUICC.
eUiCC No Notifications are stored in the eUICC's Pending Notifications List.

Test Sequence #01 Nominal: Install Notification

Step | Direction | Sequence / Description  Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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IC3

Install PROFILE_OPERATIONALL. Do not remove both the Notifications.

S_LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_ALL)

#R_LIST_NOTIF_IN1_IN1_PIR
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_2
RQ57_069
RQ57_070
RQ25_020
RQ31_172

S_LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_OMITTED)

#R_LIST_NOTIF_IN1_IN1_PIR
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_3
RQ57_069
RQ57_070
RQ25_020

S_LPAd —
eUlCC

MTD_STORE_DATA(
#LIST_NOTIF_NONE)

#R_LIST_NOTIF_NONE
SW = 0x9000

OR

#R_LIST_NOTIF_UNDEFINED_E
RROR
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
euiCC

MTD_STORE_DATA(
#LIST_NOTIF_INSTALL)

#R_LIST_NOTIF_IN1_IN1_PIR
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_2
RQ57_069
RQ57_070
RQ25_020

S_LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_ENABLE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
evICC

MTD_STORE_DATA(
#LIST_NOTIF_DISABLE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_DELETE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
euicC

MTD_STORE_DATA(
#LIST_NOTIF_INSTALL_ENA
BLE)

#R_LIST_NOTIF_IN1_IN1_PIR
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_2
RQ57_069
RQ57_070
RQ25_020

S LPAd —
eUICC

MTD_STORE_DATA(
#LIST_NOTIF_DISABLE_DEL
ETE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1

V1.11

Page 117 of 877




GSM Association

Official Document SGP.23 - RSP Test Specification v1.11

Non-confidential

RQ57_068_4
RQ57_069
RQ35_016
MTD_STORE_DATA( RQ57_068
10 SL_JII-CP CAd | #LIST_NOTIF_DISABLE_ENA Z'G\TE";’I!Q—(')\'O%T'F—NONE RQ57_068_1
BLE) - RQ57_068 4
RQ57_069
RQ35_016
RQ57_068
MTD_STORE_DATA( RQ57_068_1
11 Z—J'I‘gé‘d | #LIST_NOTIF_INSTALL_ENA ?\7\/—';'315310?":—'Nl—'Nl—P'R RQ57_068_2
BLE_DISABLE) - RQ57_069
RQ57_070
RQ25_020
Test Sequence #02 Nominal: Enable Notification
Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the Notifications.
IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Noatification.
RQ35_016
RQ57_068
1 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_EN1 RQ57_068_1
eulCcC #LIST_NOTIF_ALL) SW = 0x9000 RQ57_069
RQ57_070
RQ31_172
RQ35_016
) S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_EN1 Egg;—ggg 3
eulCcC #LIST_NOTIF_OMITTED) SW = 0x9000 RO57 069
RQ57_070
#R_LIST_NOTIF_NONE
SW = 0x9000 RQ35_016
3 S LPAd — | MTD_STORE_DATA( OR Egg;—ggg 1
euvicC #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_E | RQ57 068_4
RROR RQ57_069
SW = 0x9000
RQ35_016
4 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE 282;—822 1
eulCC #LIST_NOTIF_INSTALL) SW = 0x9000 RO57 068 4
RQ57_069
RQ35_016
5 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_EN1 282;—822 1
eulCC #LIST_NOTIF_ENABLE) SW = 0x9000 RO57 069
RQ57_070
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RQ35_016
6 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE ?82;—822 1
eUiCC #LIST_NOTIF_DISABLE) SW = 0x9000 RQ57:068:4
RQ57_069
RQ35_016
7 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE ?82;—822 1
euiCcC #LIST_NOTIF_DELETE) SW = 0x9000 RQ57:068:4
RQ57_069
RQ35_016
MTD_STORE_DATA( RQ57_068
8 SG'I‘E CAd | #LIST_NOTIF_INSTALL_ENA g'\jv—';'ilgc')\lo?)T'F—ENl RQ57_068_1
BLE) - RQ57_069
RQ57_070
RQ35_016
MTD_STORE_DATA( RQ57_068
9 Sljll_géd - #LIST_NOTIF_DISABLE_DEL ZI\TV_I:I&'I('&I)\IO%TIF_NONE RQ57_068_1
ETE) - RQ57_068_4
RQ57_069
RQ35_016
MTD_STORE_DATA( RQ57_068
10 Sljll_gé d— #LIST_NOTIF_DISABLE_ENA Zl\j\l—l:lilgglongF—ENl RQ57_068_1
BLE) - RQ57_069
RQ57_070
RQ35 016
MTD_STORE_DATA( RQ57_068
11 SL_JII_g CA d— #LIST_NOTIF_INSTALL_ENA ZI\R/’V_I:%I&I)\IO%TIF_ENI RQ57_068_1
BLE_DISABLE) - RQ57_069
RQ57_070
Test Sequence #03 Nominal: Disable Notification
Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both the Notifications.
IC4 Enable PROFILE_OPERATIONALL. Remove the Notification.
IC5 Disable PROFILE_OPERATIONALL. Do not remove the Notification.
RQ35 016
RQ57_068
1 S_LPAd — | MTD_STORE_DATA( #R_LIST NOTIF _DI1 RQ57_068_1
eulCcC #LIST_NOTIF_ALL) SW = 0x9000 RQ57_069
RQ57_070
RQ31_172
RQ35_016
> S LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_DI1 282;—822 3
eUICC #LIST_NOTIF_OMITTED) SW = 0x9000 RQ57:069_
RQ57_070
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#R_LIST_NOTIF_NONE RQ35_016
SW = 0x9000 RQ57_068
3 S_LPAd — | MTD_STORE_DATA( OR ESEZ—SS?&
euiCC #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_ | Ros7 069
ERROR -
SW = 0x9000
RQ35_016
4 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE ﬁgg;—ggg 1
eUICC #LIST_NOTIF_INSTALL) SW = 0x9000 RQ57_068_4
RQ57_069
RQ35_016
c S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE ﬁgg;—ggg 1
eUICC #LIST_NOTIF_ENABLE) SW = 0x9000 RO57_068_4
RQ57_069
RQ35_016
5 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1 Egg;—ggg 1
eUICC #LIST_NOTIF_DISABLE) SW = 0x9000 RO57 069
RQ57_070
RQ35_016
; S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE 282;—822 1
eUICC #LIST_NOTIF_DELETE) SW = 0x9000 RQ57 068 4
RQ57_069
RQ35_016
MTD_STORE_DATA( RQ57_068
8 SGlchéd | #LIST_NOTIF_INSTALL_ENABL st—':'ggg'o%T'F—NONE RQ57_068_1
E) = RQ57_068_4
RQ57_069
RQ35_016
MTD_STORE_DATA( RQ57_068
9 SL_Jll_g é‘d | #LIST_NOTIF_DISABLE_DELE za/—':'ﬁlgglogﬂ':—ml RQ57_068_1
TE) B RQ57_069
RQ57_070
RQ35_016
MTD_STORE_DATA( RQ57_068
10 Sﬁlfg é‘d | #LIST_NOTIF_DISABLE_ENAB za/—':'ﬁlgglogﬂ':—ml RQ57_068_1
LE) B RQ57_069
RQ57_070
RQ35_016
MTD_STORE_DATA( RQ57_068
11 SGchl:D CAd | #LIST_NOTIF_INSTALL_ENABL zsv—':lﬁlgglo?)ﬂp—ml RQ57_068_1
E_DISABLE) B RQ57_069
RQ57_070

Test Sequence #04 Nominal: Delete Notification

Step Direction

IC1

Sequence / Description

PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result
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IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the Notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.
IC5 Disable PROFILE_OPERATIONAL1. Remove the Notification.
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification.
RQ35_016
RQ57_068
1 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_DE1 RQ57_068_1
euicC #LIST_NOTIF_ALL) SW = 0x9000 RQ57_069
RQ57_070
RQ31_172
RQ35_016
5 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_DE1 Egg;_ggg 3
eUICC #LIST_NOTIF_OMITTED) SW = 0x9000 RQ57:069_
RQ57_070
#R_LIST_NOTIF_NONE RQ35_016
SW = 0x9000 RQ57_068
. S_LPAd — | MTD_STORE_DATA( OR 2825_822_}1
euiCC #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_E | RQs57 069
RROR B
SW = 0x9000
RQ35_016
4 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_NONE Egg;_ggg 1
eUICC #LIST_NOTIF_INSTALL) SW = 0x9000 RQ57:068:4
RQ57_069
RQ35_016
5 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_NONE Egg;‘ggg 1
eUICC #LIST_NOTIF_ENABLE) SW = 0x9000 RQ57:068:4
RQ57_069
RQ35_016
6 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_NONE 282;—822 1
eUICC #LIST_NOTIF_DISABLE) SW = 0x9000 RQ57:068:4
RQ57_069
RQ35_016
2 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_DE1 282;_822 1
euilcC #LIST_NOTIF_DELETE) SW = 0x9000 RQ57:069_
RQ57_070
RQ35_016
MTD_STORE_DATA( RQ57_068
8 SU|L(|:D CAd | #LIST_NOTIF_INSTALL_ENA f\fv—';'ilg(')\'o%ﬂ':—NONE RQ57_068_1
BLE) - RQ57_068_4
RQ57_069
eUiCC NOTIF_ - SW = 0x9000 RQ57.068
ETE) RQ57_068_1
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RQ57_069

RQ57_070

RQ35_016

MTD_STORE_DATA( RQ57_068

10 SUIchcAd_) #LIST_NOTIF_DISABLE_ENA Z'GVE";’IQ—QO%T'F—NONE RQ57_068_1
BLE) - RQ57_068 4

RQ57_069

RQ35_016

MTD_STORE_DATA( RQ57_068

11 SUIchcAd_) #LIST_NOTIF_ENABLE_DISA g'\j\/—';'g’lg—(')\'o%T'F—DEl RQ57_068_1
BLE_DELETE) - RQ57_069

RQ57_070

Test Sequence #05 Nominal: Two Install Notifications (PIR) with different Notification
Address

Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL.
Do not remove the Notification.
Install PROFILE_OPERATIONALZ2 with #METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_ECDSA SHALL be set in #AUTH _SMDP_ MATCH ID rather than
ca #CERT_S_SM_DPauth_ECDSA
e #TEST_DP_ADDRESS2 SHALL be setin #AUTH _SMDP MATCH_1ID rather than
#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_ECDSA SHALL be setin #PREP_DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_ECDSA
Do not remove the Notification.
RQ35 016
RQ57_068
RQ57 068 1
1 S_LPAd —» | MTD_STORE_DATA( #;—RL IST_NOTIF_IN1_PIR_IN2 RQ57_068_2
eulCC #LIST_NOTIF_ALL) = RQ57_069
SW = 0x9000 RQ57_070
RQ25_020
RQ31 172
RQ35_016
RQ57_068
) S_LPAd — | MTD_STORE_DATA( #ngL"ST—NOT'F—'Nl—P'R—'NZ RQ57_068_3
eulCcC #LIST_NOTIF_OMITTED) SW = 0x9000 RQ57_069
- RQ57_070
RQ25_020
RQ35_016
#R_LIST_NOTIF_NONE RQ57_068
3 |elice. | LSt NOTIE-NONE) SW = 0x9000 RQ57_068 1
- - OR RQ57_068_4
RQ57_069
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#R_LIST_NOTIF_UNDEFINED
_ERROR
SW = 0x9000
RQ35_016
RQ57_068
) S LPAd—» | MTD._STORE DATA( #EI_FIQ_IST_NOTIF_INl_PIR_IN2 Egg;_ggg_;
euICC #LIST_NOTIF_INSTALL) SW = 0x9000 RQ57 069
RQ57_070
RQ25_020
RQ35_016
5 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE 282;—822 1
euiCC #LIST_NOTIF_ENABLE) SW = 0x9000 RQ57_068_4
RQ57_069
RQ35_016
6 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE 282;—822 1
eulCC #LIST_NOTIF_DISABLE) SW = 0x9000 RQ57_068_4
RQ57_069
RQ35_016
. S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE 282;—822 1
euICC #LIST_NOTIF_DELETE) SW = 0x9000 RQ57_068_4
RQ57_069
RQ35_016
RQ57_068
S LPAd_» | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_IN2 | RQ57_068_1
8 SUIee #LIST_NOTIF_INSTALL_ENABL | _PIR RQ57_068_2
E) SW = 0x9000 RQ57_069
RQ57_070
RQ25_020
RQ35_016
MTD_STORE_DATA( RQ57_068
9 §G|L<|:3cAd | #LIST_NOTIF_DISABLE_DELET #S'Es\/—':'ilgg'o?)T'F—NONE RQ57_068_1
E) B RQ57_068_4
RQ57_069
RQ35_016
MTD_STORE_DATA( RQ57_068
10 SG'I-CPéd | #LIST_NOTIF_DISABLE_ENABL st—':'ﬁlgglo?)T'F—NONE RQ57_068_1
E) B RQ57_068_4
RQ57_069
RQ35_016
RQ57_068
s LPAd_» | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_IN2 | RQ57_068_1
11 SUICC #LIST_NOTIF_INSTALL_ENABL | _PIR RQ57_068_2
E_DISABLE) SW = 0x9000 RQ57_069
RQ57_070
RQ25_020
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Test Sequence #06 Nominal: Install Notification (PIR) and Enable Notification

Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
c3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Notification.
IC4 Enable PROFILE_OPERATIONALZL. Do not remove the Notification.
RQ35_016
RQ57_068
RQ57_068_1
1 S LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1 RQ57_068_2
eulCC #LIST_NOTIF_ALL) SW = 0x9000 RQ57_069
RQ57_070
RQ25_020
RQ31_172
RQ35_016
RQ57_068
) S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1 | RQ57 _068_3
eulCC #LIST_NOTIF_OMITTED) SW = 0x9000 RQ57_069
RQ57_070
RQ25_020
#R_LIST_NOTIF_NONE
SW = 0x9000 RQ35_016
3 S_LPAd —» | MTD_STORE_DATA( OR 282;—822 1
evicC #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_E | RQ57 068_4
RROR RQ57_069
SW = 0x9000
RQ35_016
RQ57_068
. S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR Egg;—ggg—;
eulCC #LIST_NOTIF_INSTALL) SW = 0x9000 R Q57:069_
RQ57_070
RQ25_020
RQ35_016
5 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_EN1 Egg;—ggg 1
eulCC #LIST_NOTIF_ENABLE) SW = 0x9000 RO57 069
RQ57_070
RQ35_016
. S_LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE Egg;—ggg )
eulCC #LIST_NOTIF_DISABLE) SW = 0x9000 RO57 068 4
RQ57_069
RQ35_016
. S_LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE Egg;—ggg )
eUICC #LIST_NOTIF_DELETE) SW = 0x9000 RQ57:068:4
RQ57_069
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RQ35_016
RQ57_068
S LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1 | RQ57_068_1
8 SUICC #LIST_NOTIF_INSTALL_ENA ~ RQ57_068_2
BLE) SW = 0x9000 RQ57_069
RQ57_070
RQ25_020
RQ35_016
S LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE RQ57_068
9 Ry #LIST_NOTIF_DISABLE_DEL _ RQ57_068_1
ETE) SW = 0x9000 RQ57_068_4
RQ57_069
RQ35_016
10 cUICC #LIST_NOTIF_DISABLE_ENA RQ57_068_1
BLE) SW = 0x9000 RQ57_069
RQ57_070
RQ35_016
RQ57_068
S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1 | RQ57_068_1
11 SUICC #LIST_NOTIF_INSTALL_ENA ~ RQ57_068_2
BLE_DISABLE) SW = 0x9000 RQ57_069
RQ57_070
RQ25_020
Test Sequence #07 Nominal: Disable and Delete Notifications
Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONALL1. Remove the notification
IC5 Disable PROFILE_OPERATIONALZL. Do not remove the notification
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification
RQ35_016
RQ57_068
1 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1_DE1 RQ57_068 1
eUICC #LIST_NOTIF_ALL) SW = 0x9000 RQ57_069
RQ57_070
RQ31_172
RQ35_016
) S_LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_DI1_DE1 Egg;—ggg 5
euiCC #LIST_NOTIF_OMITTED) SW = 0x9000 RO57 069
RQ57_070
#R_LIST_NOTIF_NONE RQ35 016
SW = 0x9000
3 S_LPAd — | MTD_STORE_DATA( 282;—822 1
eUICC #LIST_NOTIF_NONE) OR ROS7 0884
#R_LIST_NOTIF_UNDEFINED | o Seo™05q™
_ERROR -
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SW = 0x9000
RQ35_016
. S LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE ggg;—ggg .
eUICC #LIST_NOTIF_INSTALL) SW = 0x9000 RQ57_068_4
RQ57_069
RQ35_016
5 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE 282;—822 1
eUICC #LIST_NOTIF_ENABLE) SW = 0x9000 RQ57_068_4
RQ57_069
RQ35_016
6 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1 282;—822 1
euiCC #LIST_NOTIF_DISABLE) SW = 0x9000 RO57 069
RQ57_070
RQ35_016
. S LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_DE1 ggg;—ggg .
euiCC #LIST_NOTIF_DELETE) SW = 0x9000 RQ57 069
RQ57_070
RQ35_016
s LPAd » | MTD_STORE_DATA( #R_LIST_NOTIF_NONE RQ57_068
8 UICC #LIST_NOTIF_INSTALL_ENABL ~ RQ57_068_1
E) SW = 0x9000 RQ57_068_4
RQ57_069
RQ35_016
9 cUICC #LIST_NOTIF_DISABLE_DELET _ RQ57_068_1
RQ57_070
RQ35_016
S LPAd _» | MTD_STORE_DATA( #R_LIST_NOTIF_DI1 RQ57_068
10 cUICC #LIST_NOTIF_DISABLE_ENABL RQ57_068_1
RQ57_070
RQ35_016
11 cUICC #LIST_NOTIF_INSTALL_ENABL RQ57_068_1
E_DISABLE) SW = 0x9000 RQ57_069
RQ57_070

Test Sequence #08 Nominal: Install (OtherSignedNotification) and Enable Notification

Step  Direction  Sequence / Description  Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Install PROFILE_OPERATIONAL1. Remove the PIR notification, but do not remove the
IC3 . -
OtherSignedNatification.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
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S _LPAd —
eUlCC

MTD_STORE_DATA(
#LIST_NOTIF_ALL)

#R_LIST_NOTIF_IN1_EN1
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_069
RQ57_070
RQ31_172

S LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_OMITTED)

#R_LIST_NOTIF_IN1_EN1
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_3
RQ57_069
RQ57_070

S_LPAd —
eUlCC

MTD_STORE_DATA(
#LIST_NOTIF_NONE)

#R_LIST_NOTIF_NONE SW =
0x9000

OR

#R_LIST_NOTIF_UNDEFINED _
ERROR SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S LPAd —
eUlCC

MTD_STORE_DATA(
#LIST_NOTIF_INSTALL)

#R_LIST_NOTIF_IN1
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_069
RQ57_070

S_LPAd —
eUlCC

MTD_STORE_DATA(
#LIST_NOTIF_ENABLE)

#R_LIST_NOTIF_EN1
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_069
RQ57_070

S_LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_DISABLE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_DELETE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_INSTALL_ENAB
LE)

#R_LIST_NOTIF_IN1_EN1
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_069
RQ57_070

S LPAd —
eUICC

MTD_STORE_DATA(
#LIST_NOTIF_DISABLE_DELE
TE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

10

S LPAd —
eUICC

MTD_STORE_DATA(
#LIST_NOTIF_DISABLE_ENAB
LE)

#R_LIST_NOTIF_EN1
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_069
RQ57_070
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RQ35_016
S LPAd » | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_EN1 RQ57_068
11 SUICC #LIST_NOTIF_INSTALL_ENAB _ RQ57_068_1
LE_DISABLE) SW = 0x9000 RQ57_069
RQ57_070
Test Sequence #09 Nominal: Enable and Install (PIR) Notifications
Step Direction ‘ Sequence / Description Expected result REQ

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both notifications.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_ECDSA SHALL be setin #AUTH_SMDP MATCH_1ID rather than
cs #CERT_S_SM_DPauth_ECDSA
e #TEST_DP_ADDRESS2 SHALL be setin #AUTH SMDP MATCH ID rather than
#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_ECDSA SHALL be setin #PREP_DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_ECDSA
Do not remove the Notification.
RQ35_016
RQ57_068
RQ57_068_ 1
1 S LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1_IN2_PIR | RQ57_068 2
eulCcC #LIST_NOTIF_ALL) SW = 0x9000 RQ57_069
RQ57_070
RQ25_020
RQ31_172
RQ35_016
RQ57_068
) S LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1_IN2_PIR | RQ57 068 3
eulCcC #LIST_NOTIF_OMITTED) SW = 0x9000 RQ57_069
RQ57_070
RQ25_020
#R_LIST_NOTIF_NONE
SW = 0x9000 RQ35_016
3 S LPAd — MTD_STORE_DATA( OR Egg;—ggg 1
evicC #LIST_NOTIF_NONE) #R_LIST_NOTIF_UNDEFINED_ | RQ57 068 4
ERROR RQ57_069
SW = 0x9000
RQ35_016
RQ57_068
. S LPAd - | MTD_STORE_DATA( #R_LIST_NOTIF_IN2_PIR 2825—822—;
evicC #LIST_NOTIF_INSTALL) SW = 0x9000 RO57 069
RQ57_070
RQ25_020
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RQ35_016
. S LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_EN1 282?—822 .
eulCC #LIST_NOTIF_ENABLE) SW = 0x9000 RQ57:069_
RQ57_070
RQ35_016
] S LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE 282?—822 .
euiCcC #LIST_NOTIF_DISABLE) SW = 0x9000 RQ57:068:4
RQ57_069
RQ35_016
, S LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE 282?—822 .
euiCcC #LIST_NOTIF_DELETE) SW = 0x9000 RQ57:068:4
RQ57_069
RQ35_016
RQ57_068
S LPAd — | MTD_STORE DATA( #R_LIST_NOTIF_EN1 IN2 PIR | RQ57_068_1
8 SOICe #LIST_NOTIF_INSTALL_ENABL B RQ57_068_2
RQ57_070
RQ25_020
RQ35_016
S LPAd » | MTD_STORE_DATA( #R_LIST_NOTIF_NONE RQ57_068
9 SOiee #LIST_NOTIF_DISABLE_DELET B RQ57_068_1
E) SW = 0x39000 RQ57_068_4
RQ57_069
RQ35_016
10 SOICC #LIST_NOTIF_DISABLE_ENABL B RQ57_068_1
RQ57_070
RQ35 016
RQ57_068
S LPAd— | MTD_STORE DATA( #R_LIST_NOTIF_EN1_IN2_PIR | RQ57.068_1
11 SOIee #LIST_NOTIF_INSTALL_ENABL RQ57_068_2
E_DISABLE) SW = 0x9000 RQ57_069
RQ57_070
RQ25_020
Test Sequence #10 Nominal: No Notifications available
Step  Direction Sequence / Description  Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ35_016
. S LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE 2825—822 .
eulCC #LIST_NOTIF_ALL) SW = 0x9000 RQ57:068:4
RQ57_069
5 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE RQ35_016
5 = - RQ57_068
euicC #LIST_NOTIF_OMITTED = -
_ | ) SW = 0x9000 RO57 068 1
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RQ57_068_3
RQ57_068_4
RQ57_069

S_LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_NONE)

#R_LIST_NOTIF_NONE
SW = 0x9000
OR

#R_LIST_NOTIF_UNDEFINED_
ERROR

SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_INSTALL)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
euiCcC

MTD_STORE_DATA(
#LIST_NOTIF_ENABLE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
euiCC

MTD_STORE_DATA(
#LIST_NOTIF_DISABLE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S LPAd —
eUlCC

MTD_STORE_DATA(
#LIST_NOTIF_DELETE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
euiCC

MTD_STORE_DATA(
#LIST_NOTIF_INSTALL_ENAB
LE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

S_LPAd —
euICC

MTD_STORE_DATA(
#LIST_NOTIF_DISABLE_DELE
TE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

10

S_LPAd —
euicC

MTD_STORE_DATA(
#LIST_NOTIF_DISABLE_ENAB
LE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069

11

S LPAd —
eUICC

MTD_STORE_DATA(
#LIST_NOTIF_INSTALL_ENAB
LE_DISABLE)

#R_LIST_NOTIF_NONE
SW = 0x9000

RQ35_016
RQ57_068
RQ57_068_1
RQ57_068_4
RQ57_069
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4.2.15 ES10b (LPA -- eUICC): RetrieveNotificationsList

4.2.151 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ25 020, RQ25_021

e RQ26_034, RQ26_035

e RQ31 174

e RQ35 001 1, RQ35_001 2, RQ35 003 1

e RQ57_071, RQ57_071 1, Q57 071 2, RQ57 071 3, RQ57 071 4

e RQ57_072, RQ57_072_1, RQ57_072_2, RQ57 073, RQ57_074, RQ57_075,
RQ57_076

4.2.15.2 Test Cases

Throughout all the RetrieveNotificationsList test cases the maximum number of Notifications
simultaneously tested has been set to two as there is no minimum defined in SGP.21 [3] or
SGP.22 [2] for the number of Notifications that can be stored by the eUICC.

In some test sequences defined below, it is expected to retrieve especially either a
ProfileInstallationResult or an OtherSignedNotification for installation.
When both are present in the eUICC, the only way to distinguish these two notifications is to
compare their sequence numbers in the ListNotificationResponse. The sequence
number related to the ProfileInstallationResult SHALL be lower than the one linked
to the OtherSignedNotification.

This assumption is based on the requirement defined in section 5.5.5 of SGP.22 [2] stating
that the eUICC SHALL first generate the Profile Installation Result and then as many
Notifications as configured in its metadata in the format of OtherSignedNotification.

4.215.21 TC_eUICC_ES10b.RetrieveNotificationsList

General Initial Conditions

Entity Description of the general initial condition
eUICC No Operational Profile is installed on the eUICC.
eUICC No Notifications are stored in the eUICC's Pending Notifications List.

Test Sequence #01 Nominal: Retrieve by Sequence Number for Install Notification

Step ‘ Direction Sequence / Description Expected result N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONALL. Do not remove both the notifications.
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IC4

S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_IN1_PIR
evICC #LIST_NOTIF_ALL) SW = 0x9000

#R_RETRIEVE_NOTIF_IN1
MTD_STORE_DATA( SW = 0x9000

S_LPAd — | MTD_RETRIEVE_NOTIF_SE | . Verify the

euicC Q_NUM(<NOTIF_SEQ_NO_IN | euiccNotificationSignature

1>)) <TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_ECDSA

RQ57_071
RQ57_071_1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035
RQ31_174
RQ35_001_1
RQ35_001_2
RQ35_003_1

#R_RETRIEVE_NOTIF_IN1_PIR
MTD_STORE_DATA( SW = 0x9000

S_LPAd — | MTD_RETRIEVE_NOTIF_SE

eUICC Q_NUM(<NOTIF_SEQ_NO_IN | * Verify the euiccSignPIR
1_PIR>)) <EUICC_SIGN_PIR> using the

#PK_EUICC_ECDSA

RQ57_071
RQ57_071_1
RQ57_071_2
RQ57_071_3
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ25_020
RQ25_021
RQ26_034
RQ26_035
RQ31_174
RQ35_001_1
RQ35_001_2
RQ35_003_1

Test Sequence #02 Nominal: Retrieve by Sequence Number for Enable Notification

Step ‘ Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
5 S _LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulcC #LIST_NOTIF_ALL) SW = 0x9000
RQ57_071
RQ57_071_1
#R_RETRIEVE_NOTIF_EN1 RQ57_071 2
MTD_STORE_DATA( SW = 0x9000 RQ57_072
L S_LPAd — | MTD_RETRIEVE_NOTIF_SE | « Verify the EQ5;—8;§—;
evicC Q_NUM(<NOTIF_SEQ_NO_E | euiccNotificationSignature R827_074_
N1>)) <TBS_EUICC_NOTIF_SIG> RO57 075
using the #PK_EUICC_ECDSA RQ57:076
RQ26_034
RQ26_035
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RQ35_001 2
RQ35_003 1

Test Sequence #03 Nominal: Retrieve by Sequence Number for Disable Notification

Step ‘ Direction Sequence / Description Expected result N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONALL1. Remove the Notification.
IC5 Disable PROFILE_OPERATIONALL. Do not remove the Notification.
6 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
eulcC #LIST_NOTIF_ALL) SW = 0x9000
RQ57_071
RQ57 071 _1
RQ57_071_2
#R_RETRIEVE_NOTIF_DI1 EQ2;—8;§ .
MTD_STORE_DATA( SW = 0x9000 R857_072_2
1 S_LPAd — | MTD_RETRIEVE_NOTIF_SE | . verify the RQ57 074
euiCC Q_NUM(<NOTIF_SEQ_NO_DI | euiccNotificationSignature RQ57 075
1>) <TBS_EUICC_NOTIF_SIG> RQ57_076
using the #PK_EUICC_ECDSA | Ro26 034
RQ26_035
RQ35_001_2
RQ35_003_1

Test Sequence #04 Nominal: Retrieve by Sequence Number for Delete Notification

Step ‘ Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.
IC5 Disable PROFILE_OPERATIONAL1. Remove the Notification.
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification.
17 S LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_DE1
eulCC #LIST_NOTIF_ALL) SW = 0x9000
RQ57_071
RQ57_071_1
#R_RETRIEVE_NOTIF_DE1 RQ57 071 2
MTD_STORE_DATA( SW = 0x9000 RQ57 072
1 S_LPAd — | MTD_RETRIEVE_NOTIF_SE « Verify the RQ57 072 1
euICC Q_NUM(<NOTIF_SEQ_NO_D | euiccNotificationSignature RQ57_072 2
E1>)) <TBS_EUICC_NOTIF_SIG> RQ57_074
using the #PK_EUICC_ECDSA RQ57_075
RQ57_076
RQ26_034
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RQ26_035
RQ35_001 2
RQ35_003 1

Test Sequence #05 Nominal: Retrieve by Sequence Number for Two Install (PIR)
Notifications with different Notification Addresses

Step ‘ Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONALL with #METADATA_OP_PROF1_NO_INSTALL.
Do not remove the Notification.
Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_ECDSA SHALL be setin #AUTH SMDP MATCH_1ID rather than
#CERT_S_SM_DPauth_ECDSA
IC4 e #TEST_DP_ADDRESS2 SHALL be setin #AUTH SMDP MATCH ID rather than
#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_ECDSA SHALL be setin #PREP_DOWNLOAD_NO_CC rather than
#CERT_S_SM_DPpb_ECDSA
Do not remove the Notification.
o S_LPAd —» | MTD_STORE_DATA( #;I;'QR_LIST_NOTIF_INl_PIR_INZ_
eulcC #LIST_NOTIF_ALL) SW = 0X9000
RQ57_071
RQ57 071 1
RQ57_071_2
RQ57 071 3
#R_RETRIEVE_NOTIF_IN1_PIR | RQ57_072
MTD_STORE_DATA( SW = 0x9000 RQ57_072_1
1 S _LPAd — | MTD_RETRIEVE_NOTIF_SE _ o RQ57_072_2
eUICC Q_NUM(<NOTIF_SEQ_NO_IN | * Verify the euiccSignPIR RQ57_074
- #PK_EUICC_ECDSA RQ25_021
RQ26 034
RQ26_035
RQ31 174
RQ35_001_1
RQ57_071
RQ57 071 1
RQ57_071 2
RQ57 071 3
#R_RETRIEVE_NOTIF_IN2_PIR | RQ57_072
MTD_STORE_DATA( SW = 0x9000 RQ57_072_1
5 S LPAd — | MTD_RETRIEVE_NOTIF_SE _ o RQ57_072_2
euICC Q_NUM(<NOTIF_SEQ_NO_IN | * Verify the euiccSignPIR RQ57_074
- #PK_EUICC_ECDSA RQ25_021
RQ26 034
RQ26_035
RQ31 174
RQ35_001_1
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Test Sequence #06 Nominal: Retrieve by Sequence Number for Install (PIR) and
Enable Notifications

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Notification.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
s S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1
euiCC #LIST_NOTIF_ALL) SW = 0x9000
RQ57_071
RQ57_071_1
RQ57_071_2
RQ57_071_3
#R_RETRIEVE_NOTIF_IN1_PIR | RQ57_072
MTD_STORE_DATA( SW = 0x9000 RQ57_072_1
1 S_LPAd — | MTD_RETRIEVE_NOTIF_SE , o RQ57_072_2
eUICC Q_NUM(<NOTIF_SEQ _NO_IN | * Verify the euiccSignPIR RQ57_074
1_P|R>)) <EUICC_SIGN_PIR> using the RQ25_020
#PK_EUICC_ECDSA RQ25 021
RQ26_034
RQ26_035
RQ31_174
RQ35_001_1
RQ57_071
RQ57_071_1
#R_RETRIEVE_NOTIF_EN1 RQ57_071_2
MTD_STORE_DATA( SW = 0x9000 Egg;—g;g 1
) S_LPAd — | MTD_RETRIEVE_NOTIF_SE | . Verify the RQ57 072 2
eulCC Q_NUM(<NOTIF_SEQ_NO_E | euiccNotificationSignature RQ57 074
N1>)) <TBS_EUICC_NOTIF_SIG> RQ57 075
using the #PK_EUICC_ECDSA RQ57 076
RQ26_034
RQ26_035

Test Sequence #07 Nominal: Retrieve by Sequence Number for Disable and Delete
Notifications

Direction Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the notification
IC5 Disable PROFILE_OPERATIONALL. Do not remove the natification
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification
o7 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1_DE1
eUICC #LIST_NOTIF_ALL) SW = 0x9000
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RQ57_071
RQ57 071 1
#R_RETRIEVE_NOTIF_DI1 RQ57—87;—2
MTD_STORE_DATA( SW = 0x9000 Eggg_ozz 1
. S_LPAd— | MTD_RETRIEVE_NOTIF_SE | + Verify the RQ57 072 2
euicC Q_NUM(<NOTIF_SEQ_NO_DI | euiccNotificationSignature RQ57_074
1>)) <TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA | rds7 076
RQ26_034
RQ26_035
RQ57 071
RQ57 071 1
#R_RETRIEVE_NOTIF_DE1 RQ57—87;—2
MTD_STORE_DATA( SW = 0x9000 Eggg_o% 1
) S_LPAd— | MTD_RETRIEVE_NOTIF_SE |  Verify the RQ57 072 2
eUICC Q_NUM(<NOTIF_SEQ_NO_D | euiccNotificationSignature RQ57 074
E1>)) <TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA | rs7 076
RQ26_034
RQ26_035

Test Sequence #08 Nominal: Retrieve by Sequence Number for Install
(OtherSignedNotification) and Enable Notifications

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Install PROFILE_OPERATIONAL1. Remove the PIR notification, but do not remove the
IC3 . =
OtherSignedNaotification.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
5 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_EN1
eulcC #LIST_NOTIF_ALL) SW = 0x9000
RQ57_071
RQ57_071_1
#R_RETRIEVE_NOTIF_IN1 | RQ57_071 2
SW = 0x9000 ng—g;g .
S LPAd _» | MTD_STORE_DATA( « Verify the R857_072_2
1 o MTD_RETRIEVE_NOTIF_SEQ_N | euiccNotificationSignature 074
eulCC RQ57_074
UM(<NOTIF_SEQ_NO_IN1>)) <TBS_EUICC_NOTIF_SIG> | ros7 075
using the RQ57:076
#PK_EUICC_ECDSA RQ26_034
RQ26_035
RQ35_001_1
#R_RETRIEVE_NOTIF_EN1 [ RQ57_071
SW = 0x9000 RQ57_071_1
S LPAd— | MTD_STORE_DATA( « Verify the EQEZ—SZ;—Z
2 cUICC MTD_RETRIEVE_NOTIF_SEQ_N | euiccNotificationSignature R857_072 1
UM(<NOTIF_SEQ_NO_EN1>)) <TBS_EUICC_NOTIF_SIG> — =
using the RQ57_072_2
RQ57_074
#PK_EUICC_ECDSA RO57 075
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RQ57_076
RQ26_034
RQ26_035

Test Sequence #09 Nominal: Retrieve by Sequence Number for Enable and Install

(PIR) notifications

Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both notifications.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_ECDSA SHALL be set in #AUTH_SMDP_MATCH_ID rather than
#CERT_S_SM_DPauth_ECDSA
IC5 e #TEST_DP_ADDRESS2 SHALL be setin #AUTH SMDP MATCH ID rather than
#TEST_DP_ADDRESS1
o #CERT_S_SM_DP2pb_ECDSA SHALL be set in #PREP_DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_ECDSA
Do not remove the Notification.
IC6 S_LPAd — MTD_STORE_DATA( ?g _LIST_NOTIF_EN1_IN2_P
eUICC #LIST_NOTIF_ALL) SW = 0x9000
RQ57 071
RQ57_071_1
RQ57 071 2
#R_RETRIEVE_NOTIF_IN2_ | RQ57_071_3
PIR RQ57_072
S_LPAd — MTD_STORE_DATA( SW = 0x9000 RQ57 072 1
1 eUICC MTD_RETRIEVE_NOTIF_SEQ_N ) ) ) RQ57 072 2
UM(<NOTIF_SEQ_NO_IN2_PIR>)) * Verify the eUICCSIgnPlR — -
<EUICC_SIGN_PIR> using RQ57_074
the #PK_EUICC_ECDSA RQ26_034
RQ26_035
RQ31_174
RQ35 001 1
RQ57_071
RQ57_071_1
#R_RETRIEVE_NOTIF_EN1 RQ57 071 2
SW = 0x9000 RQ57_072
S LPAd _, | MTD_STORE_DATA( « Verify the RQ57_072_1
UM(<NOTIF_SEQ_NO_EN1>)) <TBS_EUICC_NOTIF_SIG> | RQ57_074
using the RQ57_075
#PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
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Test Sequence #10 Nominal: Retrieve Sequence Numbers that are not present

Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Notification.
Ic4 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
euiCcC #LIST_NOTIF_ALL) SW = 0x9000
RQ57_071
RQ57_071_1
#R_RETRIEVE_NOTIF_IN1 RQ57 071 2
_PIR RQ57 071 3
S_LPAd — | MTD_STORE DATA( SW = 0x9000 RQ57_072
1 SUICC MTD_RETRIEVE_NOTIF_SEQ_NU . o ROS7 072 1
M(<NOTIF_SEQ_NO_IN1_PIR>)) * Verify the euiccSignPIR Uiz
<EUICC_SIGN_PIR>using | RQ57_072_2
the #PK_EUICC_ECDSA RQ57_074
RQ26_034
RQ26_035
RQ57_071
RQ57_071_1
S LPAd > | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NO | RQ57_071_2
2 SUICC MTD_RETRIEVE_NOTIF_SEQ NU | NE RQ57_072
M(<NOTIF_SEQ_NO_IN1_PIR> +1)) | SW = 0x9000 RQ57_072_1
RQ57_073
RQ57_074

Test Sequence #11 Nominal: Retrieve by Notification Type for Install Notifications

Directi .
on Sequence / Description Expected result
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
IC3 Install PROFILE_OPERATIONALL. Do not remove both the notifications.
RQ57_071
RQ57_071_1
RQ57 071 2
#R_RETRIEVE_NOTIF_INL_IN | pog7077 3
1_P|_R RQ57 072
SW = 0x9000 RO57 0721
* Verify the RQ57 072 2
1 S _LPAd MTD_STORE_DATA( euiccNotificationSignature RQ57_074
— eUICC | #RETRIEVE_NOTIF_ALL) <TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA | RQ57_076
« Verify the euiccSignPIR RQ25_020
<EUICC_SIGN_PIR> using the | RQ25_021
#PK_EUICC_ECDSA RQ26_034
RQ26_035
RQ31_174
RQ35 001_1
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RQ57_071
RQ57 071_1
RQ57 071 _3
#R_RETRIEVE_NOTIF_IN1_IN | pos7 071 4
LPIR RQ57_072
SW = 0x9000 RO57 0721
« Verify the RQ57_072_2
5 S _LPAd MTD_STORE_DATA( euiccNotificationSignature RQ57_074
— eUICC | #RETRIEVE_NOTIF_OMITTED) <TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA | RQ57_076
 Verify the euiccSignPIR RQ25 020
<EUICC_SIGN_PIR> using the | RQ25_021
#PK_EUICC_ECDSA RQ26_034
- - RQ26_035
RQ31_174
RQ35_001_1
RQ57_071
RQ57 071 1
3 S LPAd | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE 282;—852—2
— eUICC | #RETRIEVE_NOTIF_NONE) SW = 0x9000 ROST 072 1
RQ57_073
RQ57_074
RQ57 071
RQ57 071 1
RQ57 071 _2
#R_RETRIEVE_NOTIF_IN1IN | pos7 071 3
LPIR RQ57_072
SW = 0x9000 ROS7 072 1
« Verify the RQ57_072_2
4 S LPAd MTD_STORE_DATA( euiccNotificationSignature RQ57_074
— eUICC | #RETRIEVE_NOTIF_INSTALL) <TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA | RQ57_076
- Verify the euiccSignPIR RQ25 020
<EUICC_SIGN_PIR> using the | RQ25_021
#PK_EUICC_ECDSA RQ26_034
- - RQ26_035
RQ31_174
RQ35_001_1
RQ57_071
RQ57 071_1
5 S LPAd | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE Egg;—g%—z
— eUICC | #RETRIEVE_NOTIF_ENABLE) SW = 0x9000 ROS7 072.1
RQ57_073
RQ57_074
RQ57_071
RQ57 071 1
5 S_LPAd | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE ﬁgg;—g%—z
— eUICC | #RETRIEVE_NOTIF_DISABLE) SW = 0x9000 ROS7 072 1
RQ57_073
RQ57_074
RQ57_071
; S LPAd | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE | RQ57_071 1
— eUICC | #RETRIEVE_NOTIF_DELETE) SW = 0x9000 RQ57_071_2
RQ57_072
RQ57 072 1
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RQ57_073
RQ57_074
RQ57_071
RQ57 071 1
RQ57_071_2
#R_RETRIEVE_NOTIF_INL_IN | py57 071 3
LPIR RQ57_072
SW = 0x9000 RO57 072 1
MTD_STORE_DATA( -Verifythe RQS7_072_2
8 S _LPAd HRETRIEVE NOTIE INSTALL euiccNotificationSignature RQ57_074
—euice | "El R - <TBS_EUICC_NOTIF_SIG> RQ57_075
- using the #PK_EUICC_ECDSA | RQ57_076
* Verify the euiccSignPIR RQ25_020
<EUICC_SIGN_PIR> using the | RQ25_021
#PK_EUICC_ECDSA RQ26_034
RQ26_035
RQ31_174
RQ35_001_1
RQ57_071
RQ57 071 1
MTD_STORE_DATA( RQ57_071_2
9 ET:DASC #RETRIEVE_NOTIF_DISABLE_DELE Z'\T\TT%IQQC')EXE—NOT'F—NONE RQ57_072
TE) = RQ57 0721
RQ57_073
RQ57_074
RQ57_071
RQ57_071_1
MTD_STORE_DATA( RQ57 071 2
10 ET:DA(?C #RETRIEVE_NOTIF_DISABLE_ENAB Z'\TV—F_Q%IS(')'SXE—NOT'F—NONE RQ57_072
LE) = RQ57 0721
RQ57_073
RQ57_074
RQ57_071
RQ57_071_1
RQ57 071 2
#R_RETRIEVE_NOTIF_INL_IN | pcy57 071 3
LPIR RQ57_072
SW = 0x9000 RO57 072 1
S_LPAd MTD_STORE_DATA( :a:/iicr:lfl\}llottt;f?cationSignature 282;_8%—2
I Teuice ﬁg%gﬁg&;‘onF—'NSTALL—ENAB <TBS_EUICC_NOTIF_SIG> | RQ57 075
- using the #PK_EUICC_ECDSA | RQ57_076
« Verify the euiccSignPIR RQ25_020
<EUICC_SIGN_PIR> using the | RQ25_021
#PK_EUICC_ECDSA RQ26_034
- - RQ26_035
RQ31_174
RQ35_001_1

Test Sequence #12 Nominal: Retrieve by Notification Type for Enable Notification

Step ‘ Direction Sequence / Description Expected result N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
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IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Notification.

S_LPAd —
eUlCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_ALL)

#R_RETRIEVE_NOTIF_EN1
SW = 0x9000

* Verify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_ECDSA

RQ57_071
RQ57 071 1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035

S_LPAd —
euiCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_OMITTED)

#R_RETRIEVE_NOTIF_EN1
SW = 0x9000

RQ57_071
RQ57_071_1
RQ57_071_4
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035

S LPAd —
eUliCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_NONE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57_071_1
RQ57_071 2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

S_LPAd —
euICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_INSTALL)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57_071_1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

S_LPAd —
evICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_ENABLE)

#R_RETRIEVE_NOTIF_EN1
SW = 0x9000

RQ57_071
RQ57 071 1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035

S LPAd —
eUICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57 071 1
RQ57 071 2
RQ57_072
RQ57 072 1
RQ57_073
RQ57_074
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S_LPAd —
eUlCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DELETE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57 071 1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

S_LPAd —
euICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_INSTALL_E
NABLE)

#R_RETRIEVE_NOTIF_EN1
SW = 0x9000

RQ57_071
RQ57_071_1
RQ57_071 2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

S_LPAd —
euiCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE_D
ELETE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57 071 1
RQ57_071 2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

10

S LPAd —
eUliCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE_E
NABLE)

#R_RETRIEVE_NOTIF_EN1
SW = 0x9000

RQ57_071
RQ57_071_1
RQ57_071 2
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035

11

S_LPAd —
euICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_INSTALL_E
NABLE_DISABLE)

#R_RETRIEVE_NOTIF_EN1
SW = 0x9000

RQ57_071
RQ57 071 1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035

Test Sequence #13 Nominal: Retrieve by Notification Type for Disable Notification

Step ‘ Direction Sequence / Description Expected result N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONALL. Remove the Notification.
IC5 Disable PROFILE_OPERATIONALZL. Do not remove the Notification.
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S_LPAd —
eUlCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_ALL)

#R_RETRIEVE_NOTIF_DI1
SW = 0x9000

* Verify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_ECDSA

RQ57_071
RQ57 071 1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035

S_LPAd —
euiCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_OMITTE
D)

#R_RETRIEVE_NOTIF_DI1
SW = 0x9000

* Verify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_ECDSA

RQ57_071
RQ57_071_1
RQ57_071_4
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035

S LPAd —
eUlCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_NONE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57_071_1
RQ57_071 2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

S_LPAd —
eulcC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_INSTALL

)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57_071_1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

S_LPAd —
evICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_ENABLE

)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57 071 1
RQ57_071 2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

S LPAd —
eUICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABL
E)

#R_RETRIEVE_NOTIF_DI1
SW = 0x9000

* Verify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_ECDSA

RQ57_071
RQ57 071 1
RQ57_071_2
RQ57_072
RQ57 072 1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035

V1.11

Page 143 of 877




GSM Association
Official Document SGP.23 - RSP Test Specification v1.11

Non-confidential

RQ57_071
RQ57_071_1
MTD_STORE_DATA( RQ57_071_2
7 Z—J'I‘gé‘d_’ #RETRIEVE_NOTIF_DELETE ZSV—F_{%IQR('SXE—NOT'F—NONE RQ57_072
) - RQ57_072_1
RQ57_073
RQ57_074
RQ57_071
RQ57_071_1
MTD_STORE_DATA( RQ57_071_2
8 Z—J'I‘gé‘d_’ #RETRIEVE_NOTIF_INSTALL ZS\/—F_{%lgR(')ggE—NOT'F—NONE RQ57_072
_ENABLE) - RQ57_072_1
RQ57_073
RQ57_074
RQ57_071
RQ57_071_1
#R_RETRIEVE_NOTIF_DI1 RQ57_071 2
SW = 0x9000 RQ57_072
S LPAd_» | MTD_STORE_DATA( _ RQ57_072_1
9 — #RETRIEVE_NOTIF_DIsaBL | * Verifythe RQ57_072_2
eUICC E_DELETE) euiccNotificationSignature RQ57 074
- <TBS_EUICC_NOTIF_SIG> RQ57 075
using the #PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
RQ57_071
RQ57_071_1
#R_RETRIEVE_NOTIF_DI1 RQ57_071_2
SW = 0x9000 RQS7_072
S LPAd_» | MTD_STORE_DATA( , RQ57_072_1
10 — #RETRIEVE_NOTIF_DIsaBL | * Verifythe RQ57_072_2
eulCC E_ENABLE) euiccNotificationSignature RO57 074
- <TBS_EUICC_NOTIF_SIG> RQ57 075
using the #PK_EUICC_ECDSA RQ57 076
RQ26_034
RQ26_035
RQ57_071
RQ57_071_1
#R_RETRIEVE_NOTIF_DI1 RQ57_071_2
SW = 0x9000 RQ57_072
S LPAd_» | MTD_STORE_DATA( , RQ57_072_1
11 — #RETRIEVE_NOTIF_INSTALL | * Verifythe RQ57 072 2
eUICC ENABLE_DISABLE) euiccNoatificationSignature RQ57_074
- - <TBS_EUICC_NOTIF_SIG> RQ57 075
using the #PK_EUICC_ECDSA RQ57 076
RQ26_034
RQ26_035

Test Sequence #14 Nominal: Retrieve by Notification Type for Delete Notification

Step | Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
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IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.
IC5 Disable PROFILE_OPERATIONAL1. Remove the Notification.
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification.
RQ57 071
RQ57_071 1
#R_RETRIEVE_NOTIF_DEL1 RQ57_071_2
SW = 0x9000 EQEZ—gg .
L S LPAd —» | MTD_STORE_DATA(  Verify the R857_072_2
euICC #RETRIEVE_NOTIF_ALL) euiccNotificationSignature RQ57 074
<TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA | pos7 076
RQ26_034
RQ26_035
RQ57_071
RQ57 071 1
#R_RETRIEVE_NOTIF_DEL1 RQ57_071 4
SW = 0x9000 Eng—gg .
) S_LPAd — | MTD_STORE_DATA( - Verify the R857_072_2
eulCC #RETRIEVE_NOTIF_OMITTED) | euiccNotificationSignature RQ57 074
<TBS_EUICC_NOTIF_SIG> RQ57 075
using the #PK_EUICC_ECDSA | pos7 076
RQ26_034
RQ26_035
RQ57 071
RQ57 071 1
2 S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE igg;—g%—z
euicC #RETRIEVE_NOTIF_NONE) SW = 0x9000 RO57 072 1
RQ57_073
RQ57 074
RQ57 071
RQ57_071_1
A S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE 282;_8;;_2
euicC #RETRIEVE_NOTIF_INSTALL) | SW = 0x9000 RO57 0721
RQ57 073
RQ57_074
RQ57 071
RQ57 071 1
s S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE 282;—8%—2
euicC #RETRIEVE_NOTIF_ENABLE) | SW = 0x9000 RO57 0721
RQ57 073
RQ57_074
RQ57_071
RQ57 071 1
6 S LPAd —» | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE 2825—8%—2
eulCC #RETRIEVE_NOTIF_DISABLE) | SW = 0x9000 RO57 0721
RQ57_073
RQ57 074
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S_LPAd —
eUlCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DELETE)

#R_RETRIEVE_NOTIF_DE1
SW = 0x9000

* Verify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_ECDSA

RQ57_071
RQ57 071 1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035

S_LPAd —
euICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_INSTALL_
ENABLE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57_071_1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

S LPAd —
eUlCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE_
DELETE)

#R_RETRIEVE_NOTIF_DE1
SW = 0x9000

* Verify the
euiccNotificationSignature
<TBS_EUICC_NOTIF_SIG>
using the #PK_EUICC_ECDSA

RQ57_071
RQ57_071_1
RQ57_071 2
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035

10

S_LPAd —
eulcC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE_
ENABLE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57_071_1
RQ57_071_2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

11

S_LPAd —
evICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_INSTALL _
ENABLE_DISABLE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57 071 1
RQ57_071 2
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

Test Sequence #15 Nominal: Retrieve by Notification Type for Two Install (PIR)
Notifications with different Notification Addresses

Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL.
Do not remove the Notification.
IC4 Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.
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The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_ECDSA SHALL be setin #AUTH_SMDP_MATCH_ID rather than

#CERT_S_SM_DPauth_ECDSA

e #TEST_DP_ADDRESS2 SHALL be setin 4AUTH_SMDP_MATCH_ID rather than

#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_ECDSA SHALL be set in #PREP_DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_ECDSA

Do not remove the Notification.

RQ57_071
RQ57_072
RQ57_072_1
#R_RETRIEVE_NOTIF_IN1_PI Egg;g;?é
R_IN2_PIR Il
S_LPAd — | MTD_STORE_DATA( SW = 0x9000 282;—8;2—1
euiCC #RETRIEVE_NOTIF_ALL) « Verify both the euiccSignPIR RQ25. 020
<EUICC_SIGN_PIR> using the RQ25_021
#PK_EUICC_ECDSA RQO26_034
RQ26_035
RQ31_174
RQ35_001_1
RQ57_071
RQ57_072
RQ57_072_1
RQ57_072_2
#R_RETRIEVE_NOTIF_IN1_PI RQ57_072_3
R_IN2_PIR RQ57_072_4
S LPAd — | MTD_STORE_DATA( SW = 0x9000 RQ57 073 1
euiCC #RETRIEVE_NOTIF_OMITTED) | . Verify both the euiccSignPIR RQ57_074
<EUICC_SIGN_PIR> using the | RQ25_020
#PK_EUICC_ECDSA RQ25_021
RQ26_034
RQ26_035
RQ31_174
RQ35_001_1
RQ57_071
S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE 282;—8;; 1
euiCC #RETRIEVE_NOTIF_NONE) SW = 0x9000 ROS7 073
RQ57_074
RQ57_071
RQ57_072
RQ57_072_1
#R_RETRIEVE_NOTIF_IN1_pI | RQ57_072_2
R_IN2_PIR RQ57_072_3
S_LPAd —» | MTD_STORE_DATA( SW = 0x9000 Egg;—gzj—l
eUICC #RETRIEVE_NOTIF_INSTALL) « Verify both the euiccSignPIR RQ25_020
#PK_EUICC_ECDSA RQ26_034
RQ26_035
RQ31_174
RQ35_001_1
S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE | RQ57 071
euiCC #RETRIEVE_NOTIF_ENABLE) | SW = 0x9000 RQ57 072
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RQ57 072 1
RQ57_073
RQ57_074

S_LPAd —
eUlCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

S_LPAd —
eUlCC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DELETE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

S LPAd —
euiCcC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_INSTALL _
ENABLE)

#R_RETRIEVE_NOTIF_IN1_PI
R_IN2_PIR
SW = 0x9000

* Verify both the euiccSignPIR
<EUICC_SIGN_PIR> using the
#PK_EUICC_ECDSA

RQ57_071
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_072_3
RQ57_073_1
RQ57_074
RQ25_020
RQ25_021
RQ26_034
RQ26_035
RQ31_174
RQ35_001_1

S_LPAd —
euICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE_
DELETE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

10

S_LPAd —
eUICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_DISABLE_
ENABLE)

#R_RETRIEVE_NOTIF_NONE
SW = 0x9000

RQ57_071
RQ57_072
RQ57_072_1
RQ57_073
RQ57_074

11

S_LPAd —
euICC

MTD_STORE_DATA(
#RETRIEVE_NOTIF_INSTALL_
ENABLE_DISABLE)

#R_RETRIEVE_NOTIF_IN1_PI
R_IN2_PIR

SW = 0x9000

* Verify both the euiccSignPIR

<EUICC_SIGN_PIR> using the
#PK_EUICC_ECDSA

RQ57_071
RQ57_072
RQ57_072_1
RQ57_072_2
RQ57_072_3
RQ57_073_1
RQ57_074
RQ25_020
RQ25_021
RQ26_034
RQ26_035
RQ31_174
RQ35_001_1

Test Sequence #16 Nominal: Retrieve by Notification Type for Install (PIR) and Enable
Notifications

Step
IC1

Direction

Sequence / Description

PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

V1.11

Page 148 of 877




GSM Association
Official Document SGP.23 - RSP Test Specification v1.11

Non-confidential

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Notification.
IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Notification.
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_IN1_PI | RQ57_072_1
R_EN1 RQ57_072_2
SW = 0x9000 RQ57_072_3
* Verify the Egg;_gﬁ_l
1 S LPAd —» | MTD_STORE_DATA( euiccNotificationSignature RQ57_075
eulCcC #RETRIEVE_NOTIF_ALL) <TBS_EUICC_NOTIF_SIG> RQ57 076
using the #PK_EUICC_ECDSA | o Q25 020
« Verify the euiccSignPIR RQ25_021
<EUICC_SIGN_PIR> using the | RQ26_034
#PK_EUICC_ECDSA RQ26_035
RQ31_174
RQ35 001_1
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_IN1_PI | RQ57_072_1
R_EN1 RQ57_072_2
SW = 0x9000 RQ57_072_3
* Verify the 2825_852_1
2 S_LPAd —» | MTD_STORE_DATA( euiccNotificationSignature RQ57_075
euicC #RETRIEVE_NOTIF_OMITTED) | <TBS_EUICC_NOTIF_SIG> RQ57 076
using the #PK_EUICC_ECDSA | o Q25020
* Verify the euiccSignPIR RQ25:021
<EUICC_SIGN_PIR> using the RQ26_034
#PK_EUICC_ECDSA RQ26_035
RQ31_174
RQ35_001_1
RQ57_071
3 S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE Egg;—g;g 1
eulCcC #RETRIEVE_NOTIF_NONE) SW = 0x9000 RO57 073
RQ57 074
RQ57_071
RQ57_072
RQ57_072_1
#R_RETRIEVE_NOTIF_IN1_p| | RQ57_072_2
R RQ57_072_3
4 S_LPAd — | MTD_STORE_DATA( SW = 0x9000 Egg;‘gﬁ‘l
euiCC #RETRIEVE_NOTIF_INSTALL) | « Verify the euiccSignPIR RQ25_020
<EUICC_SIGN_PIR>using the | Roo5 021
#PK_EUICC_ECDSA RQ26_034
RQ26_035
RQ31_174
RQ35 001_1
#R_RETRIEVE_NOTIF_EN1 RQ57_071
5 S LPAd — | MTD_STORE_DATA( SW = 0x9000 RQ57_072
euICC #RETRIEVE_NOTIF_ENABLE) | . vgrify the RQ57 072_1
euiccNotificationSignature RQ57_072_2
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<TBS_EUICC_NOTIF_SIG> RQ57_073_1
using the #PK_EUICC_ECDSA | RQ57_074
RQ57_075
RQ57_076
RQ26_034
RQ26_035
RQ57_071
6 S_LPAd — MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE Egg;_8;§ 1
eUICC #RETRIEVE_NOTIF_DISABLE) SW = 0x9000 RQ57:073_
RQ57_074
RQ57_071
. S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE ﬁgg;—g;; 1
euicC #RETRIEVE_NOTIF_DELETE) SW = 0x9000 RQ57:073_
RQ57_074
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_IN1_PI | RQ57_072_1
R_EN1 RQ57_072_2
SW = 0x9000 RQ57_072_3
. RQ57_073_1
S LPAd — MTD_STORE_DATA( etj/i(cacr:lfNyottri]f(iacationSi nature RQ57_074
8 = #RETRIEVE_NOTIF_INSTALL_ 9 RQ57_075
eulcC ENABLE) <TBS_EUICC_NOTIF_SIG> ROS7 076
using the #PK_EUICC_ECDSA RQ25:020
« Verify the euiccSignPIR RQ25_021
<EUICC_SIGN_PIR> using the RQ26_034
#PK_EUICC_ECDSA RQ26_035
RQ31_174
RQ35 001 1
RQ57 071
MTD_STORE_DATA( RQ57_072
9 SL_JII_gCAd - #RETRIEVE_NOTIF_DISABLE_ ZI\:\;V—IS%IQR(I)ISXE—NOHF—NONE RQ57_072_1
DELETE) - RQ57_073
RQ57_074
RQ57 071
RQ57_072
#R_RETRIEVE_NOTIF_EN1 RQ57 072 1
SW = 0x9000 072
S.LPAd— | MTD_STORE DATA( Vertyt ROST 0731
10 — #RETRIEVE_NOTIF_DISABLE_ erythe - -
eUiCC euiccNotificationSignature RQ57_074
ENABLE)
<TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA | RQ57_076
RQ26_034
RQ26_035
#R_RETRIEVE_NOTIF_IN1_PI RQ57_071
R_EN1 RQ57_072
SW = 0x9000 RQ57_072_1
- RQ57_072_2
* Verify the _Ule_
S_LPAd — MTD_STORE_DATA( euiccNotificationSignature RQ57_072 3
11 #RETRIEVE_NOTIF_INSTALL_ RQ57 073 1
euICC ENABLE. DISABLE) <TBS_EUICC_NOTIF_SIG> _073_
— using the #PK_EUICC_ECDSA | RQ57_074
i ] ) RQ57_075
« Verify the euiccSignPIR RQ57 076
<EU|CC_S|GN_P|R> using the RQ25_020
#PK_EUICC_ECDSA RQ25_021
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RQ26_034
RQ26_035
RQ31_174
RQ35_001_1

Test Sequence #17 Nominal: Retrieve by Notification Type for Disable and Delete
Notifications

Direction Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the notification
IC5 Disable PROFILE_OPERATIONALL. Do not remove the notification
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_DI1_DE1 RQ57 072 1
SW = 0x9000 RQ57_072_2
1 S_LPAd —» | MTD_STORE_DATA( « Verify both the RQ57_073_1
eulCC #RETRIEVE_NOTIF_ALL) euiccNotificationSignatures RQ57_074
<TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
RQ57_071
RQ57 072
#R_RETRIEVE_NOTIF_DI1_DE1 | RQ57_072 1
SW = 0x9000 RQ57_072_2
S LPAd » | MTD_STORE_DATA( , RQ57_072_4
2 feyrse #RETRIEVE_NOTIF_OMITTE | * Verify boththe RQ57 073 1
D) euiccNotificationSignatures RQ57 074
<TBS_EUICC_NOTIF_SIG> RQ57 075
using the #PK_EUICC_ECDSA | Ros7 076
RQ26_034
RQ26_035
RQ57 071
3 S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE Egg;—gg 1
eUICC #RETRIEVE_NOTIF_NONE) SW = 0x9000 RQ57:073_
RQ57 074
RQ57 071
4 S LPAd — LA;ET_;TEC\)/EEN%ATTFA(W sTALL | #R_RETRIEVE_NOTIF_NONE RQ57_072
eUICC ) - - SW = 0x9000 RQ57_072_1
RQ57_074
RQ57_071
MTD_STORE_DATA( RQ57_072
5 eSG'I‘g CAd | #RETRIEVE_NOTIF_ENABLE z'sv'fils(gggE—NOT'F—NONE RQ57 072 1
) - RQ57_073
RQ57 074
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RQ57 071
RQ57_072
#R_RETRIEVE_NOTIF_DI1 RQ57_072_1
SW = 0x9000
S LPAd — | MTD_STORE_DATA( - ﬁg??gg‘f
6 — #RETRIEVE_NOTIF_DISABL | * Verify the 0o
euviCcC E) - - euiccNotificationSignature RQ57_074
<TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
RQ57 071
RQ57_072
#R_RETRIEVE_NOTIF_DE1 RO57 0721
SW = 0x9000 RO57 072 2
LS | e ere | -verty e
euiCC ) - - euiccNotificationSignature RQ57_074
<TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
RQ57 071
MTD_STORE_DATA( RQ57_072
8 SL_Jll_Cl:DCAd_) #RETRIEVE_NOTIF_INSTALL Z'\TV—E%ISAEXE—NOT'F—NONE RQ57 072 1
_ENABLE) RQ57_073
RQ57 074
RQ57 071
RQ57_072
#R_RETRIEVE_NOTIF_DI1_DEL | RQ57 072 1
SW = 0x9000 RO57 072 2
S LPAd — | MTD_STORE_DATA( - R827_873_1
9 = H#RETRIEVE_NOTIF_DISABL | * Verify both the — e
euICC E_DELETE) - euiccNotificationSignatures RQ57_074
- <TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_DI1 RQ57 072 1
SW = 0x9000
s LPad_, | MTD_STORE DATA( - RGsT Ova1
10 = HRETRIEVE_NOTIF_DISABL | * Verify the — e
euiCcC E_ENABLE) - euiccNotificationSignature RQ57_074
- <TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_DI1 RO57 0721
SW = 0x9000
S LPAd — | MTD_STORE _DATA( i Eggg_g;g_i
11 — #RETRIEVE_NOTIF_INSTALL | * Verifythe e
eulCC ENABLE_DISABLE) euiccNotificationSignature RQ57_074
- - <TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
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Test Sequence #18 Nominal: Retrieve by Notification Type for Install
(OtherSignedNotification) and Enable Notifications

Direction Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
ICc2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove the PIR notification, but do not remove the
OtherSignedNotification.
IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_IN1_EN1 | RQ57_072_1
SW = 0x9000 2823_8%%
1 S_LPAd — | MTD_STORE_DATA( « Verify both the R Q57_07 4
euiCC #RETRIEVE_NOTIF_ALL) euiccNotificationSignatures RQ57 075
<TBS_EUICC_NOTIF_SIG> RO57 076
using the #PK_EUICC_ECDSA | R26 034
RQ26_035
RQ35_001_1
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_IN1_EN1 | RQ57.072 1
SW = 0x9000 RQ57_072_2
S LPAd_, | MTD_STORE_DATA( _ RQ57_073 1
2 — #RETRIEVE_NOTIF_OMITTE | * Verify boththe RQ57_074
eUICC D) euiccNotificationSignatures RQ57 075
<TBS_EUICC_NOTIF_SIG> RO57 076
using the #PK_EUICC_ECDSA | Rd26 034
RQ26_035
RQ35_001_1
RQ57_071
3 S LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE Egg;—g;; L
euICC #RETRIEVE_NOTIF_NONE) | SW = 0x9000 ROS7 073
RQ57_074
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_IN1 RQ57_072_1
SW = 0x9000 RQS7_072_2
S LPAd _» | MTD_STORE_DATA( , RQ57_073_1
4 — #RETRIEVE_NOTIF_INSTALL | * Verifythe RQ57 074
eUiCC ) euiccNotificationSignature RQ57 075
<TBS_EUICC_NOTIF_SIG> RO57 076
RQ26_035
RQ35_001_1
#R_RETRIEVE_NOTIF_EN1 RQ57_071
MTD_STORE_DATA( SW'=0x9000 R erore
. _ . RQ57_072_1
5 S_LPAd— | 4 oFTRIEVE_NOTIF_ENABLE | *Verifythe RQ57 072 2
eUiCC ) euiccNotificationSignature RO57 073 1
<TBS_EUICC_NOTIF_SIG> ROS7 074"
using the #PK_EUICC_ECDSA RQ57_075
V1.11 Page 153 of 877




GSM Association
Official Document SGP.23 - RSP Test Specification v1.11

Non-confidential

RQ57_076

RQ26_034
RQ26_035
RQ57_071
MTD_STORE_DATA( RQ57_072

6 Z—J'I‘gé‘d_’ #RETRIEVE_NOTIF_DISABL ZSV—F_{%IQR(')%XE—NOT'F—NONE RQ57_072_1
E) - RQ57_073
RQ57_074
RQ57_071
MTD_STORE_DATA( RQ57_072

7 Z—J'I‘gé‘d_’ #RETRIEVE_NOTIF_DELETE ZSV—F_{%IQR(')%XE—NOT'F—NONE RQ57_072_1
) - RQ57_073
RQ57_074
RQ57_071
RQ57_072

#R_RETRIEVE_NOTIF_IN1_EN1 | RQ57_072_1

SW = 0x9000 RQS57_072_2

S LPAd_, | MTD_STORE_DATA( _ RQ57_073_1
8 — #RETRIEVE_NOTIF_INSTALL | * Verify boththe RQ57_074
evicC ENABLE) euiccNotificationSignatures RQ57_075
- <TBS_EUICC_NOTIF_SIG> RO57 076
using the #PK_EUICC_ECDSA | RO26 034
RQ26_035

RQ35_001_1
RQ57_071
MTD_STORE_DATA( RQ57_072

9 EL_JII_gCAd_) #RETRIEVE_NOTIF_DISABL Z&?ilggggE—NOT'F—NONE RQ57 072 1
E_DELETE) - RQ57_073
RQ57_074
RQ57_071
RQ57_072

#R_RETRIEVE_NOTIF_EN1 RQ57 072 1

SW = 0x9000 072

s LPAq . | MTD_STORE DATA( . RO5T 0751

10 — #RETRIEVE_NOTIF_DIsaBL | * Verifythe —ro
eulCC E_ENABLE) euiccNotificationSignature RQ57_074
- <TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
RQ57_071
RQ57_072

#R_RETRIEVE_NOTIF_IN1_EN1 | RQ57. 0721

SW = 0x9000 RQ57_072_2

S LPAd_, | MTD_STORE_DATA( _ RO57 0731
11 — #RETRIEVE_NOTIF_INSTALL | * Verify boththe RQ57 074
euviCC ENABLE_DISABLE) euiccNotificationSignatures RQ57 075
- - <TBS_EUICC_NOTIF_SIG> RO57 076
RQ26_035

RQ35_001_1
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Test Sequence #19 Nominal: Retrieve by Notification Type for Enable and Install (PIR)
notifications

Direction Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both notifications.
IC4 Enable PROFILE_OPERATIONAL1. Do not remove the Notification.
Install PROFILE_OPERATIONAL2 with #METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_ECDSA SHALL be setin #AUTH SMDP MATCH ID rather than
#CERT_S_SM_DPauth_ECDSA
IG5 e #TEST_DP_ADDRESS2 SHALL be setin #AUTH SMDP MATCH ID rather than
#TEST _DP_ADDRESS1
e #CERT_S_SM_DP2pb_ECDSA SHALL be setin #PREP_DOWNLOAD_NO_CC rather than
#CERT_S_SM_DPpb_ECDSA
Do not remove the Notification.
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_EN1 IN2 | RQ57_072_1
_PIR RQ57_072_2
SW = 0x9000 RQ57_072_3
* Verify the Egg;_8;2_1
1 S LPAd —» | MTD_STORE_DATA( euiccNotificationSignature R Q57_075
eulCcC #RETRIEVE_NOTIF_ALL) <TBS_EUICC_NOTIF_SIG> RO57 076
using the #PK_EUICC_ECDSA RQ25:020
* Verify the euiccSignPIR RQ25 021
<EUICC_SIGN_PIR> using the RQ26_034
#PK_EUICC_ECDSA RQ26_035
RQ31_174
RQ35 001 1
RQ57 071
RQ57_072
RQ57 072 1
#R_RETRIEVE_NOTIF_EN1_IN2 | pos7 072 2
_PIR RQ57 072 3
MTD_STORE_DATA( *Verifythe RQ57_073_1
5 S LPAd — #RETRIEVE NOTIE OMITTE euiccNoatificationSignature RQ57_074
eulCC D) - - <TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA RQ57 076
« Verify the euiccSignPIR RQ25_020
<EUICC_SIGN_PIR> using the | RQ25_021
#PK_EUICC_ECDSA RQ26_034
RQ26 035
RQ31_174
RQ35 001 1
3 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE | RQ57_071
euICC #RETRIEVE_NOTIF_NONE) | SW = 0x9000 RQ57_072
RQ57 072 1
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RQ57_073
RQ57_074
RQ57_071
RQ57_072
RQ57_072_1
RQ57_072_2
#R_RETRIEVE_NOTIF_IN2_PIR | RQ57_072_3
S LPAd » | MTD_STORE_DATA( SW = 0x9000 RQ57_073_1
4 — #RETRIEVE_NOTIF_INSTALL | « Verify the euiccSignPIR RQ57_074
eulcC \
) <EUICC_SIGN_PIR> using the RQ25_020
#PK_EUICC_ECDSA RQ25_021
RQ26_034
RQ26_035
RQ31_174
RQ35_001_1
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_EN1 RQ57 072 1
SW = 0x9000 072
S LPAd —» | MTD_STORE_DATA( Verify th 282;—8;§—i
5 = #RETRIEVE_NOTIF_ENABLE | * veriy the o
eulCC ) - - euiccNotificationSignature RQ57_074
<TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
RQ57_071
MTD_STORE_DATA( RQ57_072
6 fa'[géd_’ #RETRIEVE_NOTIF_DISABL Z%?%lggggE—NOT'F—NONE RQ57_072_1
E) - RQ57_073
RQ57_074
RQ57_071
MTD_STORE_DATA( RQ57_072
7 jd;géd_’ #RETRIEVE_NOTIF_DELETE #Sﬁs\/—?%lgc')igE—NOT'F—NONE RQ57_072_1
) - RQ57_073
RQ57_074
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_EN1 IN2 | RQ57_072_1
_PIR RQ57_072_2
SW = 0x9000 RQ57_072_3
. RQ57_073_1
S LPAd — MTD_STORE_DATA( el\J/ii(r:IfNyottri]f?cationSi nature RQS7_074
8 — #RETRIEVE_NOTIF_INSTALL 9 RQ57_075
euicC ENABLE) <TBS_EUICC_NOTIF_SIG> RQ57 076
- using the #PK_EUICC_ECDSA RQ25:020
* Verify the euiccSignPIR RQ25 021
<EUICC_SIGN_PIR> using the RQ26_034
#PK_EUICC_ECDSA RQ26_035
RQ31_174
RQ35_001_1
RQ57_071
MTD_STORE_DATA( RQ57_072
9 ga'l‘gé‘d_’ #RETRIEVE_NOTIF_DISABL #;S\I—?%IQR(')E)XE—NOT'F—NONE RQ57 _072_1
E_DELETE) - RQ57_073
RQ57_074
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RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_EN1 RQ57 072 1
SW = 0x9000 072
S LPAd — | MTD_STORE_DATA( , ES?Z‘gg‘f
10 = #RETRIEVE_NOTIF_DISABL | ° Verifythe —re
eulCC euiccNotificationSignature RQ57_074
E_ENABLE)
<TBS_EUICC_NOTIF_SIG> RQ57_075
using the #PK_EUICC_ECDSA RQ57_076
RQ26_034
RQ26_035
RQ57_071
RQ57_072
#R_RETRIEVE_NOTIF_EN1_IN2 | RQ57_072_1
_PIR RQ57_072_2
SW = 0x9000 RQ57_072_3
. RQ57_073_1
S LPAd — MTD_STORE_DATA( el\J/iigfl\lyottri‘f(iecationSi nature RQS7_074
11 = #RETRIEVE_NOTIF_INSTALL 9 RQ57_075
eulCcC ENABLE DISABLE) <TBS_EUICC_NOTIF_SIG> RO57 076
- - using the #PK_EUICC_ECDSA RQ25:020
» Verify the euiccSignPIR RQ25 021
<EUICC_SIGN_PIR> using the RQ26_034
#PK_EUICC_ECDSA RQ26_035
RQ31_174
RQ35_001_1

Test Sequence #20 Nominal: Retrieve by Notification Type for No Notifications

available
Step ‘ Direction Sequence / Description Expected result N=0)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ57_071
1 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE Egg;—g;g 1
eulCcC #RETRIEVE_NOTIF_ALL) SW = 0x9000 RO57 073
RQ57_074
RQ57_071
RQ57_072
) S_LPAd — ;';AFIEDT_;TEC\)/EEN%ATTFA(OM|TTE #R_RETRIEVE_NOTIF_NONE RQ57_072_1
eulcC D) - - SW = 0x9000 RQ57_072_4
RQ57_073
RQ57_074
RQ57_071
3 S_LPAd — | MTD_STORE_DATA( #R_RETRIEVE_NOTIF_NONE 282;—8;; 1
eulCcC #RETRIEVE_NOTIF_NONE) | SW = 0x9000 RO57 073
RQ57_074
RQ57_071
MTD_STORE_DATA( RQ57_072
4 Sl_Jll_géd | #RETRIEVE_NOTIF_INSTALL ZSV—'S%I;')%XE—NOT'F—NONE RQ57_072_1
) - RQ57_073
RQ57_074
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RQ57_071
MTD_STORE_DATA( RQ57_072
5 SL_JII_CPé\d_) #RETRIEVE_NOTIF_ENABLE ZSV—EQ%E('EXE—NOT'F—NONE RQ57 072 1
) - RQ57_073
RQ57_074
RQ57_071
MTD_STORE_DATA( RQ57_072
6 Sﬁlfgédﬁ #RETRIEVE_NOTIF_DISABL ZSV—f%IQR('SXE—NOT'F—NONE RQ57 072 1
E) - RQ57_073
RQ57_074
RQ57_071
MTD_STORE_DATA( RQ57_072
7 Sﬁlfgédﬁ #RETRIEVE_NOTIF_DELETE ZSV—f%IQR('SXE—NOT'F—NONE RQ57 072 1
) B RQ57_073
RQ57_074
RQ57_071
MTD_STORE_DATA( RQ57_072
8 S‘Gngéd_’ #RETRIEVE_NOTIF_INSTALL ZSV—F_{%IQR(')%XE—NOT'F—NONE RQ57 _072_1
_ENABLE) N RQ57_073
RQ57_074
RQ57_071
MTD_STORE_DATA( RQ57_072
9 S‘Gngéd_’ #RETRIEVE_NOTIF_DISABL ZSV—F_{%IQR(')%XE—NOT'F—NONE RQ57 _072_1
E_DELETE) N RQ57_073
RQ57_074
RQ57_071
MTD_STORE_DATA( RQ57_072
10 SL—”Lgéd_’ #RETRIEVE_NOTIF_DISABL ZWT%IQR(')EXE—NOT'F—NONE RQ57 _072_1
E_ENABLE) - RQ57_073
RQ57_074
RQ57 071
MTD_STORE_DATA( RQ57_072
11 SL_Jll_Cl:DcAd_) #RETRIEVE_NOTIF_INSTALL st—Ff%IQR(')EXE—NOT'F—NONE RQ57 072_1
_ENABLE_DISABLE) - RQ57_073
RQ57_074

4.2.16 ES10b (LPA -- eUICC): RemoveNotificationFromList

4.2.16.1

References

Conformance Requirements

GSMA RSP Technical Specification [2]

Requirements

V1.11

RQ25_020
RQ31_182
RQ35_021

RQ57_077, RQ57_078, RQ57_079
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4.2.16.2 Test Cases

Throughout all the RemoveNotificationFromList test cases the maximum number of
Notifications simultaneously tested has been set as to two as there is no minimum defined in
SGP.21 [3] or SGP.22 [2] for the number of Notifications that can be stored by the eUICC.

The rule specified in section 4.2.15.2 explaining the way to distinguish a
ProfilelnstallationResult from an OtherSignedNoatification for installation also applies for the
test cases defined below.

4.216.21 TC_eUICC_ES10b.RemoveNotificationFromList

General Initial Conditions

Entity Description of the general initial condition
euiCC No Operational Profile is installed on the eUICC.
eUIiCC No Notifications are stored in the eUICC's Pending Notifications List.

Test Sequence #01 Nominal: Install Notification

Step Direction ‘ Sequence / Description Expected result N=0)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_ OPERATIONALL. Do not remove both the notifications.
1c4 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_IN1_PIR
eulcC #LIST_NOTIF_ALL) SW = 0x9000
RQ35_021
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK RQ57_077
1 eulcC MTD_REMOVE_NOTIF( SW = 0x9000 RQ57_078
<NOTIF_SEQ_NO_IN1>)) RQ57 079
) S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
eulcC #LIST_NOTIF_ALL) SW = 0x9000
MTD_STORE_DATA( 2823_8%
S_LPAd — MTD_REMOVE_NOTIF( #R_REMOVE_NOTIF_OK -
3 _ RQ57_078
euicC SW = 0x9000 RO57 079
<NOTIF_SEQ_NO_IN1_PIR>)) RO31182
4 S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_NONE RQ25_020
eulcC #LIST_NOTIF_ALL) SW = 0x9000 RQ31_182
Test Sequence #02 Nominal: Enable Notification
Step ‘ Direction ‘ Sequence / Description Expected result REQ

ICl1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONAL1. Remove both the notifications.

IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
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cs | S_LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
euICC #LIST_NOTIF_ALL) SW = 0x9000
RQ35_021
S LPAd — | MTD_STORE_DATA( #R_REMOVE_NOTIF_OK | RQ57 077
L euICC MTD_REMOVE_NOTIF( SW = 0x9000 RQ57_078
<NOTIF_SEQ_NO_EN1>)) ROS7 079
) S LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #03 Nominal: Disable Notification

Ste Direction | Sequence / Description  Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.
IC5 Disable PROFILE_OPERATIONALL. Do not remove the Notification.
6 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DI1
euiCC #LIST_NOTIF_ALL) SW = 0x9000
L | SAPAd N eNOVE NoTIF( | R REMOVE_NOTIR_OK §§§§§§§
<NOTIF_SEQ_NO_DI1>)) RQ57 079
2 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euiCC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #04 Nominal: Delete Notification

o

Direction | Sequence / Description  Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification.
IC5 Disable PROFILE_OPERATIONALL1. Remove the Notification.
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification.
c7 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DE1
eulCC #LIST_NOTIF_ALL) SW = 0x9000
RQ35_021
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK RQ57_077
1 eUlCC MTD_REMOVE_NOTIF( SW = 0x9000 RQ57_078
<NOTIF_SEQ_NO_DE1>)) RO57 079
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S_LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #05 Nominal: Two Install (PIR) Notifications with different Notification
Addresses

Direction | Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Ic3 Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL.
Do not remove the Notification.
Install PROFILE_OPERATIONALZ2 with #METADATA_OP_PROF2_NO_INSTALL.
The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the
following exceptions:
e #CERT_S_SM_DP2auth_ECDSA SHALL be set in #AUTH_SMDP_MATCH_ID rather than
#CERT_S_SM_DPauth_ECDSA
IC4 e #TEST_DP_ADDRESS2 SHALL be setin #AUTH SMDP MATCH ID rather than
#TEST_DP_ADDRESS1
e #CERT_S_SM_DP2pb_ECDSA SHALL be set in #PREP_DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_ECDSA
Do not remove the Notification.
IC5 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_IN2_PIR
eUICC #LIST_NOTIF_ALL) SW = 0x9000
MTD_STORE_DATA( igg?—g%
S LPAd — MTD_REMOVE_NOTIF( #R_REMOVE_NOTIF_OK -
1 RQ57_078
eulCC SW = 0x9000 RQ57_079
<NOTIF_SEQ_NO_IN1_PIR>)) RO31182
) S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN2_PIR RQ25_020
eUICC #LIST_NOTIF_ALL) SW = 0x9000 RQ31_182
RQ35 021
MTD_STORE_DATA( RQ57_077
3 SL_JII_CIZD CA d— MTD_REMOVE_NOTIF( ZI\:;V—?%')\(AQ%XE—NOTIF—OK RQ57_078
<NOTIF_SEQ_NO_IN2_PIR>)) - RQ57_079
RQ31_182
4 S LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE RQ25_020
eUICC #LIST_NOTIF_ALL) SW = 0x9000 RQ31_182

Test Sequence #06 Nominal: Install (PIR) and Enable Notifications

Ste : : .
b Direction | Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR

Install PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove

IC3 the Notification.
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IC4 Enable PROFILE_OPERATIONALL. Do not remove the Notification.
IC5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR_EN1
euicC #LIST_NOTIF_ALL) SW = 0x9000
RQ35_021
MTD_STORE_DATA( RQ57_077
1 SL_Jll_CI:D é d— MTD_REMOVE_NOTIF( ZI\TV_IS%I)\(/IQOO\(;E_NOTIF_OK RQ57_078
<NOTIF_SEQ_NO_IN1_PIR>)) - RQ57_079
RQ31_182
5 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_EN1 RQ25_020
eUlCC #LIST_NOTIF_ALL) SW = 0x9000 RQ31_182
RQ35_021
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK RQ57_077
3 euicC MTD_REMOVE_NOTIF( SW = 0x9000 RQ57_078
<NOTIF_SEQ_NO_EN1>)) RQ57:O79
4 S_LPAd — MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euicC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #07 Nominal: Disable and Delete Notifications

Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
IC3 Install PROFILE_OPERATIONALL. Remove both the Notifications.
IC4 Enable PROFILE_OPERATIONAL1. Remove the Notification
IC5 Disable PROFILE_OPERATIONALL. Do not remove the Notification
IC6 Delete PROFILE_OPERATIONALL. Do not remove the Notification
17 S _LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_DI1_DE1
eUlCC #LIST_NOTIF_ALL) SW = 0x9000
RQ35_021
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK RQ57_077
1 euICC MTD_REMOVE_NOTIF( SW = 0x9000 - RQ57_078
<NOTIF_SEQ_NO_DI1>)) RQ57:079
5 S _LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_DE1
eUlCC #LIST_NOTIF_ALL) SW = 0x9000
RQ35_021
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK RQ57_077
3 eUlCC MTD_REMOVE_NOTIF( SW = 0x9000 RQ57_078
<NOTIF_SEQ_NO_DE1>)) RQ57:079
4 S _LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eviCC #LIST_NOTIF_ALL) SW = 0x9000
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Test Sequence #08 Nominal: Install (OtherSignedNotification) and Enable
Notifications

Direction Sequence /Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
Install PROFILE_OPERATIONALL. Remove the PIR natification, but do not remove the
IC3 . -
OtherSignedNotification.
IC4 | Enable PROFILE_OPERATIONALL. Do not remove the Notification.
1C5 S LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_EN1
eulcC #LIST_NOTIF_ALL) SW = 0x9000
RQ35_021
S LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK RQ57_077
L eulCC MTD_REMOVE_NOTIF( SW = 0x9000 RQ57_078
<NOTIF_SEQ_NO_IN1>)) RQ57:079
5 S LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_EN1
eulcC #LIST_NOTIF_ALL) SW = 0x9000
RQ35_021
S LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK RQ57_077
3 eulCC MTD_REMOVE_NOTIF( SW = 0x9000 RQ57_078
<NOTIF_SEQ_NO_EN1>)) RQ57:O79
4 S LPAd —» | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
eUlCC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #09 Nominal: Enable and Install (PIR) notifications

Direction | Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONAL1. Remove both notifications.

IC4 | Enable PROFILE_OPERATIONALL. Do not remove the Notification.

Install PROFILE_OPERATIONAL2 with METADATA_OP_PROF2_NO_INSTALL.

The default Profile downloading procedure defined in section 2.2.3.1 SHALL be used with the

following exceptions:

e #CERT_S_SM_DP2auth_ECDSA SHALL be set in #AUTH_SMDP_MATCH_ID rather than
#CERT_S_SM_DPauth_ECDSA

e #TEST_DP_ADDRESS2 SHALL be setin #AUTH SMDP MATCH ID rather than
#TEST_DP_ADDRESS1

e #CERT_S_SM_DP2pb_ECDSA SHALL be setin #PREP_DOWNLOAD NO_CC rather than
#CERT_S_SM_DPpb_ECDSA

IC5

Do not remove the Notification.
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e | SLPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_EN1_IN2_PIR
euICC #LIST_NOTIF_ALL) SW = 0x9000
RQ35_021
MTD_STORE_DATA( RQ57_077
1 Sa'l‘géd ~ | MTD_REMOVE_NOTIF( ZSV—F_{%')\(";)XS—NOT'F—OK RQ57_078
<NOTIF_SEQ_NO_IN2_PIR>)) - RQ57_079
RQ31_182
, | S_LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_EN1 RQ25_020
eulCC #LIST_NOTIF_ALL) SW = 0x9000 RQ31_182
RQ35_021
S LPAd — | MTD_STORE_DATA( #R_REMOVE_NOTIF_OK RQ57_077
3 |euicc MTD_REMOVE_NOTIF( SW = 0x9000 RQ57_078
<NOTIF_SEQ_NO_EN1>)) ROS7 079
4 | S_LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_ALL) SW = 0x9000

Test Sequence #10 Nominal: Removing Sequence Numbers that are not present

Step ‘ Direction | Sequence / Description Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
ic3 | 'nstall PROFILE_OPERATIONAL1 with #METADATA_OP_PROF1_NO_INSTALL. Do not remove
the Notification.
ica | S-LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
euiCC #LIST_NOTIF_ALL) SW = 0x9000
S LPAd _» | MTD_STORE_DATA( #R_REMOVE_NOTIF_NOTHI Egg?—g%
1 eUICC MTD_REMOVE_NOTIF( NG_TO_DELETE RO57 078
<NOTIF_SEQ_NO_IN1_PIR>- 1)) | SW = 0x9000 RO57 079
) S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
euiCcC #LIST_NOTIF_ALL) SW = 0x9000
S LPAd _» | MTD_STORE_DATA( #R_REMOVE_NOTIF_NOTHI 2823—83%
3 SUICC MTD_REMOVE_NOTIF( NG_TO_DELETE RQ57 078
<NOTIF_SEQ_NO_IN1_PIR> + 1)) | SW = 0x9000 RO57 079
4 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_IN1_PIR
euiCcC #LIST_NOTIF_ALL) SW = 0x9000
RQ35_021
S_LPAd — MTD_STORE_DATA( #R_REMOVE_NOTIF_OK RQ57_077
5 euiCcC MTD_REMOVE_NOTIF( SW = 0x9000 RQ57_078
<NOTIF_SEQ_NO_IN1_PIR>)) RO57 079
5 S_LPAd — | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euiCcC #LIST_NOTIF_ALL) SW = 0x9000
S LPAd _» | MTD_STORE_DATA( #R_REMOVE_NOTIF_NOTHI 2823—83%
7 UICC MTD_REMOVE_NOTIF( NG_TO_DELETE RO57 078
<NOTIF_SEQ_NO_IN1_PIR>)) SW = 0x9000 RO57 079
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g | S_LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_ALL) SW = 0x9000
S LPAJ, | MTD_STORE_DATA( #R_REMOVE_NOTIF_NOTHI Egg?—g%
9 | oOice MTD_REMOVE_NOTIF( NG_TO_DELETE ROB7 078
<NOTIF_SEQ_NO_IN1_PIR> + 1)) | Sw =0x9000 ROS7 079
10 | S-LPAd— | MTD_STORE_DATA( #R_LIST_NOTIF_NONE
euICC #LIST_NOTIF_ALL) SW = 0x9000

4.2.17 ES10b (LPA -- eUICC): LoadCRL
This section is defined as FFS.

4.2.18 ES10b (LPA -- eUICC): AuthenticateServer

4.2.18.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ24 008

e RQ26_005, RQ26_006, RQ26_007, RQ26_008, RQ26_010, RQ26_012, RQ26_013,
RQ26_029, RQ26_033, RQ26_034, RQ26_035

e RQ31_025, RQ31_046, RQ31_047, RQ31_048, RQ31 049, RQ31 050, RQ31 051,
RQ31_052, RQ31_053, RQ31_054, RQ31_055, RQ31_076, RQ31 077, RQ31_078,
RQ31_079

e RQ36_017

e RQ42_001

o RQ43_001, RQ43_002

e RQ45_002, RQ45_006, RQ45_026, RQ45_026_1, RQ45_028, RQ45_030,
RQ45_032

e RQ55_004, RQ55_005

e RQ57_093, RQ57_094, RQ57_095, RQ57_096, RQ57_097, RQ57_098, RQ57_099,
RQ57_100, RQ57_101, RQ57_102, RQ57_103, RQ57_104, RQ57_105, RQ57_1086,
RQ57_107, RQ57_108

4.2.18.2 Test Cases

4.2.18.21 TC_eUICC_ES10b.AuthenticateServer_SM-DP+_NIST

Test Sequence #01 Nominal: Without MatchingID in CtxParams1

Step Direction ‘ Sequence / Description Expected result ‘ N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

V1.11 Page 165 of 877



GSM Association Non-confidential
Official Document SGP.23 - RSP Test Specification v1.11

#R_EUICC_INFO1
SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIG
1 S _LPAd —» | MTD_STORE_DATA NING> and
euiCC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_VER
IFICATION> from response data and
verify if they contain at least one
same GSMA CI Key ID based on
NIST P-256 curve
#R_CHALLENGE
S_LPAd —» | MTD_STORE_DATA
2 eulCcC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S_SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the Cl Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root Cl certificate
RQ26_029
RQ26_005
RQ26_006
RQ26_007
RQ26_008
RQ26_034
RQ26_035
RQ31_025
RQ31_046
RQ31_047
RQ31_048
#R_AUTHENTICATE_SMDP 2821_823
SW = 0x9000 RO31_051
RQ31_053
- Verify the <EUICC_SIGNATURE1> | RQ31_054
using the #PK_EUICC_ECDSA RQS1_055
4 S_LPAd — | MTD_STORE_DATA_SCRIPT | * Verify that the RQ31_076
euiCcC (#AUTHENTICATE_SMDP) <S_TRANSACTION_ID> presentin | RQ31_079
the euiccSignedl is the same as in RQ42_001
#AUTHENTICATE_SMDP. RQ43_001
* Verify that the RQ43_002
<S_SMDP_CHALLENGE> presentin | RQ45_002
the euiccSignedl is the same as in RQS5_004
#AUTHENTICATE_SMDP RQ55_005
RQ57_094
RQ57_095
RQ57_096
RQ57_097
RQ57_098
RQ57_099
RQ57_101
RQ57_102
RQ57_103
RQ57_104
RQ57_105
RQ57_106
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RQ57_107
RQ57_108
Test Sequence #02 Nominal: With MatchingID in CtxParams1
Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIG
1 S LPAd — | MTD_STORE_DATA NING> and
evicC (#*GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_VER
IFICATION> from response data and
verify if they contain at least one
same GSMA CI Key ID based on
NIST P-256 curve
#R_CHALLENGE
S_LPAd —» | MTD_STORE_DATA N
2 eulCC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root Cl certificate
RQ26_029
RQ26_005
RQ26_006
RQ26_007
RQ26_008
#R_AUTH_SMDP_MATCH_ID RQ26_034
_ RQ26_035
SW = 0x9000 RO31 025
RQ31_046
« Verify the <EUICC_SIGNATURE1> | RQ31_047
using the #PK_EUICC_ECDSA RQ31_048
4 S_LPAd —» | MTD_STORE_DATA_SCRIPT( | * Verify that the RQ31_049
euicC #AUTH_SMDP_MATCH_ID) <S_TRANSACTION_ID> presentin | RQ31_050
the euiccSignedl is the same as in RQ31_051
#AUTH_SMDP_MATCH_ID RQ31_053
* Verify that the RQ31_054
<S_SMDP_CHALLENGE> present in | RQ31 055
the euiccSignedl is the same as in RQ31_076
#AUTH_SMDP_MATCH_ID RQ31 077
RQ42_001
RQ43_001
RQ43_002
RQ45_002
RQ55_004
RQ55_005
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RQ57_094
RQ57_095
RQ57_096
RQ57_097
RQ57_098
RQ57_099
RQ57_101
RQ57_102
RQ57_103
RQ57_104
RQ57_105
RQ57_106
RQ57_107
RQ57_108

Test Sequence #03 Nominal: With IMEI in Device Capabilities

Step ‘ Direction | Sequence / Description Expected result
PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

#R_EUICC_INFO1
SW = 0x9000

Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIG
1 S LPAd — MTD_STORE_DATA NING> and
eUICC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST FOR_VER
IFICATION> from response data and
verify if they contain at least one
same GSMA CI Key ID based on
NIST P-256 curve

#R_CHALLENGE
9 S_LPAd — MTD_STORE_DATA SW = 0x9000

eulCcC (#GET_EUICC_CHALLENGE)
Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>

3 e <S SMDP_CHALLENGE>

e <S SMDP_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root Cl certificate

RQ26_029
#R_AUTH_SMDP_IMEI -
_ — - RQ26_005
SW = 0x9000 RQ26_006
RQ26_007
. Verify the <EU|CC_S|GNATURE1 > EQgg_ggj
4 S_LPAd — | MTD_STORE_DATA_SCRIPT( | using the #PK_EUICC_ECDSA Q20_
euilcC #AUTH_SMDP_IMEI) * Verify that the - EQ§$_8§5
<S_TRANSACTION_ID> present in R831_042
the euiccSignedl is the same as in RQ31_047
#AUTH_SMDP_IMEI RQ31_O48
- Verify that the RQ31_049
<S_SMDP_CHALLENGE> present in RQ31:050
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the euiccSignedl is the same as in | RQ31_051
#AUTH_SMDP_IMEI RQ31_053
RQ31_054
RQ31_055
RQ31_076
RQ42_001
RQ43_001
RQ43_002
RQ45_002
RQ55_004
RQ55_005
RQ57_094
RQ57_095
RQ57_096
RQ57_097
RQ57_098
RQ57_099
RQ57_101
RQ57_102
RQ57_103
RQ57_104
RQ57_105
RQ57_106
RQ57_107
RQ57_108
4.2.18.2.2 TC_eUICC_ES10b.AuthenticateServer_SM-DP+_BRP
Test Sequence #01 Nominal: Without MatchingID in CtxParams1
Step Direction ‘ Sequence / Description Expected result ‘ N=0)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIG
1 S LPAd —» | MTD_STORE_DATA NING> and
evicC (#*GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_VER
IFICATION> from response data and
verify if they contain at least one
same GSMA CI Key ID based on
BrainpoolP256r1 curve
#R_CHALLENGE
S LPAd —» | MTD_STORE_DATA _
2 euicC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID based on BrainpoolP256r1 curve
e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root Cl certificate
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S LPAd —
eUlCC

MTD_STORE_DATA_SCRIPT
(#AUTHENTICATE_SMDP)

#R_AUTHENTICATE_SMDP
SW = 0x9000

* Verify the <EUICC_SIGNATURE1>
using the #PK_EUICC_ECDSA

« Verify that the
<S_TRANSACTION_ID> present in
the euiccSignedl is the same as in
#AUTHENTICATE_SMDP.

* Verify that the
<S_SMDP_CHALLENGE> presentin
the euiccSignedl is the same as in
#AUTHENTICATE_SMDP

RQ26_029
RQ26_005
RQ26_006
RQ26_007
RQ26_008
RQ26_034
RQ26_035
RQ31_025
RQ31_046
RQ31_047
RQ31_048
RQ31_049
RQ31_050
RQ31_051
RQ31_053
RQ31_054
RQ31_055
RQ31_076
RQ31_079
RQ42_001
RQ43_001
RQ43_002
RQ45_002
RQ55_004
RQ55_005
RQ57_094
RQ57_095
RQ57_096
RQ57_097
RQ57_098
RQ57_099
RQ57_101
RQ57_102
RQ57_103
RQ57_104
RQ57_105
RQ57_106
RQ57_107
RQ57_108

Test Sequence #02 Nominal: With MatchingID in CtxParams1

Step ‘ Direction | Sequence / Description

IC1

PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

IC2

PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd —
eUICC

MTD_STORE_DATA
(#GET_EUICC_INFO1)

#R_EUICC_INFO1
SW = 0x9000

Extract the
<EUICC_CI_PK_ID_LIST_FOR
_SIGNING> and
<EUICC_CI_PK_ID_LIST_FOR
_VERIFICATION> from
response data and verify if they
contain at least one same
GSMA CI Key ID based on
BrainpoolP256r1 curve
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#R_CHALLENGE
2 S LPAd — MTD_STORE_DATA SW = 0x9000
eUICC (#GET_EUICC_CHALLENGE) Extract the
<EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S_SMDP_CHALLENGE>
e <S SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the Cl Key ID based on BrainpoolP256r1 curve
e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root CI certificate
RQ26_029
RQ26_005
RQ26_006
RQ26_007
RQ26_008
RQ26_034
RQ26_035
RQ31_025
RQ31_046
RQ31_047
RQ31_048
#R_AUTH_SMDP_MATCH_ID RQ31_049
SW = 0x9000 RQS31_050
RQ31_051
RQ31_053
* Verify the RQ31_054
<EUICC_SIGNATURE1> using RQ31_055
the #PK_EUICC_ECDSA RQ31_076
S_LPAd— | MTD_STORE_DATA_SCRIPT(#AU | ° Verify that the RQ31_079
4 euICC TH_SMDP_MATCH_ID) <S_TRANSACTION_ID> RQ42_001
- - - present in the euiccSigned1l is RQ43_001
the same as in RQ43_002
#AUTH_SMDP_MATCH_ID RQ45_002
* Verify that the RQ55_004
<S_SMDP_CHALLENGE> RQ55_005
present in the euiccSigned1 is RQ57_094
the same as in RQ57_095
#AUTH_SMDP_MATCH_ID RQ57_096
RQ57_097
RQ57_098
RQ57_099
RQ57_101
RQ57_102
RQ57_103
RQ57 104
RQ57_105
RQ57_106
RQ57_107
RQ57 108

Test Sequence #03 Nominal: With IMEI in Device Capabilities

Step | Direction | Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
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IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST_FOR_S
1 S_LPAd — MTD_STORE_DATA IGNING> and
evicC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_V
ERIFICATION> from response
data and verify if they contain at
least one same GSMA CI Key ID
based on BrainpoolP256r1 curve
#R_CHALLENGE
) S LPAd — | MTD_STORE_DATA SW = 0x9000
eulCC (#GET_EUICC_CHALLENGE) Extract the
<EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S_SMDP_CHALLENGE>
e <S_SMDP_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID based on BrainpoolP256r1
curve
e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root ClI certificate
RQ26_029
RQ26_005
RQ26_006
RQ26_007
RQ26_008
RQ26 034
RQ26_035
#R_AUTH_SMDP_IMEI RQ31_025
~ RQ31 046
SW = 0x9000 RQ31 047
RQ31 048
- Verify the RQ31_049
<EUICC_SIGNATURE1> using RQ31_050
the #PK_EUICC_ECDSA RQ31_051
4 S LPAd —» | MTD_STORE_DATA_SCRIPT(#A | « Verify that the RQ31_053
euiCcC UTH_SMDP_IMEI) <S_TRANSACTION_ID> present | RQ31_054
in the euiccSignedl is the same RQ31_055
as in #AUTH_SMDP_IMEI RQ31_076
« Verify that the RQ31_079
<S_SMDP_CHALLENGE> RQ42_001
present in the euiccSignedl is stg—ggi
the same as in RQ45_002
#AUTH_SMDP_IMEI Q45_
RQ55 004
RQ55_005
RQ57_094
RQ57_095
RQ57_096
RQ57_097
RQ57 098
RQ57_099
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RQ57_101
RQ57_102
RQ57_103
RQ57_104
RQ57_105
RQ57_106
RQ57_107
RQ57_108

4.2.18.2.3 TC_eUICC_ES10b.AuthenticateServer_SM-DP+_FRP
This test case is defined as FFS and not applicable for this version of test specification.

4218.24 TC_eUICC_ES10b.AuthenticateServer_SM-DP+_ErrorCases

Test Sequence #01 Error: With Incorrect SM-DPauth certificate (i.e. invalid signature)

Direction Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR

1 S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
euicC (#GET_EUICC_INFOL1) SW = 0x9000
S LPAd L, | MTD_STORE_DATA #R_CHALLENGE
2 ey (#GET_EUICC_CHALLENGE | SW = 0x9000
) Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S TRANSACTION_ID>

e <EUICC_CHALLENGE>

e <S_SMDP_CHALLENGE>

3 e <S SMDP_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DPauth_INV_SIGN leading to the same Root ClI certificate apart
from the signature

RQ26_005
RQ26_006
#R_AUTH_SERVER_INV_CERT RQ31_052
_ RQ45_006
SW = 0x9000 RQ45_026._
1 RQ45_026
, S LPAd - _I\IfITD_STORE_DATA_SCRIP - Verify that the RQ45 028
eUICC <S_TRANSACTION_ID> present in RQ55_005
(#AUTH_SMDP_INV_CERT) the RQ57_100
AuthenticateResponseError is RQ57_095
the same as in RQ57_100
#AUTH_SMDP_INV_CERT. RQ57_105
RQ57_107
RQ26_010
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Test Sequence #02 Error: With Invalid SM-DP+ Signature

Step ‘ Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd —» | MTD_STORE_DATA #R_EUICC_INFO1
eUlCC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE
5 S_LPAd —» | MTD_STORE_DATA SW = 0x9000
euiCC (#GET_EUICC_CHALLENGE) Extract the
<EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>
3 e <S_SMDP_SIGNATURE1> NOT computed with the #SK_S_SM_DPauth_ECDSA but SHALL
have the same length as for a valid signature
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>
e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root Cl certificate
#R_AUTH_SERVER_INV | RQ31_052
_SIGN RQ45_006
_ RQ45 026 1
SW = 0x9000 RQ45_ 026
' RQ45 028
4 S_LPAd — | MTD_STORE_DATA_SCRIPT(#AUTH | * Verify that the RQ55_005
eviCC ENTICATE_SMDP) <S_TRANSACTION_ID> [ RQ57 100
present in the RQ57_097
AuthenticateRespons RQ57_100
eErroristhe same asin [ RO57 105
#AUTHENTICATE_SMD RQ57_107
P RQ26_010

Test Sequence #03 Error: Unsupported Curve

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eUlCC (#GET_EUICC_INFOL1) SW = 0x9000
#R_CHALLENGE
S LPAd —» | MTD_STORE_DATA B
2 eUICC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
3 e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S SMDP_CHALLENGE>
V1.11 Page 174 of 877




GSM Association Non-confidential
Official Document SGP.23 - RSP Test Specification v1.11

¢ <RANDOM_SM_DP+_SIGN>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>
e #CERT_S_SM_DPauth_INV_CURVE
RQ26_005
RQ26_006
RQ31_049
#R_AUTH_SERVER_INV_CURV RQ31 052
SW = 0x9000 RQ45_006
RQ45_026_
1 RQ45 02
4 $_LPAd — | MTD_STORE_DATA_SCRIPT | _ y//if that the o 4?5 50_208 6
euiCC (#AUTH_SMDP_INV_CURV) | .5 TRANSACTION_ID> present in ROSE 005
the AuthenticateResponseError is -
the same as in RQS7_097
RQ57_100
#AUTH_SMDP_INV_CURV. RO57 105
RQ57_107
RQ26_010
Test Sequence #04 Error: eUICC Challenge Mismatch
Step ‘ Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd —» | MTD_STORE_DATA #R_EUICC_INFO1
eulCcC (#GET_EUICC_INFO1) SW = 0x9000
5 S LPAd —» | MTD_STORE_DATA #R_CHALLENGE
eulcC (#GET_EUICC_CHALLENGE) | sw = 0x9000

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S TRANSACTION_ID>

e #S EUICC_CHALLENGE considered as different from <EUICC_CHALLENGE>

3 ¢ <S SMDP_CHALLENGE>

e <S_SMDP_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root Cl certificate

#R_AUTH_SERVER_INV_CHALLEN RQ26_005

GE RQ26_006

SW = 0x9000 RQ31_050

S LPAd | MTD_STORE_DATA_SCRIPT RQ31 052

4 eUICC (#AUTH_SMDP_INV_CHALLE | , Verify that the RQ57_098
NGE) <S_TRANSACTION_ID> present in RQ57_100

the AuthenticateResponseError is the RQ57_105

same as in RQ57_107

#AUTH_SMDP_INV_CHALLENGE. | RQ26_010
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Test Sequence #05 Error: Unknown CI PK

Direction Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
euIlCC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE
S_LPAd — | MTD_STORE_DATA _
2 eUlCC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>

e <EUICC_CHALLENGE>

e <S SMDP_CHALLENGE>

3 e <S_SMDP_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to a ClI Key ID not present in the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING> (a random SubjectKeyldentifier can be used)

e Choose the #CERT_S_SM_DPauth_ECDSA leading to the Cl Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>

RQ26_005

RQ26_006

RQ26_033

#R_AUTH_SERVER_INV_CI RQ31_048

_ RQ31_051

SW = 0x9000 RO31 052

RQ45_006

4 S_LPAd — MTD_STORE_DATA_SCRIPT | , Verify that the Rg 45 026
euiCcC (#AUTHENTICATE_SMDP) <S_TRANSACTION_ID> presentin | 1 RO45 026

the AuthenticateResponseError is RQ457O_28

the same as in RQ57_099

#AUTHENTICATE_SMDP. RQ57_100

RQ57_105

RQ57_107

RQ26_010

Test Sequence #06 Error: Invalid Certificate Role OID

The purpose of this sequence is to make sure that the eUICC refuses any SM-DP+
Certificate for authentication that does not indicate “id-rspRole-dp-auth” in its extension for
Certificate Policies.

Direction Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
euICC (#GET_EUICC_INFO1) SW = 0x9000
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S LPAd —
eUlCC

#R_CHALLENGE
SW = 0x9000
Extract the <EUICC_CHALLENGE>

MTD_STORE_DATA
(#GET_EUICC_CHALLENGE)

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>

e <EUICC_CHALLENGE>

e <S_SMDP_CHALLENGE>

3 e <S_SMDP_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DPpb_ECDSA (instead of #CERT_S_SM_DPauth_ECDSA)
leading to the same Root ClI certificate

S_LPAd —
euiCC

#R_AUTH_SERVER_INV_OID RQ26_005

_ RQ26_006

SW = 0x9000 RO31 052

OR RQ45_006
#R_AUTH_SERVER_INV_CERT RQ45_026_1

RQ45_026

MTD_STORE_DATA_SCRIPT | SW = 0x9000 RQ45 028

(#AUTH_SMDP_INV_OID) RQ45_030

* Verify that the RQ57_096

<S_TRANSACTION_ID> presentin | RQ57 100
the AuthenticateResponseError is RQ57_105
the same as in RQ57_107
#AUTH_SMDP_INV_OID. RQ26_010

Test Sequence #07 Error: No RSP session on-going

Initial Conditions
Entity Description of the initial state
No RSP session is on-going (i.e. no ES10b.getEUICCChallenge has been
eUICC
sent to the eUICC).
Step ‘ Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd —» | MTD_STORE_DATA #R_EUICC_INFO1
euicC (#GET_EUICC_INFO1) SW = 0x9000

The following inputs are required for Step 3 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>

e #S_EUICC_CHALLENGE

5 e <S SMDP_CHALLENGE>

e <S SMDP_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DPauth_ECDSA leading to the same Root ClI certificate
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#R_AUTH_SERVER_NO_SESSION | RQ26_005
~ RQ26_006
S LPAG_, | MTD_STORE DATA SCRIPT SW = 0x9000 RQ31_052
3 cUICC (#AUTH_SMDP_INV_CHALLE [ The transactionld returned in the RQ57_094
NGE) response SHALL not be checked RQ57_100
(any value SHALL be accepted) RQ57_105
RQ57_107
4.2.18.2.5 TC_eUICC_ES10b.AuthenticateServer_SM-DS_BRP
Test Sequence #01 Nominal: With EventID in CtxParams1
Step ‘ Direction Sequence / Description Expected result N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIG
1 S LPAd —» | MTD_STORE_DATA NING> and
eulCC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_VER
IFICATION> from response data and
verify if they contain at least one
same GSMA CI Key ID based on
BrainpoolP256r1 curve
#R_CHALLENGE
S LPAd — | MTD_STORE_DATA _
2 euicC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S SMDS_CHALLENGE>
e <S SMDS_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID based on BrainpoolP256r1 curve
e Choose the #CERT_S_SM_DSauth_ECDSA leading to the same Root Cl certificate
RQ24_008
#R_AUTHENTICATE_SMDS RQ26_005
RQ26_006
SW = 0x9000 R826—008
RQ26_012
« Verify the RQ26_013
<EUICC_SIGNATURE1> using ngg_ggj
S LPAd — | MTD_STORE_DATA_SCRIPT( | the #PK_EUICC_ECDSA RQ31—025
4 oA « Verify that the Q31 |
e #AUTHENTICATE_SMDS) <S_TRANSACTION_ID> present | RQ31_078
in the euiccSignedl is the same RQ43_002
as in #AUTHENTICATE_SMDS. | RQ45_006
* Verify that the RQ45_026
<S_SMDS_CHALLENGE> present | RQ45_026_1
in the euiccSignedl is the same RQ57_094
as in #AUTHENTICATE_SMDS | RQ27_095
RQ57_096
RQ57_097
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RQ57_098
RQ57_099
RQ57_101
RQ57_102
RQ57_103
RQ57_104
RQ57_105
RQ57_106
RQ57_107
RQ57_108
RQ31_046
RQ31_047
RQ31_048
RQ31_049
RQ31_050
RQ31_051
RQ31_053
RQ31_054
RQ31_055
RQ26_029

Test Sequence #02 Nominal: With IMEI and EventID in Device Capabilities

Sequence /
Description

Step Direction

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

#R_EUICC_INFO1
SW = 0x9000

Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIG
S_LPAd —» | MTD_STORE_DATA NING>and - -
evicC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST_FOR_VE
RIFICATION> from response data
and verify if they contain at least one
same GSMA CI Key ID based on
BrainpoolP256r1 curve

MTD_STORE_DATA #R_CHALLENGE
(#GET_EUICC_CHALLENG | SW = 0x9000

E) Extract the <EUICC_CHALLENGE>

S_LPAd —
euICC

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S TRANSACTION_ID>

e <EUICC_CHALLENGE>

3 e <S_SMDS_CHALLENGE>

e+ <S_SMDS_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID based on BrainpoolP256r1 curve
e Choose the #CERT_S_SM_DSauth_ECDSA leading to the same Root Cl certificate

#R_AUTH_SMDS_IMEI RQ24 008

MTD_STORE_DATA_SCRI | sw = 0x9000 RQ26_005

4 S LPAd — PT( RQ26_006
eUlCC RQ26_008
#AUTH_SMDS_IMEI) * Verify the <EUICC_SIGNATURE1> | RQ26_012

using the #PK_EUICC_ECDSA RQ26_013
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« Verify that the RQ26_029
<S_TRANSACTION_ID> present in RQ26_034
the euiccSignedl is the same as RQ31_025
in #AUTH_SMDS_IMEI RQ31_078
* Verify that the RQ43_002
<S_SMDS_CHALLENGE> present RQ45_006
in the euiccSignedl is the same RQ45_026
as in #AUTH_SMDS_IMEI RQ45_026_1
RQ57_094
RQ57_095
RQ57_096
RQ57_097
RQ57_098
RQ57_099
RQ57_101
RQ57_102
RQ57_103
RQ57_104
RQ57_105
RQ57_106
RQ57_107
RQ57_108
RQ31_046
RQ31_047
RQ31_048
RQ31_049
RQ31_050
RQ31 051
RQ31_053
RQ31_054
RQ31_055
RQ26_029

421826 TC_eUICC_ES10b.AuthenticateServer_SM-DS_NIST

Test Sequence #01 Nominal: With EventID in CtxParams1

Step ‘ Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
SW = 0x9000
Extract the
<EUICC_CI_PK_ID_LIST_FOR_SIG
1 S LPAd —» | MTD_STORE_DATA NING>and RQ36_017
eviCcC (#GET_EUICC_INFO1) <EUICC_CI_PK_ID_LIST FOR_VE
RIFICATION> from response data
and verify if they contain at least one
same GSMA CI Key ID based on
NIST P-256 curve
#R_CHALLENGE
S LPAd —» | MTD_STORE_DATA B
2 euICcC (#GET_EUICC_CHALLENGE) | SW = 0x9000 RQ36_017
Extract the <EUICC_CHALLENGE>
3 The following inputs are required for Step 4 as described in the InitiateAuthentication function:
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e <S_TRANSACTION_ID>
e <EUICC_CHALLENGE>
e <S_SMDS_CHALLENGE>
e <S_SMDS_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DSauth_ECDSA leading to the same Root Cl certificate
RQ24_008
RQ26_005
RQ26_006
RQ26_008
RQ26_012
RQ26_013
RQ26_029
RQ26_034
RQ31_025
RQ31_078
RQ43_002
RQ45_006
#R_AUTHENTICATE_SMDS RQ45_026
= - RQ45_026
SW = 0x9000 1
RQ57_094
* Verify the 282;—832
<EUICC_SIGNATURE1> using the -
MTD_STORE_DATA_SCRIPT | #PK EUICC ECDSA RQ57_097
S LPAd — ( « Verify that th RQ57_098
4 evuicC enty that the | RQ57_099
#AUTHENT|CATE_SMDS) <S_TRANSACTION_ID> present in RQ57_101
the euiccSignedl is the same as RQ57_102
in #AUTHENTICATE_SMDS. .
) - RQ57_103
* Verify that the RO57 104
<S_SMDS_CHALLENGE> present RQ57_105
in the euiccSignedl is the same RQ57_106
as in #AUTHENTICATE_SMDS RQ57_107
RQ57_108
RQ31_046
RQ31_047
RQ31_048
RQ31_049
RQ31_050
RQ31_051
RQ31_053
RQ31_054
RQ31_055
RQ26_029
RQ36_017
Test Sequence #02 Nominal: With IMEI and EventID in Device Capabilities
Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL _CHANNEL_AND_SELECT_ISDR
#R_EUICC_INFO1
S_LPAd — | MTD_STORE_DATA SW = 0x9000
L eUICC (#GET_EUICC_INFO1) RQ36_017
Extract the
<EUICC_CI_PK_ID_LIST_FOR_S
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IGNING> and
<EUICC_CI_PK_ID_LIST_FOR_V
ERIFICATION> from response
data and verify if they contain at
least one same GSMA CI Key ID
based on NIST P-256 curve
#R_CHALLENGE
S LPAd —» | MTD_STORE_DATA SW = 0x9000
2 eUlCC (#GET_EUICC_CHALLENGE) | £ytract the RQ36_017
<EUICC_CHALLENGE>
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e <EUICC_CHALLENGE>
3 e <S_SMDS_CHALLENGE>
e <S SMDS_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID based on NIST P-256 curve
e Choose the #CERT_S_SM_DSauth_ECDSA leading to the same Root ClI certificate
RQ24_008
RQ26_005
RQ26_006
RQ26_008
RQ26_012
RQ26_013
RQ26_029
RQ26_034
RQ31_025
RQ31_078
RQ43_002
#R_AUTH_SMDS_IMEI RQ45_006
RQ45_026
SW = 0x9000 RQ45_026_1
RQ57_094
+Verly the RQs7.0%8
<EUICC_SIGNATUREL1> using RQ57_097
the #PK_EUICC_ECDSA -
S LPAd — | MTD_STORE_DATA_SCRIPT( | « Verify that the EQg;_ggg
4 eUICC #AUTH_SMDS_IMEI) <S_TRANSACTION_ID> present R857_101
in the euiccSignedl is the RQ57_102
same as in #AUTH_SMDS_IMEI RQ57_103
« Verify that the RQ57_104
<S_SMDS_CHALLENGE> -

. , , . RQ57_105
present in the euiccSignedl is RQ57_106
the same as in RQ57:107
#AUTH_SMDS_IMEI RQ57 108

RQ31_046
RQ31_047
RQ31_048
RQ31_049
RQ31_050
RQ31_051
RQ31_053
RQ31_054
RQ31_055
RQ26_029
RQ36_017
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4.2.18.2.7 TC_eUICC_ES10b.AuthenticateServer_SM-DS_FRP
This test case is defined as FFS and not applicable for this version of test specification.

421828 TC_eUICC_ES10b.AuthenticateServer_SM-DS_ErrorCases

Test Sequence #01 Error: With Incorrect SM-DSauth certificate (i.e. invalid signature)

Direction | Sequence / Description Expected result

IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR

L S LPAd— | MTD_STORE_DATA #R_EUICC_INFO1
eUICC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE
S LPAd— | MTD_STORE_DATA i
2 eUICC (#GET_EUICC_CHALLENGE) | SW = 0x9000
Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>

e <EUICC_CHALLENGE>

3 e <S_SMDS_CHALLENGE>

e <S_SMDS_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DSauth_INV_SIGN leading to the same Root ClI certificate

#R_AUTH_SERVER_INV_CERT

SW = 0x9000 RQ45_028
RQ57_100
. S LPAd— | MTD_STORE_DATA_SCRIPT( | * Verify that the Eggi—ggé
<S_TRANSACTION_ID> present in -
euvicC #AUTH_SMDS_INV_CERT) | >~ > p RO57_105
AuthenticateResponseError is RQ57_107
the same as in RQ26_010
#AUTH_SMDS_INV_CERT.
Test Sequence #02 Error: With Invalid SM-DS Signature
Step ‘ Direction Sequence / Description ‘ Expected result REQ ‘
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd —» | MTD_STORE_DATA #R_EUICC_INFO1
eulcC (#GET_EUICC_INFO1) SW = 0x9000

#R_CHALLENGE
SW = 0x9000
Extract the <EUICC_CHALLENGE>

S LPAd — | MTD_STORE_DATA
euICC (#GET_EUICC_CHALLENGE)

The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S_TRANSACTION_ID>
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e <EUICC_CHALLENGE>

e <S_SMDS_CHALLENGE>

e <S_SMDS_SIGNATURE1> NOT computed with the #SK_S_SM_DSauth_ECDSA but SHALL
have the same length as for a valid signature

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DSauth_ECDSA leading to the same Root CI certificate

#R_AUTH_SERVER_INV_SIGN

SW = 0x9000 RQ57_100

RQ31_052

S LPAd — l(\/ITD_STORE_DATA_SCRIPT « Verify that the RQ57_097

4 eulCC <S_TRANSACTION_ID> present in RQ57_105
#AUTHENTICATE_SMDS) the RQ57_107
AuthenticateResponseError is RQ31_049

RQ26_010

the same as in
#AUTHENTICATE_SMDS

Test Sequence #03 Error: Unsupported Curve

Step ‘ Direction ‘ Sequence / Description ‘ Expected result ‘ REQ

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S LPAd — MTD_STORE_DATA #R_EUICC_INFO1
eUICC (#GET_EUICC_INFOL1) SW = 0x9000
#R_CHALLENGE
S LPAd — MTD_STORE_DATA _
2 eUICC (#GET_EUICC_CHALLENGE) SW = 0x9000
Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S TRANSACTION_ID>

e <EUICC_CHALLENGE>

3 e <S_SMDS_CHALLENGE>

¢ <RANDOM_SM_DS_SIGN>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

o #CERT_S_SM_DSauth_INV_CURVE

#R_AUTH_SERVER_INV_CURV

SW = 0x9000

RQ57_100

4 S LPAd — MTD_STORE_DATA_SCRIPT | ¢ Verify that the _ EQ%—%E
eUlCC (#AUTH_SMDS_INV_CURV) <S_TRANSACTION_ID> present in Q57_

the RQ57_107

RQ26_010

AuthenticateResponseError is
the same as in
#AUTH_SMDS_INV_CURV.
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Test Sequence #04 Error: eUICC Challenge Mismatch

Step ‘ Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eUlCC (#GET_EUICC_INFO1) SW = 0x9000
) S LPAd — | MTD_STORE_DATA #R_CHALLENGE
eUlCC (#GET_EUICC_CHALLENGE) SW = 0x9000
The following inputs are required for Step 4 as described in the InitiateAuthentication function:
e <S TRANSACTION_ID>
e #S EUICC_CHALLENGE considered as different from <EUICC_CHALLENGE>
3 e <S _SMDS_CHALLENGE>
e <S SMDS_SIGNATURE1>
e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>
e Choose the #CERT_S_SM_DSauth_ECDSA leading to the same Root CI certificate
#R_AUTH_SERVER_INV_CH
ALLENGE
SW = 0x9000 RQ57_100
RQ31_052
. S_LPAd— | MTD_STORE_DATA_SCRIPT ( « Verify that the 282;*282
evicc #AUTH_SMDS_INV_CHALLENGE) | <S_TRANSACTION_ID> RO57 107
present in the -
AuthenticateResponseEr RQ31_050
ror is the same as in RQ26_010
#AUTH_SMDS_INV_CHALLE
NGE.

Test Sequence #05 Error: Unknown CI PK

Step ‘ Direction | Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

1 S LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
euICC (#GET_EUICC_INFO1) SW = 0x9000
#R_CHALLENGE
S LPAd — | MTD_STORE_DATA ~
2 euiCC (#GET_EUICC_CHALLENGE) | >V = 0x9000
Extract the <EUICC_CHALLENGE>

The following inputs are required for Step 4 as described in the InitiateAuthentication function:

e <S_TRANSACTION_ID>

e <EUICC_CHALLENGE>

3 e <S_SMDS_CHALLENGE>

e <S SMDS SIGNATURE1l>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to a Cl Key ID not present in the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING> (a random SubjectKeyldentifier can be used)
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e Choose the #CERT_S_SM_DSauth_ECDSA leading to the CI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_VERIFICATION>

#R_AUTH_SERVER_INV_CI RQ26_029

_ RQ45_028

SW = 0x9000 RQ57 100

RQ31_052

4 S LPAd — | MTD_STORE_DATA_SCRIPT | * Verify that the _ RQ57_099

euiCcC (#AUTHENTICATE_SMDS) <S_TRANSACTION_ID> presentin | RQ57 105

the RQ57_107

AuthenticateResponseError IS RQ31_051

the same as in RQ31_048

#AUTHENTICATE_SMDS. RQ26_010

Test Sequence #06 Error: No RSP session on-going

Initial Conditions

Entity Description of the initial state

No RSP session is on-going (i.e. no ES10b.getEUICCChallenge has been
eUiCC

sent to the eUICC).
Step Direction Sequence / Description Expected result REQ

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Ic2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

S_LPAd — | MTD_STORE_DATA #R_EUICC_INFO1
eulCC (#GET_EUICC_INFO1) SW = 0x9000

The following inputs are required for Step 3 as described in the InitiateAuthentication function:

e <S TRANSACTION_ID>

e #S EUICC_CHALLENGE

2 e <S SMDS_CHALLENGE>

e <S SMDS_SIGNATURE1>

e Setthe <EUICC_CI_PK_ID_TO_BE_USED> to the ClI Key ID in highest priority from the
<EUICC_CI_PK_ID_LIST_FOR_SIGNING>

e Choose the #CERT_S_SM_DSauth_ECDSA leading to the same Root CI certificate

#R_AUTH_SERVER_NO_SESSI

ON
MTD_STORE_DATA_SCRIPT( EQ5§,108
S LPAd — SW = 0x9000 Q31_05
3 — . . RQ57_094
euicC #AUTH_SMDS_INV_CHALLEN The transactionld returned in the RO57 105
GE) response SHALL not be checked -

RQ57_107
(any value SHALL be accepted)

4.2.19 ES10b (LPA -- eUICC): CancelSession

4.2.19.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]

Requirements
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e RQ26_034, RQ26_035

e RQ31_099, RQ31_101, RQ31_114, RQ31_115 RQ31_116, RQ31_ 117, RQ31_160,
RQ31_162_1, RQ31_188 1

e RQ57_041 1, RQ57_109, RQ57_110, RQ57_111, RQ57_113, RQ57_114,
RQ57_115, RQ57_116

4.219.2 Test Cases

4219.21 TC_eUICC_ES10b.CancelSessionNIST

General Initial Conditions

Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL1 is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been

initialized and the S_LPAd has selected the ISD-R.

Common Mutual Authentication procedure has been successfully

executed between the eUICC and the S_SM-DP+ (i.e. the response

eUICC has been sent by the eUICC for ES10b.AuthenticateServer)

o#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC

ethe same GSMA CI based on NIST P-256 curve has been chosen
for signing and for verification

Test Sequence #01 Nominal: End User Rejection

Ste , , .
Direction Sequence / Description Expected result REQ
RQ31_114
#R_CANCEL_SESSION_REJ RQ31_115
SW = 0x9000 RQ31_116
RQ31_117
The <EUICC_CS_SIGNATURE>
ool RQ57_110
L S LPAd — | MTD_STORE_DATA( SHALL be verified with the RQ57 111
eulCC #CANCEL_SESSION_REJECT) #PK_EUICC_ECDSA. RQ57_114
Verify that the RQ57_115
<S_TRANSACTION_ID> present | RQ57_116
in the response is the same as in RQ26_034
#CANCEL_SESSION_REJECT RQ26_035
RQ31_160
2 PROC_VERIFY_SESSION_IS_CANCELLED RQ57_113

Test Sequence #02 Nominal: End User Postponed

Direction | Sequence / Description Expected result
#R_CANCEL_SESSION_POSTP RQ31_114
S LPAd MTD_STORE_DATA( R _ _ RO31 115
1 #CANCEL_SESSION_POSTPO RQ31_116
eulCC —
NED) SW = 0x9000 RQ31_117
RQ57_110
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The <EUICC_CS_SIGNATURE> RQ57_111

SHALL be verified with the RQ57_114
#PK_EUICC_ECDSA. RQ57_115
Verify that the RQ57_116

<S_TRANSACTION_ID> present | RQ26_034
in the response is the same as in RQ26_035
#CANCEL_SESSION_POSTPON | RQ31_160
ED

2 PROC_VERIFY_SESSION_IS_CANCELLED RQ57_113

Test Sequence #03 Nominal: Timeout

The RSP session is delayed because the End User does not confirm the download of the
Profile within the timeout interval defined by the LPAd.

, , Sequence /
Step  Direction d L Expected result
Description

RQ31 114

#R_CANCEL_SESSION_TIMEOUT | o oai =)

SW = 0x9000 RQ31_116

MTD_STORE_DATA( The <EUICC_CS_SIGNATURE> RQ31_117

S LPAd o SHALL be verified with the RQ57_110

L 2 RQ57_111
euiCC H#CANCEL_SESSION_TIMEO | #PK_EVICC_ECDSA. R857_114

uT) Verify that the RQ57_115

<S_TRANSACTION_ID> presentin | o576

the response is the same as in RQ26_034

#CANCEL_SESSION_TIMEOUT RO26_035

2 PROC_VERIFY_SESSION_IS_CANCELLED RQ57_113

Test Sequence #04 Nominal: PPR not allowed

The RSP session is terminated because the LPAd detected that PPR(s) set in the Profile
Metadata is/are not allowed.

Ste . . .
. Direction | Sequence / Description Expected result

RQ31_114

RQ31_115

#R_CANCEL_SESSION_PPR RO31 116

SW = 0x9000 RQ31_117

The <EUICC_CS_SIGNATURE> | RQ57_110

) S_LPAd — | MTD_STORE_DATA( SHALL be verified with the ig?;—ﬂi
euICC #CANCEL_SESSION_PPR) #PK_EUICC_ECDSA. RQ57_115

Verify that the RQ57_116

<S_TRANSACTION_ID> present RQ26_034

in the response is the same as in RQ26_035

#CANCEL_SESSION_PPR RQ31_099

RQ31_101

2 PROC_VERIFY_SESSION_IS_CANCELLED RQ57_113
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Test Sequence #05 Nominal: Metadata Mismatch

The RSP session is terminated because the LPAd detected that the Profile Metadata in the
response to "ES9+.AuthenticateClient" does not match the Profile Metadata in the Bound
Profile Package.

Initial Conditions

Entity Description of the initial condition

Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+
euUlCC (i.e. the response has been sent by the eUICC for
ES10b.PrepareDownload)

e #PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Direction Sequence / Description Expected result

ZE?KCANCEL_SESSION_METAD RQ31 114
RQ31_115
SW = 0x9000 RQ31 116
The <EUICC_CS_SIGNATURE> | RQ31_117
S LPAd | MTP-STOREDATA( SHALL be verified with the RQ57_110
1 eUICC #CANCEL_SESSION_METAD | #PK_EUICC_ECDSA. RQ57_111
ATA) Verify that the Egg;—ﬂg
<S_TRANSACTION_ID> present RO57 116
in the response is the same as in RQ26_034
iCANCEL_SESSION_METADAT RQ26:035
2 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
3 #CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)
Split the <BPP> into several segments arrays named:
e <BPP_SEG_INIT>
4 e <BPP_SEG_A0>
e <BPP_SEG _Al>
e <BPP_SEG_A3>
MTD_STORE_DATA_SCRIPT
5 S_LPAd — - - (1 sw=0x6985 or 0x6A88 RQ57_113
eUlCC <BPP_SEG_INIT>) RQ57_041_1
6 PROC_VERIFY_SESSION_IS_CANCELLED RQ57 113

Test Sequence #06 Nominal: BPP Parsing Error

The RSP session is terminated because the LPAd has encountered an error while parsing
the Bound Profile Package received from the SM-DP+.
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Initial Conditions

Entity Description of the initial condition
Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_ SM-DP+
eUICC (i.e. the response has been sent by the eUICC for

ES10b.PrepareDownload)
o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Step Direction Sequence / Description Expected result REQ
#R_CANCEL_SESSION_LOAD_ | RQ31_114
BPP RQ31_115
SW = 0x9000 RQ31_116
RQ31_117
The <EUICC_CS_SIGNATURE> | Ros7 110
s LPAd » | MTD_STORE_DATA( SHALL be verified with the RO57 111
1 eUICC #CANCEL_SESSION_LOAD_ | #PK_EUICC_ECDSA. RO57 114
BPP) Verify that the RQ57_115
<S_TRANSACTION_ID> present | RQ57_116
in the response is the same as in RQ26_034
#CANCEL_SESSION_LOAD_BP | RQ26_035
P RQ31_162_1
2 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>
<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
3 #CONF_ISDP_PROF1,

#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

Split the <BPP> into several segments arrays hamed:

e <BPP_SEG_INIT>
4 e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

S LPAd — | MTD_STORE_DATA_SCRIPT(

5 — SW=0x6985 or 0x6A88 RQ57 113
euiCC <BPP_SEG_INIT>)

6 PROC_VERIFY_SESSION_IS_CANCELLED RQ57 113

Test Sequence #07 Nominal: Load BPP Execution Error

The RSP session is terminated because the LPAd has encountered an error while installing
the Bound Profile Package received from the SM-DP+.

Initial Conditions
Entity Description of the initial condition
eUICC Sub-procedure Profile Download and Installation — End User Confirmation
has been successfully executed between the eUICC and the S_SM-DP+
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(i.e. the response has been sent by the eUICC for
ES10b.PrepareDownload)

o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

Direction | Sequence / Description Expected result

IC1 Generate the <OTPK_S_SM_DP+_ECKA> and <OT_SK_S_SM_DP+_ECKA>

<BPP> = MTD_GENERATE_BPP(
#S_INIT_SC_PROF1,
#CONF_ISDP_PROF1,
#METADATA_OP_PROF1,
NO_PARAM,
#UPP_OP_PROF1)

IC2

Split the <BPP> into several segments arrays named:

e <BPP_SEG_INIT>
IC3 e <BPP_SEG_A0>
e <BPP_SEG_Al>
e <BPP_SEG_A3>

IC4 cUICC data for all STORE DATA
<BPP_SEG_INIT>) commands
RQ31 114
#R_CANCEL_SESSION_LOAD_ B —
PP_C CEL_SESSION_LOAD_ RO31 115
RQ31_116
SW = 0x9000 RQ31 117
MTD_STORE_DATA( The <EUICC_CS_SIGNATURE> | RQ57_110
S_LPAd — SHALL be verified with the RQ57_111
! euiCC #CANCEL_SESSION_LOAD_ | #PK_EUICC_ECDSA. RQe7_114
_ _ _ ) RQ57 115
BPP) Verify that the RO57 116
<S_TRANSACTION_ID> present RO31 188 1
in the response is the same as in RQ26_034_
ﬁCANCEL_SESSION_LOAD_BP RO26 035
RQ31 162 1
S LPAd — | MTD_STORE_DATA_SCRIPT(
2 = SW=0x6985 or Ox6A88 RQ57_113
eulCC <BPP_SEG_A0)
3 PROC_VERIFY_SESSION_IS_CANCELLED RQ57 113

Test Sequence #08 Nominal: Undefined Reason

. : Sequence /
Direction d . Expected result
Description
RQ31_114
#R_CANCEL_SESSION_UNDEF -
MTD_STORE_DATA( svv_— 0 9000— - RQ31_115
1 S_LPAd — - EQgi_ﬁg
eUlCC #CANCEL_SESSION_UNDE The <EU|CC_.C?S_S|.GNATURE> Q31_
A SHALL be verified with the RQ57_110
#PK_EUICC_ECDSA. RQ57_111
RQ57_114
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Verify that the RQ57_115
<S_TRANSACTION_ID> present in RQ57_116
the response is the same as in RQ26_034
#CANCEL_SESSION_UNDEF RQ26_035
2 PROC_VERIFY_SESSION_IS_CANCELLED RQ57_113

4.219.2.2 TC_eUICC_ES10b.CancelSessionBRP

In these test sequences, once the RSP session has been cancelled, verifications are
performed in order to check that it is neither possible to execute the Download Confirmation
procedure nor to execute the Common Mutual Authentication procedure by referring to the
cancelled TransactionID.

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL1 is not loaded on the eUICC.

The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.
Common Mutual Authentication procedure has been successfully
executed between the eUICC and the S_SM-DP+
o#GET_EUICC_INFOL1, #GET_EUICC_CHALLENGE and
#AUTHENTICATE_SMDP have been sent to the eUICC
othe same GSMA CI based on BrainpoolP256r1 curve has been
chosen for signing and for verification

eulCC

Test Sequence #01 Nominal: End User Rejection

This test sequence SHALL be the same as the Test Sequence #01 defined in section
4.2.19.2.1 — TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #02 Nominal: End User Postponed

This test sequence SHALL be the same as the Test Sequence #02 defined in section
4.2.19.2.1 - TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #03 Nominal: Timeout

This test sequence SHALL be the same as the Test Sequence #03 defined in section
4.2.19.2.1 - TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #04 Nominal: PPR not allowed

This test sequence SHALL be the same as the Test Sequence #04 defined in section
4.2.19.2.1 - TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.
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Test Sequence #05 Nominal: Metadata Mismatch

Initial Conditions

Entity Description of the initial state

Sub-procedure Profile Download and Installation — End User Confirmation
evlCC has been successfully executed between the eUICC and the S_ SM-DP+

o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

This test sequence SHALL be the same as the Test Sequence #05 defined in section
4.2.19.2.1 - TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #06 Nominal: BPP Parsing Error

Initial Conditions

Entity Description of the initial state

Sub-procedure Profile Download and Installation — End User Confirmation
eUICC has been successfully executed between the eUICC and the S_SM-DP+

«#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

This test sequence SHALL be the same as the Test Sequence #06 defined in section
4.2.19.2.1 — TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #07 Nominal: Load BPP Execution Error

Initial Conditions

Entity Description of the initial state

Sub-procedure Profile Download and Installation — End User Confirmation
eUICC has been successfully executed between the eUICC and the S_ SM-DP+

o#PREP_DOWNLOAD_NO_CC has been sent to the eUICC

This test sequence SHALL be the same as the Test Sequence #07 defined in section
4.2.19.2.1 — TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

Test Sequence #08 Nominal: Undefined Reason

This test sequence SHALL be the same as the Test Sequence #08 defined in section
4.2.19.2.1 - TC_eUICC_ES10b.CancelSessionNIST except that all keys and certificates
SHALL be based on BrainpoolP256r1.

4.219.23 TC_eUICC_ES10b.CancelSessionFRP
This test case is defined as FFS and not applicable for this version of test specification.

V1.11 Page 193 of 877



GSM Association

Official Document SGP.23 - RSP Test Specification v1.11

Non-confidential

4.2.19.2.4 TC_eUICC_ES10b.CancelSession_ErrorCase

Test Sequence #01 Error: No on-going RSP session

On receiving a CancelSession request whereas there is no on-going RSP session, the
eUICC SHALL return an error code.

Initial Conditions

Entity

Description of the initial condition

eUICC

procedure has been executed).

No RSP session is on-going (i.e. no Common Mutual Authentication

Step ‘ Direction ‘ Sequence / Description Expected result N=0)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( #R_CANCEL_SESSION_INV_T | RO57 109
S_LPAd — RANS ID -
1 #CANCEL_SESSION_INV_TRANS — RQ57_114
euiCcC
_ID) SW = 0x9000 RQ57_115

Test Sequence #02 Error: Invalid Transaction ID

On receiving a CancelSession request with a TransactionlD different from the on-going one,
the eUICC SHALL not discard the current RSP session and return an error code.

Initial Conditions

#AUTHENTICATE_SMDP have been sent to the eUICC
sthe same GSMA CI has been chosen for signing and for verification

Entity Description of the initial condition
The communication between the S_Device and the eUICC has been
initialized and the S_LPAd has selected the ISD-R.

eUlCC o#GET_EUICC_INFO1, #GET_EUICC_CHALLENGE and

Step ‘ Direction ‘ Sequence / Description Expected result REQ
MTD_STORE_DATA( #R_CANCEL_SESSION_INV_T
S_LPAd — RQ57_109
1 cUICC #CANCEL_SESSION_INV_TRANS_| | RANS_ID RQ57_114
D) SW = 0x9000 RQ57_115
#R_PREP_DOWNLOAD NO_C
S LPAd —» | MTD_STORE_DATA_SCRIPT( c
2 f—
euvicc #PREP_DOWNLOAD_NO_CC) SW=0x9000
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4.2.20 ES10c (LPA -- eUICC): GetProfilesinfo

4.2.20.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ24_029

e RQ32_057

e RQ31_183

e RQ57_117, RQ57_118, RQ57_119, RQ57_120, RQ57_121, RQ57_122, RQ57_123,
RQ57_124, RQ57_125, RQ57_126

4.2.20.2 Test Cases

4.2.20.21 TC_eUICC_ES10c.GetProfilesinfo

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL1 has been installed on the eUICC.

eUICC The PROFILE_OPERATIONALZ2 has been installed on the eUICC.

eUICC The PROFILE_OPERATIONAL3 has been installed on the eUICC.

eUICC The PROFILE_OPERATIONALL is Enabled.

cUICC The Nickname of PROFILE_QPERATIONALl and
PROFILE_OPERATIONALZ2 is empty.

cUICC The Nickname of the PROFILE_OPERATIONALS3 is equal to

#NICKNAMES.

Test Sequence #01 Nominal: Get All Profiles

Step Direction ‘Sequence/Description Expected result REQ

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response
ProfileInfoListResponse::=
profilelnfoListOk: { Egg?—gi’;
#PROFILE_INFOL1, RQ57_118
1 S_LPAd — MTD_STORE_DATA #PROFILE_INFO2, RQ57_119
euICC (#GET_PROFILES_INFO_ALL) #PROFILE INFO3 RO57 123
} RQ24_029
RQ31_183
SW = 0x9000
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Test Sequence #02 Nominal: Get Profile by ICCID

Non-confidential

Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
MTD_STORE_DATA i i o=
o sl LA
L S LPAd — MTD_GET_PROFILE_INFO( P : RQ57 119
evicC #ICCID_OP_PROFL, #PROFILE_INFO1 RQ57_121
} RQ57_123
NO_PARAM))
SW = 0x9000

Test Sequence #03 Nominal: Get Profile by AID

Initial Conditions

Entity

Description of the initial condition

eulCC

The PROFILE_OPERATIONALZ1 corresponds to <ISD_P_AID1>.

Step Direction ‘ Sequence / Description ‘ Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
MTD_STORE_DATA( ProfileInfoListResponse::=
- - profileInfoListOk : { RQ57_117
MTD_GET_PROFILE_INFO -
1 S_LPAd — - - —INFO( #PROFILE_INFOL1 RQ57_119
eUICC NO PARAM, RQ57_121
- } RQ57_123
<ISD_P_AID1>))
SW = 0x9000
Test Sequence #04 Nominal: Get All Operational Profiles
Step ‘ Direction ‘ Sequence / Description Expected result =)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
ProfileInfoListResponse::=
profileInfoListOk: {
RQ57_119
1 S_LPAd — | MTD_STORE_DATA ﬁﬁggg:tg—mggg' RQ57_120
eulcC (#GET_PROFILES_INFO_PROFCLASS) - : RQ57_122
#PROFILE_INFO3
RQ57_123
}
SW = 0x9000
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Test Sequence #05 Nominal: Get Profile ICCID list

Step Direction Sequence / Description Expected result N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT _ISDR
response
ProfileInfoListResponse::=
S LPAg _, | MTD_STORE DATA profileinfoListOk : { RQ57 120
1 UICC (#GET_PROFILES_INFO_TAGLI | #PROFILES_INFO_TAGLIST_ | RQ57_122
ST_ICCID) ICCID RQ57_123
}
SW = 0x9000
Test Sequence #06 Nominal: Get Profile AID list
Step Direction Sequence / Description Expected result N=0)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
ProfileInfoListResponse::=
S LpAd_. | MTD_STORE_DATA profileinfoListOk : { RQ57_120
1 SUICC (#GET_PROFILES_INFO_TAGLI | #PROFILES_INFO_TAGLIST_IS | rRQ57_122
ST_ISDPAID) DPAID RQ57_123
}
SW = 0x9000
Test Sequence #07 Nominal: Get Profile Nickname list
Step Direction ‘ Sequence / Description Expected result =)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
ProfileInfoListResponse::=
profileInfoListOk : {
S LPAd » | MTD_STORE_DATA 282;—1;8
1 cUlCC (#GET_PROFILES_INFO_TAGLIST | #PROFILES_INFO_TAGLIST_P RO57 122
ROFILE_NICKNAME -
_PROFILE_NICKNAME) _ RO57 123
}
SW = 0x9000

Test Sequence #08 Nominal: Get Profile SP Name list

Step Direction

Sequence / Description

Expected result

IC1

PROC_EUICC_INITIALIZATION_SEQUENCE
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IC2

PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR

response
ProfileInfoListResponse::=

profileInfoListOk : {

S LPAd » | MTD_STORE_DATA RQ57_120
1 SUICC (#GET_PROFILES_INFO_TAGLIS | #PROFILES_INFO_TAGLIST_S | RQ57_122
T_SP_NAME) P_NAME RQ57_123
}
SW = 0x9000
Test Sequence #09 Nominal: Get Profile Name list
Step ‘ Direction Sequence / Description ‘ Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
ProfileInfoListResponse::=
S LPAG | MTD_STORE_DATA profilelnfoListOk : { RQ57_120
1 Ry (#GET_PROFILES_INFO_TAGLIS | #PROFILES_INFO_TAGLIST_P | RQ57_122
T_PROFILE_NAME) ROFILE_NAME RQ57_123
}
SW = 0x9000
Test Sequence #10 Nominal: Get Profile Icon list
Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
ProfileInfoListResponse::=
S LPAd— | MTD_STORE DATA profilelnfoListOk : { RQ57_120,
1 SUICC (#GET_PROFILES_INFO_TAGLIS | #PROFILES_INFO_TAGLIST_| | RQ57_122,
T_ICON) CON RQ57_123
}
SW = 0x9000
Test Sequence #11 Nominal: Get Profile Owner list
Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
S LpAg . | MTD_STORE_DATA ProfileInfoListResponse::= 282;_132
1 — (#GET_PROFILES_INFO_TAGLIS | profileInfoListOk : { -
evicc T_PROFILE_OWNER RQ57_123,
- — ) #PROFILES_INFO_TAGLIST_ | RQ57_125
PROFILE_OWNER
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}
SW = 0x9000

Test Sequence #12 Nominal: Get Profile SM-DP+ proprietary data list

Initial Conditions

Entity Description of the initial condition
The PROFILE_OPERATIONALL1 has been installed on the eUICC with
eUICC dpProprietaryData #SMDP_PROP_DATAL1 (i.e. #CONF_ISDP_PROF1
is used during the Profile downloading).

Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response
ProfileInfoListResponse::=

profileInfoListOk : {

s LPAd_, | MTD_STORE_DATA RQ57_120
1 UICC (#GET_PROFILES_INFO_TAGLI | #PROFILES_INFO_TAGLIST SM | RQ57_122
ST_SMDP_PROP_DATA) DP_PROP_DATA RQ57_123
}
SW = 0x9000

Test Sequence #13 Nominal: Get Profile ICCID and State list

Step Direction ‘Sequence/Description Expected result =)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response
ProfileInfoListResponse::=
S LPAJ_, | MTD_STORE DATA profileinfoListOk : { RQ57_120
1 By (#GET_PROFILES_INFO_TAGLIST1 | #PROFILES_INFO_TAGLIST | RQ57_122
) 1 RQ57_123
}
SW = 0x9000

Test Sequence #14 Nominal: Get Profile Nickname and State list

Step ‘ Direction  Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
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response
ProfileInfoListResponse::=
MTD STORE DATA profilelnfoListOk : { RQ57_119
1 S_LPAd (#GET_PROFILES_INFO_TAGLIST | #PROFILES_INFO_TAGLIS RQ57_120
eulCcC 2) T RQ57_122
RQ57_123
}
SW = 0x9000
Test Sequence #15 Nominal: Get Profile Icon and Icon Type list
Step ‘ Direction  Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
ProfileInfoListResponse::=
S LPAG | MTD_STORE DATA profilelnfoListOk : { RQ57_120
1 SUICC (#GET_PROFILES_INFO_TAGLIST | #PROFILES_INFO_TAGLIS | RQ57_122
3) T3 RQ57_123

}
SW = 0x9000

Test Sequence #16 Nominal: Get Profile Icon and State list

Step ‘ Direction | Sequence / Description

PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
ProfileInfoListResponse::=
S_LPAd — | MTD_STORE_DATA profileinfoListOk : { iQSZ—igg
1 eulcC (#GET_PROFILES_INFO_TAGLIST4) | #PROFILES_INFO_TAGLIST4 R827_123
) _
SW = 0x9000
Test Sequence #17 Nominal: Get Operational Profile ICCID and State list
Step Direction Sequence / Description Expected result N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
ProfileInfoListResponse::=
S LPAd — MTD_STORE_DATA profi|e|nf0|_istok : { RQ57_120
1 — (#GET_PROFILES_INFO_OPTAG RQ57_122
euiCcC LIST1) #PROFILES_INFO_TAGLIST1 RO57 123
}
SW = 0x9000
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Test Sequence #18 Nominal: Get Operational Profile Nickname and State list

Step Direction Sequence / Description Expected result N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
ProfileInfoListResponse::=
, , RQ57_119
MTD_STORE_DATA profilelnfoListOk : {
1 S_LPAd — (#GET_PROFILES_INFO_OPTAG RQ57_120
euicC LIST2) - - #PROFILES_INFO_TAGLIST2 | RQ57_122
} RQ57_123
SW = 0x9000
Test Sequence #19 Nominal: Get Operational Profile lcon and Icon type list
Step Direction Sequence / Description Expected result N=0)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
response
ProfileInfoListResponse::=
S LPAd _» | MTD_STORE_DATA profilelnfoListOk : { RQ57_120
1 — (#GET_PROFILES_INFO_OPTAG RQ57_122
eulCcC LIST3) #PROFILES_INFO_TAGLIST3 RO57 123

}
SW = 0x9000

Test Sequence #20 Nominal: Get Operational Profile Icon and State list

Step

Direction

Sequence / Description

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Expected result

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response
ProfileInfoListResponse::=
1 S_LPAd — ?QEIEDETI'SITDORI?)IIE:I_II_DI?ST A|NFo OPTAG profilelnfolListok:{ Egg_gg
eulCcC LIST4) - - #PROFILES_INFO_TAGLIST4 RO57 123
}
SW = 0x9000
Test Sequence #21 Nominal: Get Profile State of the defined Profile
Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA RQ57_120
1 SGILgéd ~ | (#GET_PROFILES_INFO_ICCID_T Leri'[f’if:;foustRes onseri RQ57_122
AGLIST1) ponse:-= RQ57_123
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profileInfoListOk : {
#PROFILES_INFO_ICCID_TA

GLIST1
}
SW = 0x9000

Test Sequence #22 Nominal: Get Profile Icon Type of the defined Profile

Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response
ProfileInfoListResponse::=

MTD_STORE_DATA profilelnfoListOk : { RQ57_120
(#GET_PROFILES_INFO_ICCID_T | #PROFILES_INFO_ICCID_TA | RQ57_122
AGLIST2) GLIST2 RQ57_123
}
SW = 0x9000

S LPAd —
euiCcC

Test Sequence #23 Nominal: Get Profile Class of the defined Profile

Step Direction Sequence /Description Expected result REQ

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

Ic2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response
ProfileInfoListResponse::=
S LPAd— | MTD_STORE DATA profileinfoListOk : { RQ57_120
1 e (#GET_PROFILES_INFO_ICCID_TA | #PROFILES_INFO_ICCID_TA | RQ57_122
GLIST3) GLIST3 RQ57_123
}
SW = 0x9000

Test Sequence #24 Nominal: Get Notification Configuration of the defined Profile

Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response
ProfileInfoListResponse::=

MTD_STORE_DATA profilelnfoListOk : { RQ57_120
(#GET_PROFILES_INFO_ICCID_T | #PROFILES_INFO_ICCID_TAG | RQ57_122
AGLIST4) LIST4 RQ57_123
}

SW = 0x9000

S_LPAd —
euicC
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Test Sequence #25 Nominal: Get Profile Policy Rules of the defined Profile

Step Direction ‘ Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response
ProfileInfoListResponse::=
MTD STORE DATA profilelnfoListOk : { RQ57_120
1 S_LPAd — (#GET_PROFILES_INFO_ICCID_T | #PROFILES_INFO_ICCID_TA RQS57_122
evice AGLIST5) GLIST5 RQS57_123
RQ57_126
}
SW = 0x9000
Test Sequence #26 Nominal: Get empty Profile list. No Profile installed
Initial Conditions
Entity Description of the initial condition
No Profile is loaded on the eUICC
euiCC (this condition overrides the general initial condition defined in this test
case).

Direction Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

response
ProfileInfoListResponse::=
S_LPAd — MTD_STORE_DATA proﬁ|e|nf0|_istok: {
L eUICC (#GET_PROFILES_INFO_ALL) } RQ57_124
SW = 0x9000

4.2.21 ES10c (LPA -- eUICC): EnableProfile

4.2.21.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ24 010

e RQ29 002, RQ29 022

e RQ32_011, RQ32_012, RQ32_016_1, RQ32_016_2, RQ32_016_3, RQ32_017,
RQ32_017_1, RQ32_017_2, RQ32_018_1

e RQ34_015
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e RQ57_127,RQ57_127 1, RQ57_127 2, RQ57 128, RQ57_129, RQ57_130,
RQ57_132, RQ57_132_1, RQ57_133 1, RQ57 133 3, RQ57 134, RQ57_135_1,
RQ57_135_2,RQ57_135_4, RQ57_136, RQ57_137, RQ57_138, RQ57_139,
RQ57_140, RQ57_140 1

4.2.21.2 Test Cases

4.2.21.21 TC_eUICC_ES10c.EnableProfile_Case3

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL1 has been installed on the eUICC.

Test Sequence #01 Nominal: Enable Profile by ISD-P AID and “refreshFlag” set when

Device supports “

UICC Reset”

Initial Conditions

Entity Description of the initial condition
eulCC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONALZ1 corresponds to <ISD_P_AID1>.

Step Direction ‘ Sequence / Description Expected result N=0)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ24_010
MTD_STORE_DATA_Case3( RQ32_011
RQ32_016_1
s Lpag MTD_ENABLE_PROFILE( No response data is RO32 016 2
1 — - NO_PARAM, returned RQ57_ 128
evicc SW=0x91XX RQS57_129
=0X —
<ISD_P_AID1>, RQ57 132
TRUE)) RQ57_133_3
RQ57_138
RQ32_016_3
S_Device o REFRESH Command RQ32_017
2 >eUICC FETCH "X (“UICC Reset”) RQ57_134
RQ57_135_1
3 Repeat IC1 and IC2
RQ24_010
response RQ32—011
MTD_STORE_DATA( ProfileInfoListResponse::= RQ32_016 1
A S_LPAd MTD_GET_PROFILE_INFO( profileinfolistOk : { RQ32_016_2
#PROFILE_INFO1
>euiCC NO PARAM. _| RQ57_128
ISE) P_AID1>)) } RoT e
< >
T SW=0x9000 RQS57_133_3
RQ57_138
S_Device _
5 S eUICG [SELECT_ICCID] SW=0x9000
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S_Device
- eUlCC

[READ_BINARY] with <L>=0x0A

#ICCID_OP_PROF1
SW=0x9000

RQ34_015

Test Sequence #02 Nominal: Enable Profile by ICCID and “refreshFlag” set when
Device supports “UICC Reset”

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONALL1 is Disabled on the eUICC.

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA_Case3( RQ32_011
RQ32_016_1
MTD_ENABLE_PROFILE( No response data is RQ32 016 2
1 S_LPAd — returned RO57 128
eulCC #ICCID_OP_PROF1, Q57_
SW=0x91XX RQ57_129
NO_PARAM, RQ57_133_3
TRUE)) RQ57_138
RQ32_016_3
S Device oo REFRESH Command RQ32 017
2 >eUICC FETCH XX (“UICC Reset") RQ57_134
RQ57_135_1
3 Repeat IC1 and IC2
response RQ32 011
MTD_STORE_DATA( ProfileInfoListResponse:: | RQ32 016 1
S LPAd MTD_GET_PROFILE_INFO( = profilelnfoListOk : { RQ32_016_2
4 SeUlCC #PROFILE_INFO1 RQ>57_128
#ICCID_OP_PROF1, RQ57_129
NO_PARAM)) } RQ57_133 3
SW=0x9000 RQ57_138
S_Device _
5 > aUICC [SELECT_ICCID] SW=0x9000
S Device _ #ICCID_OP_PROF1
6 — READ_BINARY] with <L>=0x0A RQ34_015
> eulcC [ - ] SW=0x9000 QI

Test Sequence #03 Nominal: Enable Profile by ISD-P AID and “refreshFlag” set when
Device supports “eUICC Profile State Change”

Initial Conditions
Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
eUiCC The PROFILE_OPERATIONALZ1 corresponds to <ISD_P_AID1>.
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Direction | Sequence / Description Expected result
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE_eUICCProfileStateChanged
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ24_010
MTD_STORE_DATA_Case3( RQ32 011
MTD_ENABLE_PROFILE( No response data is RQ32_016_1
S_LPAd — RQ32_016_2
1 eUICC NO_PARAM, returned RQ57 128
<ISD_P_AID1>, SW=0x91XX RQ57_129
TRUE)) RQ57_133_3
RQ57_138
RQ32_016_3
S Device REFRESH Command RQ32_017
2 SeUlcC FETCH 'XX' (“eUICC Profile State RQ57 134
change’) RQ57 135 1
3 S_Device =2
eyvICC TERMINAL RESPONSE SW=0x9000
4 Execute IC1 from step 2 to step 4
5 Repeat IC2
RQ24_010
response RO32 011
MTD_STORE_DATA( ProfileInfoListResponse::= R8327016 1
. S LPAd MTD_GET_PROFILE_INFO( profileinfoListOk : { RO32 016 2
>euiCC NO_PARAM, #PROFILE_INFO1 RQ57_128
<ISD_P_AID1>)) } RQ57_129
RQ57_133_3
SW=0x9000 RQ57_138
S Device >
7 eUICC [SELECT_ICCID] SW=0x9000
S Device > #ICCID_OP_PROF1
8 — ; - RQ34_015
eyuICC [READ_BINARY] with <L>=0x0A SW=0x9000

Test Sequence #04 Nominal: Enable Profile by ICCID and “refreshFlag” set when
Device supports “eUICC Profile State Change”

Initial Conditions

Entity Description of the initial condition
eulCC The PROFILE_OPERATIONAL1 is Disabled on the eUICC.

Directio

Step 0 Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_eUICCProfileStateChanged
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IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA_Case3( RQ32_011
RQ32_016_1
MTD_ENABLE_PROFILE( No response data is RQ32_016_2
1 S_LPAd — returned RO57 128
eUICC #/CCID_OP_PROF1, Q57_
SW=0x91XX RQ57_129
NO_PARAM, RQ57 133 3
TRUE)) RQ57_138
S Device REFRESH Command 2823—813—3
2 SeUICC FETCH 'XX E;E;IC‘S)Proflle State RQ57:134
9 RQ57_135_1
3 S_Device | e INAL RESPONSE SW=0x9000
- eUICC -
4 Execute IC1 from step 2 to step 4
5 Repeat IC2
response RQ32_011
MTD_STORE_DATA( ProfileInfoListResponse::= RQ32_016_1
S_LPAd MTD_GET_PROFILE_INFO( profilelnfoListOk : { RQ32_016_2
6 SeUlcC #PROFILE_INFO1 RQ57_128
#ICCID_OP_PROF1, RQ57 129
NO_PARAM)) } RQ57_133 3
SW=0x9000 RQ57_138
S_Device _
7 Seuice | [SELECT_ICCID] SW=0x9000
S Device . #ICCID_OP_PROF1
8 u READ_BINARY] with <L>=0x0A RQ34 015
- eUlCC [ - ] SW=0x9000 Q34

Test Sequence #05 Nominal: Enable Profile by ISD-P AID and “refreshFlag” not set

Initial Conditions
Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is Disabled on the eUICC.
eUiCC The PROFILE_OPERATIONALZ1 corresponds to <ISD_P_AID1>.
Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA_Case3 RQ24 010
- - _Case3( RQ32 011
MTD_ENABLE_PROFILE( No response data is RQ32_017_1
S _LPAd —
1 = returned RQ32 017 2
euice oA SW=0x9000 RQ>7_128
<ISD_P_AID1>, - RQ57_129
FALSE)) RQ57_132
RQ57_132_1
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RQ57_138
RQ57_132 1
S_Device > Toolkit initialization THEN RQ32 018 1
2 euICC [TERMINAL_PROFILE] SW=0x9000 RQ57_135 4
RQ32_011
response RQ32 017 1
MTD_STORE_DATA( ProfileInfoListResponse::= Egg?—g;;—z
5 S_LPAd MTD_GET_PROFILE_INFO( profileinfoListOk : { RQ57_129
#PROFILE_INFO1
>euiCcC NO_PARAM, _ RQ57_132
ISD_P_AID1>)) } RQ57_132_1
<
T SW=0x9000 RQ57_138
RQ57_132 1
RQ24 010
S_Device > -
4 0IcC [SELECT_ICCID] SW=0x9000
i #ICCID_OP_PROF1
5 S_Device 2> | \pEAD BINARY] with <L>=0x0A - - RQ34_015
euiCC SW=0x9000

Test Sequence #06 Nominal: Enable Profile by ICCID and “refreshFlag” not set

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONALZ1 is Disabled on the eUICC.

Step ‘ Direction  Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ32_011
MTD_STORE_DATA_Case3( RQ32 _017_1
RQ32_017_2
MTD_ENABLE_PROFILE( No response data is RQ57 128
1 S_LPAd — returned RO57 129
eUICC #/CCID_OP_PROF1, Q57_
SW=0x9000 RQ57_132
NO_PARAM, RQ57 132 1
FALSE)) RQ57 138
RQ57_132_1
S Device > Toolkit initialization THEN RQ32 018 1
2 euiCcC [TERMINAL_PROFILE] SW=0x9000 RQ57_135_4
RQ32_011
response RQ32_017_1
MTD_STORE_DATA( ProfilelnfoListResponse::= | RQ32 017 2
S _LPAd MTD_GET_PROFILE_INFO( profileInfoListOk : { RQ57_128
3 SeulCC #PROFILE_INFOL1 RQS57_129
#ICCID_OP_PROF1, RQ57_132
NO_PARAM)) } RQ57_132_1
SW=0x9000 RQ57_138
RQ57_132_1
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S_Device > -
4 SUice [SELECT_ICCID] SW=0x9000
. #ICCID_OP_PROF1
5 S_Device = | \rEAD_BINARY] with <L>=0x0A e RQ34_015
eUICC SW=0x9000

Test Sequence #07 Nominal: Enable Profile by ICCID with refreshFLag set while
proactive session is ongoing — catBusy not supported

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.

eUiCC The PROFILE_OPERATIONALZ2 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONALZ is Disabled on the eUICC.

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
i MTD_SEND_SMS_PP
ic3 | S-Deviee -SEND_SMS_PR( SW=0x91XX
— elICC [GET_MNO_SD))
IC4 Do not send FETCH command
MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE( )
S LPAd — No response data is returned
1 — #ICCID_OP_PROF2, RQ32_011
euICC SW=0x91YY
NO_PARAM,
TRUE))
' . RQ32 016 _3
2 i—e%el‘é‘ée FETCH YY" EEE;ESH Command (UICC | p o35 017
RQ57 134
3 Repeat IC1 and IC2
response
ProfileInfoListResponse::=
profileInfoListOK : {
S LPAd — | MTD_STORE_DATA( #PROFILE_INFO1_DISABLED
4 — - - RQ32 011
eUICC #GET_PROFILES_INFO_ALL) ’
#PROFILE_INFO2_ENABLED
}
SW=0x9000
S_Device _
5 3 eUICe [SELECT_ICCID] SW=0x9000
S Device _ #ICCID_OP_PROF2
6 = READ_BINARY] with <L>=0x0A RQ34 015
~> euiCcC [ - ) SW=0x9000 e
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Test Sequence #08 Nominal: Enable Profile by ICCID with refreshFLag not set while
proactive session is ongoing — catBusy not supported

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONAL1 is Enabled on the eUICC.

eUiCC The PROFILE_OPERATIONAL?Z2 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONAL?2 is Disabled on the eUICC.

Step | Direction | Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
i MTD_SEND_SMS_PP
icg | S-Device _SEND_SMS_PP( SW=0x91XX
—elICcC [GET_MNO_SD])
IC4 Do not send FETCH command
MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE( \ data is returned
O response aata Is returne
1 S_LPAd — #ICCID_OP_PROF2, P
eulCC SW=0x9000
NO_PARAM,
FALSE))
response
ProfileInfoListResponse::=
profilelnfoListOk : {
5 S_LPAd — | MTD_STORE_DATA( #PROFILE_INFOL_DISABLED, | 035 011
eUICC #GET_PROFILES_INFO_ALL) -
#PROFILE_INFO2_ENABLED
}
SW=0x9000
S_Device -
3 S eUICG [SELECT_ICCID] SW=0x9000
S Device _ #ICCID_OP_PROF2
4 — READ_BINARY] with <L>=0x0A RQ34_015
> eUlCC [ - V] SW=0x9000 o

Test Sequence #09 Nominal: Enable Profile by ICCID with refreshFLag set while
proactive session is ongoing with Terminal Response outstanding — catBusy not
supported

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.

eUiCC The PROFILE_OPERATIONAL?Z2 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONAL?Z is Disabled on the eUICC.
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Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
- MTD_SEND_SMS_PP
ic3 | S-Device - _SMS_PP( SW=0x91XX
— elICC [GET_MNO_SD))
S Devi SMS POR received
evice oo
1 S eUlcC FETCH XX SCP80 response status code
equal to 0x00 — POR OK
MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE(
S_LPAd — No response data returned
2 SUICC #ICCID_OP_PROF2, SW=0x9000 RQ32_011
NO_PARAM,
TRUE))
3 S_Device | rERMINAL RESPONSE SW=0x91YY
. . RQ32_016_3
4 i—e%el‘(’:"ée FETCH 'YY' EE:;ESH Command (UICC | £ 532 017
RQ57_134
5 Repeat IC1 and IC2
response
ProfileInfoListResponse::=
profileInfoListOk : {
5 S_LPAd — | MTD_STORE_DATA( #PROFILE_INFO1_DISABLED, | 3 011
eUICC #GET_PROFILES_INFO_ALL) -
#PROFILE_INFO2_ENABLED
}
SW=0x9000
S_Device _
7 S eUICG [SELECT_ICCID] SW=0x9000
S Device _ #ICCID_OP_PROF2
8 — READ_BINARY] with <L>=0x0A RQ34 015
~> eUICC [ - ] SW=0x9000 Q34

Test Sequence #10 Nominal: Enable Profile by ICCID with refreshFLag not set while
proactive session is ongoing with Terminal Response outstanding — catBusy not
supported

Initial Conditions

Entity Description of the initial condition
eUiCC The PROFILE_OPERATIONAL1 is Enabled on the eUICC.
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eUiCC The PROFILE_OPERATIONAL?Z2 has been installed on the eUICC.
eulCC The PROFILE_OPERATIONAL? is Disabled on the eUICC.

Direction | Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
~ MTD_SEND_SMS_PP
ic3 | S-Device —SEND_SMS_PP( SW=0x91XX
—eUICC [GET_MNO_SD])
S Devi SMS POR received
evice o
1 S eulCC FETCH XX SCP80 response status code
equal to 0x00 — POR OK
MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE( \ data is returned
O response data Is returne
2 S_LPAd — #ICCID_OP_PROF2, P
eulcC SW=0x9000
NO_PARAM,
FALSE))
3 S_Device | e MINAL RESPONSE SW= any value except 91XX
—eVICC - any P
response
ProfileInfoListResponse::=
profilelnfoListOk : {
4 S_LPAd — | MTD_STORE_DATA( #PROFILE_INFO1_DISABLED, | r035 011
eUICC #GET_PROFILES_INFO_ALL) -
#PROFILE_INFO2_ENABLED
}
SW=0x9000
S_Device -
5 S oUICG [SELECT_ICCID] SW=0x9000
S Device _ #ICCID_OP_PROF2
6 — READ_BINARY] with <L>=0x0A RQ34_015
> eUiCC [ - ] SW=0x9000 o
4.2.21.2.2 TC_eUICC_ES10c.EnableProfile_ErrorCases_Case3
General Initial Conditions
Entity Description of the general initial condition
eUICC The PROFILE_OPERATIONALL has been installed on the eUICC.
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Test Sequence #01 Error: Enable Profile by an unknown ISD-P AID

Initial Conditions

Entity Description of the initial condition
eulCC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONALL1 corresponds to <ISD_P_AID1>.
The Operational Profile identified by the ISD-P AID <ISD_P_AIDX> is not
eulCC
loaded.
Directio o
Step Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ32 011
MTD_STORE_DATA_Case3( RQ32_012
RQ32 016 1
MTD_ENABLE_PROFILE( RO57 128
1 | StPAd— RQ57_129
evicC NO_PARAM, SW=0x6A82 Q57_
RQ57_130
<ISD_P_AIDX>,
TRUE)) RQ57_135 2
RQ57_138
RQ57_139
RQ32 011
response RQ32 012
MTD_STORE_DATA( ProfileInfoListResponse::= RQ327016 1
B B profilelnfoListOk : { RO57 128
S LPAd MTD_GET_PROFILE_INFO( Q57_
2 SeulcC #PROFILE_INFO1_DISABLE | RQ57_129
NO_PARAM, D RQ57_130
<ISD_P_AID1>)) RQ57_135 2
} RQ57_138
SW=0x9000 RQ57_139

Test Sequence #02 Error: Enable Profile by an unknown ICCID

Initial Conditions

loaded.

Entity Description of the initial condition
eUlCC The PROFILE_OPERATIONAL1 is Disabled on the eUICC.
euUICC The Operational Profile identified by the ICCID #ICCID_OP_PROFX is not

Step Direction Sequence /Description Expected result
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ32_011
1 esall_géd — | MTD_STORE_DATA_Case3( SW=0xGA82 RO32 012
MTD_ENABLE_PROFILE( RQ32_016_1
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RQ57_128
#ICCID_OP_PROFX, RQ57_129
NO_PARAM, RQ57_130
TRUE)) RQ57_135 2
RQ57_138
RQ57_139
RQ32_011
response RQ32_012
MTD_STORE_DATA( ProfileInfoListResponse::= RQ32_016_1
S LPAd MTD_GET PROFILE_INFO( profileInfoListOk : { RQ57_128
2 | Seulicc #PROFILE_INFO1_DISABLED | RQ57.129
#ICCID_OP_PROF1, RQ57_130
NO_PARAM)) } RQ57 135 2
SW=0x9000 RQ57_138
RQ57_139

Test Sequence #03 Error: Enable Profile (by ISD-P AID) is not possible when this
Operational Profile is in Enabled state

Initial Conditions

Entity Description of the initial condition
eulcC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.
eUICC The PROFILE_OPERATIONALL corresponds to <ISD_P_AID1>.

Step Direction | Sequence / Description Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ32_011
MTD_STORE_DATA_Case3( RQ32_012
MTD_ENABLE_PROFILE( RQ32_016_1
— — RQ57_12
. | S.LPAd— RQ27_12§
eUICC NO_PARAM, SW=0x6985 Q57_
RQ57_130
<ISD_P_AID1>,
TRUE)) RQ57_135_2
RQ57_138
RQ57_140
RQ32_011
response RQ32—012
MTD_STORE_DATA( ProfileInfoListResponse::= RQ32_016_1
, | s.LPad MTD_GET_PROFILE_INFO( profileInfoListOk : { 282;_52
~>euicc NO_PARAM, #PROFILE_INFO1 RO57 130
SW=0x9000 RQ57_138
RQ57_140
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Test Sequence #04 Error: Enable Profile (by ICCID) is not possible when this
Operational Profile is in Enabled state

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL is Enabled on the eUICC.
Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ32_011
MTD_STORE_DATA_Case3( RQ32_012
MTD_ENABLE_PROFILE( RQ32_016_1
S_LPAd — RQ57_128
1 — #/CCID_OP_PROF1, SW=0x6985 RQ57_129
euicC RQ57_130
NO_PARAM, RQ57_135_2
TRUE)) RQ57_138
RQ57_140
RQ32_011
response RQ32 012
MTD_STORE_DATA( ProfileInfoListResponse::= RQ32_016_1
S LPAd MTD_GET_PROFILE_INFO( profilelnfoListOk : { RQ57_128
2 | seuicc #PROFILE_INFO1 RQ57_129
#ICCID_OP_PROF1, RQ57_130
NO_PARAM)) } RQ57_135_2
SW=0x9000 RQ57_138
RQ57_140

Test Sequence #05 Error: Enable Profile (by ISD-P AID) not possible when an
Operational Profile with a PPR1 is loaded

The purpose of this test is to ensure that it is NOT possible to enable an Operational Profile
when there is another Operational Profile Enabled with the Policy Rule “Disabling of this
Profile is not allowed”.

Initial Conditions

Entity Description of the initial condition

No Profile is installed on the eUICC

eulCC (this condition overrides the general initial condition defined in this test
case).

Direction | Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONAL4
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NOTE: The PROFILE_OPERATIONALA4 corresponds to <ISD_P_AID4>

Install PROFILE_OPERATIONAL1
NOTE: The PROFILE_OPERATIONAL1 corresponds to <ISD_P_AID1>

IC4

IC5 Enable PROFILE_OPERATIONAL4

RQ29_002
RQ29 022
RQ32_011
MTD_STORE_DATA_Case3( RQ32 012

MTD_ENABLE_PROFILE( Rggg_glg
RQ32_016_1

1 S_LPAd — NO_PARAM, SW=0x6985 RQ57_127

evice RQ57 128

<ISD_P_AID1>, RGS7 129

TRUE)) RQ57_130
RQ57_135 2

RQ57_138

RQ57_140

RQ29 002
response RQ32_011
ProfilelnfoListResponse::= RQ32_012

i i : RQ32 014
MTD_STORE_DATA( profilelnfoListOk : { R832_016 .

S LPAd #GET_PROFILES_INFO_ALL) #PROFILE_INFO1_DISABLED RQ57 127
SeUlCcC #PROFILE_INFO4_ENABLED | RQ57 128
} RQ57_129
RQ57 130
RQ57 135 2
SW=0x9000 RQ57_138
RQ57 140

Test Sequence #06 Error: Enable Profile (by ICCID) not possible with an Operational
Profile with PPR1 is loaded

The purpose of this test is to ensure that it is NOT possible to enable an Operational Profile
when there is another Operational Profile Enabled with the Policy Rule “Disabling of this
Profile is not allowed”.

Initial Conditions

Entity Description of the initial condition

No Profile is installed on the eUICC

euUlCC (this condition overrides the general initial condition defined in this test
case).

Step Direction | Sequence / Description Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONAL4

IC4 Install PROFILE_OPERATIONAL1
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IC5

Enable PROFILE_OPERATIONAL4

S_LPAd

MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE(
#ICCID_OP_PROF1,

NO_PARAM,

TRUE))

SW=0x6985

RQ29 002
RQ29 022
RQ32_011
RQ32_012
RQ32_014
RQ32_016_
1 RQ57_127
RQ57_128
RQ57_129
RQ57_130
RQ57_135_
2 RQ57_138
RQ57_140

S_LPAd
SeUicC

MTD_STORE_DATA (
#GET_PROFILES_INFO_ALL)

response
ProfileInfoListResponse::=
profileInfoListOk : {

#PROFILE_INFO1_DISABLE
D

#PROFILE_INFO4_ENABLED
}

SW=0x9000

RQ29 002
RQ32_011
RQ32_012
RQ32_014
RQ32_016_
1 RQ57_127
RQ57_128
RQ57_129
RQ57_130
RQ57_135_
2 RQ57_138
RQ57_140

Test Sequence #07 Error: Enable Profile by ISD-P AID without refreshFlag while
proactive session is ongoing — catBusy supported

Initial Conditions

Entity Description of the initial condition

eUiCC The PROFILE_OPERATIONALZ1 is Enabled on the eUICC.

eUiCC The PROFILE_OPERATIONALZ2 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONAL?Z is Disabled on the eUICC.
eUiCC The PROFILE_OPERATIONAL?2 corresponds to <ISD_P_AID2>.

Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
- MTD_SEND_SMS_PP
ic3 | S-Device SEND_SMS_PP( SW=0X91XX
— eUICC [GET_MNO_SD))
IC4 Do not send FETCH command
MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE
1 S_LPAd — _| _ ( SW=0x9300 RQ57_127_1
euiCC NO_PARAM, RQ57_140_1
<ISD_P_AID2>,
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FALSE))
S Devi SMS POR received
evice v
2 SeUlcC FETCH 'XX SCP80 response status code
equal to 0x00 — POR OK
3 S_Device | repMINAL RESPONSE SW=0x9000
- eUICC -
response
ProfileInfoListResponse::=
profileInfoListOk : {
4 S_LPAd — | MTD_STORE_DATA( #PROFILE_INFO1,
euiCcC #GET_PROFILES_INFO_ALL) #PROFILE INFO2
}
SW=0x9000

Test Sequence #08 Error: Enable Profile by ICCID with refreshFLag set while proactive
session is ongoing — catBusy supported

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.

eUICC The PROFILE_OPERATIONAL2 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONAL?Z is Disabled on the eUICC.

Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
- MTD_SEND_SMS_PP

ic3 | S-Device _SEND_SMS_PP( SW=0Xx91XX

—eulicc [GET_MNO_SD])
IC4 Do not send FETCH command

MTD_STORE_DATA_Case3(
MTD_ENABLE_PROFILE(

S_LPAd — _ RQ57_133_1

1 SUICC #ICCID_OP_PROF2, SW=0x9300 RO57 140 1
NO_PARAM,
TRUE))
S Devi SMS POR received
evice oo
2 SeUlCC FETCH "XX SCP80 response status code
equal to 0x00 — POR OK

3 S_Device | rEpMINAL RESPONSE SW=0x9000

> eUiCcC -

response

S_LPAd — | MTD_STORE_DATA( ProfileInfoListResponse::=

4 euicC #GET_PROFILES_INFO_ALL) | ProfileinfoListOk : {
#PROFILE_INFO1,
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}

#PROFILE_INFO2

SW=0x9000

422123 TC_eUICC_ES10c.EnableProfile_Case4

General Initial Conditions

Entity

Description of the general initial condition

eUICC

The PROFILE_OPERATIONALL1 has been installed on the eUICC.

Test Sequence #01 Nominal: Enable Profile by ISD-P AID and “refreshFlag” set when
Device supports “UICC Reset”

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONALL corresponds to <ISD_P_AID1>.

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ24_010
MTD_STORE_DATA( RQ32 011
MTD_ENABLE_PROFILE RQ32_016_1
- —PRO ( #R_ENABLE_PROFILE_ | RQ32 016 2
L S_LPAd — NO_PARAM, oK RQ57 128
euice SW=0x91XX RQ57_129
=0X _
<ISD_P_AID1>, RO57 133 3
TRUE)) RQ57_136
RQ57 137
. RQ32_016_3
2| Sone | reronoc nerREsn Comand | g o
RQ57 134
3 Repeat IC1 and IC2
RQ24_010
response RQ32 011
MTD_STORE_DATA( ProfileInfoListResponse:: | RQ32 016 1
A S_LPAd MTD_GET_PROFILE_INFO( = profilelnfolistOk : { Eg‘g?—%g—z
#PROFILE_INFO1 —
>eulCC NO_PARAM, - RO57_129
<ISD_P_AID1>)) } RQ57 133 3
SW=0x9000 RQ57_136
RQ57_137
S_Device -
5 5 eUICO [SELECT_ICCID] SW=0x9000
S Device ) #ICCID_OP_PROF1
6 — READ_BINARY] with <L>=0x0A RQ34 015
> eUICC [ - v SW=0x9000 Q34
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Test Sequence #02 Nominal: Enable Profile by ICCID and “refreshFlag” set when
Device supports “UICC Reset”

Initial Conditions

Entity
eulCC

Description of the initial condition
The PROFILE_OPERATIONAL1 is Disabled on the eUICC.

Step ‘ Direction ‘ Sequence / Description ‘ Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
MTD_STORE_DATA( RQ32_011
RQ32_016_1
MTD_ENABLE_PROFILE( RQ32 016 _2
1 S _LPAd — #ICCID_OP_PROF1, #R_ENABLE_PROFILE_OK | RQ57 128
eulCC SW=0x91XX RQ57_129
NO_PARAM, RQ57_133 3
RQ57_136
TRUE)) RQ57_137
i ) RQ32_016_3
2 i—e%el‘(’:"ée FETCH XX’ SE:;ESH Command (UICC | 35017
RQ57_134
3 Repeat IC1 and IC2
response RQ32_011
MTD_STORE_DATA( ProfileInfoListResponse::= 5822—812—;
A S_LPAd MTD_GET_PROFILE_INFO( profilelnfoListOk - { RQ57 128
#PROFILE_INFO1
~euicC #ICCID_OP_PROF1, - RQ57_129
NO PAI_:?AM—)) } RQo7_133 3
B SW=0x9000 EQWJ%
Q57_137
S_Device > _
5 Uice [SELECT_ICCID] SW=0x9000
i #/CCID_OP_PROF1
6 S_Device 2 | \nEAD BINARY] with <L>=0x0A - = RQ34_015
euiCC SW=0x9000

Test Sequence #03 Nominal: Enable Profile by ISD-P AID and “refreshFlag” set when

Device supports “eUICC Profile State Change”

Initial Conditions

Entity Description of the initial condition
eulCC The PROFILE_OPERATIONAL1 is Disabled on the eUICC.
eulCC The PROFILE_OPERATIONALZ1 corresponds to <ISD_P_AID1>.

Step  Direction | Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_eUICCProfileStateChanged
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IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ32_011
MTD_STORE_DATA( RQ32_016 1
RQ32_016_2
MTD_ENABLE_PROFILE( #R_ENABLE_PROFILE_O | noey 120
S_LPAd — NO_PARAM, K -
1 RQ57_129
evice SW=0x91XX RQ57_133 3
=X . L
<ISD_P_AID1>, RO57 136
TRUE)) RQ57_137
RQ24_010
S Device REFRESH Command RQ32_016_3
2 SeUIce FETCH 'XX' (“eUICC Profile State RQ32_017
change”) RQ57_134
3 S_Device 2 | 1epMINAL RESPONSE SW=0x9000
eUICC
4 Execute IC1 from step 2 to step 4
5 Repeat IC2
RQ32_011
response RQ32_016_1
MTD_STORE_DATA( ProfileInfoListResponse::= RQ32_016_2
S LPAd MTD_GET_PROFILE_INFO( profilelnfoListOKk : { RQ57_128
6 Seulce #PROFILE_INFO1 RQ57_129
NO_PARAM, RQ57 133 3
<ISD_P_AID1>)) ) RQ57_136
SW=0x9000 RQ57_137
RQ24_010
S Device 2> _
7 S0ICC [SELECT_ICCID] SW=0x9000
i #ICCID_OP_PROF1
8 S_Device 2> | \pEAD BINARY] with <L>=0x0A - = RQ34_015
euICC SW=0x9000

Test Sequence #04 Nominal: Enable Profile by ICCID and “refreshFlag” set when

Device supports “eUICC Profile State Change”

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
Step Direction  Sequence / Description Expected result ‘ N=O)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_eUICCProfileStateChanged
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( RQ32_011
RQ32_016_1
. S LPAd — MTD_ENABLE_PROFILE( #R_ENABLE_PROFILE_OK R832_016_2
eUICC #/CCID_OP_PROFL, SW=0x91XX RQ57 128
RQ57_129
NO_PARAM, RQ57_133 3
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TRUE)) RQ57 136
RQ57 137
S Device REFRESH Command RQ32_016_3
2 Souice FETCH 'XX’ (“eUICC Profile State RQ32_017
change”) RQ57_134
3 S_Device > | repMINAL RESPONSE SW=0x9000
eUlCC
4 Execute IC1 from step 2 to step 4
5 Repeat IC2
response RQ32_011
MTD_STORE_DATA( ProfileInfoListResponse::= 2823—812—;
6 S_LPAd MTD_GET_PROFILE_INFO( profileinfoListOk : { RQ57_128
#PROFILE_INFO1
~euicC #ICCID_OP_PROF1, = RQ57_129
NO_PARAV) } RQ57 133 3
- _ RQ57 136
SW=0x9000 ROST 137
S_Device > -
7 oo [SELECT_ICCID] SW=0x9000
i #ICCID_OP_PROF1
8 S_Device 2> | \pEAD BINARY] with <L>=0x0A - - RQ34 015
eulCC SW=0x9000

Test Sequence #05 Nominal: Enable Profile by ISD-P AID and “refreshFlag” not set

Initial Conditions

Entity Description of the initial condition
eulcC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONALL corresponds to <ISD_P_AID1>.

Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ32_011
MTD_STORE_DATA( RQ32_017_1
RQ32_017 2
MTD_ENABLE_PROFILE( RQ57 128
1 S LPAd — NO PARAM, #R_ENABLE_PROFILE_OK RQ57 129
eUICC h SW=0x9000 RQ57_132
<ISD_P_AID1>, RQ57_136
RQ57_137
FALSE)) RQ57_132 1
RQ24 010
S_Device Toolkit initialization THEN RQ32_018_1
2 - eUIlCC [TERMINAL_PROFILE] SW=0x9000 RQ57_135 4
response RQ32_011
3 Se_eLlJPIf% MTD_STORE_DATA( ProfileinfoListResponse::= RQ32 017 1
MTD_GET_PROFILE_INFO( profileInfoListOk : { RQ32_017_2
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#PROFILE_INFO1 RQ57_128
NO_PARAM, ) RQ57_129
<ISD_P_AID1>)) RQ57_132
SW=0x9000 RQ57 136
RQ57_137
RQ57 132 1
RQ24_010
S_Device -
4 > eUICC [SELECT_ICCID] SW=0x9000
i i #ICCID_OP_PROF1
5 S_Device [REéD_BINARY] with O RQ34 015
- eUICC <L>=0x0A SW=0x9000

Test Sequence #06 Nominal: Enable Profile by ICCID and “refreshFlag” not set

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ32_011
MTD_STORE_DATA( RQ32 017 1
MTD_ENABLE_PROFILE RQ32_017_2
- -PRO ( #R_ENABLE_PROFILE_ RQ57_128
1 S_LPAd — #ICCID_OP_PROF1, OK RQ57 129
eulCcC -
NO PARAM SW=0x9000 RQ57_132
_| , RQ57_136
FALSE)) RQ57_137
RQ57_132_1
S_Device > Toolkit initialization THEN RQ32_018 1
2 eulCC [TERMINAL_PROFILE] SW=0x9000 RQ57_135_4
RQ32_011
response RQ32 017 1
MTD_STORE_DATA( ProfileInfoListResponse::= | RQ32 017 2
S LPAd MTD_GET_PROFILE_INFO( profilelnfoListOk : { RQ57_128
3 SeUICC #PROFILE_INFO1 RQ57_129
#ICCID_OP_PROF1, RQ57_132
NO_PARAM)) } RQ57_136
SW=0x9000 RQ57_137
RQ57_132_1
S_Device > _
4 cUlce [SELECT_ICCID] SW=0x9000
- #ICCID_OP_PROF1
5 S_Device 2 | \nEAD BINARY] with <L>=0x0A - = RQ34_015
euiCC SW=0x9000
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Test Sequence #07 Nominal: Enable Profile by ISD-P AID and “refreshFlag” set while
proactive session is ongoing — catBusy not supported

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONAL1 is Enabled on the eUICC.

eUiCC The PROFILE_OPERATIONAL?Z2 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONAL?Z is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONAL?Z2 corresponds to <ISD_P_AID2>.

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
i MTD_SEND_SMS_PP
ic3 | S-Device _SEND_SMS_PP( SW=0x91XX
—eulcC [GET_MNO_SD])
IC4 Do not send FETCH command
MTD_STORE_DATA( resp EnableProfileResponse ::=
MTD_ENABLE_PROFILE( {
S LPAd —
— enableResult ok
1 S0ICe NO_PARAM, RQ32 011
<ISD_P_AID2>, }
TRUE)) SW=0x91YY
. . RQ32_016_3
2 i—e%el‘é‘ée FETCH 'YY' QEE;%SH Command (VICC | p35 017
RQ57_134
3 Repeat IC1 and IC2
response
ProfileInfoListResponse::=
profileInfoListOk : {
S LPAd — | MTD_STORE_DATA( #PROFILE_INFO1_DISABLED
4 - - - RQ32_011
eUICC #GET_PROFILES_INFO_ALL) ’
#PROFILE_INFO2_ENABLED
}
SW=0x9000
S_Device _
5 3 eUICG [SELECT_ICCID] SW=0x9000
S Device _ #ICCID_OP_PROF2
6 - READ_BINARY] with <L>=0x0A RQ34 015
> eUlCC [ - ] SW=0x9000 Q3
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Test Sequence #08 Nominal: Enable Profile by ISD-P AID and “refreshFlag” not set
while proactive session is ongoing — catBusy not supported

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONAL1 is Enabled on the eUICC.

eUiCC The PROFILE_OPERATIONAL?Z2 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONAL?Z is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONAL?Z2 corresponds to <ISD_P_AID2>.

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
- MTD_SEND_SMS_PP
ic3 | S-Device —SEND_SMS_PP( SW=0X91XX
—elICC [GET_MNO_SD))
IC4 Do not send FETCH command
MTD_STORE_DATA( resp EnableProfileResponse ::=
MTD_ENABLE_PROFILE( {
S_LPAd —
— enableResult ok
1 SUICC NO_PARAM,
<ISD_P_AID2>, }
FALSE)) SW=0x9000
response
ProfileInfoListResponse::=
profileInfoListOK : {
5 S_LPAd — | MTD_STORE_DATA( #PROFILE_INFOL_DISABLED, | 035 011
eulCC #GET_PROFILES_INFO_ALL) -
#PROFILE_INFO2_ENABLED
}
SW=0x9000
S_Device -
3 3 eUICe [SELECT_ICCID] SW=0x9000
S Device _ #ICCID_OP_PROF2
4 — READ_BINARY] with <L>=0x0A RQ34_015
> eulCcC [ - ] SW=0x9000 o

Test Sequence #09 Nominal: Enable Profile by ISD-P AID and “refreshFlag” set while
proactive session is ongoing with Terminal Response outstanding — catBusy not
supported

Initial Conditions

Entity Description of the initial condition
eUiCC The PROFILE_OPERATIONAL1 is Enabled on the eUICC.
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eUiCC The PROFILE_OPERATIONAL?Z2 has been installed on the eUICC.
eulCC The PROFILE_OPERATIONAL?2 is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONAL?Z2 corresponds to <ISD_P_AID2>.

Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
- MTD_SEND_SMS_PP
ic3 | S-Device —SEND_SMS_PP( SW=0X91XX
—eUICC [GET_MNO_SD])
S Devi SMS POR received
evice oo
1 euicc | FETCHXX SCP80 response status code
equal to 0x00 — POR OK
MTD_STORE_DATA( resp EnableProfileResponse ::=
MTD_ENABLE_PROFILE( {
2 S_LPAd — NO_PARAM enableResult ok RQ32_011
euICC - ’ -
<ISD_P_AID2>, }
TRUE)) SW=0x9000
3 S_Device | rERMINAL RESPONSE SW=0x91YY
. . RQ32_016_3
4 i—e%el‘(’:"ée FETCH 'YY' 25:;58"' Command (UICC | £ 332 017
RQ57 134
5 Repeat IC1 and IC2
response
ProfileInfoListResponse::=
profileInfoListOk : {
S LPAd — | MTD_STORE_DATA( #PROFILE_INFO1_DISABLED
6 — - - RQ32_011
eulCC #GET_PROFILES_INFO_ALL) ‘
#PROFILE_INFO2_ENABLED
}
SW=0x9000
S_Device -
7 S eUICe [SELECT_ICCID] SW=0x9000
S Device _ #ICCID_OP_PROF2
8 - READ_BINARY] with <L>=0x0A RQ34 015
> eUICC [ - ] SW=0x9000 o3
V1.11 Page 226 of 877




GSM Association Non-confidential
Official Document SGP.23 - RSP Test Specification v1.11

Test Sequence #10 Nominal: Enable Profile by ISD-P AID and “refreshFlag” not set
while proactive session is ongoing with Terminal Response outstanding — catBusy
not supported

Initial Conditions
Entity Description of the initial condition
eulCC The PROFILE_OPERATIONAL1 is Enabled on the eUICC.
eUICC The PROFILE_OPERATIONALZ2 has been installed on the eUICC.
eulCC The PROFILE_OPERATIONAL? is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONAL?Z2 corresponds to <ISD_P_AID2>.
Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
i MTD_SEND_SMS_PP
ic3 | S-Deviee _SEND_SMS_PP( SW=0x91XX
—eUICC [GET_MNO_SD])
S Devi SMS POR received
evice v
1 S eulcC FETCH "XX SCP80 response status code
equal to 0x00 — POR OK
MTD_STORE_DATA( resp EnableProfileResponse ::=
MTD_ENABLE_PROFILE( {
S_LPAd —
— enableResult ok
2 cUICC NO_PARAM,
<ISD_P_AID2>, }
FALSE)) SW=0x9000
S_Device _
3 S eulcC TERMINAL RESPONSE SW= any value except91XX
response
ProfileInfoListResponse::=
profileInfoListOK : {
MTD STORE DATA #PROFILE_INFO1_DISABLED
4 S_LPAd — - - ( RQ32_011
eulCC #GET_PROFILES_INFO_ALL) ’
#PROFILE_INFO2_ENABLED
}
SW=0x9000
S_Device _
5 3 eUICe [SELECT_ICCID] SW=0x9000
S Device . #ICCID_OP_PROF2
6 = READ_BINARY] with <L>=0x0A RQ34 015
- eUICC [ - ] SW=0x9000 oI
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4.2.21.2.4 TC_eUICC_ES10c.EnableProfile_ErrorCases_Case4

General Initial Conditions

Entity Description of the general initial condition

eUICC The PROFILE_OPERATIONALL1 has been installed on the eUICC.

Test Sequence #01 Error: Enable Profile by an unknown ISD-P AID

Initial Conditions
Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
eUICC The PROFILE_OPERATIONALL1 corresponds to <ISD_P_AID1>.
The Operational Profile identified by the ISD-P AID <ISD_P_AIDX> is not
eUICC - -
loaded.
Step ‘ Direction ‘ Sequence / Description  Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ32_011
MTD_STORE_DATA( RQ32_016_1
s LPAd MTD_ENABLE_PROFILE( #R_ENABLE_PROFILE_ICCID_| | RQ>7_127
- 5 " - ~— | RQ57_128
— SDP_NOTFOUND —
L eUICC NO_PARAM, I RQ57_129
<ISD_P_AIDX>, SW=0x9000 RQ57_130
RQ57_136
TRUE)) RQ57_137
response RQ32_011
MTD_STORE_DATA( ProfileInfoListResponse::= 2823722371
) S_LPAd MTD_GET PROFILE_INFo( | ProfilemnfolistOk::{ RO57_128
SeuicC NO_PARAM, #PROFILE_INFO1_DISABLED RQ57_129
ISD_P_AID1>)) } RQ57_130
<ISD_P_ RQ57_136
SW=0x9000 RQ57 137
Test Sequence #02 Error: Enable Profile by an unknown ICCID
Initial Conditions
Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is Disabled on the eUICC.
The Operational Profile identified by the ICCID #ICCID_OP_PROFX is not
evicc loaded o

Step | Direction | Sequence / Description  Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
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Ic2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA( RQ32_011
RQ32_016_1
MTD_ENABLE_PROFILE
- —PROFILE( #R_ENABLE_PROFILE_ICCID | | RQ57_127
1 S_LPAd — #/CCID_OP_PROFX, SDP_NOTFOUND RQ57_128
euICC I RQ57_129
NO_PARAM, SW=0x9000 RQ57_130
RQ57_136
TRUE)) RQ57_137
response RQ32 011
MTD_STORE_DATA( ProfileInfoListResponse::= 5823—2?—1
) S_LPAd MTD_GET_PROFILE_INFo( | ProfileinfolistOk: { RQ57_128
#PROFILE_INFO1_DISABLED
~euicC #ICCID_OP_PROF1, - - RQ57_129
NO_PARAM)) } R0
_ RQ57_1
SW=0x9000 Q57_136
RQ57_137

Test Sequence #03 Error: Enable Profile (by ISD-P AID) is not possible when this
Operational Profile is in Enable state

Initial Conditions

Entity Description of the initial condition
eulCC The PROFILE_OPERATIONAL1 is Enabled on the eUICC.
eUICC The PROFILE_OPERATIONALL corresponds to <ISD_P_AID1>.

Direction

Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
MTD_STORE_DATA( RQ32_011
RQ32_012
MTD_ENABLE_PROFILE( #R_ENABLE_PROFILE_NOT DI | RQ32 0161
1 S LPAd — NO_PARAM, SABLE_STATE RQ57 127
eUICC ) RQ57_128
<ISD_P_AID1>, SW=0x9000 RQ57_129
RQ57_136
TRUE)) RQ57_137
response RQSZ*Oll
P! . - RQ32 012
MTD_STORE_DATA( ProfileInfoListResponse::= RQ32 016_1
, S_LPAd MTD_GET_PROFILE_INFo( | ProfileinfolistOk: { RQ57 127
#PROFILE_INFO1
>euiCC NO_PARAM, _ RQ57_128
ISD_P_AID1>)) } RQ57_129
<
- SW=0x9000 RQ57_136
RQ57_137
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Test Sequence #04 Error: Enable Profile (by ICCID) is not possible when this
Operational Profile is in Enabled state

Initial Conditions

Entity Description of the initial condition
euiCC The PROFILE_OPERATIONALL is Enabled on the eUICC.
Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
ICc2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
MTD_STORE_DATA( RQ32_011
RQ32_012
MTD_ENABLE_PROFILE( #R_ENABLE_PROFILE_NOT DI | RQ32_016_1
1 S_LPAd — #ICCID_OP_PROF1, SABLE_STATE RQ57_127
euicC - RQ57_128
NO_PARAM, SW=0x9000 RQ57_129
RQ57_136
TRUE)) RQ57_137
RQ32_011
response RQ32_012
MTD_STORE_DATA( ProfileInfoListResponse::= RQ327016 1
) S_LPAd MTD_GET PROFILE_INFo( | ProfilelnfolistOk:: { RQ57 127
#PROFILE_INFO1
~euicc #ICCID_OP_PROFL, - RQ57_128
NO_PARAM)) } ROor o
_ ~ RQ57_136
SW=0x9000 RQ57 137

Test Sequence #05 Error: Enable Profile (by ISD-P AID) not possible when an
Operational Profile with PPR1 is loaded

The purpose of this test is to ensure that it is NOT possible to enable an Operational Profile
when there is another Operational Profile Enabled with the Policy Rule “Disabling of this
Profile is not allowed”.

Initial Conditions

Entity Description of the initial condition

No Profile is installed on the eUICC

euiCC (this condition overrides the general initial condition defined in this test
case).

Direction Sequence / Description  Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

Install PROFILE_OPERATIONAL4
NOTE: The PROFILE_OPERATIONALA4 corresponds to <ISD_P_AID4>
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ica Install PROFILE_OPERATIONAL1
NOTE: The PROFILE_OPERATIONALZ1 corresponds to <ISD_P_AID1>
IC5 Enable PROFILE_OPERATIONAL4
MTD_STORE_DATA (
MTD_ENABLE_PROFILE(
S LPAd — - - #R_ENABLE_PROFILE_DISALLOW Egg;—g;
— NO_PARAM, —
1 cUICC — EDbyPOLICY RQ57_129
<ISD P AID1>, SW=0x9000 RQ57_136
- - RQ57_147
TRUE))
response ProfileInfoListResponse::=
profileInfoListOK : {
s Lpad MTD_STORE_DATA( #PROFILE_INFO1_DISABLED RQ57_127
— #PROFILE_INFO4_ENABLED
2 SeUlcC _ — RQ57_128
#GET_PROFILES_INFO_ALL) |} RQ57_129
SW=0x9000

Test Sequence #06 Error: Enable Profile (by ICCID) not possible when an Operational
Profile with PPR1 is loaded

The purpose of this test is to ensure that it is NOT possible to enable an Operational Profile
when there is another Operational Profile Enabled with the Policy Rule “Disabling of this
Profile is not allowed”.

Initial Conditions

Entity Description of the initial condition
No Profile is installed on the eUICC

eUICC (this condition overrides the general initial condition defined in this test
case).

Step Direction Sequence / Description Expected result REQ

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

IC3 Install PROFILE_OPERATIONAL4
IC4 Install PROFILE_OPERATIONAL1
IC5 Enable PROFILE_OPERATIONAL4
MTD_STORE_DATA(
RQ57_127
MTD_ENABLE_PROFILE( #R_ENABLE_PROFILE_DISALLOW | RQ57 128
1 S_LPAd — #ICCID_OP_PROF1, EDbyPOLICY RQ57_129
eulCC -
NO PARAM SW=0x9000 RQ57_136
_ , RQ57_147
TRUE))
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S_LPAd
—-eUICC

MTD_STORE_DATA(
#GET_PROFILES_INFO_ALL)

response ProfileInfoListResponse::=

profileInfoListOk : {
#PROFILE_INFO1_DISABLED
#PROFILE_INFO4_ENABLED

}

SW=0x9000

RQ57_127
RQ57_128
RQ57_129

Test Sequence #07 Error: Enable Profile by ISD-P AID without refreshFlag while
proactive session is ongoing — catBusy supported

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.

eUIiCC The PROFILE_OPERATIONAL?Z2 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONALZ is Disabled on the eUICC.
eUiCC The PROFILE_OPERATIONAL?2 corresponds to <ISD_P_AID2>.

Step Direction Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
- MTD_SEND_SMS_PP
ic3 | S-Device _SEND_SMS_PP( SW=0x91XX
—eUICC [GET_MNO_SD])
IC4 Do not send FETCH command
MTD_STORE_DATA( resp EnableProfileResponse ::=
MTD_ENABLE_PROFILE( {
1 Sall‘gé‘d - NO_PARAM, enableResult catBusy RQ57 127 1
e - — _
<ISD_P_AID2>, }
FALSE)) SW=0x9000 or 0x91XX
S Devi SMS POR received
evice oo
2 SeUICC FETCH XX SCP80 response status code
equal to 0x00 — POR OK
3 S_Device | rEpMINAL RESPONSE SW=0x9000
> eUiCcC -
response
ProfileInfoListResponse::=
profileInfoListOK : {
4 S_LPAd — | MTD_STORE_DATA( #PROFILE_INFOL,
euiCcC #GET_PROFILES_INFO_ALL) #PROFILE_INFO2
}
SW=0x9000
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Test Sequence #08 Error: Enable Profile by ICCID with refreshFlag set while proactive
session is ongoing — catBusy supported

Initial Conditions

Entity Description of the initial condition

eUICC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.

eUiCC The PROFILE_OPERATIONALZ2 has been installed on the eUICC.
eUICC The PROFILE_OPERATIONAL?2 is Disabled on the eUICC.

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE

IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR

i MTD_SEND_SMS_PP
ic3 | S-Deviee -SEND_SMS_PR( SW=0x91XX
— elUlICC [GET_MNO_SD]))
IC4 Do not send FETCH command
MTD_STORE_DATA( _
resp EnableProfileResponse ::= {
MTD_ENABLE_PROFILE( bleResult catB
enableResult catBus
1 S_LPAd — #ICCID_OP_PROF2, Y RQ57_133_1
euicC }
NO_PARAM,
- SW=0x9000 or 0x91XX
TRUE))
S Devi SMS POR received
evice v
2 SeulcC FETCH XX SCP80 response status code
equal to 0x00 — POR OK
3 S_Device | e\ INAL RESPONSE SW=0x9000
- eUICC -
response
ProfileInfoListResponse::=
profileInfoListOk : {
4 S_LPAd — | MTD_STORE_DATA( #PROFILE_INFOL,
evicC #GET_PROFILES_INFO_ALL) #PROFILE_INFO2
}
SW=0x9000

4.2.22 ES10c (LPA -- eUICC): DisableProfile

4.2.22.1 Conformance Requirements
References

GSMA RSP Technical Specification [2]
Requirements

e RQ24 025
e RQ29 002, RQ29 022
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e RQ32_031, RQ32_032, RQ32_033, RQ32_034, RQ32_038, RQ32_037_1,
RQ32_039, RQ32_039 1, RQ32_041 1, RQ32_041 2

e RQ57_141, RQ57_142, RQ57_142_1, RQ57_142_2, RQ57_142_ 3, RQ57_142_4,
RQ57_142_6, RQ57_142_9, RQ57_142_ 10, RQ57_142_12, RQ57_142_13,
RQ57_142_14, RQ57_149, RQ57_150, RQ57_151, RQ57_152, RQ57_153,

RQ57_153 1

4.2.22.2 Test Cases

4.2.22.21

TC_eUICC_ES10c.DisableProfile_Case3

General Initial Conditions

Entity

Description of the general initial condition

eulCC

The PROFILE_OPERATIONALL1 has been installed on the eUICC.

Test Sequence #01 Nominal: Disable Profile by ISD-P AID and “refreshFlag” set when
Device supports “UICC Reset”

Initial Conditions

Entity Description of the initial condition
eulCC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.
eUICC The PROFILE_OPERATIONALL corresponds to <ISD_P_AID1>.

Step ‘ Direction ‘ Sequence / Description Expected result REQ
IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA_Case3( RQ32_031
RQ32_033
MTD_DISABLE_PROFILE( RQ32 037 1
1 S_LPAd — NO_PARAM, No response data is returned RQ57 142 2
eUICC SW=0x91XX RQ57_142_3
<ISD_P_AID1>, RQ57_142_12
RQ57_151
TRUE)) RQ24_010
RQ32_038
RQ32_039
S_Device o REFRESH Command (“UICC RQ32 039 1
2 >eUICC FETCH XX Reset”) RQ32_041_2
RQ57_142 13
RQ57_142_14
3 Repeat IC1 and IC2
response
MTD_STORE_DATA( ProfilelnfoListResponse::= 282578;
, | s.tpad MTD_GET_PROFILE_INFO( profileinfoListOk : { RQ32_037_1
Periee NO_PARAM, #PROFILE_INFO1_DISABLED e P
_ _ RQ57_142_3
<ISD_P_AID1>)) : RO57 142 12
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SW=0x9000 RQ57_151

RQ24_010

5 | S-Device | op ecT iccip) SW=6A82 RQ24 025
> euiCC - = -

Test Sequence #02 Nominal: Disable Profile by ICCID and “refreshFlag” set when
Device supports “UICC Reset”

Initial Conditions

Entity

Description of the initial condition

eUICC

The PROFILE_OPERATIONAL1 is Enabled on the eUICC.

Step ‘Direction Sequence / Description

Expected result

IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT ISDR
RQ32_031
MTD_STORE_DATA_Case3( RQ32 033
MTD_DISABLE_PROFILE( . RQ32_037_1
. S_LPAd — #ICCID_OP_PROFL, No response data is returned RO57 142 2
euiCC SW=0x91XX
NO_PARAM, RQ57_142 3
RQ57_142 12
TRUE))
RQ57_151
RQ32 038
RQ32_039
. “ RQ32_039 1
5 S_Device FETCH 'XX' REFR’!ESH Command (“UICC Q32_039_
~>eUICC Reset”) RQ32_041_2
RQ57_142 13
RQ57_142 14
3 Repeat IC1 and IC2
RQ32_031
response
: . - RQ32_033
MTD_STORE_DATA( ProfllelnfoL.lstRes?ponse.. Q32_
- - profilelnfoListOk : { RQ32 037 1
A i_Llch:dc MTD_GET_PROFILE_INFO( | 4pROFILE_INFO1_DISABLE | RO57 142 2
. _l42_
#ICCID_OP_PROF1, D RQ57_142_3
NO_PARAM)) } RQ57 142 12
SW=0x9000 RQ57 151
S_Device 2> -
5 Ry [SELECT_ICCID] SW=6A82 RQ24_025
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Test Sequence #03 Nominal: Disable Profile by ISD-P AID and “refreshFlag” set when

Device supports “eUICC Profile State Change”

Initial Conditions

Entity Description of the initial condition
eUlCC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.
eUICC The PROFILE_OPERATIONALZ1 corresponds to <ISD_P_AID1>.

Direction Sequence / Description Expected result
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE_eUICCProfileStateChanged
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA_Case3( RQ32_031
RQ32_033
MTD_DISABLE_PROFILE .
- - ( No response data is RQ32 0371
1 S LPAd — NO_PARAM, returned RQ57_142 2
eulCcC RQ57_142_3
<ISD_P_AID1>, SW=0x91XX RQ57 142 12
RQ57_151
TRUE)) RQ24_010
RQ32_038
S Device REFRESH Command 2822—828 n
2 9_eUICC FETCH 'XX E;:;JnIC;,!jroflle State RQ32:041:2
9 RQ57_142_13
RQ57_142_14
3 S_Device > | rERMINAL RESPONSE SW=0x9000
eulCcC
4 Execute IC1 from step 2 to step 4
5 Repeat IC2
response RQ327031
ProfileInfoListResponse::= RQ32_033
MTD_STORE_DATA( profileInfoListOK : { RQ32_037_1
5 S_LPAd MTD_GET_PROFILE_INFO( #PROFILE_INFO1 DISAB | RQ57_142. 2
>eulCcC NO_PARAM, LED RQ57_142_3
RQ57_142 12
<ISD_P_AID1>)) } RQ57 151
SW=0x9000 RQ24_010
S_Device > _
7 Ry [SELECT_ICCID] SW=6A82 RQ24_025

Test Sequence #04 Nominal: Disable Profile by ICCID and “refreshFlag” set when

Device supports “eUICC Profile State Change”

Initial Conditions

Entity Description of the initial condition
eUlCC The PROFILE_OPERATIONAL1 is Enabled on the eUICC.
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Expected result
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IC1 | PROC_EUICC_INITIALIZATION_SEQUENCE_eUICCProfileStateChanged
IC2 | PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
MTD_STORE_DATA_Case3( RQ32_031
MTD_DISABLE_PROFILE( . RQ32_033
No response data is RQ32 037 1
1 S_LPAd — #ICCID_OP_PROFL, returned RQ57_142_2
eUICC o
NO PARAM SW=0x91XX RQ57_142_3
— ' RQ57_142 12
TRUE)) RQ57_151
RQ32_038
. REFRESH Command RQ32_039
2 S_Device | perop wxe (eUICC Profile State RQ32 039 1
>euicC changed’) RQ32_041 2
9 RQ57_142_13
RQ57_142 14
3 S_Device 2 | rEpMINAL RESPONSE SW=0x9000
eUICC
4 Execute IC1 from step 2 to step 4
5 Repeat IC2
response
: . | rRQ32 031
MTD_STORE_DATA( ProfllelnfoLllstRes.ponse..— RQ32 033
profilelnfoListOk : { RQ32 037 1
5 S_LPAd MTD_GET_PROFILE_INFO( #PROFILE_INFOI_DISABL | ROs7 142 2
~euice #ICCID_OP_PROFL, ED RQ57_142_3
NO_PARAM)) } RQ57_142 12
SW=0x9000 RQ57_151
S Device > _
7 S0ICC [SELECT_ICCID] SW=6A82 RQ24_025

Test Sequence #05 Nominal: Disable Profile by ISD-P AID and “refreshFlag” no set

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.
eUICC The PROFILE_OPERATIONALZ1 corresponds to <ISD_P_AID1>.

Directio o
Sequence / Description Expected result REQ
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
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S LPAd —
eUlCC

MTD_STORE_DATA_Case3(
MTD_DISABLE_PROFILE(
NO_PARAM,

<ISD_P_AID1>,

FALSE))

No response data is
returned

SW=0x9000

RQ32_031
RQ32_033
RQ32_038
RQ32 041 1
RQ57_142 1
RQ57 142 2
RQ57_142_3
RQ57 142 6
RQ57_142 9
RQ57 142 14
RQ57_151
RQ29_002
RQ29 022

S_LPAd
>eUiCC

MTD_STORE_DATA(
MTD_GET_PROFILE_INFO(

NO_PARAM,
<ISD_P_AID1>))

response
ProfileInfoListResponse::=
profilelnfoListOk : {
#PROFILE_INFO1_DISA
BLED

}
SW=0x9000

RQ32_031
RQ32_033
RQ32_038
RQ32 041 1
RQ57 142 1
RQ57_142 2
RQ57 142 3
RQ57_142_6
RQ57 142 9
RQ57_142 14
RQ57_151

S_Device
> eUICC

[SELECT_ICCID]

SW=0x6A82

RQ24_025

Test Sequence #06 Nominal: Disable Profile by ICCID and “refreshFlag” no set

Initial Conditions

Entity Description of the initial condition
eUICC The PROFILE_OPERATIONALL1 is Enabled on the eUICC.
Step Direction  Sequence / Description Expected result =)
IC1 PROC_EUICC_INITIALIZATION_SEQUENCE
IC2 PROC_OPEN_LOGICAL_CHANNEL_AND_SELECT_ISDR
RQ32_031
RQ32_033
RQ32_038
MTD_STORE_DATA_Case3( RQ32 041 _1
MTD_DISABLE_PROFILE( _ RQ57_142_1
No response data is RQ57_142 2
1 S_LPAd — #ICCID_OP_PROF1, returned RQ57_142_3
euiCcC AT
NO PARAM SW=0x9000 RQ57_142 6
- ' RQ57_142 9
FALSE)) RQ57_142_14
RQ57_151
RQ29 002
RQ29_022
response RQ32_031
2 S%%LUPI?:% MTD_STORE_DATA( ProfileInfoListResponse::= | RQ32 033
MTD_GET_PROFILE_INFO( profileInfoListOk : { RQ32_038
V1.11 Page 238 of 877




GSM Association
Official Document SGP.23 - RSP Test Specification v1.11

Non-confidential

#ICCID_OP_PROF1,
NO_PARAM))

#PROFILE_INFO1_DISAB
LED

}
SW=0x9000

RQ32 041 1
RQ57 142 1
RQ57 142 2
RQ57 142 3
RQ57 142 6
RQ57 142 9
RQ57 142 14
RQ57_151

S_Device 2
euiCcC

[SELECT_ICCID]

SW=0x6A82

RQ24_025

Test Sequence #07 Nominal: Disable Profile by ICCID with refreshFLag set while
proactive session is ongoing — catBusy not supported

Initial Conditions

Entity

Description of the initial condition

eUIiCC

The PROFILE_OPERATIONALZ1 is Enabled on the eUICC.

Directio