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1 Introduction
1.1 RCS 5 Principles and Vision

RCS (Rich Communication Suite) 5.1 provides a framework for discoverable and
interoperable advanced communication services and detailed specifications for a basic set
of advanced communication services. RCS 5.1 builds on the fundamentals from RCS
Release 1 to 4, RCS-e (RCS-enhanced) 1.2 (see [RCSel12]) and RCS 5.0 (see [RCS50])
that are succeeded by this specification.

As indicated in Figure 1, the set of services specified in RCS 5.1 includes all services from
RCS-e 1.2 as well as most of the functionality from RCS Release 1-4. RCS 5.1 extends this
basis with new services (indicated in bold in Figure 1) and provides enhancements for
existing services (indicated in italics in Figure 1). All these services can be deployed using a
variety of clients on access networks that can be Service Provider controlled or not.

Sacial Profile
Information

Messaging

+ Picture/Portrait = |P Voice Call + Standalone Messaging £

« Link « |IP Video Call «  One-to-Cne Chat Discoverable &
+« Status text (Free Text) Group Chat Interoperable
e Availability X

+« Location Information Content Sharing U

+ Timezone

Video Sharing
Image Sharing
File Transfer
Location Sharing

‘RCS 5.0 Provides an interoperable service extension to voice & messaging today'

Figure 1: RCS 5.1 Positioning

As a headline, RCS provides an “interoperable extension to voice and messaging today”.
The services are designed to run over data networks and can stand alone (e.g. share a
picture from the media gallery) or be used in combination with a voice call (e.g. see-what-I-
see video).
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Location Exchange
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Figure 2: RCS 5.1 Industry Proposition

As indicated in section 1.2.2, a Service Provider may choose not to deploy all services
defined as part of RCS 5.1; however when deploying an individual RCS 5.1 service it will be
interoperable with other Service Providers deploying the same service. This also means that
even if this specification offers different deployment options to accommodate for different
market realities, full interoperability between those deployments is provided for each
corresponding service and for the RCS 5.1 discovery framework. As a consequence of the
choices in this specification, RCS-e 1.2 and RCS 5.0 are themselves a subset of the RCS
5.1 functionality.

The cornerstone mechanism that enables RCS is a service or capability discovery
framework. For example, when a user scrolls through their address book, they will see their
contacts with the RCS services that are available to communicate.

This mechanism is implemented either using the Session Initiation Protocol's (SIP)
OPTIONS request or using a Presence-based solution defined in RCS Release 1-4. Both
will result in one of three types of response:

1. The contact is registered for service resulting in the contact’s current service capabilities
being received and logged, or,
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2. The contact is not registered (they are provisioned but not registered)
3. The contact is not found (they are not provisioned for service).

This discovery mechanism is important since it ensures User A can determine what services
are available before communicating and allows Service Providers to roll-out new agreed
services based on their own deployment schedule or market requirements. These same
mechanisms can be used to initially discover (and/or periodically check) the service
capabilities of all the contacts within an address book when the user first registers for the
service.

1.2 Scope

This document extends the core principles and services framework from the initial set of
functionalities defined in RCS-e 1.2 and RCS Release 1 to 4 and the evolution of those
defined in RCS 5.0. The framework is designed to be extensible and to support new
services going forward.

This document focuses mainly on the User Network Interface (UNI) which to a large extent
also determines the Network-Network Interface (NNI). This document also specifies how
networks who may choose a different set of deployment options (from the ones described)
can work with each other. The interconnect-specific aspects of the NNI are described in a
separate document (see [PRD-IR.90]).

It should be noted that the aim of this document is to only specify functionality that can be
validated in standard compliant Internet Protocol (IP) Multimedia Subsystem (IMS) pre-
production and production environments without major customisation or changes. Service
Providers can still introduce customizations and changes to optimise or differentiate their
networks however.

It should be noted that all text describing the User Experience (UX), pictures and flow
diagrams are for informative purposes only.

1.2.1 Original Equipment Manufacturer (OEM) Integration

This specification is independent from any specific device operating system and is not
intended to prescribe the supplier user experience. However, where appropriate key service
logic is illustrated through wireframes to aid the reader. It is expected that each device or
client supplier will map the basic service principles defined in this document within their own
products and drive innovative and differentiated experiences.

1.2.2 Conformance

For terminals, the minimum conformance to the RCS 5.1 specification can be achieved by a
terminal providing the necessary functionality to support the RCS framework, including the
capability and new user discovery mechanism (covered in detail in section 2) and one or
more of the services specified in detail in section 3. Support for multiple services is optional,
however is highly recommended. These conformance criteria ensure that RCS can target
low-end devices and therefore boost the market penetration curve.

For networks, the conformance criteria are similar. The framework should be supported
including the measures to provide compatibility with all other deployed networks and at a
minimum one of the services should be supported. Also, the network should prevent non-
compliant clients from connecting to the network or affecting the UNI to a compliant client or
the NNI to a compliant network.
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Term Description
2G 2nd Generation of Global System for Mobile Communications (GSM)
ACK Acknowledgement
ACL Access Control List
ADSL Asymmetric Digital Subscriber Line
ALG Application Layer Gateway
APN Access Point Name
AP Authentication Proxy
API Application Programming Interface
AS Application Server
ASAP As Soon As Possible
AVC Advanced Video Codec
BA Broadband Access
B2BUA Back-to-Back User Agent
bool Boolean
BP Baseline Profile
BPEF Blacklist Policy Enforcement Function
bps Bits per second (used with Mbps: Mega-, kbps: kilo-)
CA Certification Authority
CAB Converged Address Book
CCwW Counter-Clockwise
CPIM Common Profile for Instant Messaging
CPM Converged IP Messaging
CRLF Carriage Return Line Feed
Cs Circuit Switched
CSFB Circuit Switched FallBack
CVO Coordination of Video Orientation
Ccw Clockwise
DNS Domain Name System
DNS SRV Domain Name System Service record
DRX Discontinuous Reception
DTM Dual Transfer Mode
DTX Discontinuous Transmission
e2ae end-to-access edge
e2e end-to-end
EAB Enhanced Address Book
EOF End Of File
V3.0 Page 10 of 489




GSM Association
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

Non-confidential

EPSG European Petroleum Survey Group

EUCR End User Confirmation Request

FIFO First IN First Out

FIR Full Intra Request

FQDN Fully Qualified Domain Name

FTF File Transfer Function

FTTH Fibre To The Home

GAA Generic Authentication Architecture

GBA Generic Bootstrapping Architecture

GBR Guaranteed Bitrate

GGSN Gateway General Packet Radio Service Support Node

GIBA General Packet Radio Service -IMS-Bundled Authentication

GIF Graphics Interchange Format

GML Geography Markup Language

GMLC Gateway Mobile Location Centre

GPRS General Packet Radio Service

GPS Global Positioning System

GRUU Globally Routable User agent URI

GSM Global System for Mobile Communications

GSMA GSM Association

HPLMN Home Public Land Mobile Network

H-SLP Home SUPL Location Platform

HSPA High Speed Packet Access

HSS Home Subscriber Server

HTTP Hyper-Text Transfer Protocol

HTTPS Hyper-Text Transfer Protocol Secure

HW HardWare

IARI IMS Application Reference Identifier

I-CSCF Interworking Call Session Control Function

ICSI IMS Communication Service Identifier

ID IDentifier

IETF Internet Engineering Task Force

M Instant Messaging. The term chat is also applied in this document to the same
concept.

IMAP Internet Message Access Protocol
Instant Messaging Application Server

IM-AS NOTE: This equivalent terminology for Messaging Server is used in some of the
figures

IMDN Instant Message Disposition Notification
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IMEI International Mobile Station Equipment Identity

IMPI Internet Protocol Multimedia Subsystem Private Identity

IMPU Internet Protocol Multimedia Subsystem PUblic identity

IMS Internet Protocol Multimedia Subsystem

IMSI International Mobile Subscriber Identity

IMS AKA IMS Authentication and Key Agreement

Int Integer

IP Internet Protocol

IPsec Internet Protocol Security

IP-SM-GW | Internet Protocol Short Message Gateway

IPX Internet Protocol Packet eXchange

ISIM Internet Protocol Multimedia Services SIM

ISF Interworking Selection Function

IWF InterWorking Function

JPEG Joint Photographic Experts Group

KB KiloByte (i.e. 1024 bytes)

kB Kilobyte 1 kilobyte = 10°bytes = 1000bytes.

LBS Location Based Services

LSB Least Significant Bit

LTE Long Term Evolution

MAP Mobile Application Part
A server providing support for the standalone messaging service (see section 3.2)

Messaging | according to [RCS5-CPM-CONVFUNC-ENDORS] and/or Chat (see sections 3.3 and

Server 3.4) according to [RCS5-SIMPLEIM-ENDORS] or [RCS5-CPM-CONVFUNC-
ENDORS]

MIME Multipurpose Internet Mail Extensions

MLP Mobile Location Protocol

MMS Multimedia Message Service

MMS-C Multimedia Messaging Service Centre

MMTEL MultiMedia TELephony

MNO Mobile Network Operator

MO Management Object

MO-SMS Mobile Originated Short Message Service

MPEG Moving Pictures Experts Group

MSB Most Significant Bit

MSISDN Mobile Subscriber Integrated Services Digital Network Number

MSRP Message Session Relay Protocol

MSRPOTLS | Message Session Relay Protocol over Transport Layer Security

MTU Maximum Transmission Unit
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NAL Network Abstraction Layer

NAT Network Address Translation

NGBR Non-Guaranteed Bitrate

NNI Network Network Interface

NW NetWork

OEM Original Equipment Manufacturer

OMA Open Mobile Alliance

OMA-CP Open Mobile Alliance Client Provisioning

OMA-DM Open Mobile Alliance Device Management

0Ss Operating System

OoTP One Time Password

PCO Protocol Configuration Options

P-CSCF Proxy-Call Session Control Function

PC Personal Computer

PCC Personal Contact Card

PDP Packet Data Protocol

PDF Portable Document Format

PIDF Presence Information Data Format

PKI Public Key Infrastructure

PNB Personal Network Blacklist

PNG Portable Network Graphics

PPS Picture Parameter Set

PRD Permanent Reference Document

PS Packet Switched

PSTN Public Switched Telephone Network

QCI Quiality of Service Class Identifier

QoS Quality of Service

RADIUS Remote Authentication Dial In User Service

RAN Radio Access Network

RCS Rich Communication Suite

RCS-e RCS enhanced
A globally unique identifier that uniquely identifies a Group Chat and that is created

RCS Group when the group chat is first started and prt.aserved over Group Chat restarts. The

Chat ID Group Chat ID |§ trgnsported as the Contnbgtmn-lD header.ﬂeld in a SIMPLE-IM
based communication and as the Conversation-ID header field when the
communication is CPM based.
An end user that has device or client (and the corresponding Service Provider

RCS User | subscription) supporting the RCS capability exchange framework and at least one of
the services defined in the current specification.

RFC Request For Comments
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RLC Radio Link Control

RLS Resource List Server

RR Receiver Report

RTCP Real-time Transport Control Protocol

RTP Real-time Transport Protocol

SASL Simple Authentication and Security Layer

SBC Session Border Controller

S-CSCF Serving Call Session Control Function

SDP Session Description Protocol

SDES Session Description Protocol Security Descriptions for Media Streams

SET Secure User Plane Location Enabled Terminal

SGs 3GPP defined reference point between the Mobility Management Entity and the Mobile
interface Switching Centre

SIM Subscriber Identity Module

SIMPLE Session Initiation Protocol for Instant Messaging and Presence Leveraging Extensions
SIP Session Initiation Protocol

SIPOTLS Session Initiation Protocol over Transport Layer Security

SLA Service Level Agreement

SMPP Short Message Peer-to-Peer

SMS Short Message Service

SMS-C Short Message Service Centre

SMSolP Short Message Service over Internet Protocol

SP Service Provider

SPI Social Presence Information

SPS Sequence Parameter Set

SR Sender Report

SRTP Secure Real-time Transport Protocol

SR-VCC Single Radio Voice Call Continuity

SSO Single Sign On

STUN Simple Traversal of User Datagram Protocol through Network Address Translations
SUPL Secure User Plane Location

SW SoftWare

TCP Transmission Control Protocol

tel URI telephone Uniform Resource Identifier

TID Transaction IDentifier

TLS Transport Layer Security

UA User Agent

uc Use Case

UDH User Data Header
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UDP User Datagram Protocol

UE User Equipment

ul User Interface

UMTS Universal Mobile Telecommunications System
UNI User Network Interface

URI Uniform Resource Identifier

URL Uniform Resource Locator

USIM Universal Subscriber Identity Module
uTC Coordinated Universal Time

uuiD Universally Unigue IDentifier

UX User Experience

vCard A format for electronic business cards
VIP Very Important Person

VOHSPA Voice over High Speed Packet Access

VOLTE Voice over Long Term Evolution

VolP Voice over IP
W-CDMA Wideband Code Division Multiple Access

Trademark of Industry Consortium "Wi-Fi Alliance" used as synonym for WLAN

Wi-Fi (Wireless Local Area Network)

WLAN Wireless Local Area Network

XCAP XML Configuration Access Protocol

XDM XML Document Management

XDMC XML Document Management Client

XDMS XML Document Management Server

XML Extensible Markup Language

XSD XML Schema Definition

XSIM Generic reference to different types of SIMs (e.g. USIM, ISIM, etc.)

1.4 Document Cross-References

Document
Ref Number Title
3GPP TS 3GPP TS 23.040 Release 10, 3rd Generation Partnership Project;
1 [23 040] Technical realization of the Short Message Service (SMS)
' http://www.3gpp.org
3GPP TS 3GPP TS 23.167 Release 11, 3rd Generation Partnership Project; IP
2 [23 167] Multimedia Subsystem (IMS) emergency sessions
' http://www.3gpp.org
3GPP TS 3GPP TS 23.221 Release 10, 3rd Generation Partnership Project;
3 [ Architectural requirements
23.221]
http://www.3gpp.org
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3GPP TS 24.167 Release 10, 3rd Generation Partnership Project;

[3GPP TS Technical Specification Group Core Network and Terminals; 3GPP IMS
4 24.167] Management Object (MO)
http://www.3gpp.org
3GPP TS 24.229 Release 10, 3rd Generation Partnership Project;
[BGPP TS IP multimedia call control protocol based on Session Initiation Protocol
S 24.229] (SIP) and Session Description Protocol (SDP)
http://www.3gpp.org
3GPP TS 24.229 Release 11, 3rd Generation Partnership Project;
[BGPP TS IP multimedia call control protocol based on Session Initiation Protocol
6 24.229-rell11] (SIP) and Session Description Protocol (SDP)
http://www.3gpp.org
3GPP TS 3GPP TS 24.301 Release 11, 3rd Generation Partnership Project; Non-
7 [24 301] Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3
' http://www.3gpp.org
[3GPP TS 3GPP TS 24.341 Release 10, 3rd Generation Partnership Project;
8 24.341] Support of SMS over IP networks; Stage 3
http://www.3gpp.org
3GPP TS 26.114 Release 12, 3rd Generation Partnership Project;
[BGPP TS IP Multimedia Subsystem (IMS); Multimedia telephony; Media handling and
9 26.114] interaction
http://www.3gpp.org
3GPP TS 26.141 Release 10, 3rd Generation Partnership Project;
[BGPP TS IP Multimedia System (IMS) Messaging and Presence; Media formats and
10 | 26.141] codecs
http://www.3gpp.org
3GPP TS 33.203 Release 10, 3rd Generation Partnership Project;
[3GPP TS 3G security; Access security for IP-based services
11 | 33.203] y: y
http://www.3gpp.org
3GPP TS 33.222 Release 10, 3rd Generation Partnership Project;
[3GPP TS Generic Authentication Architecture (GAA); Access to network application
12 functions using Hypertext Transfer Protocol over Transport Layer Security
33.222]
(HTTPS)
http://www.3gpp.org
3GPP TS 3GPP TS 33.328 Release 10, 3rd Generation Partnership Project;
13 23.328] IP Multimedia Subsystem (IMS) media plane security
http://www.3gpp.org
3GPP TR 3GPP TR 33.978 Release 10, 3rd Generation Partnership Project;
14 [33.978] Security aspects of early IP Multimedia Subsystem (IMS)
http://www.3gpp.org
[ETF-DRAFT- | gossion Recording Protocol, Version 02,
SIPREC
15 ) . ; iatfai ) }
PROTOCOL] http://tools.ietf.org/html/draft-ietf-siprec-protocol-02
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Multi-party Chat Using the Message Session Relay Protocol, Version 14,
March 2, 2012,

http://tools.ietf.org/html/draft-ietf-simple-chat-14

[IETF-DRAFT-
16 | chat]

[IETF-DRAFT- | Indication of support for reverse keep-alive, Version 00, June 21, 2012,
17 RKEEP] http://tools.ietf.org/html/draft-holmberg-sipcore-rkeep-00

GSMA PRD AA.60 - “Template Agreement for Interworking” Version 9.0
18 [PRD-AA.60] 27 September 2012
http://www.gsma.com/

GSMA PRD IR.33 - “GPRS Roaming Guidelines” Version 6.0
19 [PRD-IR.33] 25 May 2011
http://www.gsma.com/

GSMA PRD IR.58 - “IMS Profile for Voice over HSPA” Version 4.0
20 [PRD-IR.58] 22 November 2012
http://www.gsma.com/

GSMA PRD IR.64 - “IMS Service Centralization and Continuity Guidelines”
21 [PRD-IR.64] Version 7.0, 03 May 2013
http://www.gsma.com/

GSMA PRD IR.65 - “IMS Roaming and Interworking Guidelines” Version
12.0

14 February 2013
http://www.gsma.com/

25 | [PRD-IR.65]

GSMA PRD IR.67 - “DNS/ENUM Guidelines for Service Providers &
GRX/IPX Providers” Version 8.0

22 November 2012
http://www.gsma.com/

>3 | [PRD-IR.67]

GSMA PRD IR.74 - “Video Share Interoperability Specification” 1.4
24 [PRD-IR.74] 20 December 2010
http://www.gsma.com/

GSMA PRD IR.79 - “Image Share Interoperability Specification” 1.4
25 [PRD-IR.79] 29 March 2011
http://www.gsma.com/

GSMA PRD IR.84 - “Video Share Phase 2 Interoperability Specification” 2.2
26 [PRD-IR.84] 30 December 2010
http://www.gsma.com/

GSMA PRD IR.88 - “LTE Roaming Guidelines” 9.0
27 [PRD-IR.88] 23 January 2013
http://www.gsma.com/

GSMA PRD IR.90 - “RCS Interworking Guidelines” v5.0
20 May 2013

28 [PRD-IR.90] NOTE: version to be updated to v6.0 once IR.90 CR1003 is implemented
and it is available on www.gsma.com.

http://www.gsma.com/
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GSMA PRD IR.92 - “IMS Profile for Voice and SMS” 7.0

29 [PRD-IR.92] 03 March 2013
http://www.gsma.com/
GSMA PRD IR.94 - “IMS Profile for Conversational Video Service” Version
PRD-IR.94 60
30 |[PRD-IR.94] 02 May 2013
http://www.gsma.com/
GSMA PRD RCC.50 RCS-e - Advanced Communications: Services and
31 [RCSe12] Client Specification version 1.2.2
http://www.gsma.com/
GSMA PRD RCC.01 RCS 5.0 - Advanced Communications: Services and
32 [RCS50] Client Specification version 1.0
http://www.gsma.com/
GSMA PRD RCC.12 RCS 5.1 Endorsement of OMA SIP/SIMPLE IM 2.0,
[SFTI\C/ZIiiEIM Version 2.0
33 )
ENDORS] 25 September 2013
http://www.gsma.com/
GSMA PRD RCC.11 RCS 5.1 Endorsement of OMA CPM 2.0 Conversation
[CI:QOCI\?\E/)F?JT\II\S: Functions, Version 2.0
34 -
ENDORS] 25 September 2013
http://www.gsma.com/
GSMA PRD RCC.10 RCS 5.1 Endorsement of OMA CPM 2.0 Interworking,
[RCS5-CPM- Version 2.0
35 IW-ENDORS] | 25 September 2013
http://www.gsma.com/
GSMA PRD RCC.08 RCS 5.1 Endorsement of 3GPP TS 29.311 Service
[sRl\;:;s\_/SGPP- level Interworking for Messaging Services, Version 2.0
36 )
ENDORS] 25 September 2013
http://www.gsma.com/
GSMA PRD RCC.09 RCS 5.1 Endorsement of OMA CPM 2.0 Message
E\;Zggg:l%PRM' Storage, Version 2.0
37 )
ENDORS] 25 September 2013
http://www.gsma.com/
GSMA Canadian OneAPI Pilot, Privacy Service Developer Guide v1.7 —
[PRIVACY-
38 November 2011
API] .
https://canada.oneapi.gsmworld.com
Uniform Resource Identifiers (URI): Generic Syntax IETF RFC
39 [RFC2396] .
http://tools.ietf.org/html/rfc2396
A MIME Content-Type for Directory Information IETF RFC
40 [RFC2425] _
http://tools.ietf.org/html/rfc2425
vCard MIME Directory Profile IETF RFC
41 [RFC2426] _ )
http://tools.ietf.org/html/rfc2426
Using TLS with IMAP, POP3 and ACAP IETF RFC
42 [RFC2595] )
http://tools.ietf.org/html/rfc2595
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Hypertext Transfer Protocol -- HTTP/1.1 IETF RFC

RFC2616
43 [ ] http://tools.ietf.org/html/rfc2616

HTTP Authentication: Basic and Digest Access Authentication IETF RFC

RFC2617
44 [ ] http://tools.ietf.org/html/rfc2617

SIP (Session Initiation Protocol) IETF RFC

45 [RFC3261] .
http://tools.ietf.org/html/rfc3261

An Offer/Answer Model Session Description Protocol IETF RFC

46 [RFC3264] ,
http://tools.ietf.org/html/rfc3264

The Reason Header Field for the Session Initiation Protocol (SIP) IETF
47 [RFC3326] RFC
http://tools.ietf.org/html/rfc3326

Security Mechanism Agreement for the Session Initiation Protocol (SIP)
48 [RFC3329] IETF RFC
http://tools.ietf.org/html/rfc3329

Session Initiation Protocol (SIP) Extension for Instant Messaging IETF RFC

49 [RFC3428] .
http://tools.ietf.org/html/rfc3428

INTERNET MESSAGE ACCESS PROTOCOL - VERSION 4revl IETF RFC

50 [RFC3501] .
http://tools.ietf.org/html/rfc3501

RTP: A Transport Protocol for Real-Time Applications IETF RFC

51 [RFC3550] )
http://tools.ietf.org/html/rfc3550

The Secure Real-time Transport Protocol (SRTP) IETF RFC

52 [RFC3711] i
http://tools.ietf.org/html/rfc3711

Indicating User Agent Capabilities in the Session Initiation Protocol (SIP),
53 [RFC3840] IETF RFC
http://tools.ietf.org/html/rfc3840

Caller Preferences for the Session Initiation Protocol (SIP), IETF RFC

54 [RFC3841] ,
http://tools.ietf.org/html/rfc3841

An Extensible Markup Language (XML) Based Format for Watcher
55 [RFC3858] Information, IETF RFC

http://tools.ietf.org/html/rfc3858

Common Presence and Instant Messaging (CPIM): Message Format IETF
56 [RFC3862] RFC
http://tools.ietf.org/html/rfc3862

Presence Information Data Format (PIDF) IETF RFC

57 [RFC3863] )
http://tools.ietf.org/html/rfc3863

Session Initiation Protocol (SIP) Extension for Event State Publication IETF
58 [RFC3903] RFC
http://tools.ietf.org/html/rfc3903

The tel URI for Telephone Numbers IETF RFC

59 [RFC3966] .
http://tools.ietf.org/html/rfc3966

The Session Timers in the Session Initiation Protocol (SIP) IETF RFC

60 [RFC4028] ]
http://tools.ietf.org/html/rfc4028
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The Universally Unique IDentifier (UUID) URN Namespace IETF RFC

RFC4122

61 [ ] http://tools.ietf.org/html/rfc4122

A Data Model for Presence, IETF RFC
62 [RFC4479] _ ,

http://tools.ietf.org/html/rfc4479

RPID: Rich Presence Extensions to the Presence Information Data Format
63 [RFC4480] (PIDF), IETF RFC

http://tools.ietf.org/html/rfc4480

A Mechanism for Content Indirection in Session Initiation Protocol (SIP)
64 [RFC4483] Messages IETF RFC

http://tools.ietf.org/html/rfc4483

Session Description Protocol (SDP) Security Descriptions for Media
65 [RFC4568] Streams, IETF RFC

http://tools.ietf.org/html/rfc4568

Connection-Oriented Media Transport over the Transport Layer Security
66 [RFC4572] (TLS) Protocol in the Session Description Protocol (SDP), IETF RFC

http://tools.ietf.org/html/rfc4572

A Session Initiation Protocol (SIP) Event Package for Conference State,
67 [RFC4575] IETF RFC

http://tools.ietf.org/html/rfc4575

Location Types Registry, IETF RFC
68 [RFC4589] :

http://tools.ietf.org/html/rfc4589

The Extensible Markup Language (XML) Configuration Access Protocol
69 [RFC4825] (XCAP) IETF RFC

http://tools.ietf.org/html/rfc4825

Symmetric RTP / RTP Control Protocol (RTCP) IETF RFC
70 [RFC4961] _ _

http://tools.ietf.org/html/rfc4961

The Message Session Relay Protocol (MSRP) IETF RFC
71 [RFC4975] ,

http://tools.ietf.org/html/rfc4975

Codec Control Messages in the RTP Audio-Visual Profile with Feedback
72 [RFC5104] (AVPF) IETF RFC

http://tools.ietf.org/html/rfc5104

Session Initiation Protocol (SIP) User Agent Capability Extension to
73 [RFC5196] Presence Information Data Format (PIDF) IETF RFC

http://tools.ietf.org/html/rfc5196

A General Mechanism for RTP Header Extensions IETF RFC
74 [RFC5285] ,

http://tools.ietf.org/html/rfc5285

Instant Message Disposition Notification (IMDN) IETF RFC
75 [RFC5438] ,

http://tools.ietf.org/html/rfc5438

Instant Message Disposition Notification (IMDN) IETF RFC 5438 Errata ID

[RFC5438Erra 3013

http://www.rfc-editor.org/errata _search.php?rfc=5438 (see also section C.2)
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77

[RFC5491]

GEOPRIV Presence Information Data Format Location Object (PIDF-LO)
Usage Clarification, Considerations, and Recommendations IETF RFC

http://tools.ietf.org/html/rfc5491

78

[RFC5547]

A Session Description Protocol (SDP) Offer/Answer Mechanism to Enable
File Transfer IETF RFC

http://tools.ietf.org/html/rfc5547

79

[RFC5626]

Managing Client-Initiated Connections in the Session Initiation Protocol
(SIP) IETF RFC

http://tools.ietf.org/html/rfc5626

80

[RFC5627]

Using Globally Routable User Agent URIs (GRUUS) in the Session Initiation
Protocol (SIP) IETF RFC

http://tools.ietf.org/html/rfc5627

81

[RFC6135]

Alternative Connection Model for the Message Session Relay Protocol
(MSRP) IETF RFC

http://tools.ietf.org/html/rfc6135

82

[RFC6223]

Indication of Support for Keep-Alive IETF RFC
http://tools.ietf.org/html/rfc6223

83

[GML3.1.1]

OpenGIS® Geography Markup Language (GML) Implementation
Specification, Version 3.1.1, OGC 03-105r1

http://www.opengeospatial.org/

84

[CAB_TS]

OMA Converged Address Book (CAB) Specification, Approved Version 1.0,
13 November 2012

http://www.openmobilealliance.org

85

[CONNMO]

OMA Standardized Connectivity Management Objects for use with OMA
Device Management, Approved Version 1.0 — 07 Nov 2008

http://www.openmobilealliance.org

86

[CONNMOHT
TP]

Standardized Connectivity Management Objects HTTP Proxy Parameters
for use with OMA Device Management, Approved Version 1.0 — 24 Oct
2008

http://www.openmobilealliance.org

87

[CPM-
SYS_DESC]

OMA Converged IP Messaging System Description, Candidate Version 1.0
—12 Oct 2010

http://www.openmobilealliance.org

88

[OMA-DM]

OMA Device Management, Approved Version 1.2.1 — 17 Jun 2008
http://www.openmobilealliance.org

89

[DMPRO]

OMA Device Management Protocol, Approved Version 1.2.1 — 17 Jun 2008
http://www.openmobilealliance.org

90

[MMSMO]

OMA Management Object for MMS, Candidate Version 1.3 — 28 Jan 2008
http://www.openmobilealliance.org

91

[Location_API]

RESTful bindings for Parlay X Web Services — Terminal Location,
Candidate Version 1.1 — 11 Jan 2011

http://www.openmobilealliance.org

92

[Presence]

OMA Presence SIMPLE Specification, 1.1,
http://www.openmobilealliance.org/
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[Presence2.0_

Presence SIMPLE Data Specification, Approved Version 2.0, 29 September
2009

9 | pDs] -
http://www.openmobilealliance.org/
b 91 Presence SIMPLE Data Specification, Approved Version 2.1, 02 October
o [Presence2.1 2010
DDS] S
http://www.openmobilealliance.org/
[Presence2.0_ | Presence SIMPLE Specification, Approved Version 2.0, 10 July 2012
95 TS] http://www.openmobilealliance.org/ [
b 20 Resource List Server (RLS) Specification, Approved Version 2.0, 10 July
o6 [Presence2.0_ 2012
RLS TS] -
http://www.openmobilealliance.org/
[Presence_Co | Presence Content XDM Specification, Approved Version 2.0, 10 July 2012
97 ntent] http://www.openmobilealliance.org/
OMA Presence SIMPLE Data Extensions , Approved Version 1.3, 01
08 [PDE_13] November 2011
http://www.openmobilealliance.org/
[PRESENCEI | Implementation Guidelines for OMA Presence SIMPLE v1.1 Presence
99 G] http://www.openmobilealliance.org/
OMA Management Object for Presence SIMPLE, Approved Version 1.0, 25
[PRESENCEM b
100 o] February 2010
http://www.openmobilealliance.org
OMA Management Object for Presence SIMPLE 2.0, Approved Version 2.0,
[PRESENCE2 10 Jul
101 July 2012
MQ] -
http://www.openmobilealliance.org
[PresenceXD Presence XDM Specification, Approved Version 1.1 — 27 Jun 2008
102 M] http://www.openmobilealliance.org/
Resource List Server (RLS) XDM Specification
103 | [RLSXDM] Approved Version 1.1 — 27 Jun 2008,
http://www.openmobilealliance.org/
[SHARED- Shared XDM Specification, Approved Version 1.1 — 27 Jun 2008
104 | xDM] http://www.openmobilealliance.org/
Secure User Plane Location, Candidate Version 2.0 — 27 May 2011
105 | [SUPL] _ -
http://www.openmobilealliance.org/
OMA Management Object for SUPL, Candidate Version 2.0 — 27 Jan 2011
106 | [SUPLMO] _ T
http://www.openmobilealliance.org/
XML Document Management Architecture, Approved Version 1.1, 27 June
107 | [XDM1.1_AD] 2008
http://www.openmobilealliance.org/
XML Document Management Architecture, Candidate Version 2.0, 16
108 | [XDM2.0_AD] | September 2008
http://www.openmobilealliance.org/
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XML Document Management (XDM) Specification, Approved Version 1.1,

[XDM1.1_Core | 52 jine 2008

109 |
http://www.openmobilealliance.org/
XML Document Management (XDM) Specification, Candidate Version 2.0,
[XDM2.0_Core b
110 ] 16 September 2008
http://www.openmobilealliance.org/
[XDMIG] Implementation Guidelines for OMA XDM v1.1,
111 http://www.openmobilealliance.org/
OMA Management Object for XML Document Management 1.1,
112 | [XDMMO] i L
http://www.openmobilealliance.org
vCard, The Electronic Business Card, A versit Consortium Specification, 18
http://www.imc.org/pdi/vcard-21.doc
ISO 8601:2004 Data elements and interchange formats -- Information
114 | [1S08601] interchange -- Representation of dates and times, 18 Mar 2008
http://www.iso.org
1.5 Differences to previous specifications

RCS 5.1 evolves on the functionality defined for RCS 5.0. The following sub-sections list the
major differences.

1.5.

1 New features and procedures
Configuration enhancements

o HTTP based configuration over non-3GPP access for primary devices (see section
2.3.3.3).

o Configuration request initiated by the Network (see section 2.3.5).

o System request via EUCR.

Group Chat enhancements

o Store and forward for Group Chat (including basic and full methods).
o Closed Group Chat.

File Transfer enhancements

o Store and forward for File Transfer.

o HTTP based File Transfer

o File Transfer within a Group Chat

Geolocation enhancements

o Definition of a new method to perform Geolocation PULL based on file transfer fetch.
o Show us on map feature

Personal Network Blacklist

o Prevents receiving undesired communications for standalone messages, 1-to-1 chat
and File Transfer.

NOVES (see section 2.16)
RCS IP Voice Call (see sections 2.2 and 3.8)
RCS IP Video Call(see section 3.9)
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o Upgrade from CS voice call to RCS IP Video Call
1.5.2 Removed features and procedures
e Capability privacy.
1.5.3 Modified features and procedures

Area Section ‘ Differences from RCS 5.0

“Device mode” replaces “Device type”.
Device 291 Addition of a table presenting the different modes.
categorization o Clarification on applicable functionality for RCS IP
voice and video call
Configuration 2.3 Evolution of the parameters
procedures
FT Thumbnail 26.1 Definition of a service identifier
3.34.1 .
Chat Ensuring a correct message order
3.3.6.6

Precision on keeping device identifier information
Chat 3.34.1.7 about stored messages after those messages have
been delivered

The Group Chat are Long Lived,;

Group Chat 34.1 They can be restarted by any participant, and the
focus may be reused for restarting a Group Chat.

3.34.2 o ) )
Chat / Group Chat | 3.3.4.3 Precmons_on anonymity requirements over non
protected links
3.4.4
Use of the GRUU and sip.instance value in the
h 4.4.1. . . e _
Group Chat 3 S Delivery and Display notifications within Group Chat
Size limit of 10 kB
FT Thumbnalil 3.5.4 Thumbnail may be derived from any relevant frame
for a video
. 3.6.4.14 . . .
Content Sharing 3.6.4.15 Encoding adaptation to the bandwidth

Table 1: Modifications from RCS 5.0
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2 RCS 5 General Procedures
2.1 RCS5 architecture

For RCS 5.1, the one mandatory network element is the IMS core system which enables
peer-to-peer communication between RCS clients. Other network nodes can be deployed
by the Service Provider to provide additional parts of the RCS feature set. Figure 3
illustrates a simplified example of the RCS architecture; a Service Provider may choose a
different approach to implement a function within the Service Provider domain not
influencing the interoperable NNI aspects.

SP1 IPX SP2
e As-; ------------ .‘ ‘,"/'"-m-\.‘ ....... ASs e
P\ ey .b N )
ok O s 5 ] 4 N B WLAN
ADSL *= a NN N N — —.
N & DNS/ N N
n ::‘-:’:cy ENUM Legacy | ‘
@ 4 g ‘ Msg K N
B — i N N
A\ A\ MSG N MSG U N
& psics IMS Store b Store IMS PS/CS
GwW 4 GW S
LTE . Proxy i N
DM SUPL ; . DM SUPL o LTE
) A\
* v o | 4
L Y L Y N L“-!' ¢
2G \ | W NN y y .
N & N 36

Figure 3: Simplified Example of RCS Architecture

The PS/CS gateway (GW) is used for interworking between Circuit Switched (CS) and
Packet Switched (PS) voice, for example Voice over Long Term Evolution (VOLTE). SUPL
indicates the Secure User Plane Location element as documented in [SUPL] to support
exchanging geolocation information as part of Social Presence Information (SPI) and
Geolocation PUSH and PULL. Msg Store relates to the CPM (Converged IP Messaging)
Message Storage Server as illustrated in section 3.2. Legacy Msg refers to the Short
Message Service (SMS)/Multimedia Message Service (MMS) services that may be utilized
via an IWF (Interworking Function) located in the group of Application Servers (ASs) which
in addition to these IWF node(s) may also include various other nodes used by the RCS
services, for example:

e Presence Server

e Messaging Server

¢ XML (Extensible Markup Language) Document Management (XDM) Server (XDMS)

e Multimedia Telephony (MMTEL) Application Server

e Video Share Application Server, as utilized in [PRD-IR.84]

Figure 3 shows examples of two RCS Service Providers exchanging traffic with each other

using the standard Network-to-Network Interface (NNI) mechanisms (IPX, IP Packet
Exchange) as documented in [PRD-IR.90].

RCS compliant access networks include, but are not limited to, those illustrated in the
Figure 3. Thus, deploying the RCS service does not indicate a 3G network should always
be deployed. Further details of RCS services relating to particular access networks are
found in section 2.7.
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2.2 RCS device modes, client types and device architecture
2.2.1 RCS Device Modes

RCS defines these modes of devices for the telephony service:

e RCS-VOLTE mode:
The mode of operation that an RCS and VOLTE capable (and optionally CS capable)
device is using when on LTE (Long Term Evolution) access (e.g., LTE smart phone with
VOLTE support that is using VOLTE). A device in RCS-VoLTE mode is configured for
VOLTE as described in section 2.9.1 and uses VOLTE to provide the telephony service.
When a device capable of VOLTE uses CS to provide telephony service it is in RCS-CS
mode (see below). RCS IP Voice/Video Calls are not allowed for devices in RCS-VoLTE
mode;
e RCS-VoHSPA mode:
The mode of operation that an RCS and Voice over High Speed Access (VOHSPA)
capable (and optionally CS capable) device is using when on High Speed Access
(HSPA) (e.g. 3G smart phone using VoHSPA). A device in RCS-VOHSPA mode is
configured for VOHSPA as described in section 2.9.1 and uses VoHSPA to provide the
telephony service. When a device capable of VOHSPA uses CS to provide telephony
service it is in RCS-CS mode (see below). RCS IP Voice/Video Calls are not allowed for
devices in RCS-VoHSPA mode;
e RCS-AA mode:
The mode of operation of an access agnostic RCS device using RCS IP Voice/Video
Call that cannot provide 3GPP/3GPP2 calls (e.g. a PC notebook with an LTE stick or
broadband access network connection, or a tablet);
e RCS-CS mode:
The mode of operation of a device using CS voice as the telephony service (e.g. a
2G/3G/HSPA smart phone without VOHSPA support attached to the CS network for
telephony, a CSFB attached RCS smart phone in LTE, and RCS smart phone with CS
and Wi-Fi connectivity). RCS IP Voice/Video Calls are possible if available.
NOTE: If during a transition period a device provides both RCS and VoLTE clients
as completely separate implementations, the RCS client shall behave as a
non-embedded client and shall consider the device to be in RCS-CS mode
whenever in cellular coverage (e.g. the ALWAYS USE IMS APN
configuration parameter defined in Table 84 can be used with all values).

For example:

e A device with VOLTE/VoOHSPA support which is not configured to use VoLTE/VoHSPA
as described in section 2.9.1 (e.g. no subscription supporting these services), or has
performed Single Radio Voice Call Continuity (SR-VCC) to 2G/3G, is considered to be a
device in RCS-CS mode.

e A device in RCS-CS mode that then turns off radio access may still use Wi-Fi, and
become a device in RCS-AA maode.

o A device in RCS-CS mode which has radio access turned on and is configured not to
use CS voice call, is considered to be in RCS-AA mode.

The RCS device mode is based on the capability of the device, the access control, and
configuration, as per the following table:
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Telephony
Service
Provided

Capability

; Access Used
of terminal

RCS IP
Voice/Video
(oF:1]
Availability
and Status

LTE with VOLTE support VOLTE Not available RCS-VoLTE
LTE without VOLTE support CS Voice Available RCS-CS
) . RCS-
VOLTE, HSPA with VOHSPA support VoOHSPA Not Available VOHSPA
VOHSPA, - - .
. HSPA without VOHSPA support CS Voice Available RCS-CS
CS Voice,
. Availabl
RCS IP 3G/2G CS Voice vailable on 3G | o q g
Voice & not on 2G
Video Call Non-3GPP/3GPP2 access
NOTE: d when devi RCS IP
- hot Illjse \\’/V f‘rll'E evice Voice & Available RCS-AA
coverage allows Vo or Video Call
VOHSPA
LTE with VOLTE support VOLTE Not Available RCS-VoLTE
LTE without VOLTE support CS Voice Available RCS-CS
VOLTE, i i . )
_ HSPA with and without VOHSPA CS Voice Available RCS-CS
CS Voice, support
RCSIP . Available on 3G
Voice & 3G/2G CS Voice ot on 2G RCS-CS
Video Call
Non-3GPP/3GPP2 access RCS IP
NOTE: not used when device Voice & Available RCS-AA
coverage allows VoLTE Video Call
HSPA with VoHSPA support VOHSPA Not available RCS-
PP VOHSPA
VOHSPA, HSPA without VOHSPA support | CS Voice Available RCS-CS
CS Voice, Availabl G
RCS IP 3G/2G CS Voice vaflable on RCS-CS
] not on 2G
Voice &
Video Call Non-3GPP/3GPP2 access RCS IP
NOTE: not used when device Voice & Available RCS-AA
coverage allows VOHSPA Video Call
LTE CS Voice Available RCS-CS
CS Voice, HSPA CS Voice Available RCS-CS
RCS IP 3G/2G CS Voice Available RCS-CS
\\gcei ' RCS IP
ideo La Non-3GPP /3GPP2 access Voice & Available RCS-AA
Video Call
RCS IP RCSIP
Voice & LTE Voice & Available RCS-AA
Video Call Video Call
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RCSIP
HSPA Voice & Available RCS-AA
Video Call

RCS IP
3G/2G Voice & Available RCS-AA
Video Call

RCS IP
Non-3GPP/3GPP2 access Voice & Available RCS-AA
Video Call

Table 2: RCS Device Modes

A device in RCS—AA mode shall take into account the handling defined for RTP and RTCP
NAT Traversal defined in section 2.8.1.

Table 3 summarizes the sections in [PRD-IR.92] and [PRD-IR.58] that apply and do not
apply to an RCS IP Voice Call or RCS IP Video Call, and where relevant provides a
reference to the section where alternative procedures are found.

Relevant sections from

Document(s) [PRD-IR.92], [PRD-IR.58], Applicability

The MMTEL IMS Communication Service
Identifier (ICSI) and +g.gsma.rcs.telephony
filled with the values cs, volte, vohspa
and/or none as appropriate (see section
2.4.3) are placed in the Contact header
field.

In addition,

e f RCS IP Voice Call is enabled but IP
Video Call is not enabled the client shall
also include +g.gsma.rcs.ipcall in the
Contact header field

[PRD-IR.92], [PRD- | 2.2.1 SIP Registration e if RCS IP Voice Call is enabled the

IR.58], [PRD-IR.94] | Procedures client shall also include
+g.gsma.rcs.ipcall;video in the Contact
header field.

e if RCS IP Video Call is enabled and the
client supports the specific behaviour
when receiving an RCS IP Video Call
that cannot be downgraded into an
RCS IP Voice Call (see section
3.9.4.1.1) the client shall also include
+g.gsma.rcs.ipcall;+g.gsma.rcs.ipvideo
callonly;video in the Contact header
field.

See also section 2.4, 3.8.4 and 3.9.4

[PRD-IR.92], [PRD-

IR 58] 2.2.2 Authentication Not applicable. See section 2.13
All applies except that for RCS, GRUU
E:Z%IR'QZ]’ [PRD 2.2.3 Addressing support in the UE is required. See section
' 2.4.2
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[PRD-IR.92], [PRD-
IR.58], [PRD-IR.94]

2.2.4 Call Establishment and
Termination

(2.2.2 Call Establishment and
Termination in [PRD-IR.94])

The client shall include the MMTEL ICSI in
the Contact and Accept-Contact header
fields for an RCS IP Voice/Video Call as per
[PRD-IR.92] and [PRD-IR.94].

For an RCS IP Voice Call which can be
upgraded to an RCS IP Video Call, the
client shall include the MMTEL ICSI in both
the Contact and Accept-Contact headers
and the video tag in just the Contact header
as per [PRD-IR.94].

In addition to the above,

e For an RCS IP Voice Call the client
shall also include +g.gsma.rcs.ipcall in
the Contact header field and in the
Accept-Contact header field

e For an RCS IP Video Call the client
shall also include
+g.gsma.rcs.ipcall;video in the Contact
header field and in the Accept-Contact
header field.

e For an RCS IP Video Call where video
media cannot be removed the client
shall also include
+g.gsma.rcs.ipcall;+g.gsma.rcs.ipvideo
callonly;video in the Contact header
field and in the Accept-Contact header
field.

NOTE: If a call is set up that is not required

to be an end-to-end IP call, the client just

includes the MMTEL ICSI and none of the

RCS IP Call feature tags. It is a Service

Provider’'s decision whether or not to break

out such a call and may depend on the

access network used. Also there is no
requirement to bypass SR-VCC [PRD-

IR.64] in this case if VOLTE is supported in

both terminal and network.

[PRD-IR.94]

2.4.1 Integration of resource
management and SIP

If the video media stream is not providing
for a sufficient Quality of Service (Qo0S)
level, then the UE may, based on its
preferences, modify, reject or terminate the
SIP session, according to section 6.1.1 in
3GPP TS 24.229.

[PRD-IR.92], [PRD-
IR.58]

2.4.2 Integration of resource
management and SIP

Not applicable

[PRD-IR.92], [PRD-
IR.58]

2.5 SMS over IP

Not applicable
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3.2.6 Jitter Buffer Management

[PRD-IR.92] Considerations Not applicable
[PRD-IR.92] 3.2.7 Front End Handling Not applicable
[PRD-IR.92], [PRD- | 4.1 Robust Header Not applicable
IR.58] Compression PP
[PRD-IR.92] 4.2 LTE Radio Capabilities Not Applicable
[PRD-IR.58] 4.2 HSPA Radio Capabilities Not Applicable
4.2 EPS Bearer Considerations .
[PRD-IR.94] for Video Not Applicable
[PRD-IR.92], [PRD- 4.3 Bearer Management Not Applicable
IR.58]
[PRD-IR.94] 4.3 LTE Radio Capabilities Not Applicable
[PRD-IR.94] 4.4 HSPA Radio Capabilities Not Applicable
[PRD-IR.92], [PRD- _ .
IR.58] 5.1 IP Version Not Applicable
EER;;]—IRQZ], [PRD- | 5 5 Emergency Service Subject to local regulation
EER;;]—IRQZ], [PRD- | 5 5 Roaming Considerations Not Applicable

Annex A: Complementing IMS
with CS (A.1 General, A.2
Domain Selection, A.3 SR-VCC,
A.4 IMS Voice service settings
management when using CS
access, A.5 Emergency Service, | Not Applicable
A.6 Roaming Considerations,
A.7 SMS Support)

In [PRD-IR.94] Annex A
Complementing IMS with CS
(A.1 General, A.2 SR-VCC)

[PRD-IR.92], [PRD-
IR.58], [PRD-IR.94]

[PRD-IR.92], [PRD-

IR.58], [PRD-IR.94] All other sections Applicable

Table 3: IR.92 and IR.58 applicability to RCS IP Voice Call and RCS IP Video Call
2.2.2 RCS Client Types

RCS defines two types of clients:

1. RCS embedded client: This is the client that is provided as part of the handset
implementation and it is fully integrated with the native applications (address book,
gallery/file browser application, calling application, etc.). Consequently, the RCS client
shall represent the identity of the device as per section 2.4.2 and [3GPP TS 24.229]; the
International Mobile Station Equipment Identity (IMEI) shall be used in sip.instance
during registration.

2. RCS downloadable client: This is a client that may be preinstalled or that has to be
downloaded by the user. However it is not part of the device base software (i.e. it has no
access to internal Application Programming Interfaces [APIs] and advanced Operating
System [OS] functionality). The level of integration with the native applications is limited
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to the possibilities permitted by the corresponding mobile OS or OS platform API.
Consequently, the RCS client shall represent the identity of the device as per section
2.4.2, but, the IMEI shall not be used in sip.instance during registration.

2.2.3 Multi-IMS service device architecture

As IMS-based services, like RCS, evolve and increase their penetration among handsets, it
becomes necessary to define an architecture where different IMS services can co-exist in a
single device. Section C.2 summarizes the available approaches providing an overview of
their strengths and weaknesses. The approaches discussed comprise of:

e Multi Stack approach
e IMS device API approach
o IMS device with SIP back-to-back user agent and proxy approach

As explained in section C.2.1, the recommended approach would be an architecture that
allows having only a single registration to the IMS per device.

2.3 Configuration Procedures

A user can only initiate the use of RCS services once their client is configured and the
corresponding subscriber (uniquely identified by the relevant IMS Unique Resource
Identifier [URI]; that is a tel URI and/or a SIP URI) is provisioned by the RCS Service
Provider to access the RCS services.

Both processes should be performed automatically (e.g. when a subscriber first turns on
their RCS capable device and connects with their Service Provider). This gives the end user
the impression that the RCS services are working out of the box and minimises operational
impacts to Service Providers.

2.3.1 First-time Start of an RCS capable device

A mobile network offering RCS services to its subscriber base should be able to detect
when a user connects to the network for the first time with an RCS capable device. Upon
detecting a user connection, two processes are triggered to execute:

1. Service provisioning: the process whereby the relevant configuration is performed on
the network elements to make the RCS services available to the user (e.g. provisioning
an account on the IMS core and relevant application servers).

NOTE1L: In addition to this auto-provisioning on first usage, the service may be
provisioned in advance by the Service Provider.

2. Client configuration: the process whereby the network provides the client with its
configuration using one of the mechanisms described in section 2.3.3.

As shown in the Figure 4, an RCS capable device must successfully complete service
provisioning and configuration procedures before it can be used. The service provisioning
and configuration procedure may be triggered in a variety of different ways, including
e An RCS capable device is powered on: as a result, the network may be able to identify
or detect that the user/device pair can use RCS services and, as a consequence, trigger
the relevant device configuration procedures described in more detail later in this
section.
NOTE2: The triggering process is network specific and outside the scope of this
specification.

e The RCS capable device may also be able to perform a customized bootstrap operation
(also named factory bootstrap) to trigger a client-initiated Open Mobile Alliance Device
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Management (OMA-DM) session towards an OMA-DM server for client configuration
purposes.

An alternative to this automated mechanism could be a manually triggered configuration
(e.g. by a menu item or requested by an operator in a store).

2.3.1.1 First-time use scenario

The assumption in this scenario is that User A is entitled to access RCS services (because
for example User A'’s tariff includes the ability to use the RCS services) however User A has
never used an RCS-capable device before.

Prior to the first-time registration, it is necessary to provision the user on the network (e.g.
by auto-provisioning) and to configure the user's RCS client with the correct settings as
described further in this section 2.3. When the provisioning and client configuration is
completed, the first-time registration procedure can take place.

RCS first-time registration consists of the following:

1. Register (as described in section 2.4)

2. Establish (i.e. find) a subset among User A’s existing contacts (if any) who are also RCS
users (as described in section 2.6.2).

SP IMS Core

SP Core RCS AS
ﬁ:'hone L iL‘J [Client Logir,j MW

SERVICE PROVISIONING AND CLIENT CONFIGURATION PROCESS

Aftaches to the MNO nelwork

The net\-lmrk may choose fo autoprovision a subscrption upon detection of
a user connecting a8 new device in the network. For Mobile RAN access
this could be detection of a new MSISDMN and IMEI pair. The client can
also perform a factory boolstrap procedure, which enables the handset o
trigger (towards the provisioning server) an OMA DM or HTTP
management session establishment for client configuration (ie. as
auteconfiguration mechanism).

|
Provision IMS and RCS AS accoun

2]

Send client configuration via OMA-DM/HTTP

Registration Phase (as describad in Saction 2.4)

| l

RCS User discovery using capability check (see section 2.6}

Start User discovery
polling timer

Figure 4: First-Time Start of an RCS capable device - Sequence Diagram

2.3.1.2 Additional first-time configuration scenarios

In addition to the scenario described in the section 2.3.1.1 (first time the user registers with
the IMS network), there are several additional scenarios where the same sequence applies:

e When the user changes to another RCS enabled device: In this scenario, the sequence
is identical to that described in section 2.3.1.1; however, the IMS provisioning process
(i.e. provisioning IMS and RCS AS accounts) is not required as it has already been
performed for this subscriber.

V3.0 Page 32 of 489



GSM Association Non-confidential
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

e When a customer changes the Subscriber Identity Module (SIM) card in the device: In
this scenario, the sequence is identical to the one described in the section 2.3.1.1.

e A configuration update is required that implies changes in the user’s IMS identity (that is
a different tel URI and/or SIP URI). In this scenario, the sequence is identical to the one
described in the section 2.3.1.1.

e A configuration update is required that implies the use of a different capability discovery
mechanism: As described in section 2.6, switching the capability discovery mechanism
parameter automatically triggers the RCS first-time registration process. This parameter
is described in Annex A (section A.1.10).

2.3.2 Client configuration parameters

The set of client configuration settings is presented in Annex A: Managed objects and
configuration parameters.

All the RCS client configuration parameters must be restricted from being modified by the
user.

In a device supporting RCS-VoLTE or RCS-VoHSPA mode and configured to use those
modes when possible (see section 2.2.1), the default IMS settings as defined in [PRD-
IR.92])/[PRD-IR.58] are used. Therefore as stated in section A.1.6.1 the client configuration
parameters referred to in section A.1.6.2 and those in Table 80 are not used in this case.

Following a successful configuration, the provided settings are active/updated and used on
RCS client and the RCS client is ready to register with the network. Once this registration
process has successfully completed, the user is able to make use of the RCS services.

These client configuration parameters could also be updated later by the Service Provider
by pushing new configuration documents using the OMA-DM enabler or the RCS HTTP
configuration mechanisms defined in section 2.3.3.

2.3.3 RCS client autoconfiguration mechanisms
2.3.3.1 Overview

This specification provides two mechanisms that can be used to perform the
autoconfiguration of the configuration parameters controlling the RCS functionality in
terminals carrying the SIM associated with an RCS user’s main identity:

1. [OMA-DM]: This is based on the managed object configuration outlined in Annex A,
section A.2. If the RCS capable device supports [OMA-DM], then the following
requirements shall be supported by the device:

o Multiple management authorities in which the Service Provider Device Management
accounts are persistent, non-editable and non-visible to an RCS user (e.g. Software
(SW) updates do not delete/overwrite DM accounts) and are only accessible to the
respective active Service Provider DM account (protected by the OMA-DM Access
Control List (ACL) mechanism).

o The active Service Provider's DM account should be selected and activated after a
SIM card change.

o The RCS configuration parameters are protected against non-Service Provider
authorities (through the OMA-DM ACL mechanism).

o Each RCS Service Provider should have its own RCS Management Object (MO)
sub-tree and the OMA-DM account shall have access to the device settings (e.g. for
the purpose of access settings configuration).

o The ‘active’ Service Provider's RCS MO sub-tree needs to be visible to that Service
Provide (i.e. not to the end-user), selected and activated after a SIM card change.
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o An RCS capable device shall support the customized bootstrap procedure (also
named factory bootstrap (that is the Service Provider OMA-DM account), including
OMA-DM server address, is pre-loaded into the device at factory phase). This
procedure is specified in section 5.1.2.1 of OMA Device Management Bootstrap (see
[OMA-DM]). The customized bootstrap triggers a client-initiated management
session from the RCS capable device towards a pre-provisioned OMA-DM server
(operated by the Service Provider which the device is subscribing to, i.e. the Home
Public Land Mobile Network (HPLMN)). This provides an OMA-DM client with the
possibility to initiate and perform the RCS autoconfiguration procedure.

o The scenarios under which a device shall perform the factory bootstrap
procedure’, are as follows:

o When a device is switched on for the first time;
o When a factory reset was performed;

o When a user changes the SIM card on the device and there is no stored
configuration for the new SIM (see section 2.3.4);

o After a device software update is applied which introduces or extends the
RCS client functionality in the terminal

o After successfully processing the customized bootstrap procedure, the DM client
of an RCS capable device shall automatically initiate a management session to
the DM server configured in the bootstrap at the next practical opportunity? (that is
when network connectivity and other factors would allow such a connection to
occur).

2. Another RCS client configuration mechanism defined further in section 2.3.3.2 is based
on the (Secure) Hypertext Transfer Protocol (HTTP/HTTPS) and has the following main
goals:

o Enabling a configuration procedure that is transparent to the RCS user

o Reducing the complexity of the auto-detection mechanism on the network
infrastructure

For the configuration of additional RCS capable devices (i.e. devices not carrying the SIM
associated with a subscriber’s main identity), the HTTP(S) mechanism shall be used as
described in section 2.3.3.4.

NOTE: Although RCS provides different mechanisms to perform the auto-

configuration, the configured parameters remain the same and are
independent of the mechanism that is used. The used mechanism only
determines the used protocol and the encoding of the parameters between
the client and the network.

2.3.3.2 HTTP(S) based client configuration

This mechanism is based on HTTP(S) requests sent by an RCS capable device to an RCS
configuration server in order to receive the RCS configuration data.

The HTTP(S) configuration requests may be triggered in two different ways:

! The Service Provider network may trigger an OMA-DM configuration when a configured SIM is used
in a different device.

% This is an additional requirement compared to the OMA DM 1.2.1 specifications.
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Client-triggered HTTP(S) configuration if an RCS Service Provider is detected by the
client (e.g. SIM-based or by customization).

Network-triggered HTTP(S) configuration if an RCS Service Provider is not detected
by the client. It is used to protect pre-installed RCS clients against negative charging
impacts in non-RCS networks.

RCS client behaviour is as follows:

If client-triggered configuration applies: when an RCS capable device boots up (or when
the SIM is swapped without rebooting the device [hot swap]) and no valid configuration
is available for the used identity, the device sends an initial HTTP request toward the
RCS configuration server to verify the current configuration settings’ version.

o Inthe case of a non-embedded mobile client or a PC client without SIM, this check
should be performed each time the RCS client is started.

After receiving an SMS trigger as described in section 2.3.5, there is an HTTP request
sent to the RCS configuration server to verify the current configuration settings’ version.

o If the version available on the client does not match the version on the configuration
server, the configuration server will include in its response to the client's HTTP
request a configuration document in XML format containing all RCS configuration
settings.

NOTEL1: The configuration document is covered in detail in Annex A, sections A.2

and A.3 and based on the OMA Client Provisioning (OMA-CP) syntax.

In situations where it is necessary to force a reconfiguration of an RCS capable device
(e.g. SIM card swap), the device resets the version value of its on-hand RCS
configuration settings to 0. The server configuration shall therefore always provide a
version value greater than O.

In scenarios where the Service Provider disables the RCS functionality on an RCS
capable device/client, the HTTP response provided by the RCS configuration server will
carry an XML configuration response that carries no configuration parameters and sets
the version of the configuration settings to 0 or -1.

The details on the exchanges (e.g. the format employed for each requests) are provided in
sections 2.3.3.2.1, 2.3.3.2.2, 2.3.3.2.3, 2.3.3.2.4, 2.3.3.2.5 and 2.3.3.4 of this specification.

This HTTP configuration mechanism operates under the following assumptions:

As a security measure and to ensure that a Service Provider is able to implement the
necessary procedures to resolve a user’s Mobile Subscriber Integrated Services Digital
Network Number (MSISDN) (that is Remote Authentication Dial In User Service
(RADIUS) requests, header enrichment and so on), the configuration of RCS capable
devices/clients carrying the SIM associated to an RCS user’s main identity can only
occur if the device is connected using a mobile PS® data network and, therefore, the
device should have the necessary Access Point Name (APN) configuration available to
perform the connection.

NOTE2;: for other devices/clients the mechanisms defined in section 2.3.3.4 are
used.

® Please note that if a device does not have a Packet Switched (PS) connection, the
autoconfiguration can also happen over Wi-Fi. The decision to implement this mechanism is up to the
discretion of each Service Provider.
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e As some of the mechanisms presented in the previous paragraphs require an initial
HTTP request, an HTTP request is performed first:

o The device/client shall send an HTTP GET request towards the RCS configuration
server's qualified domain name. In this initial HTTP GET request the GET
parameters outlined in Table 4 should not be included.

o As a result of successfully receiving and processing this request, the RCS
configuration server returns an HTTP 200 OK response.

o Upon receiving that HTTP 200 OK response, the RCS client shall perform a second
GET request towards the same Uniform Resource Locator (URL) (i.e. the RCS
configuration server’s qualified domain name) using the HTTPS protocol.

o The RCS configuration server should be able to correlate both HTTP and HTTPS
requests from the same RCS capable device. To achieve this, the configuration
server shall provide a cookie as part of the response to the initial HTTP request (Set-
Cookie header). The RCS configuration server will expect the client to provide that
cookie in the subsequent HTTPS request (in the Cookie header).

e From a UX perspective, the customer is not aware of the auto-configuration process (it
is a background process with no pop-ups, alerts or notifications shown to the RCS user
on the screen of the RCS capable device) unless the provisioned data includes a
message for the end user.

It should also be noted that this mechanism also contributes to reducing the complexity of
associated with the auto-detection mechanism as the device will proactively request an
update of the configuration settings each time the device is rebooted (or in case of a non-
embedded mobile client, on each client start).

2.3.3.2.1 Initial Request

UE User/Client A SP Core NW

[Phnne Loqic} [Clienl Louic] EQCS config server]
|

Boot-up completed

and PS5 connection — HTTP GET REQUEST

available (http:/fconfig.r €S.MNe<MNC>.mec<MCC>. pub 3gppn
-pub, 8

TWDrk,org} >

.

- ——————HTTP 2000Kk——— ]

HTTPS GET REQUEST
g.res.mn c<MNC-*—-.mcc<MCC=-.pu b.SQppnehvork.org ?pararns}*

-_{hﬂps.'."fconﬂ

Figure 5: HTTP configuration: Initial requests

Parameters: The following information is included as HTTP GET parameters using a query
string:

Parameter Description Mandatory Format
vers This is either -3, -2, -1, 0 or a positive Y Int (-3, -2, -1,
integer. O indicates that the configuration Oora
must be updated (e.g. the configuration is positive
damaged; non-existent or an update is integer)
needed following a SIM change). A positive
value indicates the version of the static
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parameters (those which are not user
dependent) so the server can evaluate
whether an update is required.

-1 indicates that the device/client has
disabled the RCS services including the
autoconfiguration query performed at boot.
This may be used by the RCS client/device
to inform the SP that the RCS functionality
was permanently disabled from the device.

-2 Indicates that RCS is disabled on the
device (including the configuration query at
boot), but a configuration query might be
triggered on user action.

-3 indicates that RCS is in a dormant state
(i.e. no registration) in a way that is
transparent to the user. In this state
configuration queries are done at the
normal trigger points.

IMSI (International If available, the subscriber’s IMSI shall be N String
Mobile Subscriber sent as a parameter. if the OS (15 digits)
Identity) platform
allows it, it
shall be
included
rcs_version String that identifies the RCS version N, only String (4
supported by the client. It shall be set to mandatory max), Case-
“5.1B” (without the quotes) for clients from RCS Sensitive
following this specification. 5.1 onwards
NOTE: it is set to “5.1” by clients
implementing version 1.0 of this
specification.
rcs_profile String that identifies a fixed set of RCS N String (15
services that are supported by the client. max), Case-
The services that are supported and the Sensitive
value to be used for the rcs_profile
parameter to reference to this set are to be
defined in external documents (e.g. a
Service Provider's RCS Service definition
document).
In case multiple, (potentially overlapping)
sets are supported the parameter shall be
included multiple times
client_vendor String that identifies the vendor providing Y String (4
the RCS client. max), Case-
Sensitive
client_version String that identifies the RCS client version. | Y String
(15 max),
client_version_value = Platform "-" VersionMajor Case-
"." VersionMinor Sensitive
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Platform = Alphanumeric (9 max)
VersionMajor = Number (2 char max)
VersionMinor = Number (2 char max)
Example:

client_version=RCSAndrd-1.0

terminal_vendor String that identifies the terminal OEM. Y String (4
max), Case-
Sensitive
terminal_model String that identifies the terminal model. Y String
(10 max),
Case-
Sensitive
terminal_sw_version String that identifies the terminal software Y String
version. (10 max),
Case-
Sensitive
IMEI (International If available, the subscriber’s IMEI shall be N String
Mobile Station sent as a parameter. Those Service if the OS (15 digits)
Equipment Identity) Providers that support a comprehensive platform
device database, they can ignore the allows it, it
terminal_X parameters and use the IMEI shall be
instead, if it was available to the RCS included

implementation.

Table 4: RCS alternative configuration: HTTPS request GET parameters

Please note that in case of Service Provider-specific RCS clients, the client and terminal
vendor, model and version parameters format and values should be agreed with the
associated Service Provider prior to any device or RCS client commercialization or update.

e The RCS configuration server URL shall be composed based on the home Service
Providers MCC (Mobile Country Code) and MNC (Mobile Network Code) using a
“config” subdomain of the domain reserved for RCS services in [PRD-IR.67]. That is:
http://config.rcs.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org
whereby <MNC> and <MCC> shall be replaced by the respective values of the home
network in decimal format and with a 2-digit MNC padded out to 3 digits by inserting a 0
at the beginning (as defined in [PRD-IR.67]).

e The RCS client shall check the MCC and the MNC in the IMSI and compose the
configuration Server URL introduced in the previous bullet depending on the HPLMN.

¢ If an RCS capable device is employed by a Service Provider that does not support RCS,
the configuration server URL will not be resolved. In that scenario the application shall
handle it as a “client configuration invalid” scenario.
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2.3.3.2.2 RCS configuration server response

UE User/Client A SP Core NW

1F‘ht::rnra, Lc}qicJ [Client Loqic} [RCS config Ser'-.fer!

Cumant version is

different fram the

one provided by
the client

HTTPS 200 0K _|
-« (contains config XML}

Parsa XML, apply
configuration

Figure 6: HTTP configuration: Server response

The RCS configuration server (in response to the HTTPS request from an RCS capable
device) shall first validate the client and terminal parameters and then checks if the version
provided by the client matches the latest version of the configuration available on the server.
The response shall always contain two parameters:

1. The configuration version

2. The validity of the configuration in seconds

If the version matches (i.e. no new configuration settings required), the configuration XML
document shall be empty except for the version and the validity parameters:

e The version parameter shall be set to the same value X (as illustrated in Table 5)
provided by the client in the HTTPS request

e The validity parameter shall be reset to a server configured value Y (as illustrated in
Table 5)

<?xml version="1.0"?>
<wap-provisioningdoc version="1.1">
<characteristic type="VERS">
<parm name="version” value="X"/>
<parm name="validity” value="Y"/>
</characteristic>
</wap-provisioningdoc>

Table 5: RCS HTTP configuration XML: no configuration changes required

If the Service Provider chooses to temporary disable RCS functionality on the device/client,
the response shall carry an XML document containing only the version and validity, both set
to 0 as illustrated in Table 6:
<?xml version="1.0"?>
<wap-provisioningdoc version="1.1">
<characteristic type="VERS">
<parm name="version” value="0"/>
<parm name="validity” value="0"/>
</characteristic>
</wap-provisioningdoc>

Table 6: RCS HTTP configuration XML: reset RCS client
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If the RCS functionality is temporary disabled on an RCS capable device, the device should
perform the configuration query each time that it is booted up.

If the Service Provider chooses to permanently disable the RCS functionality on an RCS
capable device/client including the configuration query performed at startup, the response
shall carry an XML document containing only the version and the validity, both set to -1 as
illustrated in Table 7:
<?xml version="1.0"?>
<wap-provisioningdoc version="1.1">
<characteristic type="VERS">
<parm name="version” value="-1"/>
<parm name="validity” value="-1"/>
</characteristic>
</wap-provisioningdoc>

Table 7: RCS HTTP configuration XML: reset RCS client and stop configuration query

If the SIM is swapped or the device is reset, the RCS capable device shall again query for
configuration settings on each startup assuming that client-triggered HTTP(S) configuration
applies. There shall be no other way for the user to trigger a new configuration query. As
described in section 2.3.5.1, the RCS client shall also be re-enabled when a SMS message
is received requesting a first time configuration.

If the Service Provider chooses to disable the RCS functionality on an RCS capable
device/client (including the configuration query performed at startup) until there is a Ul
dependent user action triggering a new query, the response shall carry an XML document
containing only the version and the validity, both set to -2 as illustrated in Table 8:
<?xml version="1.0"?>
<wap-provisioningdoc version="1.1">
<characteristic type="VERS">
<parm name="version” value="-2"/>
<parm name="validity” value="-2"/>
</characteristic>
</wap-provisioningdoc>

Table 8: RCS HTTP configuration XML: disable RCS client and stop configuration
query

If the SIM is swapped or the device is reset, the RCS capable device shall again query for
configuration settings on each startup assuming that client-triggered HTTP(S) configuration
applies. As described in section 2.3.5.1, it shall also be re-enabled when a SMS message is
received requesting a first time configuration.

If the Service Provider chooses to put the RCS functionality on an RCS capable
device/client (including the configuration query performed at startup) in a dormant state, the
response shall carry an XML document containing only the version and the validity, with the
version set to -3 and a server configured value Y for the validity as illustrated in Table 9:
<?xml version="1.0"?>
<wap-provisioningdoc version="1.1">
<characteristic type="VERS">
<parm name="version” value="-3"/>
<parm name="validity” value="Y"/>
</characteristic>
</wap-provisioningdoc>

Table 9: RCS HTTP configuration XML: put RCS client in dormant state

The RCS client shall after receiving such a response behave as follows:
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¢ It shall perform the configuration queries as if it were configured with a valid document
(e.g. it performs a query at reboot, when an SMS requesting reconfiguration is received,
etc.). In those queries it shall provide as value for the version parameter ‘-3’.

¢ The existing configuration document remains valid (i.e. a response with version set to ‘-
3’ shall be handled in this aspect as if the version parameter matched the current
version available in the client).

o It shall not register into the IMS until a subsequent configuration query results in a
configuration XML with a positive value. If it was registered when the document with
version ‘-3’ is received, the client shall unregister.

e All RCS services entry points shall remain available (including those that base on
cached capabilities). When the user activates RCS through one of those capabilities, the
client shall:

o Perform a configuration query providing as value for the version parameter the
version of the latest configuration document that was received by the client (i.e. a
positive value).

o If a new configuration document is received or the previously received document is
still valid, apply that document, register into the IMS and perform a capability query
to verify that the requested action is possible. If not the action is not possible, inform
the user of this situation. Keep RCS active afterwards.

o If an error or a document with a negative version is returned, inform the user that
RCS is not available at that time.

o Provide an indication to the user during these actions to show that RCS is being
activated

e These actions to activate RCS shall also be performed when a SMS message
requesting reconfiguration is received.

If the server has available an updated RCS configuration for the client, the server response
shall contain a configuration XML document (i.e. Content-Type of text/xml) that the client
shall parse and apply:

o The XML format of this document is based on the syntax used in OMA-CP (see Annex
A, sections A.2 and A.3 for the details) with a new parameter to include the version, the
validity and the message section. A sample of the complete autoconfiguration XML is
provided for reference in section A.4.

Server responses that differ from those already described in this section (i.e. an HTTP error)
should trigger an RCS capable device/client to try and retrieve RCS configuration settings
the next time the device starts (or the RCS client is started). In scenarios whereby the
server response consists of a 403 Forbidden error, the device/client implementation shall
also remove the current configuration (i.e. as if it had received a response with both validity
and version set to 0).

An "RCS Info" MO sub tree shall be included into the RCS management tree containing the
configuration parameters described in Table 4, except for "vers" and "IMEI".

2.3.3.2.3 User Messages

Optionally (that is the tag may not be present), the XML configuration document may be
used to convey a user message associated with the result of the configuration server
response. The additional XML section is displayed in Table 10:
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<?xml version="1.0"?>
<wap-provisioningdoc version="1.1">

<characteristic type="MSG">
<parm name="title” value="Example”/>
<parm name="message” value="Hello world”/>
<parm name="Accept_btn” value="1"/>
<parm name="Reject_btn” value="0"/>
</characteristic>

</wap-provisioningdoc>

Table 10: RCS HTTP configuration: User notification/message sample

The meaning of the different parameters is described as follows:
e Title: The window title where the user message is displayed.

o Message: The message that is displayed to the user. Please note the message may
contain references to HTTP addresses (websites) that need to be highlighted and
converted into links by the device/client.

e Accept_btn: This indicates whether an “Accept” button is shown with the message on
the device Ul. The action associated with the Accept button on the device/client is to
clear the message box.

¢ Reject_btn: This indicates whether the “Decline” button is shown with the message on
the device Ul. The action associated with the Reject button on the device/client side is to
disable the RCS switch setting in the device.

The MSG characteristic (i.e. the user message) is optional and will be only present for the
following types of RCS configuration server responses:
1. The response containing the full RCS configuration settings.

2. The response disabling RCS configuration on the device (version and validity are set to
0 or a negative value).

The device should display the message and the relevant/configured buttons in the following
RCS configuration server response scenarios:

e After receiving the full RCS configuration settings, only if:

o Working configuration was previously unavailable , including an unavailable working
configuration following a SIM change; or

o Following a terminal reset
e After receiving the disabling RCS configuration response.

The RCS device/client shall send language/locale settings to the server to set the
language/locale of the user message. The client should therefore include the HTTP Accept-
Language header in all the requests and set the value of this header consistent with the
device locale.
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Figure 7 : Autoconfiguration server notification example
2.3.3.2.4 Use Case Overview

Although previously introduced, this section summarizes the different use cases to indicate
the corresponding device behaviour for each scenario:

1. First detection: This is the first time a user makes use of an RCS device. If the process

is successful the device receives the correct configuration XML including the validity
period of associated RCS configuration parameters. If the device has no issues (i.e. the
device receives no errors) during the registration process, the device refrains from
contacting the server again until the validity period has expired. As mentioned
previously, this process could require several retries to be attempted until the
provisioning in IMS is successfully performed.
Please note that for those devices not having successfully completed the
configuration process yet, any RCS specific UX available on the device should
remain disabled (i.e. vanilla behaviour) until a valid RCS configuration is
successfully received and processed.

2. Version checking, no changes: If the validity period has expired, or the client has
been instructed to retry the configuration process, the device sends a request to verify
that it has the correct configuration. If the device already has the latest version, the
client receives an XML configuration document containing only the same version as the
one that was provided by the client already with the validity period reset to a value
specified by the RCS configuration server. This indicates that the RCS configuration the
device/client currently has is correct and, as a result, the validity period is renewed as
indicated by the updated validity parameter value provided as part of the RCS
configuration server response.

3. Version checking, new version available: If the server has a new version of a subset
of the fixed RCS configuration parameters (for example the registration IP address) or if
the user has requested a reconfiguration through their Service Provider's Customer
Care, the device/client receives a new configuration XML the next time the device/client
verifies its version

4. Validation process is not OK: If either the RCS device/client or the subscriber is
barred from accessing the RCS service, the device will receive an XML with the
configuration version and validity attributes set to 0.

Consequently, the device/client must remove the existing configuration and revert
to vanilla behaviour (that is the RCS-specific UX on the device/client is disabled).
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5. SIM change: If the SIM changes, the previous working configuration should be backed
up by the device/client and the device/client should behave as if no configuration is
available (that is first-time configuration) and, follow the process described in 2.3.3.2.
Please note that if a working configuration backup associated with the new SIM
available on the device/client exists, the validity period should be checked and, if it is still
valid, the backup working configuration should be used instead of the device issuing a
new RCS configuration request.

6. User with different RCS devices. If a user uses multiple RCS devices, the same
configuration shall be valid for all their RCS devices. The described process shall
ensure that the device that the user is currently using has the latest version.

7. User asks Customer Care to disable (i.e., opt out of) the RCS service. In this case
the user will be un-provisioned from the IMS network, and when the application asks for
a reconfiguration it will always receive a XML configuration document with the version
and validity set to 0. The RCS service shall remain disabled until the user requests
Customer Care to provision their device (i.e. to opt in) for the RCS service again. As a
result of disabling the RCS service, the RCS capable device/client shall remove
the currently working configuration and disable the RCS-specific UX (that is revert
to vanilla behaviour).

NOTE: all scenarios described above comply with one of the following behaviours
of the application on the device:

e First time RCS capable device/client utilization: if the RCS capable device/client does
not have the correct configuration (version 0 or it is unable to successfully complete the
registration process), the device will send a request at each boot sequence (or when the
RCS client is restarted) if client-triggered HTTP(S) configuration applies.

e The HTTP(S) configuration or re-configuration is triggered as described in section 2.3.5

o If the RCS device/client has received the proper RCS configuration, then it shall not
request for a new version unless:

o The validity period has expired, or,

o lItis not able to complete registration to the IMS

e If the response received from the RCS configuration server by the RCS capable
client/device is 503 Retry-After, the RCS device/client shall retry the request after the
time specified in the “Retry-After” header included as part of the configuration server
response.

o If any other error occurs (for example being unable to resolve the URL or getting an
error from the RCS configuration server) the RCS device/client shall retry the
procedure during the next time reboot sequence;

o Inthe particular case of an RCS client/device receiving a 403 Forbidden, the existing
configuration should be removed from the device/client.

e In other error cases (e.g. a 500 Internal Error is issued by the RCS configuration server
or the RCS configuration server is unreachable), if a valid configuration is available then,
the RCS device/client should keep using it, even if the configuration has expired.

e The following is applicable to both 403 Forbidden and other RCS configuration server
error responses:

o To include scenarios whereby a device migrates to a network without RCS support,
the maximum number of unsuccessful consecutive RCS configuration retries
allowed by an RCS capable device (including unsuccessful DNS lookup queries)
shall be set to 5.
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o If an RCS configuration error persists, the RCS behaviour is disabled at the RCS
client/device (that is both the general RCS behaviour if a valid configuration is still
available and the RCS configuration sequence performed during the boot
sequence).

o If the SIM is changed or the RCS capable device is reset, the device should again
query for RCS configuration settings on every boot sequence if the client-triggered
HTTP(S) configuration applies.

Table 11 enumerates all possible RCS configuration server response codes (including error

cases):

Response
200 OK

Use case

Initial HTTP request
response

Client behaviour

The client sends the HTTPS request
including the cookie

503 Retry after

The server is processing
the request/provision

Retry after the time specified in the “Retry-
After” header

200 OK + XML with
full configuration

New configuration sent to
the device

Process configuration, try to register and if
successful, not try reconfiguration until the
validity period is expired, the device/client is
restarted or SIM is changed

200 OK + XML with
version and validity
period only

No update needed

Retry only after validity period, next restart or
SIM change

200 OK + XML with
version and validity
period only and both
setto O

Customer or device are
not valid or the customer
has been unprovisioned
from RCS

Retry only after next restart or SIM change

If a configuration was available, it shall be
removed from the client.

200 OK + XML with
version and validity
period only and both
setto -1

Customer or device are
not valid or the customer
has been unprovisioned
from RCS

The client shall no longer retry
autoconfiguration until SIM is changed or a
factory reset performed.

If a configuration was available, it shall be
removed from the client.

500 Internal Server
error (or any other

HTTP error except
403)

Internal error during
configuration/provisioning

Retry on next reboot/the next time the client
starts

403 Forbidden

Invalid request (e.qg.
missing parameters,
wrong format)

The configuration is removed in the device
and version is set to 0.

Retry on next reboot, the next time the client
starts

511 Network

Network-based

Start non-PS configuration flow as defined in

Authentication authentication is not 2.3.3.3.
Required possible (e.g. in case of
non-PS access).
The RCS RCS configuration server | Retry on next reboot, the next time the client

configuration server is

unreachable

missing or down

starts

Table 11: Summary of RCS autoconfiguration responses and scenarios
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2.3.3.2.5 Security considerations

For terminals carrying the SIM associated to the user's main identity the connection is
carried out over the PS access network, therefore the current design ensures that it is not
possible to perform a man-in-the-middle attack whereby a third party is able to impersonate
the RCS configuration server.

To secure interoperability between Service Providers and to reduce complexity on the RCS
device/client, the HTTP configuration server shall make use of public root certificates issued
by a recognized Certification Authority (CA), that is the root certificates are similar to those
used by standard webservers which are widely recognized by browsers and web-runtime
implementations both in Personal Computers (PCs) and devices.

2.3.3.3 HTTP(S) based client configuration mechanism over non-3GPP access

One of the main limitations of the HTTP configuration mechanism described in section
2.3.3.2 is that it only can take place over PS access as header enrichment is required to
identify the RCS subscriber. As an alternative, based on the mechanism presented in
section 2.3.3.4 to configure additional devices based on an initial SMS exchange, the
current section introduces the process to get a primary device configured when 3GPP PS
access is not available to the RCS client.

Finally, note that this mechanism shall only be used when it is not possible to perform the
configuration over a PS connection.

2.3.3.3.1 Overview

Depending on the specific solution, the RCS client may be able to identify that it is not
possible to perform the RCS configuration over PS access. If the solution is not able to
identify it while still being aware that any PS connection in the path towards the RCS
configuration server is provided by themselves, a first request for configuration is performed
using the standard HTTP configuration mechanism described in section 2.3.3.2:

LUE User/Client A SP Core NW

[Phone Loqic] [Client Loqic] EQCS canfig server]
1
I
EBoot-up completed
and PS connection
available

- HTTP REQUEST
(it =
(httg mnﬁg.rcs.mnc-rMNC>.mr::c-=MCC>.pub Sappretwork_org)

|

ENTICATION ERROR

|« TP SLLNETWORK AUTH

Figure 8: HTTP configuration mechanism: Failed request due to missing header
enrichment

NOTE: The use of another device’s PS connection (e.g. a Wi-Fi to cellular-PS-
router) may lead to an incorrect identification of the requesting device.
Therefore this request can only be sent reliably by clients that can be aware
that any PS connection in the path towards the RCS configuration server is
provided by themselves.

When this initial request is performed over a non-PS access network, the RCS configuration
server is unable to successfully identify/verify the identity of the requester (i.e. RADIUS or
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header enrichment is no longer an option). In this case, the RCS configuration server shall
reply with an HTTP 511 NETWORK AUTHENTICATION REQUIRED error response. This
response shall trigger the RCS client to start the SMS based configuration mechanism as
detailed below:

If the MSISDN is unavailable (e.g. a previous RCS configuration procedure has not
occurred wherein an RCS client is able to identify the MSISDN because it has been
included or as part of the SIP-URI provided in the received XML configuration document)
two situations exist:

1. The IMSI is not accessible or the client cannot handle SMS messages with a One-Time
Password (OTP) in the background as described in section 2.3.3.3.2. In this case, the
RCS client shall prompt the user to provide a MSISDN (in E.164 format) for the current
device.

The RCS device performs an HTTPS configuration request in the same manner as
described in section 2.3.3.2.1 (Table 4), plus three additional parameters (i.e. MSISDN,
SMS_port and token).

2. The IMSI is available and the client can handle SMS messages with the OTP in the
background. In this case, the RCS client shall not prompt the user to provide a MSISDN,
and perform a HTTPS configuration request with just two additional parameters (i.e.
SMS_port and token).

Parameter Description Mandatory Format
vers This is either -3, -2, -1, O or a positive integer. 0 Y Int (-3, -2, -1,
indicates that the configuration must be updated Oora
(e.g. configuration is damaged; non-existent or positive
follows a SIM change). A positive value indicates integer)

the version of the static parameters (those which
are not subscriber dependent) so the server can
evaluate whether an update is required.

-1 indicates that the device/client has disabled the
RCS services including the autoconfiguration
query performed at boot. This may be used by the
RCS client/device to inform the SP that the RCS
functionality was permanently disabled from the
device.

-2 Indicates that RCS is disabled on the device
(including the configuration query at boot), but a
configuration query might be triggered on user
action.

-3 indicates that RCS is in a dormant state (i.e. no
registration) in a way that is transparent to the
user. In this state configuration queries are done
at the normal trigger points.

IMSI If available, the subscriber’s IMSI shall be sentas | N String
(International a parameter. if the OS (15 digits)
Mobile platform
Subscriber allows it, it
Identity) shall be

included
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rcs_version String that identifies the RCS version supported N, only String (4
by the client. It shall be set to “5.1B” (without the mandatory max), Case-
quotes) for clients following this specification. from RCS Sensitive
NOTE: it is set to “5.1” by clients implementing 5.1 onwards
version 1.0 of this specification.
rcs_profile String that identifies a fixed set of RCS services N String (15
that are supported by the client. The services that max), Case-
are supported and the value to be used for the Sensitive
rcs_profile parameter to reference to this set are
to be defined in external documents (e.g. a
Service Provider's RCS Service definition
document).
In case multiple, (potentially overlapping) sets are
supported the parameter shall be included
multiple times
client_vendor String that identifies the vendor providing the RCS | Y String (4
solution. max), Case-
Sensitive
client_version String that identifies the RCS solution version. Y String
(15 max),
client_version_value = Platform "-" VersionMajor "." Case-
VersionMinor Sensitive
Platform = Alphanumeric (9 max)
VersionMajor = Number (2 char max)
VersionMinor = Number (2 char max)
Example:
client_version=RCSAndrd-1.0
terminal_vendor | String that identifies the device OEM. Y String (4
max), Case-
Sensitive
terminal_model | String that identifies the device model. Y String
(10 max),
Case-
Sensitive
terminal_sw_ve | String that identifies the device software version. Y String
rsion (10 max),
Case-
Sensitive
IMEI If available, the subscriber’s IMEI shall be sentas | N String
a parameter. Those Service Providers that if the OS (15 digits)
support a comprehensive device database can platform
ignore the terminal_X parameters and use the allows it, it
IMEI instead, if it was available to the RCS shall be
implementation. included
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msisdn

MSISDN in E.164 format of the primary SIM which
is used to derive the user’'s main identity.

N, it is only
mandatory if
the IMSI is
not provided

E.164
(+447900000
01)in
international
format

SMS_port

This parameter sets the UDH port that has to be

N

Int (0-65355)

used for the SMS that is to be employed to
validate the requester through a One Time
Password (OTP).

If set to O, the client indicates the server that the
SMS UDH procedures are not supported either by
the client or the platform, so a standard SMS
(user visible) shall be used instead.

If not set, the default port value used shall be
37273.

If this is the first time the device is being Y
configured (or the validity of the token is expired),
this should be an empty string. If not, the token
obtained in the initial configuration process shall
be reused.

token String

Table 12 : HTTP configuration for primary devices over non-PS access: HTTPS
request GET parameters

1. At this point the RCS configuration server is able to identify whether this is a first time
request:

a) If the token value is empty or the provided token is invalid (i.e. first time to configure
over a non-PS access network), the request is identified by the RCS configuration
server as a first time configuration. In this case, and provided the network allows
configuring devices using this mechanism, the RCS configuration server responds
with an HTTP 200 OK response that includes a new cookie (Set-Cookie header) to
be used in the subsequent HTTP(S) requests.

i. Following the request, an SMS message shall be sent to the primary RCS
capable device, i.e. the device using the SIM associated with the MSISDN or
IMSI sent in the HTTP request. This SMS message will contain a one-time
password (OTP). The format of this SMS is covered in detail in section 2.3.3.3.2.

ii. In parallel, if OTP handling that is transparent to the user is not possible, the
device performing the HTTP configuration prompts the user for the OTP.
Therefore, the user should manually enter the value that was received via SMS.

to handle scenarios wherein it is not possible for the network to send an
SMS message in the format of section 2.3.3.3.2 to the device, an RCS
client should always permit the user to enter the OTP, potentially after some
initial delay

NOTE:

iii. The device performing the HTTP configuration makes a second HTTPS request
using the following parameters in the GET request:
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Parameter Description Mandatory
OTP This is the password received on the Y

primary device using the SIM associated
with the provided MSISDN/IMSI

Format
String

Table 13: RCS HTTP configuration for primary devices: Second and final HTTPS
request GET parameters

NOTE: the second HTTPS request shall include the cookie obtained in step 1

(cookie header) so that the RCS configuration server is able to correlate the
initial and subsequent HTTPS requests.

iv. From this point the procedure is identical to the one described in sections
2.3.3.2.2 and 2.3.3.2.3. If the response includes a full XML configuration

document however, the generated token is added as a parameter to the
configuration server’s 200 OK response.

UE User/Client A SP Core NW
[Device Lc_:-gic] [Client Logic] [RCS config server]
If required, the user HTTPS REQUEST [vers, IMSI )
. — ! - . RCS_version, client : ) )
introduces the MSISDN {htttsrﬂrnal_mod'el. terminal_version, IEI;I_. ﬁ‘s‘?&i *ﬁlg:;_svmr:m terminal_vendar, The server
| ps: conﬁg.n:s.mnc-cMNC:-_m;chCC;,_pub_3gpp"1eMDr?;réf’“p‘::3r;:n3] —| | checksthe
o token. In this
case, the
If thfz response Fﬂoes ot token is empty
contain a cookie in the Set- ¢ _ conlic A L ] or not valld
Cookie header the process is ‘____._.—-—-—-—-—'_”m’ e e
lerminated. e — —
o —swsloTP — T T -
If possible, the client handles | |4— — — — =
the OTP transparent to the
user. If not, user is prompled
to provide OTP

ATTPS REQUEST [OTP) - cookie A

[nltps:ﬁomﬁg.rcs.mnccmNCb.moﬁMCCh b 3gppretwork
b -org

Pparamg)” W

I

q,____—-—-—-—-—'_HTFPS 200 a¥ {config XML, tokenp——"1

Figure 9: RCS HTTP configuration for primary devices over non-PS access with
MSISDN: invalid token
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UE User/Client A SP Core NW
ﬁ:)evice Logic} [Client Logic] RCS config server

MSISDN is unknown to

H
clisnt, IMS| is available. TIPS REQUEST [vers, Isi, Res_y

| —

ersion, client_vendor, client_versio

Client can handle SMSs with terminal_model, teminal_version, IME| " terminal_vendor, The server checks
OTP transparently. {m[ps:""Cmﬁg'“s-‘“”c“MNCEm&:cmmi,pub 53;:;5.1 g;"' I':"kﬁ”] ) —m{| thetoken. In this
3 ork.org Yparams) case, the token is

If the response does nol

ampty or not valid,
The server retrieves

contain a cookie in the Set- ; || the MSISDN linked t
_ - ¥ — enokie Am——T 2] inked to
Cookie header the processis | | q TIPS 200 0K 0%t | theprovided Imsl.
terminated. __ _swspowe — — — —|°
T |tf— — — — =
If possible, the client handles
the OTP ransparent o the | f———— HTTPS REQUEST [oTR i
. (https: fieonti [OTF) - cookie A
user. If not, user is prompted B.1C8. MNG<MMC = meg<p
to provide O%J'rlf g’ “MCC> pub gppnetwort orgzparams)

. ]

_,‘__._-—-—-—'_'_-_H'TTF'S 200 OF (config XML, taken)

Figure 10: RCS HTTP configuration for primary devices over non-PS access with only
IMSI: invalid token

b) If the token is valid (i.e., non-empty, and successfully verified by the configuration
server), then, from this point the procedure is identical to the one described in
sections 2.3.3.2.2 and 2.3.3.2.3. If the response includes a full XML configuration
document however, the generated token is added as a parameter to the
configuration server’s 200 OK response.

LE User/Client A SP Core NW
ﬁjevice anic] [f:lient anic} [RCS config sen.rer]

If required, the user shall
insert the MSISDN. As itis
not a first time configuration, HTTPS REQUEST [vers
CIMSI, R i 1
the device may have it I terminal. model, !erm?né‘;Tvarslon. client_vendor, client VErsio

cached r'hups'.#cmﬁg'ms-'”"C'CMNC_;:ZLT,,'_"ME" MSISDN, SMS por,

. terminal_vendor, Th
token) & server
CC= pub 3gppnetwork, org7params) ' varifies the

loken is valid
4___._-—-—-—-—'_“11?5 200 OF (config XML, taken)

.

Figure 11: RCS HTTP configuration for primary devices over non-PS access: Valid
token

In order to incorporate the token in the RCS configuration server responses, a new
characteristic, TOKEN, is provided at the same level at the VERS characteristic so it may be
provided in all other kinds of RCS Configuration server responses (e.g. empty configuration
XML [with and without a message] and with a full configuration XML):
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<?xml version="1.0"?>
<wap-provisioningdoc version="1.1">
<characteristic type="VERS">
<parm name="version” value="X"/>
<parm name="validity” value="Y"/>
</characteristic>
<characteristic type="TOKEN">
<parm name="token” value="2"/>
<parm name="validity” value="W"/>
</characteristic>
-- Rest of the XML if applicable
</wap-provisioningdoc>

Table 14: RCS HTTPS configuration XML: Token characteristic

In both cases (i.e. bullets a) and b) above), the token and MSISDN shall be stored on the
RCS capable device. Therefore it is not necessary to re-execute the entire procedure for
future requests. These values shall be removed together with the rest of the RCS
configuration when the device or RCS client is reset.

2.3.3.3.2 SMS format to receive the OTP value

Since in case of a primary device configuration, the device receiving the SMS containing the
OTP password shall match the device where the RCS client is running, the preferred
approach is that the SMS is sent in a format that allows the client to intercept the OTP in a
transparent manner. In order to do so, the RCS configuration server shall perform the
following steps:

1. If the value for the SMS_port parameter included in the HTTPS request sent by the
device after receiving a HTTP 511 error response is a positive integer in the range
between 1 and 65535 and the RCS configuration server supports the UDH (User Data
Header) handling procedure (as per [3GPP TS 23.040]) to send a SMS to a specific
port, then the following SMS format convention shall be used:

o DataCodingScheme = 08 (UCS2)
o UserDataHeader = 06 05 04 4074 0000
o UDHL length fields=06 05 04,

o Destination port: port provided by the client in HTTP request encoded in hex. If
not provided, 37273 (0x9199) shall be the default value.

o Source Port: 0000 (0 in decimal)

o Content of the message shall be the OTP encoded in the same format the Service
Provider uses to transmit user readable SMSs.

With this convention, an SMS sent to the device shall be routed to an application
listening for SMS on the port indicated by the client and shall be handled transparently
to the user.

2. If SMS_port is set to 0, the UDH procedures are not supported either by the client or the
platform/OS the client runs on. Consequently, the server shall send a standard SMS and
the user shall be prompted by the client to manually provide the OTP code to the RCS
client (e.g. via a text box).

2.3.3.3.3 Use cases review

In addition to error conditions and use case scenarios covered in section 2.3.3.2.4, for the
process of performing a configuration over non-PS access networks the following error
conditions shall be taken into account and supported:
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1.

In the scenario whereby a user has to be prompted to provide an MSISDN, the given

MSISDN may be invalid or unauthorized to retrieve the RCS configuration. As a result,

the initial request shall be answered by the RCS configuration server with an HTTP 403

FORBIDDEN error response. The RCS client shall inform the user of the problem and

may offer to retry with a different MSISDN.

NOTEL: if the MSISDN belongs to a SIM which is not currently available to the RCS
capable device, the SMS sent by the configuration server will not be
received. Therefore in this scenario, the client should provide a timeout
mechanism and prompt the user after the timeout period has been reached,
to re-enter a MSISDN.

NOTEZ2: the timeout mechanism utilized by the RCS client is not in scope of this
specification.

In the scenario where only the IMSI is sent to the network, the network may not support
this type of configuration. In that case the RCS Configuration Server shall answer to the
initial request with a HTTP 403 FORBIDDEN response. The RCS client shall in this case
request the user for their MSISDN and perform the procedure including the MSISDN.
This is shown in the flow in Figure 12:

UE User/Client A SP Core NW

fDevice Loqic} [Client Loqic} RCS config server
y, N )

\ I J

Client can handle SMSs with terminal_modef, terminal_version, IMEI, SMS porl, toke

NMSISDN is unknown to HTTR The server checks
client, IMS is available, S REQUEST [vars, M3, RCS_version, ellent_yendor elienl versi the token. In this
ersion 1 ! _VESION, terminal_vender, case, the token is

hiltps: A .
{htips: config.rcs.mnc<MNEC> m nl —] empty or not valid.

OTP transparently.

co<MCC> pub BQppneh\fork,mgjpammS] The server cannol

I .
ps 403 Forpidden————"""| retrieve the MSISDN

4___.—-—-—-—'—'_'_'HTT linked to the provided

IMSI
The user infroduces the HTTPS REOUEST [vers, IMSI, RCS_varsion, cllent_vend i i
MSISDN — terminal_model, termfnaT_versioﬁ: IME!,_MS|éx|jr:rlglpt-[1_gu§rosrl|on: ferminal_vendor,

{https:#config.res mncaMyCe MESMCC= pub Sopphotuny token) -
K. Org

I Pparams)

If the response doas not
P p— | the token. In this

contain a cookie in the Set- ‘_________________HTWS 200 OK - cookie A wen. In i
Cookie header the process is casa, the token Is

The server checks

empty or not valid,

terminated.

| LSS OTR) — T T

The client handles the OTP | 4 —
transparent to the user. If

: — ) HTTPS REQUEST .
not, user is prompted to ‘-“"951-"‘@"“9-rcs.mnc«:p.qwcz._mccqm[:owl - cookie A
provide OTP C"-p”b-dgppnewmk.nrg-?pa;am}—-—-—h

I
4___.—-—-—-—'_'_HYTPS 200 Gk [config XML, takeny

Figure 12: RCS HTTP configuration for primary devices over non-PS access with only

IMSI: Not supported by the network

The OTP password is invalid. As a result, the RCS configuration server replies with an
HTTP 511 NETWORK AUTHENTICATION REQUIRED error response. It is up to the
RCS client to provide a user retry mechanism. When retrying, the RCS client shall re-
start the configuration process from the beginning.

The token is invalid. As a result, the RCS configuration server replies with an HTTP 511
NETWORK AUTHENTICATION REQUIRED error response. It is up to the RCS client to
provide a user retry mechanism. When retrying, the RCS client shall re-start the
configuration process from the beginning. Consequently, if a valid token was previously
stored, it shall be removed from the device.
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2.3.3.3.4 Security considerations

The same security considerations described in section 2.3.3.2.5 for the standard HTTP(S)
configuration mechanism also apply in this case.

2.3.3.4 Configuration of additional devices sharing the same identity

This section describes the process of autoconfiguration authentication for the scenario in
which the SIM associated with the IMS identity is not inserted in the device being
provisioned.

2.3.3.4.1 First-time configuration

During first-time configuration, the RCS capable device implementation/client will receive
the credentials associated with the primary SIM card of the user regardless of the type of
connection they are using (e.g. Wi-Fi, PS) to reach the RCS Configuration server.

The process is as follows:

1. As an option, the RCS capable device implementation/client will offer the possibility to
the user to perform manual provisioning

2. The user is prompted for the MSISDN or SIP URI of the primary device and the Service
Provider associated with the primary SIM. The account created is always associated
with this primary identity that the user has to input into the application. Please note that,
as a pre-condition, the aforementioned identity must already be provisioned using the
mechanism described in previous sections.

3. The device performs the HTTPS configuration as presented in section 2.3.3.2.1,
however, using the following GET parameters instead of the default ones:

Parameter Description Mandatory Format
vers This is either -3, -2, -1, 0 or a positive integer. | Y Int (-3, -2, -1,
0 indicates that the configuration must be Oora
updated (e.g. configuration is damaged or positive
non-existent). A positive value indicates the integer)

version of the static parameters (those which
are not subscriber dependent) so the server
can evaluate whether an update is required.

-1 indicates that the client has disabled the
RCS services including the autoconfiguration
query performed at boot. This may be used
by the RCS client/device to inform the SP
that the RCS functionality was permanently
disabled from the device.

-2 Indicates that RCS is disabled on the
device (including the configuration query at
boot), but a configuration query might be
triggered on user action.

-3 Indicates that RCS is in a dormant state
(i.e. no registration) in a way that is
transparent to the user. In this state
configuration queries are done at the normal
trigger points.
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N, Mandatory | E.164
msisdn MSISDN in E.164 format of the primary SIM grsg\?ﬁirclj not 8-14)14:1900000
which is used to derive the identity. . .
international
format
N, Mandatory | String
sip_uri SIP URI of the primary device grrg\iljgg not (g:sz_ax)’
insensitive
rcs_version String that identifies the RCS version N, only String (4
supported by the client. It shall be set to mandatory max), Case-
“5.1B” (without the quotes) for clients from RCS Sensitive
following this specification. 5.1 onwards
NOTE: it is set to “5.1” by clients
implementing version 1.0 of this specification.
rcs_profile String that identifies a fixed set of RCS N String (15
services that are supported by the client. The max), Case-
services that are supported and the value to Sensitive
be used for the rcs_profile parameter to
reference to this set are to be defined in
external documents (e.g. a Service Provider’s
RCS Service definition document).
In case multiple, (potentially overlapping)
sets are supported the parameter shall be
included multiple times
If this is the first time the additional deviceis | Y String
being configured (or the validity of the token
token is expired), this should be an empty string. If (24 max),
not, the token obtained in the initial Case_—_
. . Sensitive
configuration process shall be reused here.
. String that identifies the vendor providing the Y String (4
client_vendor . max), Case-
RCS solution. .
Sensitive
String that identifies the RCS solution Y
version.
lient_version_value = Platform "-"
VersionMajor "." VersionMinor
Platform = Alphanumeric (9 max) String
client version | VersionMajor = Number (2 char max) (15 max),
VersionMinor = Number (2 char max) Case_—_
Sensitive
Example:
client_version=RCSAndrd-1.0
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Y Possible
o ) values:
device_type Thls |Qd|cate§ the type of device where the - Tablet
client is running.
-PC
- Other

Table 15: RCS alternative configuration for additional devices: Initial HTTPS request
GET parameters

Please note that the initial HTTP request is not required in this case since the header
enrichment requirement is not applicable. Therefore, the device implementation/client
will directly perform the HTTPS request as presented in Figure 13.

4. As this is a first time request, the token value is empty; the request is then identified as a
first time configuration. In this case, and provided the network allows for configuring
additional devices using this mechanism, the HTTP server responds with a HTTP 200
OK response carrying a new cookie (Set-Cookie header) to be used in the subsequent
HTTP requests

a) Following the request, an SMS message shall be sent to the primary device, i.e. the
phone carrying the SIM associated to the MSISDN the user introduced in step 2.
This SMS message will contain an OTP. This message shall be a standard SMS (i.e.
no UDH procedures required).

b) In parallel, the device performing the HTTP configuration prompts for the OTP.
Therefore, the user should manually introduce the code delivered via SMS to the
primary device.

c) Once the user enters the OTP, the device performing the HTTP configuration makes
a second HTTPS request using the following parameters in the GET request:

Parameter Description Mandatory Format
OoTP This is the password received on the device Y String (8
carrying the SIM associated with the Max), Case-
MSISDN introduced in step 2 Sensitive

Table 16: RCS alternative configuration for additional devices: Second and final
HTTPS request GET parameters

Please note this second HTTPS request shall carry the cookie obtained in step 4
(cookie header) therefore the HTTP configuration server can correlate the initial and
final HTTPS requests.

d) From this point onwards the procedure is identical to the one described in sections
2.3.3.2.2 and 2.3.3.2.3, however, with token is added as a parameter. If the request
is successful, one of the possible 200 OK responses described in section 2.3.3.2.2 is
provided. If receiving a full XML and provided the network uses the sip.instance
approach for multidevice handling as described in section 2.11, the response shall
include the uuid_Value parameters (see Annex A sections A.1.13 and A.2.10 for
further reference).
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UE User/Client A Primary device SP Core NW
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" p u - . R
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Cookie header the process is 4__._-—-—-—-—-—'_'_*' configuration,
terminated. o _susfEm|— — — — If soa SMS Is
- sant to the
MSISDN
provided in the
request

T recaved on the pimery. | s conig e 717 REQUEST [07P) - coakie
. hitips:Hiconfig.ros. mnc<MNG= mogapcon
device Pub-3gppretwark org 7params)

.

et

‘___-—-—-—'_'_'_HTI'PS 200 OF {config XML, token}

Figure 13: RCS alternative configuration for additional devices: First time
configuration

Please note the token shall be stored with the MSISDN so it is not necessary to repeat this
procedure for future requests. These values shall be removed together with the rest of the
RCS configuration when the device or RCS client are reset.

2.3.3.4.1.1 Error handling

In the process of performing a first time configuration for additional devices, there are three
possible error conditions that the client has to be aware of and handle:

1. The MSISDN used is not valid or it is not authorized (including the case the primary
MSISDN is not been provisioned yet to use RCS) to get the configuration/make use of
the RCS services. In this case, the initial request will be answered with an HTTP 403
FORBIDDEN error and the client shall inform the user of the issue and may offer to retry
with a different MSISDN.

2. The OTP password introduced by the user is not valid. In this case, the HTTP
configuration server replies again with a HTTP 511 NETWORK AUTHENTICATION
REQUIRED error. It is up to the client implementation to offer the user to retry. If
retrying, the client shall start the first time configuration process from the beginning.

3. The HTTP server suffers an internal error (HTTP 5XX [except 511], response coming
from the server). This case, the user shall be informed of the circumstance and offered
to retry. If retrying, the client shall start the first time configuration process from the
beginning.

2.3.3.4.2 Subsequent configuration attempts and life cycle

If the client has access to the token and the MSISDN used for the first time configuration,
has a value, the initial request is performed

1. An initial request like in the case of the first time configuration of additional devices is
made, this time including the token parameter set to the value received on the previous
successful configuration attempt
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2. If successful, from this point onwards the procedure is identical to the one described in
sections 2.3.3.2.2 and 2.3.3.2.3, however, with the token added as a parameter. If the
request is successful, one of the possible 200 OK responses described in section
2.3.3.2.2 is provided. If receiving a full XML and provided the network uses the
sip.instance approach for multidevice handling as described in section 2.11, the
response shall include the uuid_Value parameters (see Annex A sections A.1.13 and
A.2.10 for further reference).

UE User/Client A SP Core NW

[Device Loqic] (Client LoquJ [RCS config semer]
yA% y) G y)

[
If required, the user shall
insert the MSISDN. As itis
not a first time configuration,

HTTPS REQUEST [vers, MSIS

) T i DM, sip_uri, ;
" de“:sﬂ::g el (Fitps:ticonf; client_vender, clignt_ versioﬁ._rievrg:-'t‘;ir;m foleen, The server
' 9153 MAC<MNC> mee<MGC> pub. 3gnom — -
PUb.3gppnetwork org?params) varifias tha
. loken Is valid
HTTPS 200 OK [con fig WL, token)
e

Figure 14: RCS alternative configuration for additional devices: Subsequent attempts

If the token and/or the MSISDN are not available (for example the device is reset), then the
client shall start a first time configuration as described in section 2.3.3.4.1.

Please note the received token shall be stored with the MSISDN so it is not necessary to
repeat this procedure for future requests. These values shall be removed together with the
rest of the RCS configuration when the device or RCS client are reset.

2.3.3.4.2.1 Error handling

In the process of performing a subsequent configuration for additional devices, there are
three possible error conditions that the client has to be aware and handle:

1. The MSISDN used is not valid or it is not authorized to get the configuration/make use of
the RCS services. In this case, the initial request will be answered with an HTTP 403
FORBIDDEN error and the client shall inform the user of the issue and may offer to retry
with a different MSISDN.

2. The token is no longer valid. In this case, the HTTP configuration server replies again
with a HTTP 511 NETWORK AUTHENTICATION REQUIRED error. From this moment,
the process is equivalent to the first time configuration process after the same error is
received.

3. The HTTP server suffers an internal error (HTTP 5XX response coming from the
server). This case, the user shall be informed of the circumstance and offered to retry. If
retrying, the client shall start the subsequent configuration attempt procedure from the
beginning.

2.3.3.4.2.2 Using End User Confirmation Request alternative

As an alternative to the use of SMS to confirm the identity of the user the Service Provider
could choose to use the End User Confirmation Request (EUCR, see section 2.10).

V3.0 Page 58 of 489



GSM Association Non-confidential
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

UE User A /Client 2 SP Core NW UE User A/Client 1
RCS registered device
[Device LDQiC} (Clienl Luuic] RCS config server [Device Lauic] [Clienl Loqic]
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Figure 15: RCS alternative configuration for additional devices: First time
configuration using EUCR

The process is very similar to the one described for SMS:
1.

As an option, the device implementation/client will offer the possibility to the user to
perform manual provisioning as in the SMS mechanism.

The user is prompted for the MSISDN or SIP URI of the primary device and the Service
Provider associated with the primary SIM as in the SMS mechanism.

The device performs the HTTP configuration using the same GET parameters as in the
SMS mechanism.

At this point the HTTP configuration server is able to identify whether this is a first time
request:

a) If the token value is empty, then the request is identified as a first time configuration.

b) If the token has a value, it is checked against the HTTP server database. If
successful, from this point the procedure is identical to the one described in sections
2.3.3.2.2 and 2.3.3.2.3.

NOTEL: There is no further authentication of the additional device or the user that
starts the configuration process. Appropriate security measures to prevent
malicious usage should be implemented on the configuration server.

An End User Confirmation Request flow starts for a first-time registration

a) In case of malicious usage by other person via Internet, the End User Confirmation

Request method may block the Ul (by unwanted End User Confirmation Request
popups) on the device registered for RCS. Therefore, the following optional user
dialogue is recommended.
If implemented on the RCS-registered mobile device, the user enters a Ul dialogue
to start the configuration of additional RCS devices. This dialogue sets the mobile
device into a mode that allows End User Confirmation Requests initiated from an
external source. This external source is in this case the user's additional device to
configure.
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NOTE2: If activation and de-activation of that mode is not implemented on the

b)

mobile device, all End User Confirmation Requests are allowed and shown
to the user and therefore also the End User Confirmation Requests related
to the configuration of the device.

A volatile End User Confirmation Request is sent to the MSISDN or SIP URI
provided in the HTTP request. The End User Confirmation Request includes the
attribute externalEUCR set to true.

NOTES: The HTTP request is not answered immediately.

6. The End User Confirmation Request is received by the device and: will be shown in the
user RCS device and:

a)

If the device does allow external End User Confirmation Requests, it will be shown
on the user's RCS device. The user may accept it, in which case a 200 OK response
is sent as described in section 2.2.3.2.2. Please note that if receiving a full XML and
provide the network uses the sip.instance approach for multidevice as described in
section 2.11, the response shall include the uuid_Value parameters (see Annex A
sections A.1.13 and A.2.10 for further reference). The response will also contain a
token to be used in subsequent and future requests:

<?xml version="1.0"?>
<wap-provisioningdoc version="1.1">
<characteristic type="TOKEN">
<parm name="token” value="X"/>
<parm name="validity” value="Y"/>
</characteristic>
<characteristic type="VERS">
<parm name="version” value="Z"/>
<parm name="validity” value="W"/>
</characteristic>
<characteristic type="APPLICATION">

</characteristic>
</wap-provisioningdoc>

Table 17: RCS HTTPS configuration of additional devices using EUCR: First time

response to the HTTPS request.

b) If the device does allow external End User Confirmation Requests but the user

c)

rejects the End User Confirmation Request or the timer expires, the server will reply
with an HTTP 403 response and the process is concluded (the device is not
configured as an end result).

If the device does not allow external End User Confirmation Requests, it shall ignore
the request or reject it. As in b) the server will reply with an HTTP 403 response and
the additional device is not configured.

NOTE4: there is no further authentication of the additional device or the user that

V3.0

starts the configuration process (i.e. the initial HTTPS request). If misused
via Internet, End User Confirmation Request may block an RCS user’s Ul
(by unwanted popups) on the device associated with the primary SIM.
Therefore, appropriate security measures to prevent such malicious usage
should be implemented.
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2.3.3.4.2.3 Using End User Confirmation request with PIN alternative

The Service Provider can add an extra layer of security by using the pin request feature in
the End User Confirmation Request.

Using this alternative, the flow is similar as the SMS process described in section 2.3.3.4,
except that instead of sending the One-Time Password in the SMS, the One-Time
Password is chosen by the user and typed into both devices:

UE User A/Client 2 SP Core NW UE User A/Client 1
RCS registered device
[Device Loqic} [Client Loqic} RCS config server [Device Lo ic] [Client Lo ic]
|
N;I'sr:;;;ar inlrof:lﬁcgst lhi Tha user enters the
_assocla ed to the b HITPS GET (MsiSDN token, client . configuration dialogue
P e e e e [ty

If the response does not

—F i
UCR{volairJB‘tlmenLlLEﬂs;p\n externalELC)

R'trus,\—____b

contain a cockie in the Sel-
Cookie header the process is
terminated. If it does, the
process conlinues as it is a
first ime configuration

HITRS 200 OK [taken) - cookie A1

-

HTTPS \ N
(htips:fcenfia. res.m GET [OTP, token) - conkie A

NG=MNC= meceMCC=. pub. Agppnetwork org?params) »

The server chacks the token
to delermine whether it is a
first time configuration.

If s0 an EUCR is sent to the
MSISDN provided in the

| SRS

parse [“accept’ +0TFI—

request requesting a pin.
4'_ a q gap The user is requested
to enter a PIN.
The user introduces the This P||;;¢;\ be the
same PIN that he has
introduced in the EUCR
—

L fconfig y——"T |

If the user rejects the EUCR

or it imes out a 403
response will be relurned lo
the device R
—  cuck response (rejectl——
|le—
 uTsAR—————— T

e

Figure 16: RCS alternative configuration for additional devices: First time
configuration EUCR with PIN

there is no further authentication of the additional device or the user that
starts the configuration process (i.e. the initial HTTPS request). If misused
via Internet, End User Confirmation Request may block an RCS user’s Ul
(by unwanted popups) on the device associated with the primary SIM.
Therefore, appropriate security measures to prevent such malicious usage
should be implemented.

NOTE:

2.3.3.4.2.4 Use cases review

From the use cases presented in section 2.3.3.2.4, only the following scenarios apply to the
configuration of additional devices sharing the same identity:

1. First detection
2. Version checking
3. Validation process is nhot OK

4, User asks Customer Care to disable the RCS service
2.3.3.4.3 Security considerations

The same security considerations described in section 2.3.3.2.5 for the standard HTTP(S)
configuration mechanism also apply in this case.
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2.3.3.5 Configuration of non-Cellular devices with a dedicated identity

To configure clients on devices that do not carry a SIM, but have to function with a
dedicated own identity following generic solution is provided:

1. The user obtains an OTP through means that are out of the scope of this specification
(e.g. from an operator website after authentication, delivered together with the device,
obtained through an operator’'s main street shop, etc.)

2. The user is prompted for the E.164 address or SIP URI to be used by the device and
their Service Provider. The account created is always associated with this primary
identity that the user has to input into the application.

3. The device performs the HTTPS configuration as presented in section 2.3.3.2.1,
however, using the following GET parameters instead of the default ones:

Parameter ‘

Description Mandatory Format
vers This is either -3 -2, -1, 0 or a positive integer. | Y Int (-3, -2, -1,
0 indicates that the configuration must be Oora
updated (e.g. configuration is damaged or positive
non-existent). A positive value indicates the integer)
version of the static parameters (those which
are not subscriber dependent) so the server
can evaluate whether an update is required.
-1 indicates that the client has disabled the
RCS services including the autoconfiguration
query performed at boot and is therefore
never included in the HTTPS GET request.
This may be used by the RCS client/device to
inform the SP that the RCS functionality was
permanently disabled from the device.
-2 Indicates that RCS is disabled on the
device (including the configuration query at
boot), but a configuration query might be
triggered on user action.
-3 indicates that RCS is in a dormant state
(i.e. no registration) in a way that is
transparent to the user. In this state
configuration queries are done at the normal
trigger points.
N, Mandatory | E.164
if sip_uri not (+447900000
msisdn E.164 format of the provided identity provided 01)in
international
format
N, Mandatory | String
sip_uri SIP URI of the device . mS.ISdn not 1 (50 max),
provided Case-
insensitive
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Non-confidential

rcs_version String that identifies the RCS version N, only String (4
supported by the client. It shall be set to mandatory max), Case-
“5.1B” (without the quotes) for clients from RCS 5.1 | Sensitive
following this specification. onwards
NOTE: it is set to “5.1” by clients
implementing version 1.0 of this specification.
rcs_profile String that identifies a fixed set of RCS N String (15
services that are supported by the client. The max), Case-
services that are supported and the value to Sensitive
be used for the rcs_profile parameter to
reference to this set are to be defined in
external documents (e.g. a Service Provider’s
RCS Service definition document).
In case multiple, (potentially overlapping)
sets are supported the parameter shall be
included multiple times
If this is the first time the primary device is Y String
being configured (or the validity of the token
token is expired), this should be an empty string. If (24 max),
not, the token obtained in the initial Case.—.
configuration process shall be reused here. Sensitive
. String that identifies the vendor providing the Y String (4
client_vendor . max), Case-
RCS client. .
Sensitive
String that identifies the RCS client version. Y
client_version_value = Platform "-"
VersionMajor "." VersionMinor
Platform = Alphanumeric (9 max) String
client_version | VersionMajor = Number (2 char max) (15 max),
VersionMinor = Number (2 char max) Case.-.
Sensitive
Example:
client_version=RCSAndrd-1.0
Y Possible
. i values:
device_type Thls |r.1d|cate.s the type of device where the - Tablet
client is running.
-PC
- Other
This is the password provided to the user in Y String (8
OoTP step 1. Set to an empty string in case a non- Max), Case-
empty token is provided Sensitive

Table 18: RCS configuration for non-cellular devices: Initial HTTPS request GET
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Please note that the initial HTTP request is not required in this case since the header
enrichment requirement is not applicable. Therefore, the device implementation/client will
directly perform the HTTPS request as presented in Figure X.

UE User/Client A SP Core NW
[Device anic} (Clienl Loqic] (RCS config serverw
J J \ J
The user introduces the
MSISDN or SIP URI o be HTTPS REQUEST [vars, QTP
JOTP, M ;
used for this primary device | [~ — client_vendar, c,iemS‘Jsrzgffé-::'e‘“—“em'on- token,
The user intraduces the OTP (hitps:ficanfig.res.mnc<MNC= mec<MCC> pup 3or -;;Ef]
received offline PRietwark.org?params)
I—
HTTPS 200 OK [config XML, token)——"
———

Figure 17: RCS configuration for non-cellular devices with a dedicated identity: initial
request

4. As this is a first time request, the token value is empty; the request is then identified as a
first time configuration. In this case, and provided the network allows for configuring
devices using this mechanism, the HTTP server responds with a HTTP 200 OK
response carrying a new cookie (Set-Cookie header) to be used in the subsequent
HTTP requests

From this point onwards the procedure is identical to the one described in sections 2.3.3.2.2
and 2.3.3.2.3, however, with token is added as a parameter. If the request is successful,
one of the possible 200 OK responses described in section 2.3.3.2.2 is provided. If receiving
a full XML and provided the network uses the sip.instance approach for multidevice
handling as described in section 2.11, the response shall include the uuid_Value
parameters (see Annex A sections A.1.13 and A.2.10 for further reference).

Please note the token shall be stored with the identity so it is not necessary to repeat this
procedure for future requests. These values shall be removed together with the rest of the
RCS configuration when the device or RCS client are reset.

2.3.3.5.1 Subsequent configuration attempts and life cycle

If the client has access to the token and the identity used for the first time configuration, has
a value, the initial request is performed
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1. An initial request like in the case of the first time configuration of the primary device is
made, this time including the token parameter set to the value received on the previous
successful configuration attempt

2. If successful, from this point onwards the procedure is identical to the one described in
sections 2.3.3.2.2 and 2.3.3.2.3, however, with the token added as a parameter. If the
request is successful, one of the possible 200 OK responses described in section
2.3.3.2.2 is provided. If receiving a full XML and provided the network uses the
sip.instance approach for multidevice handling as described in section 2.11, the
response shall include the uuid_Value parameters (see Annex A sections A.1.13 and
A.2.10 for further reference).

UE User/Client A SP Core NW

[Device Loqic] (Client Ln:-qic.] [RCS config sen.rer]
rAn ) y )

I
[

I required, the user shall
insert the MSISDN. As itis
not a first time configuration,

the device may have it —
cached [hl!ps‘."."coni’|g I

HTTPS REQUEST [vers ms|S

DM, sip_uri, res_varsi
; - Sip_uri, ers
client_vender, client_versi -varsion, token,

on, device_type} The server
£S.MNG: n
. mncspNC= mes<MCC> pub 3gppnetwark, orgPparams) ’ varifies the
| 1| iokenis valid

HTTPS 200 OK [config XML, raken)

————

Figure 18: RCS configuration for non cellular devices: Subsequent attempts

If the token and/or the MSISDN are not available (for example the device is reset), then the
client shall start a first time configuration as described in section 2.3.3.4.1.

Please note the received token shall be stored with the MSISDN so it is hot necessary to
repeat this procedure for future requests. These values shall be removed together with the
rest of the RCS configuration when the device or RCS client are reset.

2.3.3.5.2 Error handling

In the process of performing a subsequent configuration for additional devices, there are
three possible error conditions that the client has to be aware and handle:

1. The MSISDN used is not valid or it is not authorized to get the configuration/make use of
the RCS services. In this case, the initial request will be answered with an HTTP 403
FORBIDDEN error and the client shall inform the user of the issue and may offer to retry
with a different MSISDN.

2. The token is no longer valid. In this case, the HTTP configuration server replies again
with a HTTP 511 NETWORK AUTHENTICATION REQUIRED error. From this moment,
the process is equivalent to the first time configuration process after the same error is
received.

3. The HTTP server suffers an internal error (HTTP 5XX response coming from the
server). This case, the user shall be informed of the circumstance and offered to retry. If
retrying, the client shall start the subsequent configuration attempt procedure from the
beginning.

2.3.4 Configuration storage on the RCS client

The RCS and, by extension, the IMS configuration should be stored securely on the device
and should not be accessible to the user.

As indicated in section 2.4, it should be noted that a precondition to provide access to the
RCS functionality is that all the mandatory parameters described in section A.1 must be
configured correctly. If any of the required parameters are not configured or configured with
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an unexpected value, the RCS functionality should be disabled and not be presented or
accessible to the user (that is the device behaves as a non-RCS enabled device). In this
state, the RCS functionality can only be restored by completing the first-time registration
procedure (see section 2.3.1.1; the first-time registration includes the RCS client
configuration using one of the procedures described in section 2.3.3).

If an RCS configured device is reset, the RCS client should securely back up the
configuration in the device together with the associated IMSI prior to the reset. Please note
that this also applies in the event of swapping SIM cards. The configuration associated with
the old SIM should then be securely backed up before triggering a first time registration.

The motivation behind the RCS configuration backup is to facilitate the scenario where
following a reset or after a SIM swap, the original SIM card is re-introduced into the device.
In that instance instead of triggering a first-time registration, the RCS configuration is
restored.

In those terminals where as a consequence of the processes mentioned in the previous
paragraphs (reset, SIM card swap) the terminal also deletes the contacts (for example a
particular Service Provider is enforcing a policy where a SIM swap causes the deletion of
the contacts), the associated RCS information (that is the cached capabilities per contact
and the RCS contact list) should also be removed. In this case, the RCS information
associated with the contacts is not backed up.

The number of configuration backups stored is left to the device’s implementation, but shall
be at least 2 (for the currently inserted and a previous SIM).

Clients functioning as secondary client sharing the SIM identity used in a user’'s main device
(see section 2.3.3.4) may offer multiple users the possibility to access the services (e.g. by
requiring selecting which user to serve when started). In that case the client shall store a
user’s configuration, Chat histories and call logs in local storage when switching to another
account. All private data shall not be accessible to other users. No new configuration
requests shall be performed for the stored accounts even when the validity of their
configuration expires. A new configuration request shall only be done when a stored
configuration is restored because a user has selected to use the account again. If no valid
token is available anymore, this may result in a complete first time configuration procedure.
When the first time configuration request is successful the stored messages and
communication logs for that user will be made available again as well as the lists of the RCS
capable contacts.

2.3.5 Network initiated configuration request

There are use cases (e.g. customer support) where forcing an RCS reconfiguration or a first
configuration is required. With OMA-DM, it is possible to push the new configuration data;
the HTTP(S) configuration mechanism does not provide such possibility.

The present section presents the enhancements that need to be implemented both on the
network side and on the client in order to support a network requested reconfiguration

2.3.5.1 First time configuration initiated via SMS

In this option, the mechanism that will trigger the configuration will be a network originated
SMS. Please note that this option is only available to platforms and clients that support the
application port addressing (UDH header handling as per [3GPP TS 23.040]).
Regarding the SMS format, the following configuration shall be used:
¢ DataCodingScheme = 08 (UCS2)
e UserDataHeader = 06 05 04 4074 0000

a) UDHL length fields=06 05 04,

b) Destination port: 0x9199 (37273 in decimal)
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c) Source Port: 0x0000 (0 in decimal)

e The SMS content shall be the IMSI associated to the SIM plus the word "rcscfg”
preceded by the dash symbol i.e. -‘. For example: If the IMSI is
214011001388741,
The value in the text shall be
214011001388741-rcscfg

When the RCS client receives such request and the IMSI matches the one on the SIM the
following actions shall take place:

1. De-register from the IMS network if registered.

2. Start the HTTP configuration described in section 2.3.3.2

2.3.5.2 Reconfiguration initiated via SMS

In this first option, the mechanism that will trigger the reconfiguration will be a network
originated SMS. Please note that this option is only available to platforms and clients that
support the application port addressing (UDH header handling as per [3GPP TS 23.040]).
Regarding the SMS format, the following configuration shall be used:
o DataCodingScheme = 08 (UCS2)
e UserDataHeader = 06 05 04 4074 0000

a) UDHL length fields=06 05 04,

b) Destination port: 0x9199 (37273 in decimal)

c) Source Port: 0x0000 (0 in decimal)

e The SMS content shall be the Private User Identity (Private_User_ldentity parameter in
the XML configuration) plus the word "rcscfg" preceded by the dash symbol i.e. *-*. For
example: If the private identity is
214011001388741@ims.mnc001.mcc214.3gppnetwork.org,

The value in the text shall be
214011001388741@ims.mnc001.mcc214.3gppnetwork.org-rcscfg

When the client receives such request and the IMPI matches the one in the existing
configuration, it shall take the following actions:
1. De-register from the IMS network if registered.

2. Perform a HTTP configuration (as per section 2.3.3.2) setting the version and validity
parameters to O (i.e. like in the case of a first-time configuration), so it is guaranteed a
complete configuration XML is provided by the HTTP configuration server.

3. After the configuration process is completed, the RCS client shall register back to the
IMS network with the received settings.
2.3.5.3 Reconfiguration via EUCR request

A reconfiguration can be triggered by the network by sending a EUCR system request with
type urn:gsma:rcs:http-configuration:reconfigure as specified in section 2.10.

When the client receives such request, it shall take the following actions:

1. Reply the request with a 200 OK response

2. De-register from the IMS network

3. Perform a HTTP configuration setting the version and validity parameters to O (i.e. like in
the case of a first-time configuration).

4. Register back to the IMS network with the received settings.
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2.3.5.4 Interaction with the user during the network initiated reconfiguration

When performing a network initiated reconfiguration and if the user is making use of the
service, he shall be notified that the process is taking place and that consequently the
service will not be available until the reconfiguration is completed.

2.4 IMS registration
2.4.1 General
Prior to the registration, the device must be configured as described in section 2.3.

The device and IMS core network must follow the SIP registration procedures defined in
[BGPP TS 24.229].

If the device is capable of working in RCS-VoLTE or RCS-VoHSPA mode and is configured
to support VOLTE/VOHSPA when available then it must follow the procedures for
registration specified in [PRD-IR.92])/[PRD-IR.58] with the changes and additions defined in
this document (for example support for GRUU is not required in [PRD-IR.92])/[PRD-IR.58],
but it is required for RCS devices). If the device uses the IMS based Conversational Video
Service then it must in addition follow the procedures for registration specified in [PRD-
IR.94]. In addition, the device is expected to register in IMS with the telephony services
provided by the device using the telephony feature tag described in section 2.4.5.

For a device that can be in RCS-VoLTE or RCS-VoHSPA mode i.e. providing and using
both RCS and VoLTE/VoHSPA, a common IMS registration is shared by both RCS and
VOLTE/VoOHSPA.

If the device is in RCS-AA mode or is not configured for VOLTE/VOHSPA as defined in
section 2.9.1), it must fulfil the requirements as specified in [PRD-IR.92]/[PRD-IR.58], with
the clarification that a device in RCS-AA mode should always register in IMS taking into
account Table 3 which indicates which sections apply and provides any necessary
clarifications.

When the domain selection has selected IMS voice, the device is in RCS-VoLTE or RCS-
VOHSPA mode, and shall not register in non-cellular networks (i.e. it shall not register on
Wi-Fi).
NOTE: Parallel IMS registration in VOLTE/VoHSPA and Wi-Fi is out of scope of this
specification.

When the domain selection has selected CS voice, the device is in RCS-CS mode, and may
remain on the cellular network.

When the device is in RCS-CS mode, it may de-register from IMS on the cellular network
and register again through non-cellular access when that is available. This switch to non-
cellular access will interrupt any ongoing RCS sessions.

As soon as the domain selection in a device in RCS-VoOLTE or RCS-VoHSPA mode is again
using IMS voice, it shall attempt to de-register from IMS through the non-cellular access and
shall register again using IMS over the cellular network.

For a device that is not configured to use RCS-VoLTE or RCS- VoOHSPA mode (see section
2.2.1), the client sends a SIP REGISTER message to the network using the configuration
parameters (SIP proxy and other IMS parameters as presented in section A.1.6.2). If
supported, the network shall authenticate the message using Single Sign-On
(SS0O)/General Packet Radio Service (GPRS) IMS Bundled Authentication (GIBA).

The device must use the authentication mechanisms as described in section 2.13.

When File Transfer via HTTP is enabled (see PROVIDE FT in section A.1.4), the client shall
include the File Transfer via HTTP IARI defined in Table 22 in the REGISTER request.
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When Geolocation PUSH is enabled (see PROVIDE GEOLOCATION PUSH in section
A.1.7.2), the client shall include the Geolocation PUSH IARI defined in Table 27 in the
REGISTER request. When RCS IP Voice or Video Calls are enabled for any cellular access
(see PROVIDE RCS IP VOICE CALL and PROVIDE RCS IP VIDEO CALL in section
A.1.14), an RCS client shall when registering in the IMS over a cellular access include the
feature tags for RCS IP Calls according to Table 3. When RCS IP Voice or Video Calls are
enabled for Wi-Fi (see PROVIDE RCS IP VOICE CALL and PROVIDE RCS IP VIDEO
CALL in section A.1.14), an RCS client shall when registering in the IMS over Wi-Fi access
include the feature tags for RCS IP Calls according to Table 3. There is no need for the
device to remove the RCS IP Voice/Video service capability once it has registered with it.

If the registration is not successful, the user should not be able to access any RCS services
and all RCS contacts services/capabilities shall be reported to the user as not available
independently of any setting (the IM CAP ALWAYS ON setting presented in Table 77 is
ignored for example). When it is the device’s network status that prevents the client from
registering (e.g. no PS or Wi-Fi connectivity because the device is in “airplane mode”) and
the IM CAP ALWAYS ON setting is enabled, the chat service may be shown as available
even if the client is not registered.

Finally note that a precondition to register is that all of the mandatory parameters presented
in section A.1 are correctly configured. This includes those optional parameters that, due to
their dependency on the configured value of a mandatory parameter, have become
mandatory. If RCS is not the only IMS based functionality available on the device (that is
other IMS services are incorporated) however, the precondition does not include having all
of the mandatory parameters introduced by section A.1.6 correctly configured as in that
scenario this configuration may have been obtained through other means.

2.4.2 Procedures for multidevice handling: GRUU and sip.instance

The device shall support using Globally Routable User agent URIs (GRUUS) to uniquely
address each RCS client residing on different devices as specified in [3GPP TS 24.229]
taking into account the clarifications given below.

When the user agent generates a REGISTER request (initial or refresh), it shall include the
Supported header field in the request. The value of that header field shall include "gruu” as
one of the option tags. This indicates to the registrar for the domain that the User Agent
(UA) supports the GRUU mechanism.

In each contact included in the REGISTER request, the client shall include a "sip.instance"
tag, whose value is the instance ID that identifies the user agent instance being registered.
As network support for GRUU is not mandatory, sip.instance can be used instead. An RCS
client will use a public GRUU if provided by the network, but there is no requirement in RCS
for a device to use a temporary GRUU.

If the RCS client type is embedded (as described in section 2.2.2) and has access to the
device IMEI, then sip.instance shall be the IMEI value as per [3GPP TS 24.229]. Otherwise,
the value of sip.instance shall use either:

e The value provided as part of the device/client configuration (uuid_Value, as described
in Annex A sections A.1.13 and A.2.10) shall be used. In this case, the network shall
follow one of the algorithms described in [RFC4122], or,

o If the uuid_Value is not provided as part of the configuration (parameter not present in
the configuration or present but with an empty value), the UUID (Universal Unique
Identifier) shall be generated as per [RFC4122] section 4.2 and in all cases, must not be
modified over time.

If the REGISTER response is a 2xx and the network supports GRUU, each Contact header
field will contain a "pub-gruu” conveying the public GRUU for the user agent instance. The
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GRUU support is not mandatory for the Service Providers. Therefore user agents shall not
always expect to receive a GRUU from the registrar.

2.4.2.1 Additional clarifications on sip.instance usage for multidevice support

When an RCS client is configured to use sip.instance, all SIP requests and responses that
contain a Contact header will carry the sip.instance.

When an RCS client is required to ensure that a generated SIP request is sent back to the
same device that was identified through sip.instance, a new Accept-Contact header is
added carrying only the sip.instance tag and instance identifier value as well as the tags
explicit and require described in [RFC3841].

Regarding the support of routing based on the value of a sip.instance feature tag by an IMS
core, there are two possible scenarios:

1. If the IMS core supports the procedures described in [RFC3841], then any SIP request
with an Accept-Contact header that addresses a specific RCS device is only received by
that specific instance/device.

2. If not, then all the RCS clients registered using the same IMS identity will receive the
SIP request. Consequently, an RCS client supporting the sip.instance procedures shall
respond to the invite with a 486 BUSY HERE if the identifier value of the sip.instance tag
included in the Accept-Contact header of that incoming SIP request does not match
theirs.

2.4.3 Telephony feature tag

RCS defines a telephony feature tag used to indicate to the network which set of telephony
methods are supported by the device. The feature tag is set in the Contact header at

LT LT

registration with possible sets of values to include: “none”, “cs”, “cs,volte”, “cs,volte,vohspa”,

” o, non

“cs,vohspa”, "vohspa", "volte" or "vohspa,volte".
The feature tag is defined as +g.gsma.rcs.telephony=<set of values>.

For example,

o for a device that does not support any telephony services, the feature tag would be set
as follows: +g.gsma.rcs.telephony="none”.

o for a device that supports only CS as telephony method, the feature tag would be set as
follows: +g.gsma.rcs.telephony="cs”.

o for a device supporting both CS and VoOLTE, it would be set as follows:
+g.gsma.rcs.telephony="cs,volte”.

2.4.4 RCS IP Call feature tags

RCS defines the RCS IP call feature tags used to indicate the wanted behaviour as listed in
Table 19.
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RCS service ‘ Tags

RCS IP Voice Call (strong +g.gsma.rcs.ipcall; +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
preference for no breakout (IP service.ims.icsi.mmtel"

end to end))

RCS IP Video Call (strong +g.gsma.rcs.ipcall; +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
preference for no breakout (IP service.ims.icsi.mmtel";video

end to end))

RCS IP Video Call where video | +gsma.rcs.ipcall;+g.gsma.rcs.ipvideocallonly;+g.3gpp.icsi-
media cannot be removed ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.mmtel";video
(strong preference for no
breakout and not down gradable
to an IP Voice Call)

Table 19: RCS IP Voice/Video Call feature tags and resulting

See Table 3 for the media feature tags required at IMS registration and at session setup.
NOTE: IP Voice/Video Call identification for calls without the RCS IP Call tags is as
per [PRD-IR.92]/[PRD-IR.94]. In other words it is up to a service provider to
decide upon call breakout.

2.4.5 Registration frequency optimization

An RCS client shall not send more register requests than what is needed to maintain the
registration state in the network. When the IP connectivity is lost and restored with the same
IP address, the RCS client shall:

o Only send a register refresh upon retrieval of IP connectivity if the duration for sending a
register-refresh since the last REGISTER request has been exceeded, and,

e Only send an initial register upon retrieval of IP connectivity if the registration has
expired

2.4.6 Registration flows

Prior to the first IMS registration, it is necessary to provision the user on the network (e.g. by
auto-provisioning) and to configure the device with the required settings (see chapter 2.3).
When the provisioning and device configuration phase is completed, the IMS registration
takes place. Figure 19 shows the registration flow which applies for all authentication
mechanisms covered in Section 2.13. After successful IMS registration, the device performs
a capability and new user discovery procedure as described in Section 2.6.
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UE User/Client A SP IMS Core
Wi-Fi or PS RCS AS
{Phone Louica E:Iient Loc:ic} NW Presence Server

I
|
Q. provisloning and
configuration
process (section 2.3)

1. SIP Registe —

; 1
SIP 401 UNAUTHORISED— (500 52 s are

tt——2.
: not applicable for
E S50/GIBA

————3. 3IP HEGJSTER________F I

4. SIP 200 OK Expiry value
provided by the IMS core _
: CONFIGURATION
5. Reslart re-registration timer The publication only happens if the

DEFAULT DISCOVERY MECHAMISM
parameter is set PRESENCE (see
———8. 5} Section A1)

P PUBLISH (capabilities)—__p|

B

7. SIP 200 OK———— "
-

8, Capability and new user
discovery mechanisms
[section 2.6)

Figure 19: IMS registration flow

Once registered the re-registration timer is initiated which is used to refresh the registration
before it expires. If a presence based capability check is used (based on the DEFAULT
DISCOVERY MECHANISM parameter specified in Table 83 in section A.1.10 see section
2.6), the device shall also publish its capabilities once it has registered.

NOTE: As stated in section 2.13, if SSO/GIBA authentication fails, Digest

authentication shall be tried.

2.4.7 Procedures for Proxy-Call Session Control Function (P-CSCF) Fully
Qualified Domain Name (FQDN) resolution

If the device or client is configured with a P-CSCF in FQDN format, the client shall perform
the Domain Name System (DNS) resolution (IP address and port) as described in the
GSMA [PRD-IR.67] sections 4.5.2.2, 4.5.2.3 and 4.5.2.4. The SIP transport protocol should
be selected based on the Service Provider settings defined in section A.2.10.

2.4.8 Loss of Registration

When the client receives a SIP response to a non-REGISTER request that is either:
e 403 Forbidden without a warning header, or

e 504 Server Timeout containing a P-Asserted-ldentity URI matching a URI received
during registration in Service-Route or Path header field and containing a 3GPP IM CN
subsystem XML body with the <alternative-service> child element with the <type> child
element set to “restoration” and the <action> child element set to “initial-registration”
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(indicating loss of registration due to change of IP, expiration, network problem), the client
shall attempt to register again using the procedure in section 2.4.6. When successful the
client shall resend the request that caused the error response. If this fails for 5 consecutive
retries though, no further attempt shall be made and an error should be shown to the user.
For all services except One-to-One Chat, the retry procedures will also be stopped if it takes
longer than 5 seconds. Also in that case an error message should be shown to the user.
NOTE: On receiving a 403 Forbidden response a client may before re-Registration
first attempt to send a SIP request to his own URI and only re-Register if

that request results in a 403 Forbidden response.

2.5 Addressing and identities
2.5.1 Overview

Telephone numbers in the legacy address book must be usable (regardless of whether RCS
contacts have been enriched or not) for the identification of contacts of incoming and
outgoing SIP requests.

Also, RCS users, especially in Enterprise segments, may be assigned a non MSISDN
based identity. The RCS client would in that case be provisioned with only the appropriate
SIP URI parameter as seen in section A.1.6.3, leaving the tel URI parameter empty.

Consequently, an RCS enabled terminal’s address book should also be able to store
alphanumeric SIP URIs as part of a contact’s details.
NOTE1: the handling of identities described in this section applies also to IP Voice

Calls [PRD-IR.92] and [PRD-IR.58]. The functionality described here comes
in addition to the functionality described in the related Permanent Reference
Documents (PRDs), but not in conflict with them, e.g. the alias handling
described in section 2.5.3.3.

NOTE2: the identification in Common Profile for Instant Messaging (CPIM) headers
is discussed in section 3.3 and 3.4.

2.5.2 Device Incoming SIP Request
2.5.2.1 From/P-Asserted-ldentity

For device incoming SIP requests, the address(es) of the contact are, depending on the
type of request, provided as a URI in the body of a request or contained in the P-Asserted-
Identity and/or the From headers. If the P-Asserted-Identity header is present, the From
header will be ignored. The only exception to this rule is when a request for Chat or
Standalone Messaging includes a Referred-By header (it is initiated by Messaging Server
for example in a store and forward use case as described in 3.3.4.1.4), thereby the
Referred-By header should be used to retrieve the originating user instead.

The receiving client will try to extract the contact’s phone number out of the following types

of URlIs:

e tel URIs (telephone URIs, for example tel:+1234578901, or tel:2345678901;phone-
context=<phonecontextvalue>)

¢ SIP URIs with a “user=phone” parameter, the contact's phone number will be provided
in the user part (for example sip:+1234578901@operator.com;user=phone or
sip:1234578901;phone-context=<phonecontextvalue>@operator.com;user=phone)

Once the MSISDN is extracted it will be matched against the phone number of the contacts
stored in the address book. If the received URI is a SIP URI but does not contain the
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“user=phone” parameter, the incoming identity should be checked against the SIP and tel
URI address of the contacts in the address book instead.

If more than one P-Asserted-Identity is received in the message, all identities shall be
processed until a matched contact is found.

2.5.3 Device Outgoing SIP Request
2.5.3.1 Identification of the target contact

If the target contact contains a SIP or tel URI the value shall be used by the RCS client
when generating the outgoing request even if an MSISDN is also present for the contact.
This applies to the SIP Request-URI and the “To” header (as defined in [3GPP TS 24.229))
for 1-to-1 communication, including the URIs used in the recipient list included in outgoing
SIP requests for Group Chat.

If no SIP or tel URI is present the RCS client shall use the telephone number (in local format
for example 0234578901 or international format +1234578901) set in the address book or a
dial string entered by the user.

If the target number is an international-format telephone number, the device shall be able to
send it as tel URI (for example “tel:+12345678901") as defined in [RFC3966] or as SIP URI
(for example sip:+12345678901@domain;user=phone) with the user parameter set to
"phone" as defined in [RFC3261]. The format used is configurable on the device (see tel or
SIP URI — international in Table 80 in section A.1.6.3) and shall be set according to the
Service Provider's requirements or constraints related to national regulatory framework of
SIP-SIP interconnection (the Service Provider will provide this choice during customization).
If none of the above constraints apply, the use of tel URI is recommended as the domain
name of the SIP URI is not significant.

If the target number is a non-international format telephone number, the RCS client shall be
able to send it as tel URI or as SIP URI (the user parameter should be set to "phone") with a
phone-context value set as defined in [3GPP TS 24.229] for home local numbers (for
example “tel:0234578901;phone-context=<home-domain-name>").  Similar to the
international number case, whether a tel URI or a SIP URI is used, is configurable on the
device (see tel or SIP URI - for non- international format in Table 80 in section A.1.6.3) and
shall be set according to the Service Provider's requirements or constraints related to
national regulatory framework of SIP-SIP interconnection. If none of the above constraints
apply, the use of tel URI is recommended.

2.5.3.2 Self-Identification to the network and the addressed contact

When generating an outgoing non-REGISTER request, the RCS client shall populate the
From header field and may populate the P-Preferred-ldentity header field with a SIP or tel
URI which has been received in the P-Associated-URI header field returned in the 200 OK
to the SIP REGISTER. If both a SIP URI and a tel URI are available to the RCS client, the
tel URI should be used.

2.5.3.3 User alias

The user shall be able to specify an alias or a username for RCS services. This information
will be sent when establishing a communication service with another user so they are able
to receive additional information (i.e. beyond than just a MSISDN), if the originating user is
not in the receiver’s address book. This scenario will likely be common with Group Chat
sessions.

This alias information will be set in the From header of the SIP request as the display name
and in a Group Chat also in the CPIM From header as the formal name.

When receiving a request, the RCS client device shall follow the rules explained in section
2.5.2.1 and extract the MSISDN or SIP URI. To avoid spam and identity manipulation, the
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receiver shall check the identity of the calling user against the address book. If the user is
not in the address book, the alias information must then be used to provide more
information about the calling user while clearly displaying in the User Interface (Ul) that the
identity is unchecked and it could be false. Otherwise the name of the contact in the
address book shall be used instead.

2.6 Capability and new user discovery mechanisms
2.6.1 Capability discovery

The capability or service discovery mechanism is vital to RCS. The capability discovery is a
process which enables a user to understand the subset of RCS services available to access
and/or communicate with their contacts, at certain points in time.

The RCS 5.1 specification provides two alternative mechanisms to perform the capability
discovery:

e SIP OPTIONS exchange (section 2.6.1.1):

o The SIP OPTIONS end-to-end message is used both to query the capabilities
(services which the other user has available) of the target contact and to pass the
information about which capabilities are supported by the requester. Using this
method, both users get updated information in a single transaction.

o This method requires a specific application server (Options-AS) in the network to
provide multidevice support and, potentially, include optimizations.

e Presence (section 2.6.1.2):

o In this case, instead of performing an end-to-end transaction, the capabilities are
gueried against a server using the standard OMA SIMPLE Presence procedures
which are described in detail in section 2.6.1.2.

o Consistent with the previous paragraph and the OMA SIMPLE Presence
procedures, this method requires both a Presence and a XDM server in the network.

The default mechanism is configured in the device using the configuration parameter
CAPABILITY DISCOVERY MECHANISM (see Annex A section A.1.10).

In accordance with the principle of interoperability between RCS 5.1 networks and devices,
two mechanisms are provided to secure the interoperability between the mechanisms
presented before:

e Coexistence based in a common device stack (section 2.6.1.3):

o The interoperability is provided via a device implementation and, consequently, no
additional network elements are required.

o The principle of interoperability is that all devices support SIP OPTIONS exchange
either as a default or a device fall-back mechanism (when the presence query fails
for a particular user)

e Coexistence based in network interworking (section 2.6.1.3.3):

o Network Interworking is required between Service Providers that do not support SIP
OPTIONS exchange (as the default method or as a device fall-back mechanism)
and those Service Providers that use SIP OPTIONS as the default discovery
mechanism.

o Interoperability is achieved by deploying a network based interworking function
which translates requests and responses between the SIP OPTIONS and presence-
based capability discovery mechanisms.

To guarantee that Service Providers choosing the network interworking approach do not
experience situations whereby the device fall-back mechanism to SIP OPTIONS occurs, a
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new parameter (CAPABILITY DISCOVERY VIA COMMON STACK) is defined. The device
fall-back mechanism only occurs if this parameter is set to 1 (see Annex A sections A.1.10

and A.2.8 for further reference).

2.6.1.1 Capability discovery process through SIP OPTIONS message

One of the available mechanisms for capability discovery is based on the exchange of a SIP
OPTIONS request, a peer-to-peer message exchanged between clients.

When a SIP OPTIONS message is sent from User A to User B, User A shall handle the
response as described in the following table:

Response

User B was a known RCS

User B was not a known
RCS user before

200 OK including at least, one
of the tags assigned to the RCS
5.1 Services (see Table 33)
Returned when User B is an
RCS user and is currently
registered

user before

User B remains an RCS user

The capabilities returned in the
200 OK response (using tags
as described in Table 33) are
considered as the current
communication options with
User B

User B is marked as an RCS
user

The capabilities returned in the
200 OK response (using tags
as described in section Table
33) are considered as the
current communication options
with User B

200 OK not including any of the
tags used by RCS 5.1 services
(see Table 33)

Returned when User B is
registered, but not with an RCS
client

User B is not considered as an
RCS user any longer

Only the non-RCS
communication services (e.qg.
voice calls, SMS, MMS, etc.)
are indicated as available”

No change in User B’s status
Only the non-RCS
communication services (e.g.
voice calls, SMS, MMS, etc.)
are indicated as available

480 TEMPORARY
UNAVAILABLE or

408 REQUEST TIMEOUT
Returned by the network if User
B is an IMS (and potentially
thus an RCS) user, but is
currently not registered

User B remains an RCS user
but only the capabilities
available to an offline contact
are offered

No change in User B’s status
Only the non-RCS
communication services (e.qg.
voice calls, SMS, MMS, etc.)
are indicated as available

* Note that this means that an AS like the OPTIONS-AS described in section 2.6.1.1.5 would have to
include the IM capability in the response if the user has multiple devices sharing the same IMS
identity some of which are not RCS capable. When including this tag though in situations where none
of the RCS capable devices is online, it shall also include the automata tag defined in [RFC3840] to
indicate that this response does not originate from an end user device.
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404 Not Found or 604 Does Not
Exist Anywhere or any other
Final Response” returned by
the network when User B is not
provisioned as an IMS user

User B is not considered as an
RCS user any longer

Only the non-RCS
communication services (e.qg.
voice calls, SMS, MMS, etc.)
are indicated as available

No change in User B’s status
Only the non-RCS
communication services (e.g.
voice calls, SMS, MMS, etc.)
are indicated as available

Any other Final response
returned by the network

User B remains an RCS user
with unchanged capabilities.
NOTE: The client treats the
final response as described in
[3GPP TS 24.229].

No change in User B’s status

Table 20: Options response handling

In some cases sending an OPTIONS request is not required as the last SIP OPTIONS
exchange took place just before the communication was set up (e.g. to send a SMS
message, the user went to the address book, selected a user [SIP OPTIONS exchange
takes place] and chooses to send a SMS message).

UE User/Client A UE User/Client B
SP Core SPIMS
[Phone ngic] [Client Logic] NW Core [Client Logic] [Phone Logic]
OPTIONS message e

-SIP OPTIONS (user B}

meachanism. We User A's capabilities

are assuming User
B is REGISTERED,
User Cis NOT
REGISTERED and
User D is NOT an
RCS user

- ——SIP20

biliies user B——— |
0 OK (capabitl gy

are updated based
on information
carried in Contact/
Accept contact
headear

————sIP 5
OPTIONS(user G}
ARILY UNAVAILABLE! |
R 480 TEMPORARIL
L FRROR A g REQUEST TIMEOUT

——] | = OpTJOng[.USEF D_}—-_._____._

'NOT FOUND——
| «——ERROR 404§N

Figure 20: Capabilities discovery via SIP OPTIONS message
2.6.1.1.1 SIP OPTIONS message extension to support capability discovery

The RCS (Release 1 to 4) specifications only provide a mechanism to exchange the
capability status (based on a SIP OPTIONS exchange) related to the Image and Video

® Please note that the response provided may depend on the network configuration. For simplicity,
the present document assumes in the following sections that the response provided by the Sevice
Provider core network is always 404 NOT FOUND, however, the previous statement should be taken
into account.
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Share services during a call (associated with the capability query procedure described in
[PRD-IR.74] and [PRD-IR.79]). This mechanism is based on the use of tags transported in
the Accept-Contact and Contact headers for the SIP OPTIONS and its responses:

o The tags corresponding to the set of functionalities supported by the requesting terminal
at the time this request is made are carried in both the Contact and Accept-Contact
headers of the SIP OPTIONS message.

e The tags corresponding to the subset of the functionalities that are supported by the
receiver are included in the Contact header of the 200 OK responses.

As described in [PRD-IR.74] and [PRD-IR.79], to have a Session Description Protocol
(SDP) body in an OPTIONS request message is optional. It is not encouraged behaviour to
insert it into this message. In RCS 5.1, the SIP OPTIONS request shall NOT contain an
SDP body.

The mechanism described above is extended to be used not only for the exchange of
capabilities for real-time services but also to query in real time to exchange the
capabilities/services supported by both the requester and the receiver.

2.6.1.1.2 Extensions to the existing tags

Consequently with the RCS Release 1-4 specifications, the following tags can be employed
to identify Image and Video Share service capabilities during a call:

RCS service Tag
Image Share +0.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.gsma-is"

Video Share +g.3gpp.cs-voice

Table 21: Standard RCS Release 1-4 SIP OPTIONS tags

These Image and Video Share capabilities can only be sent in SIP OPTIONS exchanges
during an active call and are included only if the exchange takes place between the users in
the active call. However Broadband Access devices should include these capabilities in an
OPTIONS response even if they are not in an active call.

To support the full service discovery functionality presented in this document, it is necessary
to extend the tag mechanism by adding the following service tags:

e As interoperability between the different technical implementations for Chat and File
Transfer services is assumed, the following tags are employed for the Chat and File
Transfer services, with a new one added for the store and forward Group Chat service:

RCS service Tag
Chat +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.im"
Full Store and +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
Forward Group application.ims.iari.rcs.fullsfgroupchat"
Chat
File Transfer +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.ft"
File Transfer +0.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcs.ftthumb"
Thumbnalil
File Transfer Store | +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcs.ftstandfw"
and Forward
File Transfer via +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcs.fthttp"
HTTP

Table 22: SIP OPTIONS tags for Chat and File Transfer
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Add a tag for IP based standalone text and multimedia messaging :

RCS service

IP Based +0.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.oma.cpm.msg;
Standalone urn%3Aurn-7%3A3gpp-service.ims.icsi.oma.cpm.largemsg"”
messaging

Table 23: SIP OPTIONS tag for standalone messaging

Add a tag for the video sharing outside of a call service:

RCS service
Video Share +0.3gpp.iari-ref="urn:urn-7:3gpp-application.ims.iari.gsma-vs"
outside of a voice
call

Table 24: SIP OPTIONS tag for video sharing outside a call

Add a tag for Social Presence Information:

RCS service
Social presence +9.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.sp"
information

Table 25: SIP OPTIONS tag for Social Presence Information

Add tags for IP Voice and Video Call services:
RCS service Tag

IP Voice Call (as +0.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.nmtel"
per MMTEL)

IP Video Call(as +9.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.mmtel”;video
per MMTEL)

RCS IP Voice Call | +g.gsma.rcs.ipcall

RCS IP Video Call | +g.gsma.rcs.ipcall;video

RCS IP Video Call | +g.gsma.rcs.ipvideocallonly
where video media
cannot be
removed

Table 26: SIP OPTIONS tags for IP Voice and Video Call

Note also that when a device supports both IP Voice Call and IP Video Call, the feature
tag +g.3gpp.icsi-ref="urn:urn-7:3gpp-service.ims.icsi.mmtel" and +g.gsma.rcs.ipcall are
only included once in the OPTIONS request/response.

A device shall provide in the SIP OPTIONS requests and responses only one of the
RCS IP Voice Call, RCS IP Video Call and RCS IP Video Call where video media
cannot be removed capabilities depending on whether according to the PROVIDE RCS
IP VOICE CALL and PROVIDE RCS IP VIDEO CALL configuration parameters defined
in section A.1.14 in the currently used radio technology respectively only RCS IP Voice
Calls, both RCS IP Voice Calls and RCS IP Video Calls or only RCS IP Video Calls are
allowed. Due the combining of the capabilities of different devices (see section
2.6.1.1.5) it may happen though that multiple of those capabilities are received. If the
RCS IP Video Call where video media cannot be removed capability is received in
combination with the RCS IP Video Call and/or the RCS IP Voice Call capability,
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towards that contact both RCS IP Voice Call and RCS IP Video Calls may be
successfully initiated as described in sections 3.8 and 3.9 when those services are
allowed according to the local configuration and used radio technology.

NOTEL: A UE may support both IP voice/video call and RCS IP voice/video call

services. In that case, all the tags correspondent to all the supported
services shall be provided.

NOTE2: RCS IP Calls and IP Calls per MMTEL can technically interoperate.
Whether such interoperability is provided is based on Service Provider
decision. In those cases the Service Provider should ensure that all relevant
capabilities are provided in the capability exchange (e.qg. if IP Voice Call (as
per MMTEL) capability is provided, the RCS IP Voice Call capability should
be provided also).

If the device is configured to support only the RCS IP Video Call services as described
in section A.1.14 (i.e. RCS IP Voice Calls are not allowed, and downgrading an RCS IP
Video Call to an RCS IP Voice Call is not allowed), it shall include the
+g.gsma.rcs.ipvideocallonly tag described in section 2.4.4 in the OPTIONS exchanges
when in coverage where RCS IP Video Calls are supported.

The applicable RCS IP Call feature tags are only included in the OPTIONS exchanges
when the device is in coverage where it is configured to support RCS IP Voice and
Video Calls.

NOTES3: In case of interworking between two Service Providers, the validity of the IP

Video Call capability tag highly depends on the end-to-end interconnection
chain.

e Add tags for the Geolocation services:

RCS service Tag
Geolocation PUSH | +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcs.geopush”

Geolocation PULL | +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcs.geopull”

Geolocation PULL | +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcs.geopullft"
using File Transfer

Table 27: SIP OPTIONS tags for geolocation services

Please note that the new tags defined in this section are defined for SIP OPTIONS
exchanges and that the standard tags defined in the supporting PRDs and endorsement
documents shall be used to identify the services in the rest of relevant SIP transactions (e.g.
+g.oma.sip-im for Chat implementation based on OMA SIMPLE IM as per [RCS5-
SIMPLEIM-ENDORS]). It should also be noted that in some cases, the tags employed in the
SIP OPTIONS exchange match the standard tags.

Note that for routing purposes, a device should also add to both the Contact and Accept-
Contact header fields the same feature tags used at SIP Registration if not already included
in the OPTIONS request/response for capability exchange and if they are part of the
capabilities supported by the device at this time. This mainly applies to the +g.oma.sip-im
feature tag which is used at SIP Registration and in SIP transactions but not used to identify
a service capability.

Finally, it should be taken into account that when several IMS Application Reference
Identifier (IARI) tags or several ICSI tags are included in an OPTIONS request, consistently
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with [RFC3840], IARI tags or ICSI tags shall be concatenated using commas as described
in the example below:

+g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.im,urn%3Aurn-7%3A3gpp-
application.ims.iari.rcse.ft"

Table 28: IARI tag concatenation format example
2.6.1.1.3 Future extensions to the mechanism

In addition to the aforementioned additions and to allow a Service Provider (or group of
Service Providers) to deploy additional services which can benefit from the RCS discovery
mechanism, an additional tag format is defined:

e +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.mnc<mnc>.mcc<mcc>.<service name>"

e Valid examples are:

o +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
application.ims.iari.rcs.mnc001.mcc214.serviceA"

o +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari
rcs.mnc680.mcc310.serviceB"

The service name is decided by the each Service Provider. The only requirement for a
Service Provider following this approach is to include these tags in the relevant
interoperability agreements with other Service Providers to avoid any interoperability issues.

RCS service
Service Provider +0.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcs
specific service .mnc<mnc>.mcc<mcce>.<service name>"

Table 29: SIP OPTIONS tag proposal for future lines of work
2.6.1.1.4 Ul integration optimisations

In addition to the optimizations to minimize the traffic generated by the SIP OPTIONS
exchanges when possible, there are two additional optimizations related to the discovery
mechanism integration on the Ul that should be taken into account:

e The round trip time for a SIP OPTIONS exchange (send and receive response) is
expected to range between under 1-2 seconds. Taking this into account, the Ul has to
be optimized to minimize the impact of this exchange delay.

e When sending the SIP OPTIONS messages to several users (for example during first
time registration or when polling), it is recommended to employ a non-aggressive
strategy and allow time between each exchange to:

o Minimize potential network impact

o Avoid any impact on the user experience (for example a slower Ul, blockings and so
on)

Please note that in this case this specification does not specify the specific mechanisms
which should be implemented leaving space to Original Equipment Manufacturers (OEMS)
and third parties to drive innovative and differentiated solutions, which distinguish their
products from competitors.

2.6.1.1.5 Multidevice support: Options-AS

Ultimately, the choice of supporting multiple devices for a single user is decided by each
Service Provider. The considerations contained in this section will only apply to those
Service Providers willing to include RCS multidevice support in their networks.
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In a multidevice scenario, when the user is registered to the IMS CORE with various
devices using the same URI (that is the same implicit registration set), the OPTIONS
exchange will return incomplete information:

o The capabilities contained in the OPTIONS message refer only to the originating device
(that is the originating user may be logged in with the same URI in several devices).

e The IMS Core, depending on the configuration, either sends the OPTIONS message to
the device that first registered to the IMS CORE or forks the OPTIONS to all of the
registered devices. In any case, only the first response is passed back to the requester,
discarding the others. In other words, the capabilities returned in the OPTIONS
response will be from only one of the user’s devices.

The preferred implementation for handling the OPTIONS in a multidevice environment is left
to the Service Provider’s discretion. The only requirement is that it should not impact the
terminal side (that is there will be no changes on the client side). A possible solution for
extending the OPTIONS mechanism to a multidevice scenario is to include a custom AS
implementing the following logic:

e A trigger will be setup in the IMS CORE to send all of the OPTIONS from an RCS user
to the AS.

o The AS will fork the OPTIONS request to all of the RCS user’s registered devices and
will aggregate all of the capabilities returned into one OPTIONS response if the forking
is not already implemented by the IMS core network.

e Once the responses from the different devices are received, the AS will aggregate all
the capabilities from the replies and send them back to the caller.

e Even if not all of the replies have been received in less than a configurable amount of
time (note the recommendation is to set the value to optimise the UX on the terminal)
the AS will return the aggregated information received so far.

o Capabilities shall be aggregated to provide the response to an incoming SIP OPTIONS
request. For outgoing requests, it is up to the Service Provider’s policy to aggregate the
capabilities.

NOTE: Similar procedures may at the service provider’s discretion also be applied
at originating side to aggregate the capabilities of all the user’s devices in
the OPTIONS request.

To implement this feature, an application server should be able to uniquely identify each
user device to perform the forking of the OPTIONS message and to intercept and process
the responses. The mechanism to have these individual identities (a GRUU or sip.instance
feature tag) is covered in section 2.11.3.

While multidevice support is an option for each Service Provider to decide whether or not it
is supported, the RCS capability discovery mechanism based on the SIP OPTIONS
message is a mandatory requirement and the behaviour will be the one specified previously
to ensure seamless interworking between Service Providers.
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Figure 21: Options application server: Capability aggregation on SIP OPTIONS
request

2.6.1.2 Capability discovery via presence
2.6.1.2.1 General Overview

As an alternative to the SIP OPTIONS-based mechanism presented in the previous section,
a Service Provider deploying a Presence Server may provide the capability discovery
mechanism via presence. The service capabilities are then realized using the “Service” part
of the Presence Data Model. This part is described in section 2.6.1.2.5.

2.6.1.2.2 Publication of the Service Capabilities

The capabilities are announced in a Presence document that is published by using the SIP
PUBLISH method as defined in [Presence]. When the terminal is started, the client then
sends a SIP PUBLISH request containing the capabilities (see section 2.6.1.2.5).

The publication is maintained in the Presence Server whenever the application is running by
sending a refresh request before it expires.

If changes are required in the published capabilities (for example due to the behaviour
specified in sections 2.6.2 and 2.6.3), a presence modify request is sent using the ‘Sip-If-
Match’ header according to [Presence]. When the client/device is switched off, it shall
remove the published capabilities before unregistering according to the procedure defined in
[RFC3903] (i.e. by sending a SIP PUBLISH request without a body including the ‘Sip-If-
Match’ header and an Expires header set to 0).

2.6.1.2.3 Service Capabilities Retrieval

Service capabilities of an RCS user can be retrieved by another RCS user via a presence
subscription issued by their client, providing the pertaining Presence Authorization rules
allow him to do so. The templates provided in sections 2.14.1 and 3.7.4.5.2 allow this for
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the authorized users. An RCS user is therefore allowed to retrieve the service capabilities of
contacts when they have an established Social Presence relationship.

RCS users may also retrieve the service capability information of contacts with which they
have not established a Social Presence relationship by means of Anonymous Fetch
operations issued by their client (as described in section 7.1 of [PRESENCE]). This will
result in a single NOTIFY request indicating the service capabilities of that contact. This
information shall then be cached in the client as described in section 2.6.4. The Anonymous
Fetch operation shall be supported in clients.

If an RLS-URI (Resource List Server URI, see Annex A section A.1.1.1) has been
provisioned, a client shall use an Anonymous Fetch request using a request-contained list if
the client has to query the capabilities of multiple users at once (e.g. during a poll). In this
case it shall do so according to section 5.2.1.2.2 of [Presence2.0_TS].

If only a single contact needs to be queried, an individual fetch shall be done instead even if
an RLS-URI has been configured.

2.6.1.2.3.1 General Processing Rules to Ensure Backwards Compatibility

To maintain enough flexibility and not to impose potentially sub-optimal technical choices on
future RCS versions, the parsing of the capabilities in an RCS client should be sufficiently
robust. First the watcher should apply the processing rules defined in [Presence2.0_DDS]
and if then there are still multiple elements the watcher shall follow the guidelines in the
RCS presence parsing presented below:

e Unknown or unsupported elements and tuples could be present in the document. In that
case they should be ignored.

e Unknown service identifiers (Service-Id) could be present in the document. Tuples
containing those should be ignored.

e Unknown service versions of known services could be present in the presence
document. Tuples containing those should be ignored.

e The same service could occur multiple times in the presence document with different
contact addresses. To cope with this case, the following behaviour shall be used for
displaying and using the tuples:

o If one of the tuples contains a contact address that corresponds to the presentity
about which the presence document was received, all others shall be ignored.

o Tuples that contain a contact (address) element which corresponds to another
presentity (that is another contact in the contact-list of the user or another tel URI)
shall be ignored.

o Tuples containing contact elements with types of addresses that are not supported
by the client for that service shall be ignored (for example messaging using an e-
mail address while e-mail is not supported by the client)

o If after applying the above rules, there are still multiple non-ignored tuples remaining
for the service, all but the first shall be ignored.

o If after applying the above rules there is a non-ignored tuple remaining, the service
behaviour shall be as follows

o The capability to use the service for communication with the contact shall be
announced to the user

o If the remaining tuple contained no contact address or it matched the one of the
presentity, the presentity’s address will be used for setting up communication
using that service
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o Otherwise the address contained in the contact element will be used for setting
up the corresponding service

e The Watcher shall follow the procedures defined in section 6.2 "Default Watcher
Processing" of [Presence2.0_DDS].

Regarding the use of the address provided in the contact, the communication addresses
(contact) part of service tuples shall not be:

e Shown to the end-user, these addresses are handled locally by the terminal,

e Used to request presence subscription, an RCS client is NOT supposed to subscribe to
the contact associated with a service capability tuple received in a presence document.

2.6.1.2.4 Authorization for capabilities retrieval

To provide authorization to retrieve the capabilities using an Anonymous Fetch request, an
RCS client supporting the capability exchange using presence shall set the presence rules
document in the presence XDMS as follows:

Presence XDMS:

AUID: org.openmobilealliance.pres-rules
Document name: pres-rules

Template

<?xml version="1.0" encoding="UTF-8"?>

<cr:ruleset
xmlns:ocp="urn:oma:xml:xdm:common-policy"
xmins:op="urn:.oma:xml:prs:pres-rules"
xmlns:pr="urn:ietf:params:xml:ns:pres-rules"
xmlns:cr="urn:ietf:params:xml:ns:common-policy">

<! -- This rule allows all service capabilities to be sent for anonymous requests -->
<! -- To realize the service capabilities to all requirement -->
<! -- This rule replaces the default “wp_prs_block_anonymous” rule -->
<! -- NOTE: May be modified to only allow RCS specified services -->
<cr:rule id="rcs_allow_services_anonymous">
<cr:conditions>
<ocp:anonymous-request/>
</cr:conditions>
<cr:actions>
<pr:sub-handling>allow</pr:sub-handling>
</cr:actions>
<cr:transformations>
<pr:provide-services>
<pr:all-services/>
</pr:provide-services>
<pr:provide-all-attributes/>
</cr:transformations>
<[cr:rule>
<[cr:ruleset>

Table 30: Presence XDMS template

If social presence is supported (see section 3.7), the pres-rules document should be set to
contain both “rcs_allow_services_anonymous” described in this section and the rules
provided in the template described in section 3.7.4.5.2.

Handling of this template shall be done as described in section 2.14.2.
2.6.1.2.5 Service part of the presence Data Model

A service capability is provided according to the model described in Table 31.:
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Attribute
Tuple:
<presence> -> <tuple>

Specification ‘
[RFC3863] and
[Presence2.0_DDS]

Comment
According to the presence schema defined in the
[Presence], services are presented with tuple
elements.

Status

<tuple> -> <status> ->
<basic> -> Open

[RFC3863] and
[Presence2.0_DDS]

Mandatory element in [RFC3863].

Once a tuple element is published the value
‘open’ will always be used. It does not have any
particular meaning in RCS context.

Service-id

<tuple> -> <service-
description> -> <service-
id>

[Presence2.0_DDS]

Service-description element identifies a service
and is described by a service-id and version.
Service-id element contains a string that identifies
a single service.

Version

<tuple> -> <service-
description> -> <version>

[Presence2.0_DDS]

Version element contains the version number for
the service, to identify different versions of the
service (for example version number for
specification number).

Media
<tuple> -> <servcaps>

[RFC5196] and
[Presence2.0_DDS]

Indicates the capabilities of the service. In RCS
this is only used to provide media capabilities for
some specific services (where mentioned below)

Contact
<tuple> -> <contact>

[RFC3863] and
[Presence2.0_DDS]

Contact element contains Presentity’s
communication address for the service. Contact
address can be for example a tel or SIP URI,
depending on the service used. The use of the
Contact element is optional (if used it has to be a
global routable URI) since the client may use the
URI stored in the address book when initiating
communication with the presentity.

RCS Presentities either do not insert any contact
element or insert a contact element for which the
address matches the one used for identifying itself
in communication (see Section 2.5)

Timestamp:
<tuple> -> <timestamp>

[RFC3863] and
[Presence2.0_DDS]

Timestamp when the presence information was
published.

Table 31: Attributes of the Presence Service element
2.6.1.2.5.1 Service-descriptions for the Selected RCS Services

Service capabilities publication through OMA Presence Enabler [Presence2.0_TS] or
[Presence] must follow [PDE_13] rules.

The RCS registered Service-description values are listed in OMNA Presence <service-
description> Registry at:

http://www.openmobilealliance.org/Tech/omna/omna-prs-PidfSvcDesc-registry.aspx
The following <service-description> child elements, will be used in the presence document :

Standalone Messaging

Service-id: org.openmobilealliance:StandaloneMsg
Version: 2.0

Contact address type: tel / SIP URI
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Session Mode Messaging

Service-id: org.openmobilealliance:IM-session
Version: 1.0

Contact address type: tel / SIP URI

Or

Service-id: org.openmobilealliance:ChatSession
Version: 2.0
Contact address type: tel / SIP URI

Full Store and Forward Group Chat

Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcs.fullsfgroupchat
Version: 1.0

Contact address type: TEL/ SIP URI

File Transfer

Service-id: org.openmobilealliance:File-Transfer
Version: 1.0

Contact address type: tel / SIP URI

File Transfer (with Store and Forward)
Service-id: org.openmobilealliance:File-Transfer
Version: 2.0

Contact address type: tel / SIP URI

File Transfer Thumbnail

Service-id: org.openmobilealliance:File-Transfer-thumb
Version: 2.0

Contact address type: tel / SIP URI

File Transfer via HTTP

Service-id: org.openmobilealliance:File-Transfer-HTTP
Version: 1.0

Contact address type: tel / SIP URI

Image Share

Service-id: org.gsma.imageshare
Version: 1.0

Contact address type: tel / SIP URI

Video Share during a call (Phase 1)
Service-id: org.gsma.videoshare
Version: 1.0

Contact address type: tel / SIP URI

Video Share outside of a voice call (Phase 2)
Service-id: org.gsma.videoshare

Version: 2.0

Contact address type: tel / SIP URI

Social presence information

Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcse.sp
Version: 1.0

Contact address type: tel / SIP URI

Capability discovery via presence

Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcse.dp
Version: 1.0

Contact address type: tel / SIP URI
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IP Voice Call (IR.92)

Service-id: org.3gpp.urn:urn-7:3gpp-service.ims.icsi.mmtel
Version: 1.0

Media capabilities: audio, duplex

Contact address type: tel / SIP URI

IP Video Call (IR.94)
Service-id: org.3gpp.urn:urn-7:3gpp-service.ims.icsi.mmtel
Version: 1.0
Media capabilities: audio, video, duplex
Contact address type: tel/ SIP URI
NOTEL: A single device supporting both IP Voice Call (IR.92) and IP Video Call

(IR.94) shall publish a single tuple containing the common MMTel service id
and both audio and video servcaps elements. Separate tuples are not
required.

RCS IP Voice Call (strong preference for no breakout (IP end to end))
Service-id: org.3gpp.urn:urn-7:3gpp-service.ims.icsi.mmtel.gsma.ipcall
Version: 1.0

Media capabilities: audio, duplex

Contact address type: tel / SIP URI

RCS IP Video Call (strong preference for no breakout (IP end to end))
Service-id: org.3gpp.urn:urn-7:3gpp-service.ims.icsi.mmtel.gsma.ipcall
Version: 1.0
Media capabilities: audio, video, duplex
Contact address type: tel/ SIP URI
NOTE2: A single device supporting both RCS IP Voice Call and RCS IP Video Call

with a strong preference for no breakout shall publish a single tuple
containing the org.3gpp.urn:urn-7:3gpp-service.ims.icsi.mmtel.gsma.ipcall
service-id and both audio and video servcaps elements. Separate tuples
are not required.

RCS IP Video Call (strong preference for no breakout (IP end to end) and video media
cannot be dropped)
Service-id: org.3gpp.urn:urn-7:3gpp-service.ims.icsi.mmtel.gsma.ipcall.ipvideocallonly
Version: 1.0
Media capabilities: audio, video, duplex
Contact address type: tel/ SIP URI

NOTES: A device shall provide in the published capabilities only one of the RCS IP

Voice Call, RCS IP Video Call and RCS IP Video Call where video media
cannot be removed capabilities depending on whether according to the
PROVIDE RCS IP VOICE CALL and PROVIDE RCS IP VIDEO CALL
configuration parameters defined in section A.1.14 in the currently used
radio technology respectively only RCS IP Voice Calls, both RCS IP Voice
Calls and RCS IP Video Calls or only RCS IP Video Calls are allowed. Due
the combining of the capabilities of different devices (i.e. the Presence
Composition policy) it may happen though that multiple of those capabilities
are received by a watcher. If the RCS IP Video Call where video media
cannot be removed capability is received in combination with the RCS IP
Video Call and/or the RCS IP Voice Call capability, towards that contact
both RCS IP Voice Call and RCS IP Video Calls may be successfully
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initiated as described in sections 3.8 and 3.9 when those services are
allowed according to the local configuration and used radio technology.

NOTE4: RCS IP Calls and IP Calls per IR.92/IR.94 can technically interoperate.
Whether such interoperability is provided is based on Service Provider
decision. In those cases the Service Provider should ensure that all relevant
capabilities are provided in the capability exchange (e.qg. if IP Voice Call (as
per MMTEL) capability is provided, the RCS IP Voice Call capability should
be provided also).

Geolocation PUSH

Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcs.geopush
Version: 1.0

Contact address type: tel/ SIP URI

Geolocation PULL

Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcs.geopull
Version: 1.0

Contact address type: tel/ SIP URI

Geolocation PULL File Transfer
Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcs.geopullft
Version: 1.0
Contact address type: tel/ SIP URI
NOTES: an RCS client shall include both the Video Share 2.0 and the Video Share

1.0 capabilities to indicate backwards compatibility with earlier RCS clients.

The service capability information that is the object of a SIP PUBLISH by the RCS client
(service tuple) corresponds to the services supported by the device. For example, a device
in RCS-AA mode (see section 2.2.1) can indicate its support for RCS IP Voice Calls
according to section 3.8 with a service- and media description.

The set of services published may be further restricted by some Service Provider settings
on the User Equipment (UE, on for example the services that are allowed by the Service
Provider in the network) that are described in Annex A.

2.6.1.2.6 Future extensions to the mechanism

Consistently with section 2.6.1.1.3, it is also possible to extend the capability discovery
based in presence following the guideline presented in the table below to define new
service-1Ds:

RCS service Tag
Service Provider Service-1d: org.3gpp.urn:urn-7:3gpp-
specific service application.ims.iari.rcs.mnc<mnc>.mcc<mcc>.<service hame>
(based on IARI) Version: Service Provider choice
Service Provider Service-1d: org.openmobilealliance:<RCS service
specific service name>.mnc<mnc>.mcc<mcc>.<service extension>
(based on OMA Version: Service Provider choice
scheme)

Table 32: Presence service tuple proposal for future lines of work

Service extension patterns including “mnc.mcc” may be registered with OMNA, if a service
provider wishes to reserve the values in order to avoid any future collisions with new
services (extensions, or new OMA services).

V3.0 Page 89 of 489




GSM Association
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

Non-confidential

Example of the reserved service extension patterns that may be registered is:

org.openmobilealliance:ChatSession.mnc072.mcc01

Examples of service extensions:

e Service-id extension(s) for Group Chat with full store and forward:
org.openmobilealliance:ChatSession.mnc072.mcc01

OR

org.openmobilealliance:ChatSession.mnc072.mcc01.myGCFlavorl AND
org.openmobilealliance:ChatSession.mnc072.mcc01.myGCFlavor2

e Using IARI:
org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcs.mnc01.mcc072.fullsfgroupchatMyFlavor

2.6.1.3 Coexistence between the discovery mechanisms

2.6.1.3.1 Service/capability indicators

The equivalence between presence Service-IDs and SIP OPTIONS tags are presented in

the following table:
RCS service ‘ Tag

Standalone | Tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
Messaging service.ims.icsi.oma.cpm.msg; urn%3Aurn-7%3A3gpp-
service.ims.icsi.oma.cpm.largemsg"
Service Service-id: org.openmobilealliance:StandaloneMsg
Tuple Version: 2.0
Chat Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.im"
Service Service-id: org.openmobilealliance:IM-session
Tuple Version : 1.0
Or
Service-id: org.openmobilealliance:ChatSession
Version : 2.0
Full Store Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
and Forward application.ims.iari.rcs.fullsfgroupchat"
Group Chat | gapyice Service-Id: org.3gpp.urn:urn-7:3gpp-
Tuple application.ims.iari.rcs.fullsfgroupchat
Version: 1.0
File Transfer | Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.ft"
Service Service-id: org.openmobilealliance:File-Transfer
Tuple Version : 1.0
File Transfer | Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
Thumbnail application.ims.iari.rcs.ftthumb"
Service Service-id: org.openmobilealliance:File-Transfer-thumb
Tuple Version : 2.0
File Transfer | Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
Store and application.ims.iari.rcs.ftstandfw"
Forward Service Service-id: org.openmobilealliance:File-Transfer
Tuple Version : 2.0
File Transfer | Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcs.fthttp"
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via HTTP Service Service-id: org.openmobilealliance:File-Transfer-HTTP
Tuple Version : 1.0
Image Share | Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.gsma-is"
Service Service-id: org.gsma.imageshare
Tuple Version: 1.0
Video Share | Tag +g.3gpp.cs-voice
during a call Service Service-id: org.gsma.videoshare
Tuple Version: 1.0
Video Share | Tag +g.3gpp.iari-ref="urn:urn-7:3gpp-application.ims.iari.gsma-vs"
outside of a | ggyjice Service-id: org.gsma.videoshare
voice call Tuple Version: 2.0
Social Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.sp"
presence Service Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcse.sp
information | rypje Version: 1.0
Capability Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.dp"
discovery via Service Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcse.dp
presence Tuple Version: 1.0
IP voice call | Tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.mmtel"
(IR.92/IR.58) | service Service-id: org.3gpp.urn:urn-7:3gpp-service.ims.icsi.mmtel
Tuple Version: 1.0
Media capabilities: audio, duplex
RCS IP Tag +g.gsma.rcs.ipcall
voice call Service Service-id: org.3gpp.urn:urn-7:3gpp-service.ims.icsi.mmtel.gsma.ipcall
Tuple Version: 1.0
Media capabilities: audio, duplex
IP video call | Tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.mmtel”;video
(IR.94) Service Service-id: org.3gpp.urn:urn-7:3gpp-service.ims.icsi.nmtel
Tuple Version: 1.0
Media capabilities: audio, video, duplex
RCS IP Tag +g.gsma.rcs.ipcall;video
video call Service Service-id: org.3gpp.urn:urn-7:3gpp-service.ims.icsi.mmtel.gsma.ipcall
Tuple Version: 1.0
Media capabilities: audio, video, duplex
Tag (RCS +g.gsma.rcs.ipvideocallonly
IP video
call where
video
media
cannot be
removed)
V3.0 Page 91 of 489




GSM Association Non-confidential
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

Service Service-id: org.3gpp.urn:urn-7:3gpp-
Tuple (RCS | service.ims.icsi.mmtel.gsma.ipcall.ipvideocallonly
IP video Version: 1.0
cgll where | wvedia capabilities: audio, video, duplex
video
media
cannot be
removed)
Geolocation | Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
PULL application.ims.iari.rcs.geopull”
Service Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcs.geopull
Tuple Version: 1.0
Geolocation | Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
PULL using application.ims.iari.rcs.geopullft"
File Transfer Service Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcs.geopullft
Tuple Version: 1.0
Geolocation | Tag +g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-
PUSH application.ims.iari.rcs.geopush"
Service Service-id: org.3gpp.urn:urn-7:3gpp-application.ims.iari.rcs.geopush
Tuple Version: 1.0

Table 33: Complete SIP OPTIONS tag and Presence Service ID usage for RCS 5.1
2.6.1.3.2 Coexistence using a common device stack
As mentioned in section 2.6.1, the principle for interoperability is to have a common stack
on devices which is able to:

o Answer a SIP OPTIONS query as per the mechanism presented in section 2.6.1.1
independently on whether the device is configured to use SIP OPTIONS or presence as
the default capability exchange mechanism.

o If the device is configured to use presence as the default capability exchange
mechanism, implement the fallback to SIP OPTIONS procedure

2.6.1.3.2.1 Interworking when the request is originated in the Service Provider using
presence as the default discovery mechanism

In this case, the initial capability exchange request is performed using presence
(ANONYMOUS SUBSCRIBE), however either the originating or the terminating Service
Provider Network detects that this method is not supported for that particular user and
returns with one of the following errors:

e 405 METHOD NOT ALLOWED
e 501 NOT IMPLEMENTED

As a result, the RCS stack on the UE shall identify that the contact does not support the
Presence discovery mechanism. From there on the OPTIONS-based mechanism (as
presented in section 2.6.1.1) shall be used to query that contact’s capabilities.
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Figure 22: Fallback to SIP-OPTIONS procedure
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If in the future, the contact is again identified as supporting discovery via presence (i.e. the

+g.3gpp.iari-ref="urn%3Aurn-7%3A3gpp-application.ims.iari.rcse.dp"

tag was

included

either in the OPTIONS request or in its response), then capability discovery via presence
(as described in section 2.6.1.2) will be used from there on for that contact.

2.6.1.3.2.2 Interworking when the request is originated in the Service Provider using
SIP OPTIONS as the default discovery mechanism

In this case, the SIP OPTIONS message is exchanged end-to-end as described in section

2.6.1.1.1.
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Figure 23: Inter-Service Provider SIP OPTIONS exchange for interworking

2.6.1.3.3 Coexistence between the discovery mechanisms via network interworking

When Service Providers use presence as the default discovery mechanism, there are two
ways in which interoperability is achieved between such a Service Provider and those
Service Providers who have selected SIP OPTIONS as the default discovery mechanism.

e Service Provider supports fallback to SIP OPTIONS: Interoperability leverages the

common device stack as defined

requirement for network based interworking

e Service Provider does not support fallback to SIP OPTIONS: Interoperability is provided
by network based interworking. Refer to the interworking table below to identify specific
network based interworking requirements:

V3.0
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Service Provider A
Default: SIP OPTIONS

Non-confidential

Default: Presence
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Table 34: Service Discovery network-based Interworking summary

Notes:

1. No interworking required; based on common stack approach

2. No interworking required; based on common default discovery mode

3. Interworking required for SIP OPTIONS conversion to SUBSCRIBE/NOTIFY and vice
versa

4. Interworking required for SIP OPTIONS conversion to SUBSCRIBE/NOTIFY;
requirement for conversion from SUBSCRIBE/NOTIFY to SIP OPTIONS contingent
upon "SIP OPTIONS default" Service Provider support for Anonymous Fetch at PS
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Note that Table 34 considers whether a service provider that uses SIP OPTIONS as the
default discovery also supports presence or not:

The Presence Server acts as a source for both SPI and capability information. This is

addressed in 2.6.1.4 which states that capability exchanges are not required in the case
where a social relationship is established.

If a Service Provider uses SIP OPTIONS as the default discovery mechanism, and has

deployed presence, the Service Provider may implement a policy that allows their
Presence Server to respond to presence based discovery (anonymous) requests.

addressed in Table 34 above.

Such a policy would impact the required interworking architecture; therefore it is

Specific network interworking function requirements are contingent upon the service
discovery modes and policies of each service provider. At the Service Provider’s discretion,
an interworking function can be implemented in the network to:

Answer incoming SIP OPTIONS requests based on the Presence Server information

(Figure 24).
e Convert SIP ANONYMOUS SUBSCRIBE requests into SIP OPTIONS requests (Figure
25).
UE User/Client A ’ J SP2 IMS Core
. ‘ SP1IMS IWF RCS AS
Client Logic ore Eﬁresence Servealj XDMS ]
] [
_'_‘—‘—-—-—-_.___SI'F" OPT’ON%r 8
- T
anonymay SSUSer B‘-—-—h..
-« SIP 200 OK
S|P NOTIFY (user B
5 K milies ser B capabilities)
| ——SIP 20 capabl
[ TSP 200 ¥

Figure 24: Capability interworking via network: Options request
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| |
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NS{user A)—|
4 SIP OPTIONS(U T ——=SIP20p 0K

_‘_-_'_'_‘S P
200 0 :*Capab J“ES Use “J -
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¢ ——SIP 200 OK
|

Figure 25: Capability interworking via network: Presence request

Note that Figure 24 and Figure 25 do not specify whether the IWF is deployed:

e Inthe Originating IMS network

¢ Inthe Terminating IMS network

¢ In the Inter-Network region

All of the above are valid architectural options. NNI impact is not uniform and is a function of
the architecture selected. While the details surrounding the specific architecture and

functionality of an IWF are left to the Service Provider, it is recommended that impact at the
UNI should be minimal and as transparent as possible.

The successful deployment of network IWF capabilities must provide an environment where
all RCS devices exchange capabilities information without requiring additional functionality
or logic at the client (i.e. no UNI impact).

The following additional guidelines are provided regarding the implementation of an IWF
function:

o If either Service Provider has a heterogeneous network from a capabilities discovery
mode perspective, this must be factored into the IWF architecture.

e The Service Provider implementing an IWF must consider policy aspects of the
functionality. This includes any decisions to filter or transform service capabilities across
the IWF.

o Domain/Service Provider based policies; i.e. specific services are configured to be
exposed based on the destination domain.

o Service level policies: specific services, including Service Provider proprietary or
other specialized services that may be filtered from exposure to any external
domains

o User based policy; including privacy or other subscriber level policies
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2.6.1.4 Capability discovery and social presence information coexistence

In the following two cases:

o The default mechanism for capability discovery is performed via SIP OPTIONS and the
Service Provider has decided to deploy a Presence Server to provide the SPI service®.

o The default discovery mechanism is based on presence

Then for those contacts who have a social presence relationship established with the
sender, it is not necessary to perform a capability exchange because their capabilities will
be updated automatically using the standard SPI mechanisms described in section 3.7.4.

2.6.1.5 Capability exchange optimisations

To avoid the overhead and increase the efficiency, the client may implement optimisation
mechanisms as listed in section 2.6.4.

2.6.2 User discovery mechanism

With the main aim of optimising the UX and minimising the unnecessary traffic generated by
an RCS client, a set of lists shall be generated and maintained by the UE or client:

o A list of the RCS enabled users as the list of users which support at least one RCS
service and obviously the capability discovery framework. It should be noted that, the
first view of the address book shall use this list to clearly identify the RCS capable
contacts with a visual RCS flag.

¢ One individual list per RCS service of RCS contacts which are enabled to perform that
particular service.

These lists should include both registered and non-registered contacts; in contrast, it does
not include non-provisioned contacts.

To keep these lists up-to-date, the UE or client shall use one of the capability discovery
mechanisms presented in section 2.6.1 in the following scenarios:

e When a new contact is added to the phonebook. The new contact may come from
different sources and, therefore, the mechanism described in the following sections
applies to all the scenarios presented below:

o Contact added manually by the user
o Synchronized via 3rd party servers or PC

o Received via Bluetooth or handling a vCard file received, for example via e-mail

e The first time the user accesses the service from a new device, the whole address book
needs to be polled.

o Periodically (frequency determined by the POLLING PERIOD parameter described in
Annex A section A.1.10) to all the contacts in the phone address book whose
capabilities are not available (e.g. non-RCS users) or are expired (see CAPABILITY
INFO EXPIRY parameter in Annex A section A.1.10 for reference),

e When a contact’s details are edited thereby modifying the information which is used to
identify the contact as RCS (as described further in section 2.6.2 e.g. the MSISDN is
modified or a new MSISDN is added).

8t may be possible for a Service Provider to always perform service discovery via SIP OPTIONS,
but have a policy allowing for remote domain (NNI) support for discovery via presence as discussed
in 2.6.1.3.3. This would allow a remote Service Provider that does not support fallback to SIP
OPTIONS to obtain capability information using anonymous SUBSCRIBE without traversing a
network IWF.
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Additionally, it should be noted that if a client is NOT registered at the time the new
contact(s) are added, the client should keep the necessary information on the device. In this
case the capabilities shall be verified the next time the RCS client completes the registration
process.

2.6.2.1 Discovery via OPTIONS message

The SIP OPTIONS message can be employed not only to determine the capabilities but
also to identify whether or not a contact is an RCS user; independently from whether the
contact is registered at the time the query is performed.

When a SIP OPTIONS message is sent from User A to User B, User A will learn about user
B’s capabilities through one of 6 scenarios:

1.

User B is registered and the response from User B’s client will include the CAPABILITY
STATUS - the set of services currently available (based on tags as described in section
2.6.1.1.2). Please note that regarding the list of RCS users, the contact shall be only
considered as an RCS user, if the response (SIP 200 OK) includes any of the tags
described in Table 33.

If User B is currently not registered (e.g. the device is switched off, out of coverage or
roaming with data services disabled), then the network will respond with one of the
following error messages: SIP 480 TEMPORARILY UNAVAILABLE (graceful
deregistration took place) or SIP 408 REQUEST TIMEOUT. From the new user
discovery point of view, this response is ignored because it is inconclusive:

o It does not confirm whether the contact is an RCS user, and,

o It does not provide any relevant update to the list of RCS contacts capable of a
particular service

If User B is not provisioned for RCS the network will respond with a message error: SIP
404 NOT FOUND'. Therefore, if this message is received, the user is identified as a
non-RCS user (removed from the list of RCS users and from the individual list of RCS
users capable of a particular service)

If User B was previously identified as an RCS user and the response to the OPTIONS
message indicates that User B is no longer supporting any RCS services, User B should
be identified as a non-RCS user and, consequently, removed from the list of RCS
enabled contacts

In addition to this and based on the fact the SIP OPTIONS request contain the list of
services supported by the requester, the receiver shall use the SIP OPTIONS message
to update both the RCS contact list and the relevant per service lists as per the criteria
presented in the previous four scenarios .

Please note there is a possibility an RCS user who is not within the address book
contacts may send OPTIONS messages or responses (e.g. when receiving a call or
making a call using a MSISDN not included in the contacts). In this case the capabilities
shall be stored temporarily (at least 20 seconds from when OPTIONS is received) in the
terminal to:

" Please note that the response provided may depend on the network configuration. A useful
approach for the terminal is to parse the response and if it is not either a 200 OK containing the
capabilities as feature tags, a 480 TEMPORARILY UNAVAILABLE or a 408 REQUEST TIMEOUT,
the target user should be considered as non-RCS. For simplicity, the present document assumes in
the following sections that the response provided by the Service Provider core network is always 404
NOT FOUND, however, the previous statement should be taken into account.

V3.0 Page 99 of 489



GSM Association Non-confidential
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

o Keep the service availability updated while a session (Chat, File Transfer,
Video/Image Share, IP Voice or Video call, Geolocation PUSH) is still in place, and,

o To add the information to the new contact (both the fact that it is an RCS user and
the cached capabilities) if the user decides to add a new address book entry
following a communication.

To illustrate the behaviour, the following example is provided. User A is registered and
decides to add or modify a new contact which results in a new IMS identity for the contact
(e.g. new MSISDN which implies a new tel URI). As a consequence, the client is required to
verify whether the contact is an RCS user and, therefore, add them to the list the terminal
maintains.

UE User/Client A SP IMS Core UE User/Client B
SP Core RCS AS
[Phone Logic] (Ciient Logid] NW [resence Server|[ DM Client Logic

[ [
Mew or updated contact

l

| Check capabilities/status

—

. ——SIP OP“ONS{user B)
- —
If the new contact is an RCS/IMS

provisioned and hefshe isregisiered, e e s e e s s e s s s s s e s s s s s s e eseaeees

———

. s)P 200 OK (capabiliies user B—
lgp——————

w
Otherwise we receive an arror. In this

case the user is initially notidentified eeceeeeecescsseccccsscdsscssscesesscscssssasesnns
asanRCSuser L I

op 480 TEMPORARILY

g REQUESTH
NAVAILABLE/SIP 40
e TIMEOUT

Figure 26: Adding/Editing a contact
2.6.2.2 Discovery via PRESENCE

The procedure for user discovery using presence is analogous to the capability discovery
procedure using presence as described in section 2.6.1.2. However the following additional
considerations shall be taken into account:

e When User A queries User B’s capabilities, the response will include the CAPABILITY
STATUS - the set of services currently available (based on the service-IDs presented in
section 2.6.1.3.1). Please note that regarding the list of RCS users, the contact shall be
considered as an RCS user, only if the response includes one of the service-IDs
described in Table 33.

2.6.2.3 Coexistence between user discovery mechanisms

Please note that the mechanisms described in sections 2.6.1.3 also apply to the user
discovery mechanisms co-existence.

2.6.2.4 User discovery and social presence information coexistence

Please note that the considerations presented in section 2.6.1.4 also apply to the user
discovery process.
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2.6.2.5 Capability polling mechanism

To enhance the discovery of new users and, ultimately, keep the list of RCS contacts up to
date, this specification provides a mechanism, capability polling, consisting of the polling of
the status/capabilities of all the contacts in the address book whose capabilities are not
available (such as non-RCS users) or have expired (see CAPABILITY INFO EXPIRY
parameter in Annex A section A.1.10 for further reference).

It should be noted that the capability polling mechanism is optional and will be only
performed if the related configuration settings have been provisioned (that is if the POLLING
PERIOD parameter presented in Annex A section A.1.10 is set to 0, this polling mechanism
will not be used).

Assuming the POLLING PERIOD is configured to be greater than 0 and after the polling
timer expires, the client will use the following mechanism to update the list of RCS contacts
and update their capabilities.

Please note the capability polling is only performed on:

e Those contacts without capability information (non-RCS users and RCS users with
unknown capabilities), and,

e The rest of RCS contacts provided the associated capability information is older than the
CAPABILITY INFO EXPIRY parameter (see Annex A section A.1.10 for further
reference)®.
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T . -_-_-_-_'_‘—-—-____ ‘-
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REGISTERED and (a] Og
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Figure 27: Capabilities polling via OPTIONS message

® Please note this is a traffic optimization to reduce the amount of SIP OPTIONS messages
generated by capability polling
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When CAPABILITY DISCOVERY MECHANISM is set to presence (see Annex A section

A.1.10), the presence based discovery based in the use of SIP ANONYMOUS SUBSCRIBE
requests are used for all the contacts except:

e |f implementing co-existence based on a common device stack, those contacts which
are identified as not supporting presence discovery (SIP OPTIONS will be used instead
as per the fallback procedure presented in section 2.6.1.3.2.1).

e Those users with a SPI relationship in place because their capabilities will be updated
automatically using the standard SPI mechanisms described in section 3.7.4.

UE User/Client A SP IMS Core
SP C‘DTE RCS AS
[F‘hone Lr:rgi_c] E:"e"tl Logi_c] NW (F'resence Semer]

Palling timer expires

|

User B's capability
information is old

SIP ANONYMOUS SUBSCRIBE
{userB, exp=0)

«————SIP 200 OK——

«SIP NOTIFY (User B capabiities)—

TSP 2000K—

Restart polling timer
{Only if POLLING PERIOD = 0)

I {
Figure 28: Capabilities polling via anonymous fetch

Note that if an RLS-URI was provisioned (see Annex A Section A.1.1.1) and the capabilities
of multiple contacts need to be queried, the capability query could be initiated by the device
using a request contained list that is decomposed by the RLS service in the originating
network (see section 2.6.1.2.3 for more details). In this case the SIP SUBSCRIBE request
shown in Figure 28 would be a back end subscribe issued by the user's home RLS and
should be forwarded to the correct destination Presence Server(s). The RLS will gather the
notifications and send aggregated notifications to the device.

Finally, and as a summary of the capability and new user discovery mechanism composition
the following diagram is provided.
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FIRST TIME REGISTRATION (performed only
following an device reconfiguration)
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ANONYMOUS SUBSCRIBE <contact>
(SIP OPTIONS will be used for conta g
supporting pi

OPTIONS =<contact>

LIVE CAPABILITY/SERVICE UPDATE
(Performed when updating the capabilities during an ongoing session)
CAPABILITY DISCOVERY="OPTIONS' | CAPABILITY DISCOVERY="PRESENCE’

PUBLISH <CAPAEILITIES>
(SIP OPTIONS will be used for contacts not

OPTIONS <contact> .
supporting pi

OPTIC

Figure 29: RCS capability and new user discovery mechanisms

The red boxes represent mandatory procedures. Meanwhile the clear boxes represent
optional procedures.
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2.6.3 Capability update for services
2.6.3.1 User driven entry points for capability update

A capability update is triggered by one of the following activities:

e After first time registration to obtain the registration state and default set of capabilities
for each contact in the device’s address book (note one capability exchange takes place
per IMS identity [that is tel URI/MSISDN or SIP URI] stored in the address book)°®,

o When checking the available RCS services/capabilities to communicate with another
user (e.g. from the address book and call-log)

e After establishing voice call to obtain the real-time capabilities for the call or Chat
session provided this has not been performed before (see previous bullet) or content
sharing during a call is supported.

e After the call returns to an active state (e.g. returning from call wait, call on hold or
multiparty call).

¢ When a communication is active with a user to provide an update when the relevant
available capabilities change:

o When a 1-2-1 Chat session is established and any of the following capabilities
change:

o File Transfer
o Geolocation PUSH
o Video Share without a call

o When in an active call with an RCS user and any of the following capabilities
change:

o Chat

o File Transfer

o Geolocation PUSH
o Geolocation PULL
o Video Share

o Image Share

o IP Video Call

o When an IP call or video call session is in place and any of the following capabilities
change:

o Chat

o File Transfer

o Geolocation PUSH
o Geolocation PULL

° Please note a contact may have several MSISDNs or associated SIP URIs. The client will use ALL
the MSISDNSs/SIP URIs stored for that user to perform the capability exchange. If it is discovered that
more than one of the associated tel URIs/SIP URIs are IMS provisioned, each will be treated as a
separate RCS user. For example, if displaying the list of RCS contacts, two or more entries for a user
will be shown (“John Smith mobile” and “John Smith home”), so the user can choose.
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o Video Share
o Image Share

o IP Video Call

e When there is a communications event (text, email, call or Chat) with another user in the
address book, taking into account the optimizations presented in section 2.6.1.5.

2.6.3.1.1 UX guidelines: Access to RCS services through address book and call-log
interaction

The address book (and by extension the call-log window as an alternative for users who
have been recently phoned) is the centrepiece to access all RCS services. From it, the user
is able to:

¢ Identify which services are available for each contact: When a contact is selected, the
capabilities are updated using one of the mechanisms described in section 2.6 (SIP
OPTIONS query or PRESENCE), and the result is presented to the user by showing the
RCS services which are available to communicate with that particular contact

o Please note for those contacts who have a social presence relationship established
with the sender, it is not necessary to perform a capability exchange because their
capabilities will be updated automatically using the standard SPI mechanisms
described in section 3.7.4. Therefore and for those contacts, the capability exchange
is not required

e If one or more RCS services are available, they can be started from the address
book/call log entry. Please note the only exception is for those content sharing services
that can be only accessed when during a call.

If a contact has more than one RCS capable telephone number assigned a device
should either display for each of these individual numbers which services are available
or for each RCS Service the individual telephone numbers on which it is available.

In addition to this, the first view of the address book may clearly identify the RCS capable
contacts with an icon or flag.

2.6.3.1.1.1 General assumptions

The following sections describe the relevant chat message flows and reference UX. Please

note that the following assumption has been made:

e For simplicity, the internal mobile network interactions are omitted in the diagrams
shown in the following sections.

2.6.3.1.1.2 Capability update process

The capabilities update process is described in the following diagram. In this case the
contact (User B) is an RCS contact which is registered.

191t should be noted that in this case if IM CAP ALWAYS ON (see Table 77) is enabled, the Chat
should still be reported to the user as available even if the other end/user is not registered. It may
also be offered if the client is not registered itself. In that case the composed messages should be
gueued to be sent when the device comes online again. The messages should be sent as described
in section 2.7.1.1.
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Figure 30 : Address book and call-log service access: Capabilities update

NOTE: If User B is either not an RCS user or they are not currently registered, User
A’s client may assume that no services are available to communicate with

User B.

As a general recommendation all the supported RCS services should be displayed
providing the user the availability status (e.g. greying out services which are not available).

2.6.3.2 Standalone messaging: Text and multimedia messaging
The capability exchange is not required for this service.
2.6.3.3 1-to-1 Chat

In addition to the general user driven entry points and taking into account:

e The optimizations provided in section 2.6.1.5, and,

e The potential impact of having an SPI relationship between sender and receiver as

described in section 2.6.2.4.
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The capability exchange shall take place (when the service capability query is supported by
SIP OPTIONS or the contact is not a VIP Contact for SPI):

o Before the initial SIP INVITE is sent to initiate the service to verify if the receiver is ready
for the service (unless an exchange of capabilities has just been made based on one of
the criteria listed in section 2.6.3.1, as described in section 2.6.4)

o If an error takes place:

o After the Chat session is abruptly terminated or irregular signalling behaviour during
the establishment of the service is detected

o When there is an update on the available capabilities on either end once the session
is established

¢ In any of the scenarios described in section 2.6.3.1 which are relevant to the service.
2.6.3.4 Group Chat

In addition to the general user driven entry points and taking into account:
e The optimizations provided in section 2.6.1.5, and,

e The potential impact of having an SPI relationship between sender and receiver as
described in section 2.6.2.4.

The capability exchange shall take place (when the service capability query is supported by

SIP OPTIONS or the contact is not a VIP Contact for SPI):

o Before the initial SIP INVITE is sent to initiate the service to verify if the receiver is ready
for the service (unless an exchange of capabilities has just been made based on one of
the criteria listed in section 2.6.3.1, as described in section 2.6.4)

e If an error takes place:

o After the Chat session is abruptly terminated or irregular signalling behaviour during
the establishment of the service is detected

o When selecting the participants of a Group Chat to verify whether they are available
NOTE: UEs may be configured with the full Store and Forward feature using the

configuration parameter GROUP_CHAT_FULL_STORE_FWD (see Table
77 in Annex A), with the default value being “false”. When the parameter is
set to “true”, the device will make known to others that it has the Group
Chat Full Store and Forward service capability using one of the methods in
section 2.6.1.

2.6.3.5 File Transfer

In addition to the general user driven entry points and taking into account:
e The optimizations provided in section 2.6.1.5, and,

e The potential impact of having an SPI relationship between sender and receiver as
described in section 2.6.2.4.

The capability exchange shall take place (when the service capability query is supported by
SIP OPTIONS or the contact is not a VIP Contact for SPI):

o Before the initial SIP INVITE is sent to initiate the service to verify if the receiver is ready
for the service (unless an exchange of capabilities has just been made based on one of
the criteria listed in section 2.6.3.1, as described in section 2.6.4)

o If an error takes place:

o After the service is cancelled either by the sender or receiver
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o After the file transfer is abnormally interrupted as a result of a failure or irregular
signalling behaviour during the establishment of the service is detected

2.6.3.6 Content sharing

In addition to the general user driven entry points and taking into account:

e The optimizations provided in section 2.6.1.5, and,

e The potential impact of having an SPI relationship between sender and receiver as
described in section 2.6.2.4.

The capability exchange shall take place:

o Before the initial SIP INVITE is sent to initiate the service to verify if the receiver is ready
for the service (unless an exchange of capabilities has just been made based on one of
the criteria listed in section 2.6.3.1, as described in section 2.6.4)

e If an error takes place:
o After the service is cancelled either by the sender or receiver

o After the sharing is abnormally interrupted as a result of a failure or irregular
signalling behaviour during the establishment of the service is detected

o After the call is no longer active
¢ In any of the scenarios described in section 2.6.3.1 which are relevant to the service.

Additionally to the previous capabilities query entry point a client provider may implement
additional ones to enhance the user experience. For example, it may be considered to issue
a capability exchange when the relevant sensors in a device indicate that the user is likely
to interact with the phone keyboard or screen during a call.

2.6.3.7 Social presence

Information indicating support for social information via presence is expected prior to a
user’'s attempt to establish a social presence relationship. This supports the “Who Can |
Invite” concept; providing the user with a view of the contacts with whom they can attempt to
establish a social presence relationship. This information is provided in the following
contexts:

e Discovery via SIP OPTIONS.
e Discovery via Presence

Independently of the chosen mechanism,

e If capability discovery indicates that both clients support the “social information via
presence” functionality, the user is then presented with the possibility of inviting the
contact to share the social presence information. This includes invitation of a previously
discovered SPI-enabled contact who is temporarily Not Available. If not, the terminal
should not present this possibility to the user for that contact.

e For those contacts who have an active social presence relationship established with the
sender, it shall not perform a capability exchange if their capabilities are updated
automatically using the standard SPI mechanisms described in section 3.7.4.
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2.6.3.7.1 Discovery via SIP OPTIONS

To ensure interoperability™™ and enable those Service Providers implementing an SIP
OPTIONS based capability/user discovery mechanism as default for their RCS deployments
but deploying a Presence Server to additionally provide the social profile information (as
described in section 3.7.4.2.2) functionality, the UE shall provide the following procedure:

Prior to being able to send an invitation to a contact (e.g. from the address book), the
terminal will use the OPTIONS mechanism to determine if the other end also supports
this feature (that is both ends include the “Social Presence Information” SIP OPTIONS
tag in the relevant headers).

2.6.3.7.2 Discovery via presence

Prior to being able to send an invitation to share Social Presence with a contact (e.g. from
the address book), the terminal may use the Anonymous Fetch mechanism to determine if
the other end also supports this feature (that is both ends include an “open” “Social
Presence Information” Presence Service Tuple in the Presence Information Data Format
[PIDF]). This includes inviting a contact who has previously been discovered to be Social
presence-enabled even when they are currently offline.

2.6.3.8 IP Voice Call
2.6.3.8.1 IP Voice Call per MMTEL

The capability exchange is not required for this service. This capability may be used for
network internal use and shall not have an impact on the user experience.

2.6.3.8.2 RCS IP Voice Call

In addition to the general user driven entry points and taking into account:
e The optimizations provided in section 2.6.1.5, and,

e The potential impact of having an SPI relationship between sender and receiver as
described in section 2.6.2.4.

The capability exchange shall take place:

o Before the RCS IP Voice Call is initiated by the sender to verify if the receiver is ready
for the service (unless an exchange of capabilities has just been made based on one of
the criteria listed in section 2.6.3.1, as described in section 2.6.4)

e If an error takes place, after the call when the service was abnormally interrupted or
irregular signalling behaviour during the establishment of the call is detected.

¢ In any of the scenarios described in section 2.6.3.1 which are relevant to the service.
2.6.3.9 IP Video Call
2.6.3.9.1 IP Video Call per MMTEL

In addition to the general user driven entry points and taking into account:
¢ The optimizations provided in section 2.6.1.5, and,

e The potential impact of having an SPI relationship between sender and receiver as
described in section 2.6.2.4.

The capability exchange shall take place:

' please note that the present specification allows the deployment of RCS communication services
without the need for a Presence Server and the associated XDM servers, therefore, the present
specification provide the necessary guidance to secure interoperability.
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o Before the IP Video Call per MMTEL is initiated by the sender to verify if the receiver is
ready for the service (unless an exchange of capabilities has just been made based on
one of the criteria listed in section 2.6.3.1, as described in section 2.6.4)

e If an error takes place, after the call when the service was abnormally interrupted or
irregular signalling behaviour during the establishment of the call is detected.

¢ In any of the scenarios described in section 2.6.3.1 which are relevant to the service.
2.6.3.9.2 RCS IP Video Call

In addition to the general user driven entry points and taking into account:
e The optimizations provided in section 2.6.1.5, and,

e The potential impact of having an SPI relationship between sender and receiver as
described in section 2.6.2.4.

The capability exchange shall take place:

o Before the RCS IP Video Call is initiated by the sender to verify if the receiver is ready
for the service (unless an exchange of capabilities has just been made based on one of
the criteria listed in section 2.6.3.1, as described in section 2.6.4)

e If an error takes place, after the call when the service was abnormally interrupted or
irregular signalling behaviour during the establishment of the call is detected.

¢ In any of the scenarios described in section 2.6.3.1 which are relevant to the service.
2.6.3.10 Geolocation PUSH

In addition to the general user driven entry points and taking into account:
e The optimizations provided in section 2.6.1.5, and,

e The potential impact of having an SPI relationship between sender and receiver as
described in section 2.6.2.4.

The capability exchange shall take place:

o Before the initial SIP INVITE is sent to initiate the service to verify if the receiver is ready
for the service (unless an exchange of capabilities has just been made based on one of
the criteria listed in section 2.6.3.1, as described in section 2.6.4)

o If an error takes place:
o After the service is cancelled either by the sender or receiver

o If an error takes place and as a result the Geolocation PUSH is abnormally
interrupted or irregular signalling behaviour during the establishment of the service is
detected

2.6.3.11 Geolocation PULL
In addition to the general user driven entry points and taking into account:

¢ The optimizations provided in section 2.6.1.5, and,

e The potential impact of having an SPI relationship between sender and receiver as
described in section 2.6.2.4.

The capability exchange shall take place:
e If an error takes place:

o After the service is cancelled either by the sender or receiver

o If an error takes place and as a result the Geolocation PULL is abnormally
interrupted or irregular signalling behaviour during the establishment of the service is
detected
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2.6.4 Capability exchange optimisations

Depending on the circumstances and use cases, there could be occasions where the
capability exchange may happen relatively often (in case of very frequent bearer changes
for instance).

To avoid the overhead and increase the efficiency, the client may implement a mechanism
to reduce the number of requests in situations where the capability exchange is likely to be
performed too often. Examples of how this mechanism can be achieved are listed below:

e Introduce a degree of hysteresis (that is a capabilities update is sent/requested only
when the circumstances which led to the change remain stable for a certain period of
time).

¢ Implement a validity timer (that is if the latest capabilities we have were fetched less
than X seconds ago, they are still considered as valid).

Please note that this specification does not describe detailed implementations to leave room
for OEMs and third parties to drive innovative and differentiated solutions. This helps to
distinguish their products from competitors.

2.6.4.1 Service Provider Controlled Service Capabilities Handling

The following items can be configured subject to the Service Provider’s policies (see section
A.1.10):

1. The maximum amount of capability query operations during a certain time period done
by a client (that is, for all contacts)

2. An expiry of the capabilities for a specific contact

This will allow to control the maximum time before a client will discover that one of the
contacts is now RCS capable
NOTE: there might be a conflict between the different provisioning settings

controlling the frequency of capability query operations (for example, a too
low maximum amount of fetch operation combined with a very low expiry
time). In that case an RCS client will prioritize the maximum amount of fetch
operations settings over the expiry. A Service Provider deploying RCS is
likely to carefully consider the values of these settings and this is therefore
not expected to be an issue in actual deployments.

2.7 Capability values and status

The RCS capabilities represent the list of services that an RCS user/client can access at a
certain point in time. The capabilities depend on four factors:

1. User_Service Provider provisioning status: A Service Provider may choose to limit
service to customers depending on subscription status (e.g. chat and file share, but not
video)

2. The terminal hardware (HW): A terminal with limited HW (i.e. no capability to process
video) may not be able to access all the RCS Services

3. The terminal status: Even if a terminal HW supports all the services, it could be that the
device status introduces a limitation (e.g. receiving files is not possible when the file
storage is full)

4. Connectivity status: Some services may require a certain level of network Quality of

Service (Qo0S). For example, streaming video over a 2G GPRS does not provide an
adequate UX.

In addition to the factors presented above and as presented in Annex A section A.l, it is
possible for a Service Provider to select which services are available for a particular user.
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Therefore, the previous considerations shall only be taken into account assuming that the
relevant RCS services are enabled via configuration and consequently, Table 35 assumes
that all the user’s devices have been configured with all the RCS services enabled.

As a summary, please find the table below (note that it is assumed the client/terminal and
the network supports each of the services as a precondition and that the client/terminal is
provisioned to support all the services):

Service TERMINAL and STATUS Data Bearer
e i 2G EDGE HSPA | LTE Wi-Fi

Standalone | None Y Y Y Y Y Y
messaging
Chat (1-to- | None Y Y Y Y Y Y
1 or group)
File Minimum threshold of free spaceto | Y Y Y Y Y Y
Transfer store files
(FT)13, 14
File The relevant configuration Y Y Y Y Y Y
Transfer parameters are correctly set
via HTTP
Content Minimum threshold of free spaceto | Y*® | Y* Y |Y Y Y
share: store files.
Image The terminal should be on an active
Share call”® with the user the image is

willing to be shared with.

Not available in multiparty calls.

'2 As presented in Annex A section A.1, it is possible for a Service Provider to select which services
are available for a particular user.

'3 a client supports to receive a thumbnail in the file transfer invitation as described in section 3.5.4
and FT THUMB (see section A.1.4) is set to enabled, it shall indicate the corresponding capability
whenever the File Transfer capability is indicated. In that case both the File Transfer and the File
Transfer Thumbnail capability shall be indicated.

% 1f a client supports file transfer store & forward as described in section 3.5.4 and FT STANDFW
ENABLED (see section A.1.4) is set to enabled, it shall indicate both the File Transfer and File
Transfer Store and Forward capability as described in section 2.6.1.3.1

' In this context, the term active call is used to indicate that a voice call is taking place with the user
the image is shared with and that this call is not on-hold, waiting or forwarded/diverted. This limitation
is not applicable for broadband access devices for the handling of a received capability request or an
incoming invitation. The restrictions fully apply for outgoing requests.

'® Note that it is only possible if device and the cellular network support Dual-Transfer Mode (DTM)
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Service TERMINAL and STATUS Data Bearer
HSPA | LTE Wi-Fi

REQUIREMENTS

Content Support video profile (encoding N N \% ' vy vy

share: /decoding). One Higher

Video The terminal should be on an active \(’)Vrf:y Vlri?i?e

Share call*® with the user the video is o P

during a willing to be shared with. It is not

call (IR.74) | available in multiparty calls.

Content Support video profile (encoding N N N2t I ek I 2t

share: /decoding). 19

Video Higher

Share video

without a ATl

call (IR.84)

SPI N/A Y Y Y Y Y Y

IP Voice N/A N N N Y Y N

Call (IR.58) (IR.92)

[PRD-

IR.92)/[PR

D-IR.58]

IP Video Support video profile (encoding N N N Y Y N

Call /decoding). (IR.94) (IR.94)

[PRD-

IR.94]

RCS IP N/A N N Y2 |y Yo |y

Voice Call RCS | RCS-AA | RCS- | RCS-AA
-AA or RCS- AA or or RCS-
or cs RCS- | CS
RCS cs
-CS

RCS IP Support video profile (encoding N N Y® | Y® Y Y

Video Call | /decoding). RCS | RCS-AA | RCS- | RCS-AA
-AA or RCS- AA or or RCS-
or CS RCS- CS
RCS cs
-CS

7 If on the current bearer sharing is supported one way only and a Video Share session is initiated
by the device, a capability exchange should be performed to the other end to indicate that Video
Share is no longer available. When the session is terminated or the bearer changes to one
supporting bidirectional Video Share, the Video Share capability should again be announced.

'8 In this case both ends may share video simultaneously meaning that there is a possibility to have a
bidirectional flow of video (see the other party’s video while | am also sharing video with him/her).
The meaning is that if a user is already sharing video with the other end, the other user may decide
to also share video simultaneously, not that the two-ways Video Share can start simultaneously.

% video Share without a call is always one way only (see section 3.6.1.3).

20 Depending on Service Provider Policy
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Service TERMINAL and STATUS Data Bearer
MBI 2G EDGE 3G HSPA LTE Wi-Fi
Geolocatio | Minimum threshold of free spaceto | Y Y Y Y Y Y
n PUSH store files

From the capability exchange point
of view there are no additional
terminal requirements however on
the sender the service shall be only
available if the terminal (UE)
provides a mean to access the
location information required for the

service.
Geolocatio | Primary device with capability for Y Y Y Y Y Y
n PULL locating

Table 35: RCS services: Terminal, status and data bearer requirements
2.7.1 Additional considerations for specific RCS services
2.7.1.1 Chat store and forward: Impact in the capability exchange

As presented in section A.1.3.3 (IM CAP ALWAYS ON), there is the possibility to configure
the client to assume that the Service Provider will be providing the Chat store and forward
functionality, which consists of storing messages which are sent to users who are offline
(i.e. no data connectivity or device off) at the time the chat message is sent.

If this parameter is enabled, there is an impact from the Chat capability which is presented
to the user.

As a consequence, we have 4 different types of contacts for Chat capability:
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Targeted contact is Originating Targeted contact is Impact on
RCS Chat capable? Service connected to the starting Chat
Provider network?
supports Store&
Forward?
1 | NO N/A N/A Chat with that
contact is only
possible if

interworking is
provided (see IM
CAP NON RCS in
Table 77)

2 | YES NO NO Not possible to
start a Chat at
that time

3 | YES YES NO Possible to send
a Chat message
that will be
delivered later by
the Store and
Forward server
as soon as the
Contact is
connected

4 | YES Not Relevant YES Chat is possible
and messages
are immediately
delivered

Table 36: Store and forward possible scenarios

The Chat behaviour on the client is controlled by these configuration parameters (see
Annex A for further information):

o [IM CAP ALWAYS ON:
When a Service Provider implements store and forward, they may choose to provision
all the RCS users with the IM CAP ALWAYS ON configuration parameter set to
enabled. This means that all RCS contacts (currently registered or not) are presented
with the Chat service as available (3 and 4 according to Table 36). This may also be the
case when the device is offline itself. In that case the composed messages should be
gueued and sent as soon as the device registers with the service again. When the
messages are included in the SIP INVITE request (see section 3.3.4) a provisional
response (including 100 Trying) should be received on the SIP INVITE request before
sending a subsequent queued message. If a session is established (i.e. a 200 OK
response is received on the SIP INVITE request that may or may not have included a
message), the remaining queued messages targeted at that contact shall be sent in the
established MSRP session where a following queued message should be sent as soon
as a MSRP 200 OK has been received on the last one.
When store and forward is not implemented by the SP, all its RCS customers will have
the IM CAP ALWAYS ON configuration parameter is set to disabled (2 and 4 according
to Table 36).
As a summary: IM CAP ALWAYS ON is enabled when store and forward functionality is
provided in the network, otherwise it is disabled
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e When IM CAP ALWAYS ON is enabled, IM WARN SF can be used to control the Ul
behaviour:
If IM WARN SF parameter is enabled: In scenarios 3 and 4, the user shall be made
aware that messages delivered to unregistered users will be only delivered once the
other party is back online (for example after switching on the device or regaining
network coverage). A user shall be considered as unregistered when the received
presence document did not include any services in case a presence based capability
check was performed or the OPTIONS request resulted in an inconclusive response (i.e.
480 or 408) or a response that included the automata tag defined in [RFC3840].
If IM WARN SF parameter is disabled, there shall not be any visible difference between
scenarios 3 and 4 from the Ul point of view. Therefore, the user shall not be made
aware of whether the messages are being stored or are delivered directly to the other
party.
When IM WARN SF is enabled, the device/client uses the response from the capability
exchange to determine whether a warning is displayed to the user.

When interworking of chat to SMS/MMS is available for users, two more parameters can be
used in a similar way: IM CAP NON RCS and IM WARN IW. More information can be found
in section A.1.3.3.

2.7.1.2 Video and Image Share additional considerations
2.7.1.2.1 Bidirectional Video Share

Bidirectional Video Share means that once User A is sharing a video with User B and
providing the right coverage conditions are in place, User B could also start to share a video
with User A simultaneously. In this case each Video Share session is independent and is
handled separately. When a device moves from a bearer that supports this bidirectional
Video Share to a bearer that only supports one way sharing (e.g. from HSPA to 3G) and
there is an active Video Share session in each direction, the device that changed bearers
shall terminate the Video Share session that it initiated itself.

For clarification purposes, the following assumptions are made for the Image and Video
Share cases:

¢ Both the sharing and receiving end are in a call (that may for instance be CS) between
them

e The call is not a multiparty call

e The call is not on hold

e The call is not waiting

e A call forward or divert is not in place

Meaning the relevant Image and Video Share tags described in section 2.6.1.1.2 shall be
included only if:

1. The OPTIONS exchange happens when the user is on an active call, and,

2. The destination (sending OPTIONS) or the requester (receiving an OPTIONS message
which has to be replied with a response) is on the other end of the active call, and,

3. Network coverage supports sharing (see section 2.7), and,
4. Either bidirectional sharing is supported or the device has not initiated a sharing session
itself.

Also for clarification, provided other RCS services (e.g., Standalone Messaging, Chat, File
Transfer) are available (e.g. the conditions of coverage and space are met and the device
Ul supports these services simultaneously with the call), the relevant service capability tags
should be included with the Image and Video Share tags.
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Note that while capability exchange is reciprocal, User A and User B’s capabilities may be
different and services shall be made available accordingly (e.g. User A may support video
encode and User B may support decode, but both need to be under 3G or better data
coverage for the service to operate).

In addition to the information presented above, it should also be taken into account that
some terminals do not support 2G DTM (Dual-Transfer Mode). When such devices are
within a 2G data coverage (meaning that no services are available during the call), the PS
connection will automatically drop once they engage in a CS call.

NOTE: Information on codec support for Video Share is covered in section 3.6.

2.7.1.2.2 Image orientation extension for video

When capturing video on mobile devices, frequently the orientation of captured frames will
not be “facing up” relative to the preview display on-screen. For example, many devices
have their cameras oriented in landscape mode, while for video conversation scenarios it is
more appealing to show a portrait user interface. This means that the image captured by the
camera will be rotated 90 degrees clockwise (CW) or counter-clockwise (CCW). The remote
end, however, cannot know a priori how to rotate the image and thus we must define a
method to transmit this auxiliary information.

_‘x, aL |

Sensor in landscape Image in the recipient’s screen

T » e

Image in the recipient’s screen

Sensor rotated 90 deg CCW

Figure 31: lllustration of the video-orientation problem

To prevent that from happening, an RCS 5.1 device shall implement the following
Coordination of Video Orientation (CVO) mechanism described here but also defined in
[BGPP TS 26.114]:

NOTE: The mechanism described here is exactly what is also described in [3GPP

TS 26.114).

¢ Relying on the mechanism defined by [RFC3550], [RFC5285] and [3GPP TS 26.114] by
which generic information can be passed in-band with the RTP stream provided that
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both sides agree out-of-band on the 4-bit ID (IDentifier) that will be used to designate it,
following URI will be used to indicate support of this CVO mechanism:
urn:3gpp:video-orientation.

An example of what SDP with support for this extension looks like is provided below:

v=0

o=- 1323909835 1323909838 IN IP4 10.0.100.189

g=—

c=IN IP4 10.0.100.189

t=0 0

m=video 4284 RTP/AVP 118

a=sendonly

a=rtpmap:118 H264/90000

a=fmtp:118 packetization-mode=0;profile-level-1d=42900b
a=extmap:7 urn:3gpp:video-orientation

Table 37: Image orientation for video support: SDP sample

The number 7 is arbitrarily chosen by the sender, as defined in [RFC5285]. When
answering the INVITE, the remote end will add the same line a=extmap:7
urn:3gpp:video-orientation to its SDP, to signal that it supports this mechanism as well.

To ensure maximum backward compatibility with clients not supporting the image
orientation extension the RCS client shall exclude the extmap attribute in the SDP
answer if the SDP offer does not contain the extmap attribute. Conversely, the RCS
client SHALL send the extra RTP payload data only if the received SDP from the remote
peer contains the extmap attribute.

The additional payload bytes defined here are to be added to the last RTP packet in
each group of packets which encode a key frame (I-frame or IDR frame in H.264), to
avoid adding too much overhead to the stream. The additional payload bytes may also
be added onto the last RTP packet in each group of packets which make up another
type of frame (e.g. a P-Frame) only if the current value is different from the previous
value sent. If this is the only header extension present, a total of 8 bytes are appended
to each key frame, and the last packet in the sequence of RTP packets will be marked
with both the marker bit and the Extension bit, as defined in [RFC3550].

o Packet loss may cause the partial loss of a key frame, and thus the loss of the
information in the extended payload. However, since the video decoder is unable to
reliably display any frames once it detects that a key frame was lost, the loss of the
device orientation information is not significant. It is assumed that the same recovery
mechanism used to restore the video stream will be used to retransmit the device
orientation payload.

The proposed payload has a total extension of one byte:

7 6 5 4 3 2 1 0
| unused | CAM | ROT |

Table 38: Usage of the proposed RTP extension payload

o The first four Most Significant Bits (MSBs) in the payload are not used and remain
reserved for future extensions.

o The fourth bit (CAM) signals which camera is currently in use:
o 0: Front-facing camera

o 1: Back-facing camera
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o The remaining three bits (ROT) are used to indicate the image orientation within the
video as it is transmitted on the wire. The RCS client obtains the ROT value based
on a combination of:

o The relevant sensors that indicate the rotation of the device, together with,

o The default camera orientation.
Details are provided in Table 39 and Table 40:

Image orientation as sent on the wire Actions on the receiver
before display
000 None
001 Rotate 90 degrees CW
010 Rotate 180 degrees CW or
CCW
011 Rotate 90 degrees CCW

Table 39: Usage of the orientation bits (ROT) in the RTP extension (1/2)
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Image orientation as sent on the wire Actions on the receiver

before display

100 Flip horizontal

101 Rotate 90 degrees CW

Flip horizontal

110 Rotate 180 degrees CW or

CCW

Flip horizontal

111 Rotate 90 degrees CCW

Flip horizontal

I' ™1 |Jd

Table 40: Usage of the orientation bits (ROT) in the RTP extension (2/2)
o Thus the individual bits can be assigned the following meaning:

o Bit 0 (Least Significant Bit, LSB): Rotate 90 degrees CW

o Bit 1: Rotate 180 degrees

o Bit 2: Flip horizontally.

o The order of operations is important, and must be performed in the listed order
(i.e. LSB to MSB).

2.8 RCS protocols

The following table summarises the list of protocols employed by RCS clients. It must be
noted that the choice among the options presented will not impact Service Provider
interoperability:
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Protocol name

Description

Transport layer

Secure transport

Session initiation
protocol (SIP)

Client-IMS core
signalling protocol

User Datagram
Protocol (UDP) over IP
or Transmission
Control Protocol (TCP)
over IP

layer/protocol
SIP over Transport
Layer Security (TLS) or
IP Security (IPsec)

Message Session chat messages, media | TCP/IP MSRP over TLS
Relay Protocol (MSRP) | (pictures) and file
exchange protocol
Real-time protocol Real Time Media UDP/IP Secure RTP (SRTP)
(RTP) (voice and video) (see [RFC3711))
exchange
Internet Mail Access Access to Network- TCP/IP IMAP over TLS
Protocol (IMAP) based common
Message Store
Hyper Text Transfer XML configuration TCP/IP HTTPS
Protocol (HTTP) access protocol
(XCAP) transactions
HTTP configuration
mechanism
Secure User Plane Geolocation positioning | UDP TLS

Location (SUPL)
Transport Protocol

section A.2.10.

Table 41: RCS protocols

According to [RFC3261] RCS clients shall support both SIP/UDP (User Datagram Protocol)
and SIP/TCP (Transmission Control Protocol). The choice of whether both are used or only
TCP is used to transport the signalling data belongs to each Service Provider and is
controlled by the configuration parameters “psSignalling” and “wifiSignalling” in Annex A

Regarding the impact of Network Address Translation (NAT) traversal in the different
protocols involved in RCS, the following considerations shall be taken into account:

¢ Regarding the SIP protocol:
o Carriage Return Line Feed (CRLF) keep-alive [RFC6223] support is MANDATORY

when only SIP/TCP or SIP/TLS is used by the RCS client and SIP/UDP is not used.
Section C.1 describes how both client and server could initiate the sending of the

keep alives.

o Simple Traversal of UDP through NATs (STUN) keep-alive [RFC6223] support is
RECOMMENDED when SIP/UDP is used by the RCS client as it allows network
capacity optimization.

o An RCS client using SIP/UDP:

o  Shall support symmetric signalling (That is the IP and port combination used to
send SIP messages is the same as the one used to receive SIP messages).

o Shall perform TCP switchover for large SIP messages.

e For handling Message Session Relay Protocol (MSRP) sessions, the RCS MSRP
endpoints shall support:
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o [RFC6135]: “The Alternative Connection Model for the Message Session Relay
Protocol (MSRP)”

o The mechanisms described in section 2.8.2 regarding session matching for MSRP.

o For NAT traversal for MSRP, keepalives (i.e. empty MSRP packets) are not
necessary. If the TCP connection is torn down because of inactivity, the MSRP
session is torn down, and a new SIP INVITE request to set up a new MSRP session
is sent the next time a message is to be sent.

o Regarding NAT traversal of Real-Time Transport Protocol (RTP) sessions, the RCS
client should implement the mechanism described in section 2.8.1.

o For Internet Mail Access Protocol (IMAP), HTTP and Secure User Plane Location
(SUPL) no specific mechanisms are mandated in the current specification to support
NAT traversal

The support of Transport Layer Security (TLS) based or IP Security (IPsec) based protocols
to secure the signalling and TLS based for MSRP and IMAP protocols or Secure Real-Time
Transport Protocol (SRTP) for RTP protocols to secure media exchanges is
RECOMMENDED particularly for those scenarios where the data is carried over a network
outside the Service Provider domain (i.e. Wi-Fi access). For more information on access
security, see section 2.13.

NOTE: To ensure interoperability of all RCS capable devices across different
Service Provider networks, the list of preferred options for the transport and
security for the signalling and media protocols is included in the
configuration parameters as defined in Annex A, section A.2.10.
Consequently, a Service Provider provides this information as part of the
first-time or re-configuration scenarios described in section 2.3.

2.8.1 RTP and NAT traversal

As mentioned previously, an RCS client must implement several mechanisms to avoid the
negative impact of NAT traversal, which can both occur when connecting over:

e PS: Mainly due to the scarcity of IPv4 public addresses and proxying performed at APN
level, or,

o Wi-Fi: In this case due to the fact the network topology between the access point and
the Internet may vary between deployments.

To combat the negative effects of NAT traversal on the RTP protocol, the RCS client:

e Shall support a keep-alive mechanism to open and maintain the NAT binding alive
regardless of whether the media stream is currently inactive, send-only, receive-only or
send-receive. The recommended standard keep-alive mechanism is an empty (no
payload) RTP packet with a payload type of 20 (as per [3GPP TS 24.229)).

o SHALL when sending empty packets instead of using STUN and it is about to
receive a Video Stream send these dummy RTP packets at a high rate
(recommended rate: 50 to 100ms) from the moment the SIP INVITE request is
received (or the 180 RINGING is sent) in bursts sent regularly (a 1 second burst
every 15 seconds is recommended). This shall be done until one of the following
conditions is met:

o The first RTP packet of a Video Stream is received or
o The client starts streaming itself in case of a bi-directional RTP stream or

o Afinal response is sent on the SIP INVITE request. In case this final response is
a 200 OK response, the client shall continuously send the dummy RTP packets
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until either the first RTP packet of a Video Stream is received or the client starts
streaming itself in case of a bi-directional RTP stream.
Once the first RTP packet is received the dummy packets shall be sent at a lower
rate (a transmission every 15 sec is recommended) for the remainder of a uni-
directional session or not at all in case the RTP stream is bi-directional.
If the first frame is not an I-Frame or Network Abstraction Layer (NAL) unit carrying a
Sequence Parameter Set (SPS) or Picture Parameter Set (PPS), the receiving client
SHALL send a RTCP Full Intra Request (FIR) (see [RFC5104], section 4.3.1) to the
sender

SHALL reset the encoder as specified in [RFC5104] when receiving an RTCP FIR,
and send SPS, PPS (if not provided in the SDP) and an I-Frame to the receiver

¢ shall use symmetric media (that is use the same port number for sending and receiving
packets) as defined in [RFC4961] mechanism which is summarized below:

o When an invitation for Video Share is received and accepted, the 200 OK response

contains a SDP body containing all the necessary fields (including the destination
port) for the sender to send the RTP packets.

Immediately after sending the 180 Ringing response, the receiver will send a keep-
alive packet back to the sender to secure the timely setup of the media path:

The source port shall be identical to the one included in the m field of the SDP
payload inside the 200 OK response.

The destination port shall be identical to the one included in the m field of the SDP
payload inside the SIP INVITE message.

o The sender should allow enough time for the media path to be secured.
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Figure 32: RTP symmetric media path establishment
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NOTEL: as a general recommendation, User A should also send a keep-alive once it
receives the SDP from the other side.

¢ shall use the Real-Time Transport Control Protocol (RTCP)

The symmetric media procedure described for the RTP protocol is, in general,
applicable to any UDP stream. As the usage of RTCP is also mandatory, an analogous
mechanism shall be implemented to prevent any RTCP streams from being blocked.
Therefore, the symmetric media procedure described in this section for RTP is also
applicable to RTCP and shall be employed (that is a dummy packet is sent by the
receiver to secure the RTP flow and a second one is used to secure the RTCP flow).
Also the sender device/client shall send a dummy packet when the session is
established to secure the RTCP flow on their side and ensure the reception of any
RTCP RR (Receiver Report) sent by the receiving side. The dummy packet format
recommended for establishing the RTCP flow is an empty RTCP RR or empty RTCP SR
(Sender Report).

NOTE2: For a VoLTE/VoHSPA enabled device, RTCP usage for a voice session

shall be as defined in section 3.2.4 of [PRD-IR.92]

Please note that for readability purposes, the procedures described in this section have not
been included in the diagrams in section 3.6 covering the Video Share functionality.

2.8.2 MSRP session matching

NOTE: The text in this section is based on the text contained in the now expired
IETF internet draft draft-ietf-simple-msrp-sessmatch-10.

When the CHAT MESSAGING TECHNOLOGY configuration parameter defined in Table 77
is set to use OMA CPM, an RCS client shall set up MSRP sessions as per [RCS5-CPM-
CONVFUNC-ENDORS]. Otherwise, the session shall be set up according to the procedures
in [RFC4975], [RFC6135] and the procedure in this section for the session matching.

This section defines how an MSRP entity (e.g. an RCS Client, Messaging Server or other
node handling MSRP within the network) that does not support the procedures in [RCS5-
CPM-CONVFUNC-ENDORS] or is configured not to use them matches an incoming MSRP
message to an MSRP session. The difference between the session matching mechanism in
[RFC4975] and the one defined here is that while the mechanism in [RFC4975] uses the
MSRP URI comparison rules for session matching, for RCS, only the session-id part of the
MSRP URI is used.

When an MSRP entity receives the first MSRP request for an MSRP session, the To-Path
header field of the request should contain a URI with a session-id part that was provided in
the SDP associated with the MSRP session. The entity that accepted the connection looks
up the session-id part of the MSRP URI in the received requests, in order to determine
which session it matches. The session-id part is compared as case sensitive. If a match
exists, the entity shall assume that the host that formed the connection is the host to which
this URI was given. If no match exists, the entity shall reject the request with a 481 error
response. The entity shall also check to make sure the session is not already in use on
another connection. If the session is already in use, it shall reject the request with a 506
error response.

2.8.3 SIP Issues

1. An RCS client should use a random originating SIP signalling port of the range 1025-
65535. If the selected port is not available, the next port number shall be used for this
session.
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2. An RCS client shall build its SIP contact address to be unique. A recommended way to
do so is to use a hashed value of the +sip.instance tag as user part of the URI of the
contact address.

3. For an incoming request, an RCS client should verify that the Request-URI matches the
URI of its registered contact address. If not, the Request-URI shall be considered an
unexpected address and the request shall be rejected as per [RFC3261] section 8.2.2.1.

2.9 RCS and Access Technologies
2.9.1 RCS and Cellular Access

A device capable of supporting RCS-VOLTE or RCS-VoHSPA mode (see section 2.2.1)
shall implement the domain selection function as described in [PRD-IR.92] and [PRD-IR.58].
The domain selection function selects whether the CS or IMS domain is used for the voice
service. When CS domain is selected, the device is in RCS-CS mode, and when IMS
domain is selected, the device is in RCS-VOLTE mode (when on LTE) or RCS-VOHSPA
mode (when on HSPA).

The home Service Provider can use the configuration mechanisms defined in section 2.3.3
to configure the IMS Management Object defined in [3GPP TS 24.167] (see section A.1.6)
to set the parameter “Voice_Domain_Preference_E_UTRAN” to value 1 “CS Voice only”.
When this parameter is set to “CS Voice only”, the device shall revert to provide only RCS-
CS mode (see section 2.2.1). A device configured as "CS voice only" shall behave as a
device in RCS-CS mode with regards to the registration in the IMS. Only a Service Provider
who supports both VOLTE and RCS needs to provide this setting. The device will determine
the domain used for voice as specified in [3GPP TS 23.221].

Note that when "CS Voice only" is used, and if CS Fallback (SGs interface) is not supported
in the LTE network the voice-centric UE will not use LTE.

The aim of the present section is to give an overview of the possibilities to complement and
integrate LTE, High Speed Packet Access (HSPA) and RCS.

2.9.1.1 Access used by RCS in relation to VOLTE/VoHSPA

For a device capable of VOLTE/VoHSPA which is configured to use VoLTE/VOHSPA (see
section 2.2.1) (i.e., that allows RCS-VoLTE or RCS-VoHSPA mode), LTE/HSPA is used for
RCS features. VOLTE/VOHSPA is assumed to be natively implemented and integrated
within the device and used for telephony when camping on LTE/HSPA. The IMS registration
shall be shared between VOLTE/VoHSPA and RCS if the device is under VOLTE enabled
LTE coverage or VOHSPA enabled HSPA coverage. A device which has performed SR-
VCC is considered to be a device in RCS-CS mode and continues to keep the same IMS
registration.

For a device in RCS-CS mode that is not configured to use VOLTE, CS is used for
telephony and LTE access is used for RCS features provided that the device is camping in
those networks and capable of using those PS radio access technologies.

A device in RCS-CS mode with LTE access will fall back to CS for telephony calls. Once CS
fallback occurs, LTE access is dropped, and RCS functionality is provided via 3G/2G
access until the call finishes; at which point the device may return to LTE access again if
current coverage conditions allow.

A device in RCS-CS mode with HSPA access will use CS for telephony calls, and RCS will
continue to use HSPA.

A device configured to use VOLTE/VOHSPA that is not on a network supporting
VOLTE/VoHSPA, is a device in RCS-CS mode; LTE or HSPA access is used for RCS
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features provided that the device is camping in those networks and it will fall back to CS for
voice calls.

Once CS fallback occurs, LTE access is dropped and RCS functionality is provided via
3G/2G access until the call finishes; at which point the device may return to LTE access
again if current coverage conditions allow. HSPA can continue to be used. These devices
always use the IMS APN for accessing the RCS services.

2.9.1.2 LTE and HSPA Radio Capabilities

Radio bearers, UE Discontinuous Reception (DRX) and Discontinuous Transmission (DTX)
modes of operation, Radio Link Control (RLC) configurations, and Guaranteed Bitrate
(GBR) and Non-Guaranteed Bitrate (NBGR) services, GBR Monitoring Function and
Conversational Traffic Class Handling are all as specified in [PRD-IR.92] and [PRD-IR.58]
for devices in RCS-LTE and RCS-HSPA mode respectively. None of this is applicable to the
devices in RCS-AA or the RCS-CS mode.

2.9.1.3 Bearer aspects

For all IMS traffic the following applies for an RCS device configured for VOLTE/VoHSPA:

e APN usage shall be according to [PRD-IR.92] or [PRD-IR.58] section 4.3.1 including the
one used for XCAP

NOTEL: according to [PRD-IR.92] the APN used for XCAP could be a different APN
to the IMS APN.

e For LTE and HSPA bearer management see section 4.3 of [PRD-IR.92] and [PRD-
IR.58] respectively.
For all RCS IMS traffic the following applies:

e For a device in RCS-VoLTE mode: LTE QCI (QoS class identifier) 8 and 9 shall be
supported so that either may be used for MSRP traffic.

e For a device in RCS-VoHSPA mode following bearers shall be supported so that either
may be used for MSRP traffic:

o Universal Mobile Telecommunications System (UMTS) bearer with interactive traffic
class, Traffic Handling Priority (THP) 3 and no Signalling, and

o UMTS bearer with background traffic class
For a device in RCS-AA mode or a device that is not configured for VOLTE/VOHSPA which
is in RCS-CS mode the following applies for all RCS IMS traffic:

¢ When connecting through cellular access the device in RCS-AA or RCS-CS mode shall
use an APN obtained through client configuration
NOTE2: the Service Provider should ensure that the configured APN can handle
XCAP traffic;

e For other ways of connecting by devices in RCS-AA or a device that is not configured
for VOLTE/VoOHSPA which is in RCS-CS mode (e.g. Wi-Fi, fixed broadband and so on):
no requirements.

2.9.1.4 APN and roaming considerations

General technical guidelines on how roaming is handled for the RCS services shall follow
[PRD-IR.65].

Guidance given for RCS and access technologies as documented in Chapter 2.9 are
applicable also in the roaming scenarios. Specific roaming considerations for the different
RCS device types (as specified in section 2.2.1):

V3.0 Page 126 of 489



GSM Association Non-confidential
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

e All services on a device configured for VOLTE, whether it is in RCS-VOLTE mode or in
RCS-CS mode, shall follow the general rules as per [PRD-IR.88], APN usage as per
[PRD-IR.92]

e All services on a device configured for VOHSPA, whether it is in RCS-VOHSPA mode or
in RCS-CS mode, shall follow the general rules as per [PRD-IR.33], APN usage as per
[PRD-IR.58]

o A device in RCS-AA mode or RCS-CS mode: no specific requirements

The APN to be used to access the RCS services®* depends on the capacity of the device
and the network to support an IMS APN as per [PRD-IR.88] and on the device
configuration:

¢ When the device and the home network support the use of the IMS APN, the IMS APN
shall be used to access the RCS services when the device is configured to support
RCS-VOLTE or RCS-VOHSPA mode when possible or is configured through the
ALWAYS USE IMS APN configuration parameter defined in section A.1.10 to use the
IMS APN;
When roaming on a network where the device cannot access a local IMS APN (e.g. no
VOLTE roaming agreement is in place), a client configured to use the IMS APN will, by
using the IMS APN, automatically access RCS through the home network’s IMS APN
with the telephony service using the Circuit Switched network.

e For other cases, either the Internet APN or an APN to be used only for RCS shall be
used when accessing via PS (i.e. not accessing via Wi-Fi)

o For these devices and within the scope of the RCS services, a new APN is defined:
the RCS only APN;

o Analogously to the IMS APN defined in [PRD-IR.88] the RCS only APN only
provides access to the IMS services, and in this particular case, only to RCS
services;

NOTE: As the RCS only APN will only allow RCS related traffic, it will discard other

requests. The device can therefore send all traffic on this APN and rely on
the APN’s filtering.

o The RCS only APN is configured via the RCS-E ONLY APN parameter presented in
section A.1.11 in Table 84;

o Ifthe RCS-E ONLY APN parameter has no value, then only the Internet APN? shall
be allowed in the home network and a roaming network.

A switch at Ul level to enable/disable PS connections for RCS may be shown upon a
Service Provider decision (as per the value of the "ENABLE RCS-E SWITCH" RCS client
configuration parameter defined in Annex A, section A.1.11). The purpose of this local client
switch is to protect users from unexpected charges, especially when roaming.

The behaviour of the RCS Switch is different depending on whether the device and network
support the IMS APN:

e If the IMS APN is supported, the behaviour is shown in the following table:

' This section only covers the APN behaviour for RCS services. These settings shall not be taken
into account for the usage of other APNs by non-RCS services.

%2 By Internet APN, we understand the default APN configured by the Service Provider to provide
Internet connectivity on the device.
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RCS Switch APN to use for Result
RCS services
Disabled IMS APN Among the RCS services, the client shall only

register in IMS for non-RCS IP Voice Call (only
[PRD-IR.58]/[PRD-IR.92]), non-RCS IP Video Call
(i.e. [PRD-IR.94]) and Standalone Messaging (see
section 3.2).

Enabled or not available IMS APN Standard configuration, the client shall register in
IMS for any supported RCS services

Table 42: APN configuration proposal for RCS for a device supporting the IMS APN

e |f the IMS APN is not supported, the RCS Switch will determine whether the client shall
register or not for RCS services as shown in Table 43:

In addition to this and in devices that do not support simultaneous use of the Internet and

RCS only APN, two different APNs are considered:

1. The Internet APN, and,

2. The RCS only APN that, similar to the IMS APN defined in [PRD-IR.88], only provides
access to the IMS services, and in this particular case, to RCS services.

In such devices the user shall be able to configure to allow or disallow RCS and/or internet
traffic in the device settings when roaming according to the following alternatives:

Data traffic switch RCS switch APN to use for RCS Result

(combination of main data switch Services

and roaming data switch)

Enabled Disabled N/A RCS client shall not
register on the IMS
network.

Enabled Enabled or not Internet APN Standard configuration

available

Disabled Enabled RCS only APN RCS only configuration

This configuration is
only available if the
RCS-E ONLY APN is
configured to a non-
empty value

Disabled Disabled None No data configuration

Table 43: APN configuration proposal for data traffic and roaming
2.9.1.4.1 Data connection notifications

For a device enabled for VOLTE, the device will be responsible for initiating a PS connection
using the required APN and it should not be necessary to notify the user.

In other cases, taking into account the regulatory frameworks applying to some markets, it
could be necessary to notify the user when a PS connection is going to be initiated. From
the data connection notification point of view, there are three possible configurations:
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Setting Terminal behaviour

never connect e connection disabled
e NO pop-up
always ask e pop-up*: requesting confirmation to go online and informing about

possible data charges
e user has the following options: reject, confirm to connect once or to
switch to ‘always connect’ and connect
e when user confirms the connection is enabled
*Alternatively, a shortcut to the device data settings, together with a
warning that data charges might apply, is presented where the user may
enable the connection.

always connect e connection enabled
e no pop-up

Table 44: Data connection notification options

Consistently with the configuration switches presented in the previous section (RCS on/off,
data on/off), an RCS device shall be able to apply the data connection notification options
(described in Table 44) individually to each of the following connections:

¢ Internet home: Standard data connection occurring within the Service Provider's home
network.

e Internet roaming: Standard data connection when roaming.

e RCS home: Data connection required for RCS occurring within the Service Provider’s
home network.

e RCS roaming: Data connection required for RCS when roaming

Regarding the data connection switches presented in section 2.9.1.4, it is to the decision of
each Service Provider to define during customization on whether to:

o Define the default settings (“always connect” for the “home” connections and “always
ask” for the “roaming” connections)

o Define if the data connection notification settings are shown as part of the device
configuration settings (that is the user is able to change the notification behaviour)
instead.

2.9.2 Other access networks
2.9.2.1 Overview

In addition to the cellular PS access networks described in sections 2.9.1.4 and 2.9.1, the
RCS framework and services can be used over any IP access over which the Service
Provider’s IMS core and application servers can be reached, provided that it offers sufficient
bandwidth and an acceptable latency. Section 2.7 provides a guideline for which services
can be used when connected through different types of access networks including
broadband access.

These other networks can be both trusted and untrusted networks. “Trusted” means that
HPLMN considers the access network trusted independently of the specific mechanism for
authentication and encryption of end-user traffic that the access network implements. The
access network is integrated into the Service Provider core infrastructure in such a way that
the whole path from a mobile to services is considered secure by the HPLMN and under the
control of respective Service Providers. Fixed access networks including ADSL (Asymmetric
Digital Subscriber Line), cable modem access, FTTH (Fibre To The Home) and WLAN
networks could therefore be considered as a “Trusted” network by the HPLMN if they are
entirely Service Provider controlled. The same holds for clients using a cellular PS
connection as broadband access.
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Untrusted broadband networks however are at least partly controlled by some 3rd party and
may therefore require more elaborate security measures to guarantee privacy and
authenticity of the signalling and media traffic. As in this case the network does not provide
the support for functionality such as encryption natively, it needs to be added to it before
that particular network can be used to access the IMS core system. If the HPLMN considers
direct access from a broadband network such as public Wi-Fi hotspots to the IMS core
system untrusted, then in order to avoid security risks such as Denial of Service attacks
towards Service Provider core components there is a requirement for additional secure
access mechanisms to be deployed.

Many such secure access mechanisms are possible and can either be xSIM based or use
other types of credentials. For commercial deployments the choice will be dependent on the
type of client and on the environment. For example the same type of client could only use
PS Mobile Broadband Access, access over the internet or only over a fixed ADSL line /
FTTH access which may require using different mechanisms for each case. Therefore given
that this choice will end up being specific to each deployment, it is not considered in scope
of RCS to specify an exhaustive list of supported access mechanisms.

As described in section 2.8 both trusted and untrusted networks need to be able to provide
access and authentication over NAT. This must be taken into account for example when
XxSIM based access, IPSec or other fixed access authentication mechanisms are used.

This support for access over non-cellular networks can be used in two ways:

1. As an offloading capability for the cellular network
This will be controlled by the device itself:

o When a device is enabled for VOLTE/VoHSPA (see section 2.2.1), it is expected that
the device remain on LTE/HSPA access as long as it is available.

o When the voice service is provided via CS access, it is up to the device when and
whether to move to non-cellular (e.g., Wi-Fi) access. If a device moves to a non-
cellular network, it is expected that the device first de-registers in IMS from the
cellular network, and then registers in IMS in the non-cellular network, or vice versa
when moving in the other direction.

2. As a means of access for dedicated broadband clients using the identity of the mobile
device
This can be either as a standalone client when there is no mobile device using that
same identity or as secondary client to a mobile device sharing the same identity (see
chapter 2.5). In the latter case the user will have multiple devices sharing the same
identity. Chapter 2.11 provides further details on how this can be realized. These
differences are further detailed in section 2.9.2.2.

2.9.2.2 Dedicated RCS-AA clients on Broadband Access

Next to clients using mobile access, RCS also supports dedicated clients using broadband
access. Such a client can operate in two significantly different modes:
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1. As a secondary client, adding performance (such as larger keyboard, a screen with
higher resolution and so on) to the primary mobile client with RCS functionality. Such a
secondary client is designed with user experience aspects, storage accessibility and so
on, but is not designed to act as a primary telephony device. In this case the primary
client retains aspects a user would associate with their device, for example regulatory
functions, quality of service and full access to the telephony functions.

Service Provider

RCS mobile
("B's mobile")

RCS PC
(\'B's Pc")

B's
MSISDN or
SIP URI

RCS UNI
Figure 33: RCS Broadband Access client used as a secondary client

NOTE: Other combinations of multiple devices, such as support of multiple mobile
clients, are out of scope for RCS. However, this does not restrict a Service
Provider to deploy proprietary solutions to achieve this.

2. As a primary client, replacing the user’'s mobile client. A primary client has to meet all
regulatory requirements (emergency calling, lawful intercept, etc.), and perform to meet
the traditionally expected telephony functionality and demonstrate the reliability,
performance and quality of service of a primary device. The precondition for its use is
that basic telephony services are already available in the Broadband Access network.
For these services, the local regulations are already fulfilled.

Service Provider

RCS PC
3 ("B's PC")

B's MSISDN,
E. 164 Number or
SIP URI

RCS UNI

Figure 34: RCS Broadband Access client used as a primary client
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2.10 End User Confirmation Requests

The following section provides a framework that will allow the Service Provider to inform the
end user about a certain situation by opening a dialog in the device presenting all the
available information and asking the user to confirm or decline the proposed request.

The End User Confirmation Request is implemented using a SIP MESSAGE* method
containing a XML payload type “application/end-user-confirmation-request+xml” that will be
sent by the Service Provider serving the end user to his RCS device/client. A specific device
can be addressed using a GRUU or a sip.instance feature tag (see section 2.11.3). If the
user is required to answer from every device, the devices should be addressed individually
using a GRUU or a sip.instance feature tag.

Upon the reception of the SIP MESSAGE, the end user terminal will check the P-Asserted-
Identity of the incoming message and match it against the configured URI for the service
(END USER CONF REQ ID) as defined in Table 85 and extract the request information
from the XML payload body. A dialog or notification will be displayed to the End User (UX
dependent) showing the confirmation request and related information.

The End User Confirmation Response will be encapsulated in an XML body with a payload
type “application/end-user-confirmation-response+xml” and returned back to the Service
Provider in a new SIP MESSAGE

The information contained in the end user confirmation request is the following
¢ Id: Unique identifier of the request.

o Type: Determines the behaviour of the receiving device. It can take one of the following
two values:

a) Volatile, the answer shall be returned inside of a new SIP MESSAGE request.
The request may time out without end user input, in which case it will be
discarded.

b) Persistent, the answer shall be returned inside of a new SIP MESSAGE request.
The confirmation request does not time out.

e Pin: Determines whether a pin is requested to the end user. It can take one of the
following two values: true or false. If the attribute is not present it shall be considered as
false. This pin request can be used to add a higher degree of confirmation and can be
used to allow certain operations like parental control for example.

e Subject: text to be displayed as notification or dialog title.

o Text: text to be displayed as body of the dialog.

e Timeout: Time period in seconds during which a volatile request is valid. After the
timeout expires, the device shall discard any UX noatifications silently.

For volatile type requests an optional timeout attribute may be present in the XML
representing the validity period in seconds. If this attribute is not present a default value of
64*T1 seconds (with T1 as defined in [RFC3261]) shall be used.

% please take into account that according to [RFC3428], the size of MESSAGE requests outside of a
media session MUST NOT exceed 1300 bytes, unless the UAC has positive knowledge that the
message will not traverse a congestion-unsafe link at any hop, or that the message size is at least
200 bytes less than the lowest MTU (Maximum Transmission Unit) value found en route to the UAS.
Larger payloads may be sent by the Service Provider in the initial confirmation request and/or ack
(Acknowledgement) using content-indirection as specified in [RFC4483]. Therefore, this shall be
supported by the devices/clients.
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The End User Confirmation Request initiates a dialogue to the user on the device. For
specific use cases it may be necessary that the user accepts external End User
Confirmation Requests which cannot be authenticated appropriately. This acceptance can
either be done by configuration or by entering a specific mode on the device Ul and avoids
unwanted Ul dialogues on the devices caused by malicious usage by other person. One use
case described in sections 2.3.3.4.2.2 and 2.3.3.4.2.3 is the configuration of additional RCS
clients via Internet. To identify such messages following attribute is provided:

o externalEUCR: Determines that this is an End User Confirmation Request initiated by an
external unsecure source, e.g. via the Internet. If the optional attribute externalEUCR is
set to true in the End User Confirmation Request and the device does not allow such
external End User Confirmation Request, the End User Confirmation Request shall be
ignored. An End User Confirmation Request response shall not be sent back in that
case. The device shall show all End User Confirmation Request requests where the
attribute externalEUCR is set to false or does not exist.

If the device or client has not implemented the processing of the attribute
externalEUCR, it shall be ignored and therefore all End User Confirmation Requests are
allowed and shown in the UI.

In addition, to allow Service Providers more flexibility the two following optional button labels
will be defined. For backward compatibility: if the optional button labels are not used, default
values will be used instead.

e ButtonAccept: text to display on the button.
¢ ButtonReject: text to display on the button.

To ensure compatibility with future versions, the RCS client/device shall silently discard any
unknown node or attribute in the XML structure.

Several Subject or Text nodes can be present in the XML body to be able to support
multiple languages. If more than one element is presented a language (lang) attribute must
be present with the two letter language codes according to the 1ISO 639-1. RCS clients shall
verify the language attribute and display the text data of the element that matches the
current language used by the user. If there is no language matching the users, the first node
of Subject and Text shall be used.

If the type of confirmation request is persistent the Service Provider can send an optional
acknowledgement message of the transaction back to the user with a welcome message,
an error message or further instructions. This acknowledgement message will be
encapsulated in an XML body with a payload type “application/end-user-confirmation-
ack+xml” and returned in a separate SIP MESSAGE. If the acknowledgement refers to the
message which is currently displayed, it shall be discarded even if no answer was sent. This
allows sending a message to all active devices of a user also when a response from a
single device is sufficient. For that reason it is also possible to send acknowledgements
without Subject or textual content.

The following table specifies the XML Schema Definition (XSD) of the XML payload for the
End User Confirmation Request:
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xml="http://www.w3.0org/XML/1998/namespace”
elementFormDefault="qualified">
<xs:import namespace="http://www.w3.org/XML/1998/namespace”
schemalocation="http://www.w3.0rg/2009/01/xml.xsd"/>
<xs:element name="EndUserConfirmationRequest">
<xs:complexType>
<xs:sequence>
<xs:element ref="Subject" maxOccurs="unbounded"/>
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<xs:element ref="Text" maxOccurs="unbounded"/>
<xs:element ref="ButtonAccept" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="ButtonReject" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="id" type="xs:string" use="required"/>
<xs:attribute name="type" type="xs:string" use="required"/>
<xs:attribute name="pin" type="xs:boolean" use="optional"/>
<xs:attribute name="timeout" type="xs:integer" use="optional"/>
<xs:attribute name="externalEUCR" type="xs:boolean" use="optional"/>
</xs:.complexType>
</xs:element>
<xs:element name="Subject">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:string”>
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
<xs:element name="Text">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:string”>
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
<xs:element name="ButtonAccept">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:string”>
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
<xs:element name="ButtonReject">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
</xs:schema>

Table 45 : End User Confirmation Request XSD

The information contained in the End User Confirmation Response is the following:
e Id: Unique identifier of the request.

¢ Value: with the end user confirmation. It can take one of the following two values accept
or decline.

¢ Pin: if the request has the “pin” attribute set to true, the response will contain the pin
value introduced by the user.
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<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xml="http://www.w3.org/XML/1998/namespace”
elementFormDefault="qualified">
<xs:import namespace="http://www.w3.org/XML/1998/namespace”
schemalocation="http://www.w3.0rg/2009/01/xml.xsd"/>
<xs:element name="EndUserConfirmationResponse">
<xs.complexType>
<xs:attribute name="id" type="xs:string" use="required"/>
<xs:attribute name="value" type="xs:string" use="required"/>
<xs:attribute name="pin" type="xs:string" use="optional"/>
</xs:complexType>
</xs:element>
</xs:schema>

Table 46: End User Confirmation Response XSD

The information contained in the End User Acknowledge Response is the following

e Id: Unique identifier of the original request. If the ID matches the ID of the currently
shown message, this message shall be discarded even if no answer was sent from the
receiving device.

e Status: of the End User Confirmation. It can take one of the following two values: ok or
error.

e Subject: text to be displayed as notification or dialog title
e Text: text to be displayed as body of the dialog.
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To provide more flexibility a Service Provider shall be able to send only notification
messages to the end user. This notification message shall be implemented similar to
confirmation dialog using a SIP MESSAGE method containing an XML payload type
“application/end-user-notification-request+xml”. A notification will be displayed to the end

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xml="http://www.w3.org/XML/1998/namespace”
elementFormDefault="qualified">
<xs:import namespace="http://www.w3.org/XML/1998/namespace”
schemalocation="http://www.w3.0rg/2009/01/xml.xsd"/>
<xs:element name="EndUserConfirmationAck">
<xs:complexType>
<xs:sequence>
<xs:element ref="Subject" maxOccurs="unbounded"/>
<xs:element ref="Text" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute name="status" type="xs:string" use="required"/>
</xs:complexType>
</xs:element>
<xs:element name="Subject">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:string”>
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
<xs:element name="Text">
<xs.complexType>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
</xs:schema>

Table 47: End User Confirmation Acknowledgement XSD

user (UX dependent) showing the related information.

The information contained in the end user natification is the following:

Non-confidential

e Id: Unique identifier of the request.

e Subject: text to be displayed as notification or dialog title

e Text: text to be displayed as body of the dialog.
¢ ButtonOK: text to display on the button.

V3.0

Page 136 of 489



GSM Association Non-confidential
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xml="http://www.w3.org/XML/1998/namespace”
elementFormDefault="qualified">
<xs:import namespace="http://www.w3.org/XML/1998/namespace”
schemal.ocation="http://www.w3.0rg/2009/01/xml.xsd"/>
<xs:element name="EndUserNoatification">
<xs.complexType>
<xs:sequence>
<xs:element ref="Subject" maxOccurs="unbounded"/>
<xs:element ref="Text" maxOccurs="unbounded"/>
<xs:element ref="ButtonOK" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="Subject">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
<xs:element name="Text">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
<xs:element name="ButtonOK">
<xs:complexType>
<xs:simpleContent>
<xs:extension base="xs:string”>
<xs:attribute ref="xml:lang"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>
</xs:element>
</xs:schema>

Table 48: End User Notification XSD

It shall be also possible to send System Request to the RCS client to trigger an internal
action based on the type of the request. These requests are not displayed to the user at the
Ul level. The request is implemented also using a SIP MESSAGE method containing an
XML payload body of type “application/system-request+xml”.

The information contained in the end user notification is the following:
e |d: Unique identifier of the request.

e Type: Identifying the kind of action to be triggered

o Data: Custom information needed to perform the action.
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<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema" elementFormDefault="qualified">
<xs:element name="SystemRequest">
<xs:complexType>
<xs:attribute name="id" type="xs:string" use="required"/>
<xs:attribute name="type" type="xs:string" use="required"/>
<xs:attribute name="data" type="xs:string" use="optional"/>
</xs:complexType>
</xs:element>
</xs:schema>

Table 49: System Request XSD

The following list shows the defined system requests in the RCS 5.1 specification:

Action
String Perform an HTTP
urn:gsma:rcs:http- ! . .
X : ' N.A. reconfiguration. See section
configuration:reconfigure 5353

Table 50: List of System Requests in RCS 5.1
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2.10.1 Example Use Case 1: Accepting terms and conditions

UE User/Client A

( ul J [cnent Logic] é’;"ri [Service AS|

A new service is available in the
network for the user that requires the
user to accept Terms and Conditions.

sIP MESSAGE (End User
- Confirmation Request XML)

— \200 oK

> Service Conditions

T T T ——

The wuser accepts the
conditions

R
‘_'________,HSIP 200 OK

d User
sIP MESSAGE (En
. Confirmation ACK XML)

: Welcome! —\5
. . 200 OK

A e

Figure 35: Terms and Condition Use Case example
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2.10.2 Example Use Case 2: Notification

UE User/Client A

[ Ul ] [Client Logicﬂ (l:'rri lService ASl

E OMLy— |

IPE— MESSAG

I — oK

Figure 36: User Notification example
2.11 Multidevice support
2.11.1 Overview

As shown in section 2.9.2.2, the use of a broadband access client leads to the possibility of
the user having multiple devices that share the same (public) identity, a MSISDN for
instance. Depending on the services that are deployed, this multidevice environment allows
a user to:

e Answer a call or respond to a message from a device/client that suits their purpose
¢ Have a single buddy list shared between the devices/clients
o Authorize invitations to share Social Presence Information from every device/client

¢ Have a single Social Presence Information that can be seen and maintained from every
device/client that is used

The general communication behaviour in this environment is that when the recipient has
multiple devices/clients in use and a call or a message is received every recipient’s device
will alert. The recipient may then respond to the call or to the message from any of their
devices; whichever device is the best for the current situation. In addition when the recipient
accepts or rejects a call from any of the devices, all the other devices will stop alerting.

To achieve this, an RCS client shall send a SIP 603 DECLINE response to the invite
request when an RCS User explicitly declines a session invitation for a SIP session based
service like for example an IP Voice Call, File Transfer, Video and Image Share. According
to [3GPP TS 24.229] and [RFC3261] both such a rejection and an acceptance will result in
a SIP CANCEL request sent by the S-CSCF to the other devices of the user that have not
yet accepted nor rejected the invitation. In both cases, the requests may carry a Reason
header field as specified in [RFC3326] that is populated with the proper SIP response code
values (as per [3GPP TS 24.229)), in this case either the cause=200 or cause=603 values.

If the user device has accepted the INVITE with a 200 OK, then the S-CSCF should set the
Reason header field with SIP protocol and the protocol-cause set to 200 along with an
optional protocol-text (e.g. SIP;cause=200;text="Call completed elsewhere").
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In case one device has sent a 603 “Declined” then the S-CSCF should set the cause=603
along with an optional protocol-text (e.g. SIP;cause=603;text="Declined"), in either SIP
CANCEL and/or SIP BYE, towards the remaining user devices.

When a client receives a SIP CANCEL request containing a Reason Header field with the
protocol set to “SIP” and the protocol-cause set to 200, a client may for example use this
information to indicate to the user that the session was accepted on another device (rather
than as for example a missed call).

As a fallback for legacy services where this general communication behaviour cannot be
realised a call or message might be directed to a certain device.

2.11.2 Control of Service delivery

This feature is applicable to secondary clients only and does not affect the primary device
that will always receive all supported communications that it's capable of given the
circumstances.

This feature gives the user an option to control the flow of communication. In some cases a
user may not be willing to answer calls from a secondary device (for example a PC). The
difference between muting and control of service delivery is that the control of service
delivery:

o Disables the service: the user no longer receives calls, messages or requests for the
service

e When the service is disabled the user cannot use the service to make calls, send
messages or requests

To provide a good user experience, the device/client must clearly show that the
service/services are disabled in the device/client user interface.

As a default setting the secondary device will receive all the communication that it can
support. Whether the settings are maintained after a restart of the client when the user had
changed them, is out of scope of this document is the choice of the device/client vendor.

When an end-user decides that they do not want to use a certain service on a secondary
client, that client shall reject any incoming requests related to that service, with SIP 486
BUSY HERE without alerting the end-user. Furthermore, the client would not offer the
possibility to use that particular service.

The control of service delivery can be offered for following services:

e Voice Calls

e Video Calls

e Chat

e Text Messaging

e Multimedia Messaging

e File Transfer

e Video Sharing

e Image Sharing

e Geolocation PUSH

The actual set of services on which this control of service delivery will be offered to the end
user may be a subset of the above list. Which service is/is not part of that subset shall be

determined by the client capabilities and a Service Provider controllable parameter (See
Annex A).

V3.0 Page 141 of 489



GSM Association Non-confidential
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

2.11.3 Addressing of individual clients

If a client obtains GRUUs from the registrar as described in section 2.4, the public GRUU
shall be used as device identifier. The client shall use the public GRUU as a URI parameter
for the client in non-REGISTER requests and responses that it sends, for example, an
INVITE request and 200 OK response where the GRUU will be included in the Contact
Header.

If a client does not obtain a GRUU from the registrar, the sip.instance feature tag and value
shall be used as the device identifier. The client shall include the sip.instance feature tag in
the Contact header with the same instance-id value in any non-REGISTER request and
responses that it sends.

NOTE: A scenario when the network does not support GRUU and the client type is

embedded and has access to the IMEI, causes a privacy issue since the
device will send a plain IMEI in all SIP requests/responses thus revealing
the IMEI to remote end.

For delivery and display notifications for chat messages which are expected to be directed
to the original sender of a message, the client builds the SIP request to send the notification
using the received device identifier.

For a Standalone Pager Mode Message (i.e., via SIP MESSAGE) requesting a delivery or
display notification, the identity of the sender is populated in the CPIM From header field
and can include one of the following (see examples in section 3.4.4.1.8):

¢ the public GRUU of the sender’s client, or

o the authenticated sender's IMS public identity plus the sip.instance value for the
sender’s client.

If an IMDN-Record-Route header was received in the corresponding chat message, the
recipient client shall include in the Request-URI the topmost entry from the IMDN-Route
header.

Otherwise if no IMDN-Record-Route header (see [RFC5438]) was received in the CPIM
wrapper (see [RFC3862]) of the message, then if the original SIP INVITE request
associated with the message included the GRUU parameter in its Contact header, or if the
original SIP MESSAGE request carrying a Standalone Pager Mode Message included the
GRUU parameter in the CPIM From header field, the recipient client adds the GRUU as the
Request-URI when it builds the SIP request to send the notification as described in section
5.2.5.2 of [RCS5-SIMPLEIM-ENDORS] or in section 6.1.1 of [RCS5-CPM-CONVFUNC-
ENDORS]. In all cases if a GRUU was received, the recipient client shall set the CPIM To
header in the notification to the public GRUU of the received SIP INVITE request.

If the original SIP INVITE request associated with the message had no GRUU parameter,
but did have a sip.instance feature tag in the Contact header, or if the original SIP
MESSAGE request carrying a Standalone Pager Mode Message had no GRUU parameter
in the CPIM From header field but did have the sip.instance value in the CPIM From header
field the recipient client sends the notification with a separate Accept-Contact header to
carry the sip.instance feature tag and its value. The client shall include the explicit and
require tags on that header.

If the original SIP INVITE request delivering the chat messages contained a Conversation-
ID header (as described in [RCS5-CPM-CONVFUNC-ENDORS]), the recipient client should
include the Conversation-ID with the same value and should include a Contribution-ID
header (as described in [RCS5-CPM-CONVFUNC-ENDORS]) with a newly generated
value.
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For standalone messages, similar procedures are followed as explained in sections 7.2.4.1
and 7.2.4.2 of [RCS5-CPM-CONVFUNC-ENDORS].

For file-transfer service, in case of file resume, the file recipient needs to address the device
that sends the file initially. If the file transfer is resumed from the file sending side, the file
sending client needs to address the device of the file recipient that has accepted the original
file transfer. If present in the initial SIP INVITE, the device identifier (sip.instance) or GRUU
shall be used accordingly (for details, see section 3.5.4).

For simplicity and given that the long-term approach using GRUU as defined in [RFC5627]
is preferred, the diagrams contained in Annex B show the network supporting pub-gruu. The
diagrams for a network supporting the sip.instance tag only, would be equivalent except for
changing the mechanism to carry the device identifier (sip.instance instead pub-gruu).

2.11.4 Routing RCS SIP requests to RCS Clients

In the context of multi-client and multi-device deployments, it is possible that the same IMS
public user identity (IMPU) is used by the RCS Client and by other IMS Clients (e.g. Voice
over LTE client using SMS over IP), but carrying a different instance ID.

In the messaging case, to ensure that requests are forked only to RCS Clients which have
explicitly registered with the required RCS capabilities, the terminating Messaging Server
may add a dedicated Accept-Contact header field to each RCS SIP request carrying either
a CPM ICSI, or a SIMPLE IM feature tag, with the require and explicit parameters described
in [RFC3841]. This applies to the following services:

e Chat
e Standalone Messaging (text and multimedia messaging)
e File Transfer

2.12 Interconnect principles and guidelines

The Service Provider's IMS NNI shall follow the provisions in [PRD-IR.65] sections 3, 4, 5
and 6.

The Service Provider's RCS NNI shall follow the provisions in [PRD-IR.90]. The
implementation could be any of the three connectivity options for RCS NNI defined in [PRD-
IR.90].

The Service Provider's RCS interconnection shall follow the provisions in [PRD-AA.60]
including the service specific annexes.

2.13 Security and privacy
2.13.1 Access Security for the User-to-Network Interface (UNI)
2.13.1.1 Access Signalling Security Methods

Several SIP signalling access security and authentication methods are specified in [3GPP
TS 33.203] and [3GPP TS 24.229] for access to the IMS core and IMS based services such
as RCS. The applicability and choice of method is highly dependent on the RCS client and
access type (e.g. trusted or untrusted) including what is supported or required by the IMS
core.

2.13.1.1.1GPRS IMS Bundled Authentication (GIBA)

GIBA is an “early” IMS access authentication method for access over a GSM/GPRS or
UMTS network whereby the underlying PS domain is providing the access security and
authentication on behalf of the IMS core. In this scenario, the Gateway GPRS Support Node
(GGSN) allocates a PDP (Packet Data Protocol) context for the mobile device and in doing
so the assigned IP address, along with the IMSI and MSISDN is sent to a RADIUS
server/[Home Subscriber Server (HSS) for the PS domain. Authentication to the IMS core is
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done by ensuring that the IP address (policed by both the GGSN and P-CSCF) and the IMS
identities received in SIP signalling correspond to those allocated for the mobile’s PDP
context in the PS domain.

GIBA is generally applicable for GPRS or UMTS access from mobile devices which do not
support AKA based xSIM credentials or for devices or IMS core networks which do not
support “ipsec-3gpp” established using the SIP Security Agreement (sec-agree) and IMS
AKA as specified in [SGPP TS 33.203].

2.13.1.1.2IMS AKA with IPsec

IMS AKA with IPsec is the preferred long term approach in IMS for access signalling
security from a cellular PS network. Such access requires the IMS client device to possess
an AKA based credential (e.g. Universal SIM (USIM)/IP Multimedia Services SIM (ISIM))
and support the “ipsec-3gpp” procedures specified in [3GPP TS 33.203] and [3GPP TS
24.229].

IMS AKA with IPsec is the access signalling approach specified for Voice over LTE (VOLTE)
([PRD-IR.92]).

2.13.1.1.3 SIP Digest Authentication and TLS

SIP Digest is a username and password challenge based authentication (based on HTTP
Digest) which is suited for broadband access to IMS or for RCS clients which do not
possess AKA based credentials (e.g. xSIM) or do not support IMS AKA based IPsec. SIP
Digest is widely implemented in Internet Engineering Task Force (IETF) based SIP clients
and is often deployed with TLS. Support for SIP Digest with and without TLS is specified in
[BGPP TS 33.203] and [3GPP TS 24.229] for access to IMS from “non-3gpp” defined
access networks (e.g. broadband/fixed access networks).

When an RCS client is enabled for SIP Digest authentication, the client will use the pre-
configured SIP username and password as specified in Table 80 to authenticate to the IMS
core. For the initial SIP REGISTER message (before a digest challenge) the RCS client
shall include an authorization header (as per [3GPP TS 24.229]) which includes the SIP
digest username and an empty digest authentication response parameter. This allows the
IMS core to treat the SIP digest username as an IMS private user identity (IMPI) which is
distinct from the IMS public user identity (IMPU), allowing the same SIP public user identity
(or IMPU) to be registered from multiple RCS clients/devices.

The IMS registration flow for SIP digest authentication is shown in Figure 37. In this
example flow, the RCS client is connected to the IMS core over a Wi-Fi internet broadband
connection.
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Figure 37: Registration with SIP Digest Authentication

If digest authentication fails two times with a SIP 401 UNAUTHORIZED response, the client
shall not attempt further registration attempts, but rather consider the current configuration
as invalid and force a reconfiguration using the procedures in chapter 2.3 the next time the
handset is rebooted.

The use of SIP Digest with TLS is recommended for access from untrusted access
networks (including WLAN with no encryption). TLS provides per message authentication,
integrity protection and encryption for SIP signalling. TLS with server side certificates also
provides authentication of the IMS core to the RCS client. Note that this requires the client
to possess a root or intermediate certificate of a Certificate Authority (CA) that is in the
certificate signing chain for the IMS core’s (e.g. P-CSCF) TLS certificate.

When an RCS client is enabled to use SIP/TLS it should use the SIP TLS port obtained
through P-CSCF discovery procedures (e.g. through DNS SRV records [Service records]) or
configuration. However, if RCS client is not able to determine a SIP TLS port through these
means, it shall use the default SIP port for TLS as specified in [RFC3261].

The RCS client enabled to use SIP/TLS should first use the SIP security agreement (sec-
agree) [RFC3329] as specified in [3GPP TS 24.229] to first negotiate the use of TLS with its
SIP Proxy (P-CSCF). Alternatively an RCS client may first try to establish a TLS session
with the SIP proxy (P-CSCF) before sending an initial SIP Register message which does not
include sec-agree for TLS. However, with this approach the S-CSCF may challenge
subsequent non-Register messages with a 407 Proxy Authentication Required unless
configured to trust SIP Digest without signalling security indicated or if the P-CSCF is able
to provide this indication despite not using sec-agree.

Note in both cases SIP proxy (P-CSCF) authenticates to the RCS client using a TLS server
certificate.

When SIP Digest is not used with TLS, the IMS core may require non-REGISTER SIP
requests to be authenticated using the same SIP Digest challenge mechanisms used during
registration. However, in this case the SIP digest challenge is sent in a 407 (Proxy
Authentication Required) response. An RCS client that receives a 407 (Proxy Authentication
Required) response shall respond by sending an authenticated SIP request which includes
a Proxy Authorization header with the digest response. The RCS client shall cache the
digest challenge data (e.g. server nonce) for use in authenticating subsequent SIP requests
using a nonce-count value (for replay protection) as per [RFC2617] and including a Proxy
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Authorization header with an updated digest response. This avoids the need for the IMS
core to challenge each SIP request before the authentication data expires. Once the digest
authentication data expires a new challenge will be issued.

NOTE: the IMS core may also support binding the RCS client’s IMS identities

authenticated during registration with a source IP address (and port if
[RFC5626] “SIP Outbound” is used). In such cases, the IMS core may not
require subsequent non-registration based SIP messaging to be
authenticated using SIP Digest if the identities and source addresses in the
messaging matches the binding obtained during the Digest authenticated
registration process.

2.13.1.2 Access Signalling Security Profiles for RCS

As there are several considerations which access signalling security method should be used
for access to RCS services, the following table defines authentication and access signalling
security mechanisms as per RCS device and access type.
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Device

Access

Applicable

Security

Applicability and Suitability

Methods
Mobile client not Cellular PS GIBA or SIP GIBA (e.g. SSO) applies only to
configured for Access Digest (with or GPRS and UMTS access for mobile
VOLTE/VoHSPA without TLS) or devices
(RCS-CS mode) IMS AKA with
IPsec IMS AKA with IPSec may be used
when supported by both device and
the network.
SIP Digest with or without TLS is
used in cases when pre-configured
or where GIBA is pre-configured, but
not supported by the network
Non-cellular SIP Digest, SIP SIP Digest with TLS is recommended
broadband Digest with TLS or | over SIP Digest without TLS
(Wi-Fi) access | IMS AKA with
IPsec SIP Digest with or without TLS is
used in cases when pre-configured
or where GIBA is pre-configured or
when the mobile device does not
support IMS AKA for WLAN access
VOLTE/VoHSPA Cellular PS IMS AKA with AKA credentials stored securely in a
configured mobile Access IPsec® UICC such as an xSIM.
client
(RCS-VOLTE, RCS- Note that the
VOHSPA, RCS-CS configuration to
modes possible) any other method
is not possible.
Non-cellular SIP Digest, SIP SIP Digest with TLS is recommended
broadband Digest with TLS or | over SIP Digest without TLS
(Wi-Fi) access | IMS AKA with
IPsec?.

SIP Digest with or without TLS is
used in cases when pre-configured
or where GIBA is pre-configured or
when the mobile device does not
support IMS AKA for WLAN access.

Broadband Access
Enabled (RCS-AA
mode)

SIP Digest or SIP
Digest with TLS

SIP Digest with TLS is recommended
over SIP Digest without TLS

SIP Digest is used for mobile devices
which do not support IMS AKA for
WLAN access.

Table 51: Access Signalling Security Profiles for RCS

** Requires UDP encapsulation of IPsec for NAT traversal
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For RCS devices which can access the IMS core from both mobile and broadband/fixed
networks (e.g. Wi-Fi) a separate access signalling security method and corresponding
authentication credential may be required. If the security mechanism is not pre-configured
as per section A.1.6.3 and A.2.10, the RCS device negotiates the set of security
mechanisms using the SIP security agreement [RFC3329] as specified for IMS in [3GPP TS
33.203] and [3GPP TS 24.229]. If the client is pre-configured with a specific access
signalling security mechanism, the client uses the signalling corresponding to this security
method in the initial registration procedure, and the IMS core determines (based on
signalling) which mechanism is being used/requested and then determines (based on
security policy) if the access signalling security method is allowed.
NOTE: the RCS device shall support a configuration option for each of these

profiles (where applicable).

For those cases where the GIBA is pre-configured, but the client supports also SIP Digest,
behaviour shall be as follows:

e SSO/GIBA authentication takes place first

e |If it fails (e.g. Service Provider network equipment does not support it) digest
authentication is then tried

2.13.1.3 Access Media Security
2.13.1.3.1Secure RTP (SRTP)

SRTP [RFC3711] may be used to provide per message authentication, integrity protection
and encryption for both RTP and RTCP streams involved in real-time video and voice
sessions. The use of SRTP is recommended for communications over any untrusted
network in which confidentiality (or lack of) is a concern. As an example, a voice or video
call over a Wi-Fi network (e.g. “Hot Spot”) without any WLAN (Wireless Local Area Network)
encryption is highly susceptible to eavesdropping.

The establishment and key exchange for SRTP in RCS shall be based on SDES (Session
Description Protocol Security Descriptions for Media Streams, cf. [RFC4568]) which is
transported within SDP, following the SIP SDP offer/answer model. SDES and SRTP
profiles for media security in IMS are specified in [3GPP TS 33.328].

Note that [3GPP TS 33.328] defines two modes of operation for SDES/SRTP: e2ae (end-to-
access edge) mode and e2e (end-to-end) mode. For the e2ae mode, SDES is run between
an IMS client and a SIP edge proxy, i.e. a P-CSCF (IMS-ALG). An IMS access Gateway
controlled by a P-CSCF (IMS-ALG [Application Layer Gateway]) provides the SRTP
termination for the “Access Edge”. In the e2e mode, SDES and SRTP is transported end-
end between two end user clients.

An RCS client that supports SRTP and SDES and support e2ae mode shall indicate this
during the IMS registration according to [3GPP TS 24.229]. The P-CSCF (IMS ALG), if
supporting e2ae mode, indicates this to the UE as part of the IMS registration procedures
according to [3GPP TS 24.229]. The use of SRTP is enabled through the client
configuration parameters (see section A.2.10), and whether it is used or not can be
configured differently for Wi-Fi access and cellular access.

However not all end user clients may support SRTP. Therefore the Service Provider's
network equipment should support e2ae mode. An RCS client that supports SRTP and
SDES shall also support e2ae mode.

When using SRTP/SDES, the RCS client can include preference of security mode to use in
accordance to [3GPP TS 33.328]. It is recommended that e2ae mode is used by the UE, if
also indicated to be supported by the P-CSCF (IMS-ALG). Otherwise, the RCS client may
try e2e by not indicating any preference during the session setup. Note that this does not
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exclude that the Service Provider network still may decide to terminate the media security in
the network (P-CSCF (IMS-ALG)).

For terminating sessions, when the UE has indicated support for e2ae SRTP/SDES in the
registration, the P-CSCF (IMS-ALG) shall behave as specified in [3GPP TS 24.229], i.e.,
ensure that SRTP is used, and facilitate interworking from RTP to SRTP when needed.

For terminating session, when the UE has not indicated support for e2ae SRTP/SDES, the
P-CSCF (IMS ALG) decides based on local policy, whether to apply SRTP / SDES towards
the UE. A possible local policy is that the P-CSCF (IMS-ALG) invokes procedures related to
SDP and SRTP for Wi-Fi access, but not for cellular access.

Note that enforcing SRTP/SDES on the terminating call leg towards a UE that does not
support SRTP/SDES will lead to the connection establishment failing, which may be an
issue for inbound roaming where the operator has no control of what clients are used, or for
cases where there are other (non-RCS) clients in the same network that use RTP.

2.13.1.3.2MSRP

MSRP is used in many RCS services which involve the exchange of images, files and
instant messages (e.g. session based). Similar to RTP, MSRP is established through SDP
exchanges in SIP signalling and it relies heavily on the security provided in signalling. The
use of cryptographically strong random values appended to MSRP URIs exchanged within
SDP provides binding between the SIP and MSRP sessions and any identities exchanged
within SIP.

For RCS, the use of TLS mode as specified in [RFC4975] is recommended when MSRP is
transported over an unsecure network (e.g. Wi-Fi). Consequently, a client configuration
parameter to enable Message Session Relay Protocol over Transport Layer Security
(MSRPOTLS) is specified in section A.2.10, and whether it is used or not can be configured
differently for Wi-Fi access and cellular access.

The RCS client shall use self-signed TLS certificates to produce fingerprints (e.g. secure
hash) of the certificate which are exchanged during the SDP negotiation associated with the
invitation and MSRP establishment procedure. The certificate fingerprint used for MSRP
shall follow the same fingerprint mechanism specified in [RFC4572]. This binding of the
certificate fingerprint to SIP signalling relies on the underlying security and trust provided by
SIP signalling (e.g. IPsec, SIPOTLS (SIP over TLS), etc.). As a consequence, it is assumed
that MSRPOTLS connections shall only happen when combined with the use of encrypted
SIP signalling.

When using MSRPOTLS, and with the following two objectives allow compliance with legal
interception procedures, the TLS authentication shall be based on self-signed certificates
and the MSRP encrypted connection shall be terminated in an element of the Service
Provider network providing service to that UE. Mutual authentication shall be applied as
defined in [RFC4572].

Since the alternative connection model for MSRP shall be supported as specified in
[RFC6135] (see section 2.8) the network will in some cases take the active role, and in
some cases take the passive role, in the establishment of the TCP connection. Each peer
(UE and network) shall take the same role (active or passive) in TLS as it took in TCP, so if
the network has taken the passive role in TCP, it will also act as TLS server, as specified in
[RFC6135]. When TLS is used, both endpoints shall exchange self-signed TLS certificates
and fingerprints, as specified in [RFC4572].

In RCS, and in accordance with [RFC4975], all UEs are mandated to support MSRPOTLS.
For terminating sessions, the P-CSCF (IMS ALG) decides based on local policy whether to
apply MSRPOTLS towards the UE. A possible local policy is that the P-CSCF (IMS-ALG)
invokes procedures related to MSRPOTLS for Wi-Fi access, but not for cellular access.
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2.13.1.4 XCAP Authentication and Security

XML Configuration Access Protocol (XCAP) exchanges between the RCS client and the
XDMS requires authentication and in most cases transport layer security.

Authentication may be provided through the use of HTTP Digest authentication and may
use the same credential (e.g. username and password) as SIP based Digest authentication
when applicable. For RCS clients that use IMS AKA based credentials for SIP access (e.g.
VOLTE), a separate credential may be required unless the IMS Generic Authentication
Architecture (GAA) is supported, along with the procedures in [3GPP TS 33.222] for
obtaining a suitable credential (e.g. HTTP digest secret) for HTTPS based access such as
for XCAP. In GAA, the IMS AKA credential is used in a “bootstrapping” process to obtain
other types of credentials from the “bootstrapping” server.

For RCS clients enabled for VOLTE/VOHSPA (see section 2.2.1), the same authentication
specified for VOLTE use of XCAP as defined in [PRD-IR.92] or [PRD-IR.58] shall be
supported as follows:

e For RCS clients (and IMS core) that support GAA, the RCS client shall use their AKA
credential to fetch an HTTP digest credential using the 3GPP Generic Bootstrapping
Architecture (GBA). The RCS client authenticates to an Authentication Proxy (AP) over
an HTTP/TLS (HTTPS) secured session using HTTP Digest as per [RFC2617].

e For RCS clients (and IMS core) that do not support GAA, the RCS client shall use its
pre-configured credential (e.g. username and password) to authenticate to the AP over
an HTTP/TLS (HTTPS) secured session using HTTP Digest as per [RFC2617].

For non-VoLTE/VoHSPA enabled RCS clients, the use of HTTP authentication ([RFC2617])
over an HTTP/TLS (HTTPS) secured session shall be supported for XCAP authentication to
the XDMS (or AP).

The HTTP digest credentials (e.g. username and password) for XCAP are specified in
section A.1.2.

UE User/Client A o SP IMS Core
Wl-iiui; PS RCS AS
[F-"_g_hone Lo "3 E;‘_g_llent Lo 'C] ﬁ’resence Seweﬂ XDMS
XCAF can be also
authenticated, The
recommendation is to
usa the same _'_‘—‘—-—-—-—._._________xc
USER+PASSWORD |l AP Xxx—ﬂ—-—-_._._____________.’
used for SIP
‘ XCAP 401 UNAUTHORISED (challenge)—————
g )

J{CAF:' XXX (Auth header user+pwd)-|

XCAP 200 OK

Figure 38: XCAP authentication using HTTP Digest

In the case of “Early IMS Security” in which GIBA is used for SIP authentication to the IMS
core, the use of a credential such as a username and password (or IMS AKA) may nhot be
required to authenticate to the XDMS (or an AP). A similar IP address based authentication
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approach as GIBA is specified in [3GPP TR 33.978] for access to HTTP based services
using Early IMS Security. Support for this mechanism requires the XDMS or an AP to
support the procedures in [3GPP TR 33.978] to fetch the IP address binding of the RCS
client from the HSS, using the “X-3GPP-Intended-ldentity” header provided by the client.

2.13.1.5 Message Content Store Authentication and Security

The RCS client shall support the authentication and security mechanisms described in
[RCS5-CPM-MSGSTOR-ENDORS] for access to the Message Content Store using IMAP.

Authentication shall be based on username and password stored on the RCS client and one
of the following IMAP authentication methods:

e Plaintext username and password sent using the LOGIN command as specified in
[RFC3501]

e Simple Authentication and Security Layer (SASL) based mechanism using the
AUTHENTICATE command as specified in [RFC3501].

For the SASL based authentication, the “PLAIN” SASL authentication method shall be used
as specified in [RFC3501] and [RFC2595].

UE User/Client A SP IMS Core
Broadband RCS AS
(ug_hone L i':] E:_q_lient Lo ic] or PS Nw Presence Server|| XDMS M

SASL
Authentication

- )
IMAP Authenticate {authentication material)}——|

Wy ——

-

Username/password
Authentication

- i ,
IMAP Login (username, password)

—

K

Figure 39: IMAP authentication with SASL or plain text login

TLS shall be used to provide message authentication, integrity protection and confidentiality
for the IMAP protocol as specified in [RCS5-CPM-MSGSTOR-ENDORS]. TLS must first be
established using the STARTTLS command before any IMAP based authentication occurs
using either the LOGIN or AUTHENTICATE command.

The Message Content Store server shall authenticate itself towards the RCS client using
certificate based TLS authentication. The client shall support certificates based on a Public
Key Infrastructure (PKI) for which the RCS client is pre-configured with a root or
intermediate CA (which is recommended to be a public CA root authority) certificate in the
signing chain of the certificate.
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2.13.2 Privacy
2.13.2.1 Overview

A key element of promoting user adoption of RCS is gaining the user’s trust with regards to
privacy. Service Providers need to provide security mechanisms to ensure unwanted parties
cannot gain access to RCS user communications and provide adequate mechanisms to
enable users to control the information they share. The key security measures to meet
these requirements are outlined in section 2.13.1 and privacy controls are summarised in
section 2.13.2.2.

2.13.2.2 Privacy controls

Mechanisms provided in RCS 5.1 to enable users to control their privacy are identified in
this section.

2.13.2.2.1 Multidevice Privacy

Where an RCS user has RCS active across multiple devices this fact shall be obscured
from other users.
NOTE: Where an RCS user has RCS active across multiple devices this fact

cannot be obscured from devices of other users, since the GRUU and/or
sip.instance feature tags shall automatically indicate this fact to these other
devices.

2.13.2.2.2 Presence information Privacy

The RCS user shall have the option of controlling who they share their presence information
with through a process of accepting, blocking or ignoring an invitation to establish a
presence relationship (see section 3.7.4.5).

2.13.2.2.3Video Privacy

The RCS client shall provide the RCS user with control over when any camera on the
device is active.

2.13.2.2.4 Social Presence Information Privacy
The RCS user shall have the option to disable sharing of social presence information.
2.13.2.2.5Network Address Book Privacy

The Service Provider shall ensure access control to the Network Address Book via a
process of authentication.

2.13.2.2.6 Location Privacy

The RCS user shall have the option to control sharing of location information (see section
3.10.1.2).

2.13.2.2.7 Messaging and Chat

An RCS user shall have the option to control information communicated about their actions
during messaging communications and chat sessions, including the suppression of “display”
notifications and “IsComposing” notifications.

2.14 XDM Handling and Shared XDMS

The support of XDM is an optional functionality for RCS and is only required for Service
Providers deploying one of the following services:
e The capability discovery based on presence (see section 2.6.1.2)

e The Personal Network Blacklist (see section 2.15)
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e Social Presence (see section 3.7)
2.14.1 Shared XDMS template
Following template shall be used for the resource-lists in the Shared XDMS:

Shared XDMS:

AUID: resource-lists
Document name: index
Template:

<?xml version="1.0" encoding="UTF-8"?>
<resource-lists xmIns="urn:ietf:params:xml:ns:resource-lists"
xmlns:xd="urn:oma:xml:xdm:xcap-directory"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<!-- The list oma_buddylist contains references to any individual list used according to OMA |G for presence
subscriptions. -->
<list name="oma_buddylist">
<external anchor="http://xcap.gsma.org/resource-
lists/users/sip:1234578901@gsma.org/index/~~/resource-lists/list%5B@name=%22rcs%22%5D"/>
<external anchor="http://xcap.gsma.org/resource-
lists/users/sip:1234578901@gsma.org/index/~~/resource-
lists/list%5B@name=%22rcs_basic_spi_only%22%5D"/>
</list>

<l-- The list rcs_poll_buddylist contains references to individual lists used for RCS non-VIP Contacts -->

<list name="rcs_poll_buddylist">
<external anchor="http://xcap.gsma.org/resource-
lists/users/sip:1234578901@gsma.org/index/~~/resource-lists/list%5B@name=%22rcs_poll%22%5D"/>
<external anchor="http://xcap.gsma.org/resource-
lists/users/sip:1234578901@gsma.org/index/~~/resource-
lists/list%o5B@name=%22rcs_poll_basic_spi_only%22%5D"/>

</list>

<!-- The list oma_grantedcontacts contains the list of all granted contacts -->

<list name="oma_grantedcontacts">
<external anchor="http://xcap.gsma.org/resource-
lists/users/sip:1234578901@gsma.org/index/~~/resource-lists/list%5B@name=%22rcs%22%5D"/>
<external anchor="http://xcap.gsma.org/resource-
lists/users/sip:1234578901@gsma.org/index/~~/resource-lists/list%5B@name=%22rcs_poll%22%5D"/>

</list>

<!-- The list rcs_basic_spi_only_grantedcontacts contains the list of all basic SPI Only granted contacts -->

<list name="rcs_basic_spi_only_grantedcontacts">
<external anchor="http://xcap.gsma.org/resource-
lists/users/sip:1234578901@gsma.org/index/~~/resource-
lists/list%5B@name=%22rcs_basic_spi_only%22%5D"/>
<external anchor="http://xcap.gsma.org/resource-
lists/users/sip:1234578901@gsma.org/index/~~/resource-
lists/list%5B@name=%22rcs_poll_basic_spi_only%22%5D"/>

</list>

<!-- The list oma_blockedcontacts contains the list of all blocked contacts. -->
<list name="oma_blockedcontacts">
<external anchor="http://xcap.gsma.org/resource-
lists/users/sip:1234578901@gsma.org/index/~~/resource-
lists/list%5B@name=%22rcs_blockedcontacts%22%5D"/>
<external anchor="http://xcap.gsma.org/resource-
lists/users/sip:1234578901@gsma.org/index/~~/resource-
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lists/list%5B@name=%22rcs_revokedcontacts%22%5D"/>
</list>

<!-- The list of VIP contacts (buddies) the owner wants to provide all social presence information to. This list
also includes the owner’s own URI -->
<list name="rcs">
<display-name>My presence buddies with location sharing</display-name>
<entry uri="tel:+1234578901"/>
</list>

<!I-- The list of VIP Contacts (buddies) the owner wants to provide only basic social presence information to -
->
<list name="rcs_basic_spi_only">
<display-name>My presence buddies without location sharing</display-name>
</list>

<!I-- The list of NON-VIP Contacts (buddies) the owner wants to provide all social presence information to -->
<list name="rcs_poll">

<display-name>My NON-VIP presence contacts with location sharing</display-name>
</list>

<l-- The list of NON-VIP Contacts (buddies) the owner wants to provide only basic social presence
information to -->
<list name="rcs_poll_basic_spi_only">

<display-name>My NON-VIP presence contacts without location sharing</display-name>
</list>

<l-- The list of blocked contacts -->
<list name="rcs_blockedcontacts">

<display-name>My blocked contacts</display-name>
</list>

<l-- The list of revoked contacts -->
<list name="rcs_revokedcontacts">
<display-name>My revoked contacts</display-name>
<entry uri="tel:+123456" xd:last-modified="2008-12-24T14:32:14Z2"/>
</list>
<list name="rcs_pnb_chat_blockedusers">
<display-name>My chat blacklist</display-name>
</list>

<list name="rcs_pnb_ft_blockedusers">
<display-name> My file transfer blacklist </display-name>
</list>

<list name="rcs_pnb_standalone_blockedusers">
<display-name> My standalone blacklist </display-name>
</list>

<list name="rcs_pnb_outchat_blockedusers">
<display-name>My outgoing chat blacklist</display-name>
</list>

<list name="rcs_pnb_outft_blockedusers">
<display-name> My outgoing file transfer blacklist </display-name>
</list>
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<list name="rcs_pnb_outstandalone_blockedusers">
<display-name>My standalone IM blacklist</display-name>
</list>
</resource-lists>

Table 52: Shared Lists template for RCS

NOTEL1L: the entry in the “rcs_revokedcontacts” list is for illustrative purposes only. It
is included as an example since it deviates slightly from the standard list
usage. The entry in the “rcs” list is also for illustrative purposes only,
showing that the user’s own URI will be included so the user’s clients
receive the user’s own presence information (see also section 3.7.4.3.3).

NOTEZ2: the resource-list contains only the lists needed for the features allowed by
the service provider (e.g. all the lists related to presence should not be
added if only PNB is deployed).

2.14.2 XML Document Handling

When first started the RCS client shall check through a XCAP directory query whether

e The “resource-lists” document exists, if Presence or PNB is deployed by the service
provider.

e The “pres-rules”, “rls-services” and the “pidf-manipulation” (permanent presence state)
documents exist, if Presence is deployed by the service provider.

If they do not exist, the RCS client shall create them if they are applicable (i.e. depending on
whether Presence or PNB is deployed as described in the previous bullets). If the
documents exist, the RCS client will check whether they comply with the templates defined
in sections 2.14.1 and 3.7.4.5.2 by using the following criteria for the documents:

e For the “resource-lists” document, first check whether it contains an
“rcs_basic_spi_only” list. If  not, add the  “rcs_basic_spi_only” and
“rcs_basic_spi_only_grantedcontacts” lists to the document and modify the
“‘oma_buddylist” list to refer to both the “rcs” and the “rcs_basic_spi_only” lists.

o Secondly check whether it contains an “rcs_poll_buddylist” or an “rcs_poll” list. If not,
add the “rcs_poll”, “rcs_poll_basic_spi_only” and “rcs_poll_buddylist” lists to the
document and modify the “oma_grantedcontacts” list to refer to both the “rcs” and the
“rcs_poll” lists and the “rcs_basic_spi_only_grantedcontacts” list to refer to both the
“rcs_basic_spi_only” and “rcs_poll_basic_spi_only” lists.

o For the “rls-services” document, firstly check if the “rcs” service URI entry refers to the
“‘oma_buddylist” list. If the document refers to the “rcs” list instead, the RCS client shall
modify it to refer to the “oma_buddylist” list

e Secondly, check if it contains an “rcs_poll” service URI entry. If not, an “rcs_poll” service
URI entry with a reference to the “rcs_poll_buddylist” in Shared XDMS will be added.

e For the “pres-rules” document, check whether it contains the
“rcs_basic_spi_only granted_contacts” rule. If not, the RCS client shall add this rule to
the document.

e For ‘rcs_pnb_chat_blockedusers”, ‘rcs_pnb_ft_blockedusers”
‘rcs_pnb_standalone_blockedusers”, ‘rcs_pnb_outchat_blockedusers”,
“rcs_pnb_outft_blockedusers” and “rcs_pnb_outstandalone_blockedusers” lists in the
Shared XDMS, if they do not exist and the PNB MANAGEMENT configuration
parameter (see section A.1.2) is set to enabled, they shall be added to the “resource-
lists” document.
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Once the documents have been setup in this way, the RCS client shall only modify the “rcs”,

“rcs_basic_spi_only”, “rcs_poll”, “rcs_poll_basic_spi_only”, “rcs_revokedcontacts” and
“rcs_blockedcontacts”, ‘rcs_pnb_chat_blockedusers”, ‘rcs_pnb_ft_blockedusers”,
‘rcs_pnb_standalone_blockedusers”, ‘rcs_pnb_outchat_blockedusers”,

‘rcs_pnb_outft_blockedusers” and “rcs_pnb_outstandalone_blockeduserslists in the
“resource-lists” document. Only if the user explicitly requests to recreate the documents
according to the possibility described below, the other documents and parts of the
“resource-lists” document should be modified.

XDM documents can be updated without the involvement of the RCS client of this RCS
release. Two types of changes are possible:

1. Shared lists are updated by adding new entries, removing entries or updating entries.

2. Structural changes to the documents (for example to support new options in the
presence authorization).

In case 1, in order not to overwrite changes done for example by another client, either a
conditional update should be done (per XCAP conditional operations as defined in
[RFC4825] section 7.11) or the client should retrieve the latest status of the document
before doing the update. An RCS client of this RCS release shall support one of these
options when updating XDM documents.

Case 2 (structural changes to a XDM document) could occur when an RCS client of this
RCS version is deployed in a future RCS environment, even though the future RCS version
should be backward compatible with previous ones. The RCS client shall go to a read-only
mode with regards to all XDM documents when it detects such changes. Future RCS
versions will indicate this by renaming the “rcs” shared list. If the list is not renamed, but
structural changes were detected in documents in the presence and RLS XDMS, the RCS
client will go to read-only mode only for the updated documents. In that case the RCS client
indicates to the user that they should use a client with an updated RCS version to carry out
commands that require modifying any of such documents.

Circumstances where the user downgrades from a future RCS release to the use of an RCS
client only, (for example the end-user does not have a client with an updated RCS version
or there is some blocked situation between the XDMC and XDMS), the RCS client shall
offer the user the possibility to remove all information stored in the XDMS’s, this then
creates new documents based on its current status and RCS release. The removal of the
documents shall be based on a retrieval of the complete list of documents using XCAP
Directory requests and then removing all listed documents (thus including documents
unknown to the RCS client of this RCS release) using relevant operation such as XCAP
PUT/DELETE.

Should a device for its own internal use maintain a local copy of the Shared XDMS’s
“resource-lists” document (see section 2.14.1) or the information contained therein, then it
shall verify with the Shared XDMS whether its copy is still up to date in the following
situations:

¢ When the client comes online

e When it receives a notification within the dialog of its RLS subscription indicating that the
subscription to a contact is pending or active and according to the locally maintained
information, it is not aware that the user is part of the RCS buddy list.

NOTE1: this situation can occur, when the user invites the contact to share social
presence information from another client, or a contact has been added as a
VIP-contact from another client.

o When it receives a notification within the dialog of its watcher information subscription
indicating that a subscription from a contact changed from the “pending” to the “active”

V3.0 Page 156 of 489



GSM Association Non-confidential
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

or “terminated” state when no action was taken to authorize or block that subscription
from the client. The state change to “terminated” should only be taken into account for
this case when the event triggering the state change indicates “rejected”.

NOTEZ2: this situation can occur when the user authorizes or blocks the subscription
from another client.

o When it receives a notification within the dialog of its RLS subscription indicating that the
subscription to a contact that is presence enabled was terminated with reason “timeout”
when no action was taken from the client to revoke the presence sharing with that
contact.

¢ When it receives a notification within the dialog of its RLS subscription indicating that the
subscription to a contact that is presence enabled was terminated with reason
“noresource” when no action was taken from the client with that contact.

NOTES: this situation can occur, when the user changes a contact from being a VIP
contact to being a non-VIP contact from another client.

NOTE4: a device is not required to maintain a local copy of the Shared XDMS’s
“resource-lists” document. If it does not, for presence it can simply display
the presence information it receives and it does not need to access the
XDMS.

2.14.2.1 Client XML procedures and multi-device

The XML Document Management Client (XDMC) from the RCS client performs the XCAP
Get and Put operations on the Shared List XDMS resource-lists. Once updated by the user,
the RCS client shall store the updated version of the document in the Shared List XDMS for
further access from his other devices.

The XDMC shall cache the ‘resource-lists’ document locally and subscribe to the updates of
that document as described in [XDM2.0_Core] when such subscriptions are enabled
through the XDM CHANGES SUBSCRIPTION parameter described in section A.1.2 of
Annex A. If this is the case, all user's RCS clients that have subscribed to the ‘resource-lists’
document changes will receive a SIP NOTIFY whenever the content of any of the lists has
changed. If subscriptions are not enabled, the RCS client shall not cache the document and
fetch the latest version of the document from the XDMS prior to displaying the list to the
user or enabling them to make modifications in it.

2.14.2.2 Authorizing XCAP Requests

XCAP requests need to be authorized by the XDMS. This authorization relies on an
assertion of the identity of the requestor of an XCAP request.

The HTTP header fields X-XCAP-Asserted-ldentity and X-3GPP-Asserted-ldentity used to
contain the asserted identity of a requestor of an XCAP request may depend on operational
conditions (type of access used by the terminal, Service Provider policy) for example
different Service Providers may apply different algorithms to assert the identity of a
requestor of an XCAP request. Thus, for any Authorization check to be carried out by the
XDMS, any of both X-XCAP-Asserted-ldentity and X-3GPP-Asserted-ldentity header fields
are accepted as a valid header field containing the asserted identity of the requestor of the
XCAP request inside the Service Provider domain.

To offer a unique inter-Service Provider interface, the X-3GPP-Asserted-ldentity header
field is always conveyed between two Service Provider domains, at the NNI interface.

When the terminal of a watcher requests, via XCAP, some content (for example status-icon,
refer to section 3.7.4.4.2.3) associated with the presence document of a presentity, the
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XDMS of the presentity has to check whether the watcher is authorized to access this
content, according to the presentity's presence subscription rules.

As defined in sections 2.14.1 and 3.7.4.5.2, amongst others the "rcs" list is granted this
permission.

The lists in section 2.14.1 can contain both SIP URI and tel URI address of authorized
watchers in a Service Provider domain. To ensure both cases at the NNI interface, the “X-
3GPP-Asserted-ldentity” of the initiator of an XCAP request should contain both the sip URI
and tel URI of this user.

2.15 Personal Network Blacklists (PNB)

With this optional RCS feature that is enabled using the PNB MANAGEMENT configuration
parameter (see section A.1.2), the RCS user may be provided with the possibility to manage
their Personal Network Blacklist (PNB), in order to either prevent receiving undesired
communications, messages or media.

The PNB feature relies on the Shared XDMS that is also used for SPI (see section 3.7).
New lists are pre-defined in the Shared List XDMS as follows:

e “rcs_pnb_chat_blockedusers”: this list contains all blocked senders for chat
e “rcs_pnb_ft blockedusers”: this list contains all blocked senders for file transfer

o “rcs_pnb_standalone_blockedusers™: this list contains all blocked senders for
standalone messages

o “rcs_pnb_outchat_blockedusers”: this list contains all blocked recipients for chat

e “rcs_pnb_outft_blockedusers”: this list contains all blocked recipients for file transfer

e “rcs_pnb_outstandalone_blockedusers”: this list contains all blocked recipients for
standalone messages

2.15.1 RCS Applicability

The enforcement of the PNB feature is performed by the Blacklist Policy Enforcement
Function (BPEF) that could both:

¢ Be implemented as part of the relevant RCS application server (e.g. RCS Messaging
Server), or,

¢ In a separate server, which enforces the policy.

The PNB feature applies only to the following RCS services:
e Standalone messaging (see section 3.2)

e 1-to-1 chat (see section 3.3)

o File transfer (see section 3.5).

Taking into account the supported features, the BPEF can be completely collocated with the
Messaging Server.

The PNB feature can be enabled or disabled. When enabled:

e The BPEF shall apply triggers for checking the RCS user’s PNB, during the relevant
RCS service traffic, on both originating and terminating traffic.

e RCS clients shall be configured with the PNB MANAGEMENT parameter (described in
Annex A, section A.1.2), so it is possible to handle the PNB configuration from the client.

The functionality provided by BPEF is summarized below:
e On originating side:
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o Checks the outgoing blacklists for the respective request (i.e. chat, file transfer or
standalone messaging) and if the recipient is found in the applicable list (e.g.
rcs_pnb_outchat_blockedusers for chat), the request is rejected.

e On the terminating side:
o Checks the blacklists for the respective request (i.e. chat, file transfer or standalone

messaging) and if the sender is found on the pertaining list (e.g. chat_blockedusers
for chat), the request is rejected.

o If supporting the Network-based Common Message Store feature and if allowed by
local server policy, the Messaging Server stores the blocked message/chat/File
Transfer event with the metadata content following Conversation History format as
per [RCS5-CPM-MSGSTOR-ENDORS].

2.15.2 PNB management

The PNB can be updated in any of the following ways:

1. The user performs the management of the lists from their RCS client by adding or
deleting users in the list entries of the Shared List XDMS using XCAP, or

2. The RCS client supports the user, by prompting him/her to choose upon a rejection (e.g.
chat, group chat or file transfer) to add the originator in the respective blacklist.

Once the user rejected a Chat invitation, or a File Transfer, the RCS client Ul may prompt
them to select whether the rejection is permanent, or if it is a onetime rejection. A
permanent rejection will trigger an update in the user’s respective black list, by adding the
originator in that list.

Other options may be possible, such as allowing the RCS user to add other users in their
PNBs from the viewing of the Conversation History.

Regardless of the trigger for the PNB update by the RCS Client, when such update needs to
be done in the network, the RCS Client shall issue an XCAP request as per [XDM2.0_Core]
procedures and as described in section 2.14.2.

2.15.2.1 Authorizing PNB management requests

The authorization of the PNB management requests (get, update, delete) is done as
described in section 2.14.2.2.

2.16 Emergency Services
2.16.1 General

In some markets, regulatory requirements are emerging for IMS Multimedia Emergency
Services. UEs and the network in required markets must support the 3GPP Release 11 IMS
Emergency Services as specified in [3GPP TS 24.229-rel11], [3GPP TS 23.167], Chapter 6
and Annex H, and 3GPP Release 11 emergency procedures specified in [3GPP TS 24.301].

Please note [PRD-IR.92] and [PRD-IR.58] in Section 5.2 specify Emergency Services
support.

2.16.2 RCS 5.1 Service Feature List

Emergency Services support is provided in the following RCS 5.1 Service Feature:
e 1-to-1 Chat
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3 RCS 5 Services

3.1 General Service Overview

RCS 5.1 provides several services that fit into the framework defined in section 2. As
mentioned in section 1.2 all of these services are optional for a Service Provider to deploy.

The first set of services is intended to enhance the user's messaging experience. Section
3.2 describes the standalone messaging service based on OMA CPM that is considered as
an evolution of the SMS/MMS messaging services providing fewer restrictions and provides
the interworking capability with those services. Section 3.3 introduces the 1-to-1 chat
service that provides a more real-time experience through “IsComposing” indications next to
the store and forward functionality, including delivery and display notifications, that allows
reaching users while they are offline. In section 3.4 it is described how the 1-to-1 chat
service is extended to multiparty scenarios. For both the 1-to-1 chat and for this Group
Chat, the technical realization can be based on either OMA SIMPLE IM or OMA CPM.
Interworking between these realisations has been described to manage these as a single
service providing transparency and an enhancement to the UX.

As a service that is closely related to the messaging in that it is used for the exchange of
discrete content and is based on the same underlying technology, chapter 3.5 describes the
File Transfer service allowing a user to exchange any type of file with another user.

Chapter 3.6 introduces the content sharing services allowing the user to exchange a video
or image in real-time with another user. For video sharing this can be done both within a call
and outside of a call, while the sharing of images is only available during a call. In other
circumstances the File Transfer service could be used.

The social presence service in chapter 3.7 allows the user to announce a status including a
picture, a link and possibly even information related to his location to a subset of his
contacts while at the same time receiving status updates from those same contacts.
Depending on the user’s preference regarding a contact, they could be informed about such
status changes in real-time or after a potentially long delay.

Section 3.8 and 3.9 describe respectively an IP based voice and video call functionality for
broadband access clients and mobile devices on HSPA and LTE. These services include
support for a set of supplementary services and ensure the quality of service delivery when
used on HSPA and LTE access. For the voice call, a mobile device on HSPA and LTE
provides continuity to a CS call if network coverage circumstances require this. These
services are based on [PRD-IR.58] and [PRD-IR.92] for the voice call and [PRD-IR.94] for
the video call.

A geolocation service is introduced in section 3.10 which allows a user to share their
location (or any other desired location) with a contact including requesting the location of a
contact.

All these services can be invoked either from within the address book provided that the
contact has the corresponding capability (see section 2.6) and the current network
connectivity allows using the service (see section 2.6.4.1) or directly from the device’s
menu. Additional entry points may be the chat and call history, the media gallery and
camera application depending on what is suitable for the service.

Most of the NNI handling is done as described in section 2.12.
3.2 Standalone messaging

RCS 5.1 provides a Standalone Messaging service as described in [RCS5-CPM-
CONVFUNC-ENDORS]. It includes both text and multi-media messaging services using
IMS-based OMA CPM Standalone Messaging instead of the SMS and the MMS.
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The use of OMA CPM Standalone Messaging removes some of the limitations associated
with a messaging service deployment based on the SMS and MMS services, e.g., the 160-
character message size, content type, lack of display notifications for text messages and
support for the service users with multiple devices.

In addition, the RCS 5.1 Standalone Messaging service supports interworking to SMS and
MMS as described in [RCS5-CPM-IW-ENDORS].

A conversational view of the CPM standalone messaging is used in RCS 5.1, and it can be
synchronized between a user’s multiple devices, by making use of the CPM Network-based
Common Message Store as described in [RCS5-CPM-MSGSTOR-ENDORS].

3.2.1 Feature description

The feature list of the RCS 5.1 standalone messaging service includes the following main
features:

¢ Standalone messaging (text and multimedia)

e Delivery and Display Notifications

e Support for multiple devices per user

o Deferred Messaging

¢ Central Message Storage

¢ Interworking with legacy messaging services

These features are further described in sections below.
3.2.1.1 Standalone messaging

The RCS 5.1 standalone messaging capability employs the OMA CPM's SIP-based
standalone messaging as described in [RCS5-CPM-CONVFUNC-ENDORS]. It evolves the
two separate text and multimedia messaging mechanisms into one single and unified
messaging framework. This converged messaging mechanism uses the combination of the
Pager Mode messaging mechanism and the Large Message Mode messaging mechanism.
The mode is selected based on the message size. Smaller messages are sent via Pager
Mode and larger messages via Large Message Mode. This built-in capability of the RCS 5.1
Standalone Messaging enhances the user experience by making the selection transparent
to the user: the user does not have to choose between messaging technologies based on
either the media type or artificially imposed size limits. In addition the RCS 5.1 Standalone
Messaging further facilitates the transition from the currently distinct SMS and MMS
messaging services towards a single all-IP Messaging services.

The RCS 5.1 standalone messaging includes support for the following specific features:

1. In supporting both text and multi-media messaging, it does not make a distinction
between text and multimedia messages.

2. lts message delivery includes both 1-to-1 and group messaging including support for
“reply-to-all” functionality.

3. Imposes no limitations on the message size and media types. However, the maximum
message size can be controlled by Service Providers.

4. Capabilities for both broadband access and mobile access terminals.

5. It can store a message exchange both in the local and central message storages and to
present a conversational view of the exchanged messages.

6. Provides message delivery and display notifications.
3.2.1.2 Delivery and display notifications

Upon sending an RCS 5.1 Standalone Message including a request for message disposition
state, the sender shall receive a delivery notification and may receive a display notification.
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If an RCS 5.1 Standalone Message contains a disposition notification request targeted at a
group of recipients or when multiple disposition notifications are expected to arrive for the
same standalone message, the originating user may receive aggregated disposition
notifications based on Service Provider policies. Aggregating disposition notifications may
be performed by the originating Participating Function or the Controlling Function.

In the case of delivering an RCS Standalone Message to multiple devices of the same
contact/user, the terminating Participating Function shall, for each disposition notification
type (i.e. delivery and display notifications), forward the first disposition notification received
to the originator of the message and shall suppress the forwarding of subsequent
disposition notifications received from the other devices that the message was delivered to.

3.2.1.3 Support for multiple user devices

The RCS 5.1 standalone messaging supports users with multiple devices. The RCS 5.1
standalone messaging service shall be available on all of the RCS 5.1 capable
devices/clients of a user. More specifically, an incoming message shall be delivered to all
clients of a user, which are online and capable of handling the RCS 5.1 standalone
messaging service. If all clients of a user were offline when a message has to be delivered,
the message will be delivered to the first client that comes online if the message has not
expired in the meantime. The procedures for handling the multiple devices are described in
[RCS5-CPM-CONVFUNC-ENDORS].

3.2.1.4 Deferred Messaging

As opposed to immediate message delivery, the RCS 5.1 “deferred messaging” is to
temporarily hold the message in the terminating Participating Function and deliver it at a
later time. Furthermore, the deferred messaging is to defer the delivery of standalone
messages when none of the terminating RCS user’s devices is registered and available to
receive the messages. In this case, the undelivered messages stay in the RCS Patrticipating
Function until they are either delivered to the user devices, are deleted or expire. The
procedures for handling the deferred standalone messages are described in [RCS5-CPM-
CONVFUNC-ENDORS].

3.2.1.5 Network-based common message storage

In RCS 5.1, a Network-based Common Message Store is used to store messages
(standalone text or multimedia and chat messages). An RCS user will have control over the
messages to be stored in their message storage. The network-based common message
storage allows a user to improve their organization of their stored messages. In addition to
this, the Network-Based Common Message Store is used to provide storage for all
messages sent and received by a client supporting the RCS 5.1 text and multimedia
messaging service which also includes any other messages that they receive.

The RCS 5.1 network-based common message storage supports synchronization of stored
objects with the local storage in all registered RCS devices

The storage is always subject to operator-controlled message size and storage quota
limitations.

Relevant storage usage information can be collected to allow a service provider to apply
usage based charges.

3.2.1.6 Interworking with legacy messaging services

The purpose of this feature on interworking between the RCS 5.1 standalone messaging
and the legacy messaging services, e.g., SMS, MMS, is to communicate, in a seamless
manner, with devices or networks that support legacy SMS and/or MMS messaging
services.
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3.2.1.7 Personal Network Blacklists handling

NOTE: In the present section, it is assumed that the BPEF as described in section
2.15.1 is provided by the Messaging Server.

When supported, the user defined Personal Network Blacklists are applied by the
Messaging Server at both origination and termination of standalone messages.

If any of the recipients of a Standalone message are found in the corresponding Standalone
blacklists at either origination and/or termination, the Messaging Server:

e At the originating side:

o removes the recipient at origination, and continues with processing the message to
the remaining recipient(s). If the recipient is the only recipient of the message, then
the message is discarded and an error is returned to the originator user.

e On the terminating side:
o stores the message(s) blocking event in the Blocked Folder.

o checks whether a notification should be sent to the user about the blocked message
or not, based on Service Provider policies.

3.2.2 Interaction with other RCS features

There are no interactions between the RCS 5.1 Standalone Messaging service and other
RCS services.

3.2.3 High Level Requirements

This section contains Standalone Messaging service’s high level requirements. These
requirements are listed in two separate support aspects for client and server as follows:

3.2.3.1 Client/device support

3-2-1  Network-based Common Message Store capability: The ability for RCS users to
store and manage their messages if the network-based common message storage
is deployed and the user has a subscription to the Network-based Common
Message Store.

3-2-2  Delivery and Display Notifications: Supporting RCS user to request and receive
notifications on the disposition state of a standalone message they have sent.
Furthermore, the client device should allow both the sending and receiving users to
optionally enable/disable the display notifications request and response,
respectively.

3.2.3.2 Server support

3-2-3  Number of recipients: For the Standalone Messaging to support both 1-to-1 and 1-
to-many (group) messaging features including “reply-to-all” for the group
messaging.

3-2-4  Multiple clients/devices: The ability to support RCS users employing multiple RCS
capable devices/clients.

3-2-5 Interworking with legacy SMS and/or MMS: The ability to interwork and
communicate with other messaging servers supporting legacy SMS and/or MMS
messaging services.

3-2-6  Deferred messaging: To defer the delivery of an RCS Standalone Message when
none of the terminating RCS devices is registered and available to receive the RCS
Standalone Message.

3-2-7 Network-based common message storage capability: For storing a user’s
messages and synchronizing them across RCS user’s multiple devices.
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3-2-8 Delivery and Display Notifications: The server shall ensure that requests for
disposition notifications and the notifications themselves are delivered correctly

3.2.4 Technical Realization
3.2.4.1 Standalone messaging

The technical realization of the RCS 5.1 standalone messaging is based on the OMA CPM
Pager Mode and Large Message Mode mechanisms as described in [RCS5-CPM-
CONVFUNC-ENDORS]. These messaging modes in conjunction with the 3GPP IMS
functional entities as the infra-structure for the messaging functional entities are used as the
platform for providing an end-to-end standalone messaging service.

Both CPM Pager Mode and Large Message Mode Standalone Messaging mechanisms are
based on the use of the IETF SIP protocol. The Pager Mode messaging uses the SIP
MESSAGE method, which imposes a limitation for the maximum message size, while the
Large Message Mode messaging uses dedicated SIP/MSRP sessions set up for the
delivery of large messages without limiting the message size.

The maximum size of an RCS Standalone Message to be sent using the Pager Mode
messaging cannot exceed 1300 bytes. Messages with size exceeding this threshold will be
handled by the Large Message Mode messaging. Therefore, an RCS 5.1 Standalone
Message will be sent and delivered using either the Pager Mode or the Large Message
Mode depending on the size of the message. This procedure is transparent to the user, i.e.,
the user does not make the decision to use either Pager Mode or Large Message Mode
messaging nor do they see a difference in the service behaviour.

From the user access perspective, the same technology is used for simultaneous delivery to
mobile and broadband access clients.

3.2.4.1.1 Pager Mode Messaging

Figure 40 presents an architectural view of the RCS 5.1 standalone messaging employing
Pager Mode messaging.

\ | /
B 3 l /l,MAPR Mobile
SIP MESSAGE \\ I S
q\\—x N z A ~ S Bk
AP < B IAp MSGSTORE N
: IMAP
LTE Device PR ! / SIP MESSAGE ./ LTE Device
SIPMESSAGE \ " Gl reivar— | SIP MESSAGE
= e MSGSTORE | 3
7 | | P MESSAG
SIP MESSAGE !
SIP MESSAGE L MESSAGE
SIP MESSAGE P i CPM Participating Function | BA Client
e CPM Controlling Function

o~
BA Client > Sip MissAGE
< |
I

Figure 40: Standalone Messaging using Pager Mode

The detailed procedures for the sending and delivering of a message to the recipient are
described in [RCS5-CPM-CONVFUNC-ENDORS]. From the sending user client/device, the
message will pass through the Participating Functions at the originating and terminating
sides to be delivered to the intended receiving client(s).
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If the message is targeted for a group of recipient users, it will be sent from the Participating
Function in the originating side to a Controlling Function, also in the originating side that will
then perform the procedures for distributing the message to the Participating Functions
attending the intended recipient clients.

The RCS Standalone Message delivery and display notifications will follow the reverse path
that was used for sending the message.

As described in [RCS5-CPM-CONVFUNC-ENDORS], if the Network-based Common
Message Store is provided any standalone message that is sent or received will be stored in
the corresponding RCS user’'s Message Store as described in Section 3.2.4.7.

3.2.41.2 Large Message Mode Messaging

Figure 41 presents an architectural view of the RCS 5.1 Standalone Messaging employing
the Large Message Mode messaging.
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Figure 41: Standalone messaging using Large Message Mode

A large text or multimedia message is sent from an RCS client and delivered to the target
client using the Large Message Mode messaging mechanism as described in [RCS5-CPM-
CONVFUNC-ENDORS]. Through an MSRP session established following a successful SIP
INVITE, the message will be passed through the Participating Functions in the originating
and terminating sides to reach the intended recipient. The SIP INVITE includes the size of
the standalone message and the content type(s) used in the message.

The terminating Participating Function, amongst other procedures, performs the procedures
for deferring messages if none of the intended recipient’'s RCS capable devices is online.

If the message is targeted for a group of recipient users, it will pass through the Participating
Function in the originating side to the Controlling Function also at the originating side before
reaching the Participating Function(s) at the terminating side(s). The Controlling Function
handles the distribution of the message to various target recipients. As in this case, a list of
recipients will be provided along with the delivered message, each recipient has the
possibility to send a reply to the sender as well as to all the other users that were addressed
in the original message.

The delivery and display notifications of a sent standalone message will follow the reverse
path of the sent message.

As described in [RCS5-CPM-CONVFUNC-ENDORS], if the Network-based Common
Message Store is provided any standalone message that is sent or received will be stored in
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the corresponding RCS user's Network-based Common Message Store as described in
Section 3.2.4.7.

3.2.4.1.3 Standalone Messaging Service identification

The RCS client shall populate the P-Preferred-Service header field in all CPM requests with
the CPM Feature tag defined for the service, as described in [RCS5-CPM-CONVFUNC-
ENDORS]. The S-CSCF or AS that performs the service assertion in the originating network
shall add the P-Asserted-Service header field set to the value of the asserted CPM service
ICSI (i.e. standalone messaging, such as: “urn:urn-7:3gpp-service.ims.icsi.oma.cpm.msg”
for Pager Mode, or “urn:urn-7:3gpp-service.ims.icsi.oma.cpm.largemsg” for Large Message
Mode, or “urn:urn-7:3gpp-service.ims.icsi.oma.cpm.deferred” for deferred delivery) and
remove the P-Preferred-Service header field before further routing the request.

A receiving network element and RCS client should ignore any SIP header fields that they
do not understand (e.g. P-Preferred-Service, or P-Asserted-Service header fields).

3.2.4.2 Delivery and Display Notifications

The disposition status notifications for a sent standalone message will follow the reverse
path of the sent message. The disposition naotifications for the standalone messaging could
be used for the 1-to-1 or 1-to-many messaging and for two types of notifications, delivery
and display, as specified in [RCS5-CPM-CONVFUNC-ENDORS].

For network optimization purposes, the aggregation of IMDNs as specified in [RFC5438]
may be supported for network initiated IMDNSs:

o Within the Service Provider's own network, the aggregation of IMDN may be supported
(per local policy).

o For inter-Service Provider interoperability, the individual IMDN will always be sent to the
target network, where the aggregation of IMDN is up to the target network (per local
policy). That is, if the aggregated IMDNs received by the Messaging Server contain
IMDNSs that need to be sent to another network, the Messaging Server will repackage
the aggregated IMDNs accordingly before sending them to the Chat message sender on
the other network.

e |If the aggregated IMDNSs received by the Messaging Server contain both in-network and
inter-Service Provider Chat message senders, the Messaging Server will repackage the
aggregated IMDNs according to in-network Chat message senders and inter-Service
Provider Chat Message senders.

When delivery and display notifications are requested in a Standalone Pager Mode
Message (i.e. via SIP MESSAGE), the device identifier shall be set by the sender in the
CPIM From header, using either a public gruu or a sip.instance value as defined in section
2.11.3.

3.2.4.3 Deferred Messaging

The terminating Participating Function, amongst other procedures, performs the procedure
for deferring messages if none of the RCS capable devices of the recipient is online.

When no RCS 5.1 target recipient client is registered, the terminating Participating Function
holding the message for delivery may decide to defer the standalone message for delivery
at a later time. For the delivery of a deferred standalone message, the Participating
Function has the following options as specified in [RCS5-CPM-CONVFUNC-ENDORS]:

1. To send a notification to the RCS clients of the target recipient and wait for these
client(s) to take action,

2. To push the deferred standalone messages once one of the clients of the target
recipient RCS user becomes available.

NOTE: Service provider’s policies may guide which option to adopt.
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If a deferred standalone message expires before it is delivered, the terminating Participating
Function shall handle the deferred message by discarding it.

3.2.4.4 Personal Network Blacklists handling

NOTE: In the present section, the BPEF as described in section 2.15.1 may be
provided by the Messaging Server.

When supported, the PNBs are applied by the BPEF at both origination and termination of
standalone messages.

The following resource-lists from Shared XDMS (see section 2.14.1) are checked by the
BPEF by comparing the URI values used in the request and in the list:

e at Standalone message origination:

a) the BPEF checks the ‘rcs_pnb_outstandalone_blockedusers’ list to verify that the
recipient(s) is/are not among the blocked users for this request by comparing URIs
contained in the list with the URI value of the Request URI of the SIP request for a 1-
to-1 message or with the URIs in the recipient-list body for 1-to-many message.

b) If true, the BPEF:

o removes the recipient from the list of recipients before continuing to process and
sending out the Standalone message;

o if the recipient is the only one in the message, then the message is discarded and
a 403 Forbidden response with a warning header set to “122 Function not
allowed” is returned to the user.

o if there are multiple recipients of the message, the number of acceptable
recipients is checked by the Messaging Server after the Personal Network
Blacklists verification.

¢ On termination, the BPEF checks the ‘rcs_pnb_standalone_blockedusers’ list, to verify if
the sender of the Standalone message is among the blacklisted users by comparing the
URIs contained in the list with the URI values of the P-Asserted-ldentity header field of
the SIP request.

a) If true, the BPEF:

o shall return a 403 Forbidden response with a warning header set to “122 Function
not allowed” and,

o it suppresses any further IM notifications (“delivered” and/or “displayed”) for the
blocked messages, and

o the BPEF stores received blocking event in the dedicated Blocked Folder.
3.2.4.5 Multidevice handling

The RCS 5.1 supports delivering of standalone messages to multiple devices. As described
in [RCS5-CPM-CONVFUNC-ENDORS], the delivery of RCS 5.1 Standalone messages will
be delivered to all the user's RCS 5.x devices that are online. Also, when applicable, the
message is delivered to a single non-RCS 5.x device of the user through interworking with
either SMS or MMS as explained in Section 3.2.4.6.

The support of the RCS 5.1 multidevice environment includes the following major features:
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1. When a user sends a message from one of their devices capable of handling the RCS
5.1 standalone messaging and a Network-based Common Message Store is available,
all other online devices capable of handling the RCS 5.1 standalone messaging services
shall display the message along with related information such as message state and its
disposition.

2. If a Network-based Common Message Store is available, all offline clients supporting
the RCS 5.1 standalone messaging service will be capable of showing the messages
that the user has sent and received (except for already deleted messages) when the
clients are back online.

3. Handling of delivery and display notifications when multiple clients receive a message,
the terminating RCS 5.1 Participating Function shall support forwarding both delivery
and display notifications to the originating client, by forwarding the first disposition
notification received from one of the devices that the standalone message was delivered
to. It suppresses forwarding subsequent disposition notifications received from the other
devices to which the message was delivered.

All procedures for sending and receiving standalone messages and their disposition
notifications in an RCS 5.1 multidevice environment, where the RCS 5.1 user employs
multiple devices, are performed as described in [CPM-SYS_DESC] and specified in [RCS5-
CPM-CONVFUNC-ENDORS]

3.2.4.6 Interworking with Legacy Messaging services

The [RCS5-CPM-IW-ENDORS] document describes general interworking procedures
applicable to both SMS and MMS and the realization details for the SMS and MMS
interworking. The interworking procedures for the SMS include references to 3GPP’s IP-
SM-GW (IP Short Message Gateway) as described in [RCS5-3GPP-SMSIW-ENDORS].

3.2.4.6.1 Interworking procedure

The procedures for the RCS 5.1 standalone messaging service feature interworking to SMS
and MMS legacy messaging services are performed by two interworking functional entities,
the Interworking Selection Function (ISF) and the Interworking Function (IWF). After the
Participating Function has decided that the message has to be interworked the selection of
whether to interwork to SMS or MMS is done in the ISF as described in [RCS5-CPM-IW-
ENDORS]. The actual interworking procedure is performed by the SMS and MMS
gateways described in [RCS5-3GPP-SMSIW-ENDORS] and [RCS5-CPM-IW-ENDORS].
These functions also interwork the delivery notifications received from the SMS and the
delivery and display notifications received from the MMS message recipient(s) and forward
them to the sending Participating Function to be passed on to the sending RCS client.

The interworking functions also interwork any incoming SMS or MMS messages to RCS
messaging.

3.2.4.6.2 Interworking with SMS

When the target recipient device for an RCS Standalone Message is a non-RCS 5.x
capable, an SMS capable device, the process of interworking with legacy SMS is invoked
according to [RCS5-CPM-CONVFUNC-ENDORS]. In Figure 42, an architectural view of the

RCS 5.1 standalone messaging service interworking with the legacy SMS is shown. The
legacy mobile device is shown as a non-RCS 5.1 device.
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Figure 42: Standalone Messaging interworking with SMS

When the SMS interworking function (IP-SM-GW or SMS-IWF) receives a SIP MESSAGE
request with the OMA CPM ICSI “3gpp-service.ims.icsi.oma.cpm.msg”, it checks the size of
the received payload of the SIP MESSAGE request. If the size of the payload is too large to
be sent as one SMS message, the payload will be divided into concatenated SMS
messages. The SMS-IWF will send the request(s) generated based on the received SIP
MESSAGE request towards the SMS-C (Short Message Service Centre) using either the
SMPP (Short Message Peer-to-Peer) or MAP (Mobile Application Part) protocols,
depending on the type of SMS network in which it is deployed, as specified in [RCS5-CPM-
IW-ENDORS] or [RCS5-3GPP-SMSIW-ENDORS] respectively.
NOTE: For clarity, Figure 42 mainly shows the latter deployment option since the
differences between both options are in the existing SMS deployments and

therefore have no impact on the Standalone Messaging service.

Breakout to SMS can be done at the originating side if the addressed user is not an IMS
user. This is determined based on the standalone messaging capability information, on local
information the Messaging Server may have about the recipient, or when the Messaging
Server receives an error response. Otherwise, the breakout at the terminating side is done,
if either the addressed user is an RCS user using SMS instead of RCS 5.1 standalone
messaging service or the user is using a mixture of legacy and RCS devices.

The following error responses to the SIP MESSAGE (or, for the IP-SM-GW realisation,
optionally for a Large Message Mode message the SIP INVITE) request indicate that the
recipient is not an RCS contact and these responses can be used to trigger interworking:

e 404 Not Found;
e 405 Method Not Allowed;
e 410 Gone;
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e 414 Request URI Too Long;

e 415 Unsupported Media Type;
e 416 Unsupported URI Scheme;
o 488 Not Acceptable Here;

e 606 Not Acceptable.

The case for delivering text messages to a (primary) broadband client of a non-Standalone
Messaging user is beyond the SMS interworking gateway of the standalone messaging and
its platform. It is not shown in Figure 42 to avoid overloading it. In that scenario the MAP
(Mobile Application Part) or SMPP request from the SMS-IWF to the legacy Mobile Device
for the incoming SMS message would be replaced by a SMSolP (SMS over IP) request,
which is relayed to the legacy BA Client via the Serving Call Session Control Function (S-
CSCF).

3.2.4.6.3 Interworking with MMS

When the target recipient device for standalone messaging is not an RCS 5.x device and
the message to be sent is a multimedia message, the process of interworking with legacy
MMS is invoked according to [RCS5-CPM-CONVFUNC-ENDORS].

Figure 43 presents an architecture view of the interworking for multimedia messaging. As
shown, the legacy mobile device at the terminating side may either be an RCS user’'s
primary device that uses MMS instead of RCS 5.1 Standalone Messaging or a non-RCS
device capable of receiving MMS.

Depending on the size of the standalone message, it could be either a text message with a
large payload or a multi-media standalone message. In the former case the interworking
with SMS would apply as described in section 3.2.4.6.2 if the message were small enough
for a concatenated SMS. Otherwise, the interworking would be to the MMS service, hence
sending a SIP INVITE request to the RCS 5.1 MMS-IWF.

When the RCS 5.1 MMS-IWF receives a SIP INVITE request containing the OMA CPM ICSI
“3gpp-service.ims.icsi.oma.cpm.largemsg” for a Large Message Mode standalone message,
it will send a 200 "OK" response if no errors are found in the SIP INVITE request or an
appropriate error response. This is followed by the MMS-IWF’s subsequent receiving of an
MSRP SEND request for the establishment of the MSRP session, and the process then
continues as described in [RCS5-CPM-IW-ENDORS].
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Figure 43: Standalone messaging interworking with MMS

Breakout to MMS can be done at the originating side if the addressee is not an IMS user
either based on local information the Messaging Server may have about the recipient, or
when it receives an error response. Otherwise, the breakout at the terminating side is done
if either the addressee is an RCS user using MMS instead of RCS 5.1 standalone
messaging service or the user is using a mixture of legacy and RCS devices.

The following error responses to the INVITE request indicate the recipient is not an RCS
contact and can be used to trigger interworking:

e 404 Not Found;

e 405 Method Not Allowed;

e 410 Gone;

e 414 Request URI Too Long;

e 415 Unsupported Media Type;
e 416 Unsupported URI Scheme;
e 488 Not Acceptable Here;

e 606 Not Acceptable.

Similar to SMS interworking, in the MMS interworking of Figure 43, the case for delivery of
the multimedia message to a Broadband Access client of a non-RCS 5.1 user is not shown
to not overload the figure.

3.2.4.7 Network-based common message storage

RCS 5.1 supports a “network-based common message storage” as described in Section 5.5
of [CPM-SYS_DESC] and specified in [RCS5-CPM-MSGSTOR-ENDORS]. Using IMAP
connection, an RCS 5.1 user can access and manage their stored objects, as described in
[RCS5-CPM-MSGSTOR-ENDORS] regardless of their RCS 5.1 service registration.
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3.2.5 NNI and IOT considerations

For the Standalone Messaging service three NNI interfaces are possible:

e The NNI described in section 2.12 carrying the standalone messaging service across
RCS 5.1 compliant networks

e SMS NNI
e MMS NNI

Which of these interfaces is used is decided based on the Service Provider’s policies and
the applicable interworking agreements.

3.2.6 Implementation guidelines and examples

From the RCS 5.1 user experience, the following three possible entry points to the
standalone messaging may be supported:

1. Standalone Messaging screen/window
There may be a dedicated “Standalone Messaging” application point of entry in the
device menu. From this Standalone Messaging screen/window, a standalone message
can be initiated or received using the relevant menu items and the device’s supported
keypad/keyboard. This application may also provide access to the user's message
store for viewing and managing stored messages, e.g. message history.

2. Integrated messaging screen/window
There may be a dedicated integrated messaging application point of entry in the device
menu. From this integrated screen/window, a message can be initiated or received
using the relevant menu items and the device’s supported keypad/keyboard. This
application may also provide access to the user's message store for viewing and
managing stored messages, e.g. message history.

3. Address book window

Using this entry point, a message may be initiated with any contact. The experience

when interacting through this entry point is identical to that of the messaging

screen/window.

NOTE: when displaying the messages exchanged, the time indication can be set
according to the CPIM DateTime header and the datetime element in the
delivery notifications as described in section 3.3.6.6 allowing correct
ordering of the messages even if the device’s clock is not set correctly.

3.3 1-to-1 Chat

3.3.1 Feature description

3.3.1.1 General

The Chat service enables users to exchange messages between two users instantly.

The following RCS 5.1 1-to-1 Chat features are described:

e Store and forward
This feature requires a Messaging Server to store messages and notifications (delivery
and display) when the destination user is not online and deliver them to the user when
he comes online again (i.e. store and forward).

¢ Interworking of Chat to SMS/MMS
This feature requires a Messaging Server to interwork the messages to and from SMS
or MMS.

o "Delivered" message notification
This allows the sender of a message to be notified when their message has been
delivered to the recipient.
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¢ "Displayed" message notification
This allows the sender of a message to be notified when their message has been
displayed on one of the recipient’s devices. Note that this notification cannot certify that
the recipient has actually read the message. It can only indicate that the message has
been displayed on the recipient's terminal User Interface (Ul).

o Delivery of notifications (delivered and displayed) outside a session
It should be possible to deliver notifications independently of whether a 1-to-1 chat is
established or not.

e IsComposing indications
This allows a user in a chat conversation to see when another user is typing a new
message/reaction.

e Local Black List
The terminal/client may support a locally stored Black List to handle incoming chat
requests. Users are allowed to qualify undesired incoming chat as spam. This prevents
subsequent messages from those originators to be shown or even notified to the user.
Also, this undesired traffic will not be acknowledged to have been read. The Black List
behaviour applies not only to Chat but also to File Transfer.

e PNB
The PNBs stored in the network and set by the RCS user contains the lists of URIs for
contacts (or lists), that an RCS user has set for blocking purposes. The BPEF uses the
PNB lists for chat incoming and outgoing traffic blocking.

e Local Conversation History
The terminal/client supports a locally stored conversation.

¢ A Network-based Common Message Store
A Network-based Common Message Store for the chat sessions may be used to
synchronize the messages between devices. It also allows the user to keep a back-up of
important conversations in the network.
In the device, alignment is expected between the local Conversation History and the
synchronization with the Network-based Common Message Store. How this alignment is
done is left up to the device implementation.

e User Alias (Display Name)
A user defined display name may be sent when initiating a communication with another
user.

¢ Flexibility to allow multimedia messages within a chat conversation
Multimedia message exchange is supported in a chat session. However, whether or not
multimedia messages are allowed during a Chat session is up to a Service Provider and
controlled by a configuration parameter (see MULTIMEDIA IN CHAT in Table 77 of
Annex A).

3.3.2 Interaction with other RCS features
3.3.2.1 Switching to Group Chat

A Group Chat can only be initiated from a user on a Service Provider which has deployed a
Messaging Server. It is optional for a Service Provider to provide the Group Chat
functionality. Therefore from the terminal perspective, if the configuration parameter CONF-
FCTY-URI (see Table 76) is not configured or configured with a dummy value, the terminal
should not allow the user to add additional parties to the chat or start a Group Chat.

A 1-to-1 Chat can be converted into a Group Chat by either of the two Users A and B by
adding new users to it. User A and User B are given the option in their Ul to add one or
more chat partners to the conversation. A user may be limited to the contacts known by
their devices to be RCS users. Otherwise the originating user's Messaging Server needs to
be prepared to potentially interwork messages to non-RCS Users via SMS or MMS.
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A real time check of contacts capabilities may be performed when initiating a Group Chat
(section 3.3.6.3). A new Group Chat composing window is created in the initiating device,
for example, User A’s device, and the result of this check is visible here.

When User A sends the first message a new Group Chat is opened between all the
selected users, and User A and User B as described in section 3.3.6.3.

For User B a new Group Chat composing window is created in the user’s device.
3.3.2.2 File Transfer within 1-to-1 chat and interaction with the blacklist

NOTE: In the present section, the BPEF as described in section 2.15.1 may be
provided by the Messaging Server.

During a 1-to-1 chat, either user is able to initiate a File Transfer from the chat composing
window towards the other user. The File Transfer is established using a new SIP session
and is carried in a new MSRP session which is different from the one used for the chat
session.

If PNB is supported, the handling by the BPEF is same as in section 3.5.4.5. Note that in the
case of File Transfer during chat, the sender of the file transfer needs to be checked again
but against the FT blacklist this time ‘rcs_pnb_ft blockedusers’.

On the device involved in the chat, the receiving user receives the File Transfer invitation
inside the chat window with the sending user and is able to accept or decline it from that
window. In a multidevice environment, the File Transfer invitation is also shown on the other
devices of the user allowing them to accept or decline the invitation also from those devices.

If the user accepts the File Transfer, the terminal will either ask the user the location to store
the file or use a default directory. Once received, the user can open the file from the chat
composing window.

Please note that the spam/blacklist behaviour applies to File Transfer, and not only to Chat
messages. If an invitation to receive a file is received from a blacklisted user, the
client/device implementation should, from the Ul point of view, not notify the user on receipt
of a File Transfer invitation from a blacklisted sender. Instead it should log the event in the
spam folder (e.g. “User A tried to send a file on TIME/DATE”).

See section 3.5 for more details on File Transfer.
3.3.3 High Level Requirements

The following list of high level requirements applies to 1-to-1 chat:
e Clients/devices:
3-3-1 "Delivered" message notification request and response

3-3-2  "Displayed" message notification request and response
Note that the client device should allow the user to enable or disable the displayed
notifications request and response

3-3-3  Delivery of notifications (delivered and displayed) outside a session

3-3-4  IsComposing indications

3-3-5 Procedures associated with the store and forward of both messages and
notifications performed by the Messaging Server

e Messaging Server: In addition to the requirements presented above

3-3-6  Store and forward of both messages and notifications
Please note this is a function which is provided on the terminating Service
Provider's network however a Messaging Server may additionally provide
originating store and forward to avoid dependencies with another Service Provider
network’s implementations.
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3-3-7 Interworking of Chat to SMS/MMS
3.3.4 Technical Realization

Two different technical realizations of 1-to-1 chat are available: OMA SIMPLE IM as
described in [RCS5-SIMPLEIM-ENDORS], or OMA CPM as described in [RCS5-CPM-
CONVFUNC-ENDORS]. The first sub-section describes the features that are common to
both technical realizations, while the following two sub-sections describe what is unique to
the individual technical realizations. The CHAT MESSAGING TECHNOLOGY configuration
parameter defined in Table 77 determines the technical realization used for 1-to-1 Chat.

3.3.4.1 Technical Realization of 1-to-1 Chat features common to both OMA SIMPLE
IM and OMA CPM

At a technical level the Chat service implemented using OMA SIMPLE IM or OMA CPM
relies on the following concepts:

e SIP procedures for the setup of sessions using MSRP for the message exchange;

¢ In the SDP of the SIP INVITE request and response, the a=accept-types attribute shall
include only message/cpim and application/im-iscomposing+xml, i.e., “a=accept-
types:message/cpim application/im-iscomposing+xml”.

e If initiating or accepting this chat would have increased the number of concurrent chat
sessions above the Service Provider configured maximum limit (see MAX
CONCURRENT SESSIONS in Table 77), the device would close one of the other active
chat sessions (for example, a chat that has not been used for the longest period of time)
before initiating a new one.

e When a session is set up, messages are transported in the MSRP session. Each MSRP
SEND request contains a request to receive an Instant Messaging Disposition
Notification (IMDN) ‘delivery’ notification, and possibly a request to receive an IMDN
‘display’ notification. A client should therefore always include “positive-delivery” in the
value for the CPIM/IMDN Disposition-Notification header field. That means that the
value of the header field is either “positive-delivery” or “positive-delivery,display”
depending on whether display notifications were requested. The value of “negative-
delivery” is not used in RCS for 1-to-1 Chat.

The receiving devices must generate an MSRP SEND request containing the IMDN
status when the user message is delivered and if requested, another MSRP SEND
request when the message is displayed.

NOTE: If there is not an already established MSRP session between sender and
receiver, the Pager Mode (i.e. SIP MESSAGE) is used to transport IMDNs
(delivery notification, display notifications)

¢ In normal circumstances between 2 users at most only a single session is active at a
time. A client shall therefore not initiate a new Chat session towards a user with whom
there is already an established Chat session.

e [IMDN [RFC5438]: RCS relies on the support of IMDN as defined in [RFC5438] and
[RFC5438Errata] to request and forward disposition notifications of all the exchanged
messages (See also section C.2 for the errata mentioned in [RFC5438Erratal);

e In MSRP requests, the client shall set both the CPIM From and CPIM To headers to
sip:anonymous@anonymous.invalid to prevent revealing the user's identity when
transmitted over unprotected links. A client receiving a CPIM message in a one-to-one
Chat should therefore ignore the identity indicated in the CPIM headers.

e The CPIM/IMDN wrapper shall be UTF-8 encoded to avoid any potential
internationalization issues.

e The device identification uses the mechanisms described in section 2.11.3;
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¢ IMDN message identification for all messages (including those conveyed in the SIP
INVITE and natifications delivered via SIP MESSAGE) as defined in [RFC5438];

e The originating Messaging Server shall always set the CPIM DateTime header in the
chat messages it receives. The originating Messaging Server shall also set the CPIM
DateTime header and IMDN DateTime element in notifications. In both cases, the
Messaging Server shall overwrite any DateTime information provided by the client. A
client receiving these requests should therefore rely on these headers contain the
correct time rather than on locally available time information.

e Both the Originating and the Terminating function shall ensure that messages are
received in correct order by the RCS client regardless if the messages are store and
forwarded or not.

o To achieve this, the terminating side shall wait for the delivery notification or 180
ringing response until a new message is sent if the message is carried in the
INVITE.

o As in the case for messages composed while offline (see section 2.7.1.1) when a
message is carried in the INVITE request, the client shall wait for a provisional
response before sending a new message

e For network optimization purposes, the aggregation of IMDNs as specified in [RFC5438]
may be supported for network initiated IMDNSs:

o Within the Service Provider's own network, the aggregation of IMDN may be
supported (per local policy).

o For inter-Service Provider interoperability, the individual IMDN will always be sent to
the target network, where the aggregation of IMDN is up to the target network (per
local policy). That is, if the aggregated IMDNs received by the Messaging Server
contain IMDNs that need to be sent to another network, the Messaging Server will
repackage the aggregated IMDNs accordingly before sending them to the Chat
message sender on the other network.

o If the aggregated IMDNSs received by the Messaging Server contain both in-network
and inter-Service Provider Chat message senders, the Messaging Server will
repackage the aggregated IMDNs according to in-network Chat message senders
and inter-Service Provider Chat Message senders.

e Auto-acceptance of store and forward Messaging Server PUSH of stored notifications.
Only the device which has sent the relevant message shall accept the notification;

e Store and forward Messaging Server PUSH of stored messages;

o An IMAP based Network-based Common Message Store expected to store OMA
SIMPLE IM and CPM chat messages, described in [RCS5-CPM-MSGSTOR-ENDORS];

e Chat inactivity timeout: When a device or the network detects that there was no activity
in a chat for IM SESSION TIMER, a configurable period of time (see Table 77), it will
close the established Chat session;

e When reopening an older chat on the device, that contains messages for which a
“display” notification should be sent, these notifications shall be sent as follows:

o |If there is no session established with the sender, the device will send the
notifications outside a session (since there is no current session to send them to)
using SIP MESSAGE;

o If there is an active session but that session is with a device of the sender other than
the one that was used to send the message to which this notification relates, the
Messaging Server will ensure that these notifications are delivered outside of that
session;
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¢ The "IsComposing" natification is generated and processed according to the rules and
procedure of [RCS5-SIMPLEIM-ENDORS], and [RCS5-CPM-CONVFUNC-ENDORS].
Consequently, the ‘IsComposing’ notification, is not sent with CPIM headers, and as
such a delivery and/or displayed notification cannot be requested.

o The transfer of files while a Chat session is taking place shall be performed in a
separate session. Note that this is only at protocol level. From the user experience
perspective, they should be able to transfer files whilst in chat. Messages over a
maximum size (MAX SIZE 1-to-1 IM in section A.1.3.3) should be transferred using File
Transfer or a Large Message mode standalone message. When a network does not
allow multimedia within a chat (see MULTIMEDIA IN CHAT in section A.1.3.3), all
multimedia messages shall be transferred using File Transfer or a Large Message mode
standalone message.

3.3.4.1.1 Client Side Spam/Black List Handling

When receiving a message from a sender included in the Black List (i.e. a spam sender) the
receiving client’s/device’s implementation shall:

¢ Terminate the transaction with a 486 BUSY HERE sent back to the sender.

e The receiver will still issue a delivery notification with status “delivered” which will be
sent back to the sender.
e From the Ul point of view, the receiver should not be notified on the reception of a

message from a blacklisted sender and the message should be copied to the spam
filter.

3.3.4.1.2 Personal Network Blacklists handling

NOTE: In the present section, the BPEF as described in section 2.15.1 may be
provided by the Messaging Server itself.

When supported and enabled, the PNB described in section 2.15 are applied by the BPEF
at both origination and termination of 1-to-1 chat invitation requests.

The following resource-lists from Shared XDMS are checked by the BPEF by comparing the
URI values used in the request and in the list:

e 0N origination:

a) upon initiation of the 1-to-1 chat, the BPEF of the originator checks the
‘rcs_pnb_outchat_blockedusers’ list to verify that the recipient is not among the
blocked users for this request by comparing URIs contained in the list with the URI
value of the Request URI of the SIP request.

b) If found, the BPEF shall reject the chat with a 403 Forbidden with a warning header
set to “122 Function not allowed” towards the user without forwarding the SIP
INVITE to the recipient’s network.

e on termination:

a) the BPEF checks the ‘rcs_pnb_chat_blockedusers’ list, to verify if the originator of
the chat is among the blacklisted users by comparing the URIs contained in the list
with the URI values of the P-Asserted-Identity header field of the SIP request.

b) If the sender is among the blacklisted users, the BPEF returns a 403 Forbidden with
a warning header set to “122 Function not allowed” to the originator's network,
without forwarding the SIP INVITE to the recipient.

c) If Network-based Common Message Store feature is supported, it stores the
Session History folder data as defined in [RCS5-CPM-MSGSTOR-ENDORS] for the
blocked chat invite event.
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3.3.4.1.3 Chat abnormal interruption

If a device in a chat suffers an abnormal termination of the Chat session, for example loss of
coverage, the “Send” button may be disabled. If the device determines that a message
could not be sent (e.g. failed response or received no response), it shall inform the user that
the chat message was not sent. If the TCP connection is lost, the client should re-send it in
a new chat session once re-registered.

Note that if the Messaging Servers involved in the chat have implemented store and forward
functionality, then the Messaging Servers shall be responsible for storing any messages
received while a chat has been abnormally interrupted.

In temporary interruption cases, for example a device was out of network coverage but is
now again within network coverage, the chat can be continued from the same conversation
window. In this case a new session has to be established with a SIP INVITE request.

3.3.4.1.4 Store and Forward Mode

The store and forward functionality in the network is optional and it is up to each Service
Provider to decide whether to deploy it.

The store and forward functionality requires a Messaging Server. There are three possible
scenarios to fulfil the requirement for store and forward functionality:

1. Sender and receiver are on networks with a Messaging Server supporting store and
forward: In this case the receiver’s side Messaging Server has the responsibility to store
and forward IMs which are not delivered. The sender’s side Messaging Server has the
responsibility of storing the delivered/displayed notifications if the sender is offline.

2. Only the sender is on a network with a Messaging Server supporting store and forward:
The sender’s side Messaging Server has the responsibility to store and forward Chat
messages and/or delivered/displayed notifications if immediate delivery was not
possible. As it is in the sender’s network, the Messaging Server will not have information
on when the receiver is online; therefore a retry mechanism is used. Note that it is the
Service Provider’s decision whether they provide store and forward for chat messages
on behalf of the receiver who is in a different network that does not support store and
forward.

3. Only the receiver is on a network with a Messaging Server supporting store and forward:
The receiver's side Messaging Server has the responsibility to store and forward Chat
messages and/or delivered/displayed notifications if they cannot be delivered. As it is at
the receiver’s side, that Messaging Server will not have information on when the sender
is online. Therefore a retry mechanism is used to store and forward natifications that
could not be delivered right away. Note whether a Service Provider provides store and
forward for delivered/displayed notifications on behalf of the sender who is in a different
network that does not support store and forward is optional.

With the introduction of application messages making use of the chat session (see section
3.5.4.8 and 3.10.4), also the store and forward functionality for chat will have to deal with
those content types. That shall be done as follows:

¢ When accepting a Chat session on behalf of a user, a Messaging Server shall indicate
support for the application message content types that it supports (e.g. in the a=accept-
wrapped-types SDP attribute that it provides in the SIP 200 OK Response.

e Storage of such content shall be as any other message content
e When a client comes online, forwarding shall be as follows:

o When included as a body of a SIP INVITE request, for non-text content a dedicated
Accept-Contact header field shall be added to the INVITE request carrying the IARI
defined for the service corresponding to the included content type in section
2.6.1.1.2 with the require and explicit parameters.
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o If delivery fails with a SIP 480 response, the Messaging Server shall store the
original message and forward it later (again including an Accept-Contact header field
as for the initial forward) when another device of the user comes online.

o The message shall also remain stored for later delivery to another device if when the
application message needs to be forwarded in a session that is already established
and the a=accept-wrapped-types attribute provided by the client that accepted the
session didn’t include support for the corresponding MIME type.

The Messaging Server stores undelivered messages for a period that is determined by local
server policy. If at the end of this period the messages have not been delivered, the
Messaging Server discards them. This applies to notifications as well as messages.

A dedicated configuration setting (IM CAP ALWAYS ON, see Table 77 in Annex A for
further reference) is used to configure the client to allow sending messages to offline users.
NOTE: The procedure for Messaging Server to store the chat message when the
participant is temporarily unavailable is described in [RCS5-SIMPLEIM-
ENDORS] or [RCS5-CPM-CONVFUNC-ENDORS] based on the CHAT
MESSAGING TECHNOLOGY configuration parameter defined in Table 77.

3.3.4.1.5 Delivering stored disposition notifications

To be able to deliver delivered/displayed notifications that were stored to a sender’s device
that has come online again, without disrupting the user experience, the Messaging Server
supporting the store and forward functionality shall initiate a special session for the purpose
of delivering these notifications. This special session shall be automatically accepted by the
device. It is recognized by the device by means of the well-known username part of the URI
(rese-standfw@<domain>) uniquely identifying the store and forward service identity that is
provided in the P-Asserted-ldentity header field. Optionally an operator can disable the
delivering of the stored notifications when the RCS user is roaming in a foreign network.
NOTE: The Messaging Server may also use Pager Mode messaging to deliver

stored delivery and displayed notifications.

The Messaging Server supporting the store and forward functionality is required to send the

delivered/displayed notifications to the exact device that has previously sent the associated

messages. Therefore the Messaging Server implementing multidevice handling shall

support device identification as specified in section 2.11.3 (i.e. both GRUU and sip.instance

support).

pﬁO%E: The procedure for Messaging Server to deliver the stored chat messages

and associated disposition notifications are described in [RCS5-
SIMPLEIM-ENDORS] or [RCS5-CPM-CONVFUNC-ENDORS] based on
the CHAT MESSAGING TECHNOLOGY configuration parameter defined in
Table 77.

3.3.4.1.6 Interworking towards SMS/MMS

The functionality for interworking of the chat service to SMS/MMS is optional and it is the
decision of each Service Provider whether to deploy it. This deployment involves

o the Messaging Server described in [RCS5-SIMPLEIM-ENDORS] or [RCS5-CPM-
CONVFUNC-ENDORS]

e The ISF described in [RCS5-CPM-IW-ENDORS] which is responsible for selecting the
appropriate interworking function for a new session

e The IWF for SMS and MMS described in respectively [RCS5-3GPP-SMSIW-ENDORS]
and [RCS5-CPM-IW-ENDORS] which are responsible for doing the actual interworking
(that is the protocol conversions) between RCS based chat and SMS or MMS
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Based on service-level agreements (SLAs), interworking of chat may occur on the
originating side or the terminating side, the same circumstances as for interworking of
messages with SMS/MMS described in section 3.2.4.6. In brief, the interworking is initiated
by the Messaging Server either based on local information it may have about the recipient,
or when it receives one of the following error responses on the INVITE request that indicate
that the recipient is not an RCS contact:

e 404 Not Found;

e 405 Method Not Allowed;

e 410 Gone;

e 414 Request URI Too Long;

e 415 Unsupported Media Type;
e 416 Unsupported URI Scheme;
o 488 Not Acceptable Here;

e 606 Not Acceptable.

3.3.4.1.6.1 Interworking at Originating Side

When a Chat session invitation needs to be interworked on the originating side, the CPM
Participating Function will route the invitation to the ISF, which will select either SMS or
MMS interworking based on applicable service provider policy. The ISF will then route the
message to the selected IWF, which will either accept the chat invitation automatically on
behalf of the SMS/MMS user, or will convert the chat invitation to an SMS/MMS invitation
message and deliver it to the terminating network using the appropriate SMS/MMS NNI.
The response to the chat invitation from the SMS/MMS user must be received through the
same SMS/MMS interface to associate correctly the response with the earlier invitation. The
SMS/MMS response (either accept or decline) to the invitation is converted to the
appropriate SIP response and conveyed back to the RCS user.

3.3.4.1.6.2 Interworking at Terminating Side

When a Chat session invitation needs to be interworked on the terminating side, the
invitation will be first routed to the terminating network as described in previous sub-
sections, and then the same procedures as for interworking of chat invitations on the
originating side will apply.

3.3.4.1.7 Multidevice handling
Multidevice handling occurs when a user has more than one device (e.g., PC and mobile).

When a new 1-to-1 chat is initiated and a message is sent from User A to a User B with
User B having multiple devices registered at the same time, the network or Messaging
Server forks the Chat session invitation to the different devices. Note that it is assumed that
the originating user uses one device per session.

Each of User B’s devices that receive the session invitation generates a SIP MESSAGE
request to carry the delivered IMDN. In a multidevice scenario, if a sender receives more
than one IMDN for a sent message, it shall discard all copies except the first one it receives.

User B is able to respond to the chat from any of their devices. When they answer and send
a message from one of the devices, that device (B1) becomes the only active device for
User B and all the Chat sessions towards the other devices are terminated.

NOTE: In case session forking on the AS was used, the AS shall terminate any

established sessions by sending a SIP BYE request including a Reason
header field that is populated with the protocol set to SIP and the protocol-
cause set to 200 along with an optional protocol-text (e.qg.
SIP;cause=200;text="Call completed elsewhere"). When the client receives
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a SIP BYE request including a Reason Header with the protocol set to SIP
and the protocol-cause set to 200, the client may use this, for example, to
update its representation of the situation in the UI.

Once the user has answered the chat from device B1, all the subsequent messages sent to
User B are received only by the active device Bl using the already established Chat
session.

Device switching:

1. If User B closes the Chat session from the active device (either by closing the chat
conversation from the chat window or due to an abnormal termination), any new
messages sent by User A through the chat will make the Messaging Server establish
the chat again using one Chat session per connected device of User B and send the
message to them all.

2. If User B changes from one device B1 to another B2 by sending a new message to the
chat from the new device B2, B2 will send a new INVITE request that will go to User A’s
device. When User A’s device detects a new INVITE request from User B which already
has an established session with User A’s device it shall end that session and accept the
new one. All subsequent messages are received only by device B2. Device B2 must
then store the received messages and display them appropriately. If User A still has
delivery and display reports for device B1, they should be sent before User A’s device
closes the old session.

When 1-to-1 chat messages are stored, the device identifier of the sender is stored with the
message. When these messages are delivered, the device identifier for the sender of each
message is not provided to the recipient. The Messaging Server that has stored the device
identifier for the message intercepts each notification generated for that message and adds
the device identifier so that it will reach the right device of the sender.

However, if there is a long delay before the notifications arrive (e.g., display notifications
may arrive much later or may never arrive at all since a recipient is allowed to not send
them), there is a risk that the correct device identifier may no longer be available in the
Messaging Server. If this occurs, the notification will be sent to the sender with no device
identifier at all, meaning if it is sent via SIP MESSAGE request only devices which are
online will receive it, or if it is sent via a special session to deliver notifications, it will arrive at
the device that first answers the SIP INVITE request, which might not be the right device.

Service Provider policy decides how long the Messaging Server shall keep device identifier
information about stored messages after those messages have been delivered.

If the Messaging Server is an endpoint for a session with the sender of the stored messages
when at the same time session is successfully set up to the recipient to deliver stored
messages, the Messaging Server shall ensure that only notifications for the particular
device the sender is using are sent via MSRP towards the sender, while notifications for
messages sent from other devices of the sender are each addressed to the correct device.

3.3.4.1.8 Emoticons

Selected emoticons are displayed graphically but sent and received as text. The list of
supported emoticons is defined in [RCS5-SIMPLEIM-ENDORS] Appendix N.

3.3.4.1.9 Chat message size limitations

The maximum size is controlled through the MAX SIZE 1-to-1 IM configuration parameter
defined in Table 77. Messages that are larger than the maximum size indicated in the MAX
SIZE 1-to-1 IM configuration parameter can be delivered either using File Transfer or a
Large Message Mode standalone message.
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3.3.4.2 Technical Realization of 1-to-1 Chat features when using OMA SIMPLE IM

At the technical level the 1-to-1 Chat service implemented using OMA SIMPLE IM extends
the concepts described in section 3.3.4.1 with the following concepts:

For OMA SIMPLE IM, first message is always included in a CPIM/IMDN wrapper carried
in the SIP INVITE request. So the configuration parameter FIRST MSG IN INVITE
defined in Table 77 is always set to 1. A client should always include “positive-delivery”
in the value for the Disposition-Notification header field in that message. That means
that the value of the header field is either “positive-delivery” or “positive-delivery,display”
depending on whether display notifications were requested. The value of “negative-
delivery” is not used in RCS for 1-to-1 Chat. SIP INVITE requests for a one-to-one
session that carry a message in CPIM/IMDN wrapper shall be rejected by the server
unless they carry a Disposition-Notification header that at least includes “positive-
delivery”.

If auto-accept is not used, then the devices each send a SIP 180 response toward A.

The received Chat session invitation contains an IMDN requesting 'delivery' notification.
So each receiving device sends back a SIP MESSAGE request containing the IMDN
indicating successful delivery of the original message sent by A.

The receiving clients each send a 486 BUSY HERE response to the outstanding INVITE
when a new INVITE arrives from the same user so that there is not more than one
outstanding INVITE from one user. The IMDN for 'delivery' notification is requested and
sent similarly to the first session invitation.

No support for exchanging multimedia content within a chat so the configuration
parameter MULTIMEDIA IN CHAT defined in Table 77 is always set to O in order to
reduce the complexity associated with the store and forward functionality. Therefore in
the SDP of the SIP INVITE request and response, the a=accept-wrapped-types attribute
shall only include text/plain and message/imdn+xml. If File Transfer using HTTP is
supported (see section 3.5.4.8) then the a=accept-wrapped-types attribute shall also
include application/vnd.gsma.rcs-ft-http+xml. If Geolocation PUSH is supported (see
section 3.10.4.1.3), then the a=accept-wrapped-types attribute shall also include
application/vnd.gsma.rcspushlocation+xml. To transfer multimedia content during a
chat, File Transfer is used.

When one of User B's devices detects user activity relevant to the consumption of the
message contained in the invitation (e.g. click on a pop-up to go to the Chat window) a
1-to-1 chat session is established according to the following possible criteria:

a) The respective client returns a 200 OK response, signalling the initiation of the
remaining procedures to establish the chat when User B reacts to the notification by
opening the chat window. This is the default criteria for RCS 5.1 and, consequently,
all the diagrams shown in this document reflect this behaviour.

b) The 200 OK response is sent when User B starts to type a message, or

c) The 200 OK response is sent when User B sends a message. Please note that in
this case User B’s message will not generate an invite but is buffered in the client
until the MSRP session is successfully established.

d) The 200 OK response is sent immediately since the devices receiving the invitation
are configured to auto-accept the session invitations (IM SESSION AUTO ACCEPT
configuration parameter defined in Table 77).

Please note that:

o The behaviour for criteria a), b) and c) is configured via the IM SESSION START
parameter as defined in Table 77. The behaviour for criteria d) is configured via the
IM SESSION AUTO ACCEPT configuration parameter defined in Table 77.
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o For a), b) and c), the 200 OK is sent if the chat invitation has not expired. Otherwise,
User B's message shall be sent in a new invitation (from User B to User A).

If the Chat session invitation from User A contained an IMDN Disposition-Notification
header requesting a 'display' notification and if the privacy settings allow it, the device
User B is using shall generate an MSRP SEND request toward User A that contains the
IMDN 'display' status for the message received from User A.

It may be the case that multiple Chat sessions from User A are pending on User B's
side, that is the last received Chat session is established and the other pending
sessions are answered with a 486 BUSY HERE response. In such cases, if the Chat
session invitations from User A contained a IMDN Disposition-Notification header
requesting a 'display' notification, the device of User B that accepted the SIP INVITE
generates an MSRP SEND request toward User A that contains the IMDN 'display'
status for each message received from User A.

NOTE: The statement in section 3.3.4.1 that the CPIM/IMDN wrapper shall be UTF-

8 encoded to avoid any potential internationalization issues also applies to

the IMDN requested in the SIP INVITE request.

e A Messaging Server supporting store and forward behaves as a back-to-back user
agent handling the SIP INVITE requests that are used to establish the chat session.
While doing this it may have to return a different response to the INVITE request on the
originating leg than the one it received on the INVITE request on the terminating leg.
The mappings shown in Table 53 will be applied:

Response received on Response sent on originating Store the message
terminating leg leg

480 Temporarily unavailable 200 OK Y
408 Request Timeout 486 Busy Here Y
487 Request Terminated 486 Busy Here Y
500 Server Internal Error 486 Busy Here Y
503 Service Unavailable 486 Busy Here Y
504 Server Timeout 486 Busy Here Y
600 Busy Everywhere 486 Busy Here Y
603 Decline 486 Busy Here Y
Any other response (including | Received response (that is no N
404 Not Found and 200 OK) mapping is done)

Table 53: Mapping of received Error Responses by the Messaging Server

e To reduce the complexity at protocol level and avoid potential TCP switchover(s), it is
recommended to limit the maximum size of a chat message (see section 3.3.4.1.9) to
avoid the SIP INVITE request to be longer than the path MTU (e.g., 1300 bytes) and,
consequently, trigger the TCP switchover. The maximum size controlled through the
MAX SIZE 1-to-1 IM configuration parameter defined in Table 77 applies to both the first
message in the INVITE and to messages sent via MSRP. If the user attempts to send a
first or subsequent chat message larger than this limit (all headers and wrappers of the
corresponding SIP INVITE request and the included CPIM body are included in the
count), then the user shall be notified that the message is too large.

¢ In the first message in the INVITE, the client shall set both the CPIM From and CPIM To
headers to sip:anonymous@anonymous.invalid to prevent revealing the user’s identity
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when transmitted over unprotected links. A client receiving a CPIM message in a one-
to-one Chat should therefore ignore the identity indicated in the CPIM headers.

3.3.4.2.1 Clarifications on Chat race conditions

¢ Two simultaneous invites. Though unlikely, it may be possible that two users decide to
invite each other simultaneously for a chat. In this situation the behaviour of the clients
should be the following:

o User A sends an invite to User B for Chat

o Before a final response for that invite is received, User A receives an invite from
User B for Chat

o User A will send a 486 BUSY HERE response to User B. In addition to this, User A
will send the correspondent delivery and read notification using SIP MESSAGE.

o From the UX point of view, the message sent by B will be displayed as received.

o User B will behave as user A, potentially resulting in both session invitations being
turned down with a SIP 486 BUSY HERE response. Users will have to retry session
setup until successful.

¢ New invite sent after a previous invite has been accepted. Though unlikely, the following
scenario can take place:

o User A sends an invite for chat to User B
o User B accepts the chat a 200 OK response is sent back to User A

o In parallel and before receiving the 200 OK response, User A sends a new invite
with a new message

e To resolve the race condition:

o When User B receives the new invitation, it should terminate the current MSRP
session (if established) by sending a SIP BYE

o Once the initial session is terminated, a hew 200 OK response should be issued
which will trigger the establishment of a new MSRP session.

For additional clarification, explanatory diagrams have been included in Annex B, sections
B.1.9 and B.1.10.

3.3.4.3 Technical Realization of 1-to-1 Chat features when using OMA CPM

At a technical level the Chat service implemented using OMA CPM extends the concepts
described in section 3.3.4.1 with the following concepts:

e |tis an UNI implementation choice to include the first chat message in the CPIM/IMDN
wrapper of the SIP INVITE request through the setting of the FIRST_MSG_IN_INVITE
configuration parameter in Annex A. The RCS 5.1 NNI shall follow the OMA CPM v1.0
standards, which does not carry user message in the SIP INVITE.

e If a Service Provider expects that the first chat message be sent after the session is
established, the configuration parameter FIRST MSG IN INVITE in Annex A is set to
disabled.

Please note that this is the recommended approach when using OMA CPM as this
secures compatibility to the existing standards.

o If a Service Provider expects that the first message be in a CPIM/IMDN wrapper of the
SIP INVITE request, the configuration parameter FIRST MSG IN INVITE defined in
Table 77 is set to 1. A client should always include “positive-delivery” in the value for the
Disposition-Notification header field in that message. That means that the value of the
header field is either “positive-delivery” or “positive-delivery,display” depending on
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whether display notifications were requested. The value of “negative-delivery” is not
used in RCS for 1-to-1 Chat. SIP INVITE requests for a one-to-one session that carry a
message in CPIM/IMDN wrapper shall be rejected by the server unless they carry a
Disposition-Notification header that at least includes “positive-delivery”.

o If the first message is included in a CPIM/IMDN wrapper in the SIP INVITE request, the
client shall set both the CPIM From and CPIM To headers of that wrapper to
sip:anonymous@anonymous.invalid to prevent revealing the user’s identity when
transmitted over unprotected links. A client receiving a CPIM message in a one-to-one
Chat should therefore ignore the identity indicated in the CPIM headers.

e |f auto-accept is not used, then the devices send a SIP 180 response toward A.

e When users are allowed to have multiple devices and those devices are configured to
auto-accept (IM SESSION AUTO ACCEPT set to 1, as defined in section A.1.3.3), the
Messaging Server is required to be able to fork the incoming 1-to-1 Chat session
request to each of the receiving user's devices to set up an MSRP session with each of
them.

e The receiving clients (or their Participating Function on their behalf) each send a 486
BUSY HERE response to the outstanding INVITE request when a new INVITE request
arrives from the same user so there is not more than one outstanding INVITE request
from one user.

o If multimedia content within a Chat session is permitted the configuration parameter
MULTIMEDIA IN CHAT defined in Table 77 is set to 1. Therefore in the SDP of the SIP
INVITE request and response, the a=accept-wrapped-types attribute shall only include
either *, or a complete list of all content types supported during the Chat session
(including at least text/plain and message/imdn+xml), e.g., a=accept-wrapped-types:*.

Note that if the SIP INVITE request is allowed to carry the first chat message in a
CPIM/IMDN wrapper (that is, the FIRST MSG IN INVITE configuration parameter
defined in Table 77 is set to 1) and the first chat message contains multimedia content,
then the chat message shall not be included in the SIP INVITE request. It will be sent
via MSRP once the session is established (e.g. the auto-accept implementation). If the
chat session is not established, the multimedia content chat message may be sent via
File Transfer or Large Message Mode (see section 3.2) depending on the receiver’s
capabilities. If both sender and receiver support both File Transfer and Large Message
Mode, the client should use Large Message Mode. .

o If multimedia content within a Chat session is not a permitted, the configuration
parameter MULTIMEDIA IN CHAT defined in Table 77 is set to 0. Therefore in the SDP
of the SIP INVITE request and response, the a=accept-wrapped-types attribute shall
only include text/plain and message/imdn+xml and if File Transfer using HTTP or
Geolocation PUSH is supported (see sections 3.5.4.8 and 3.10.4.1.3)
application/vnd.gsma.rcs-ft-http+xml  and  application/vnd.gsma.rcspushlocation+xml
respectively, e.g., a=accept-wrapped-types:text/plain message/imdn+xml. To transfer
multimedia content during a chat, File Transfer is used.

o When one of User B's devices detects user activity relevant to the consumption of Chat

session invitation (e.g. click on a pop-up to go to the Chat window) a 1-to-1 chat session
is established according to the following possible criteria:

a) The respective client returns a 200 OK response, signalling the initiation of the
remaining procedures to establish the chat when User B reacts to the notification by
opening the chat window. This is the default criteria for RCS 5.1 and, consequently,
all the diagrams shown in this document reflect this behaviour.

b) The 200 OK response is sent when User B starts to type a message, or
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c) The 200 OK response is sent when User B sends a message. User B’s message is
buffered in the client until the MSRP session is successfully established.

d) The 200 OK response is sent immediately if the devices receiving the invitation are
configured to auto-accept® the session invitations (IM SESSION AUTO ACCEPT
configuration parameter defined in Table 77).

Please note that the behaviour for criteria a), b) and c) is configured via the IM SESSION
START parameter as defined in Table 77. The behaviour for criteria d) is configured via the
IM SESSION AUTO ACCEPT configuration parameter defined in Table 77.

3.3.4.3.1 1-to-1 Chat Service Identification

The RCS client shall populate the P-Preferred-Service header field in all CPM requests with
the CPM Feature tag defined for the service, as described in [RCS5-CPM-CONVFUNC-
ENDORS]. The S-CSCF or AS that performs the service assertion in the originating network
shall add the P-Asserted-Service header field set to the value of the asserted CPM service
ICSI (i.e. “urn:urn-7:3gpp-service.ims.icsi.oma.cpm.session” for CPM chat, or “urn:urn-
7:3gpp-service.ims.icsi.oma.cpm.deferred” for deferred delivery done as part of the Store
and forward realization) and remove the P-Preferred-Service header field before further
routing the request.

A receiving network element and RCS client should ignore any SIP header fields that they
do not understand (e.g. P-Preferred-Service, or P-Asserted-Service header fields).

3.3.5 NNI and IOT considerations

3.3.5.1 Chat session interworking when one side carries a message in the INVITE
request

Interworking from a Chat session with a chat message in the INVITE request to a Chat
session where the INVITE request does not carry any chat message requires that the
Messaging Server (or a separate network entity) performing the interworking store the
message in the INVITE until the Chat session without first message in INVITE is set up. If
multiple Chat session INVITEs with chat messages arrive before the Chat session on the
other side is set up, multiple chat messages are stored, however it is recommended that the
Messaging Server automatically accept the session on behalf of a user in a network not
supporting first message in the INVITE request. If no Chat session is set up on the other
side, the chat messages are kept and delivery is attempted at a later time in the same way
as already specified in section 3.3.4.1.4 when chat messages are stored on the originating
side.

Interworking from a Chat session without first message in INVITE to a Chat session with a
message in the INVITE requires that the Messaging Server accept the Chat session without
any message on behalf of the recipient user and once the first chat message is received via
MSRP, initiate an INVITE towards the recipient, including the first chat message as a CPIM
body in the INVITE. Providing the recipient, or the recipient’'s Messaging Server on behalf of
the recipient, does not set up a session, the Messaging Server performing the interworking
continues to generate INVITEs towards the recipient for each new chat message received.

See the flows in Annex B for more information.

% Note that the Service Provider multidevice policy has to be consistent with Chat auto-acceptance
policy.
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3.3.5.2 Interworking between a Chat session not allowing multimedia content and a
Chat session allowing multimedia content

To allow interworking between a Chat session not allowing multimedia content, and a Chat
session allowing multimedia content, SDP negotiation of the types of media and wrapped
media allowed in the Chat session shall be used as specified in [RFC4975], and shall be
respected by the devices and other endpoints involved in the session.

This occurs in NNI situations when one user is served by a network supporting multimedia
content in Chat sessions and another user is served by a network supporting text only in
Chat sessions. A Messaging Server where only text is allowed in Chat sessions shall
ensure that the a=accept-wrapped-types attribute in the SDP used to negotiate use of
MSRP only contains the text/plain and message/imdn+xml content-types and if File Transfer
using HTTP or Geolocation PUSH is allowed (see sections 3.5.4.8 and 3.10.4.1.3)
application/vnd.gsma.rcs-ft-http+xml and application/vnd.gsma.rcspushlocation+xml
respectively.

See the flows in Annex B for more information.
3.3.5.3 SIMPLE IM session and CPM session interworking of feature tags

The mapping of the appropriate SIMPLE IM session feature tags is done as per Appendix G
in [RCS5-CPM-CONVFUNC-ENDORS] when it is determined that the remote network
requires such interworking. Also once a session is set up with the recipient, the Messaging
Server or a separate network entity performing the interworking ensures that messages
exchanged via MSRP are sent end to end.

See the flows in Annex B for more information.
3.3.6 Implementation guidelines and examples

Please note that where the specification describes the user interface, it should be taken as
guidance.

3.3.6.1 General

End to end flows for store and forward 1-to-1 chat with notifications can be found in Annex
B.

The following sections show the relevant chat message flows and reference user
experience. Please note that the following assumptions have been made:

e For simplicity, the internal mobile network interactions are omitted in the diagrams
shown in the following sections.

o Each Service Provider may deploy a Messaging Server (that is the use of a Messaging
Server is optional in RCS deployments), to manage all messages from its customers.

e Prior to the chat, the user will have accessed their address book or Chat application to
start the communication. As described previously, while these actions are performed an
OPTIONS or Presence request is sent to verify the available capabilities. In the following
diagrams it is assumed that this exchange (OPTIONS/Presence request and response)
has already taken place, and therefore, both ends are aware of the capabilities and the
available RCS services of the other side. If that is not the case, the OPTIONS (or
Presence) request should be sent at the same time the chat is being set up.

Service Provider support of the store and forward functionality is optional in RCS. To allow a
Service Provider to provide store and forward functionality to its customers even in cases
where the Chat session is established towards a user of a Service Provider that does not
support store and forward, the messages can optionally be stored and forwarded from the
sender’'s Messaging Server, based on operator's policy.
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If the Network-based Common Message Store is available, the device should synchronize
with the Network-based Common Message Store when a user is about to initiate a chat with
another user. Note, however, that this may not be desirable in roaming scenarios.

3.3.6.2 Entry points to the chat service

From the UX perspective there are three possible entry points to this service:
1. Address book/Call-log: chat can be initiated to any RCS contact with Chat capability as
described in section 2.6.
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Figure 44: Reference UX for accessing chat from address book/call-log

2. Chat application: There should be a dedicated Chat application entry point in the device
menu — task oriented initiation. This application will provide access to the chat history

and gives the possibility to start a new chat.

‘Start a new chat I
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Figure 45: Reference UX for starting a chat from the Chat application
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Once the Chat application is opened, the user is presented with the complete list of RCS
contacts with Chat capability. Whether or not contacts which are currently not registered
are shown depends on the Chat store and forward policy (see IM CAP ALWAYS ON in
Table 77) chosen by the Service Provider.

In addition to the “start a new chat” functionality, the Chat application allows the user to
browse the Chat History, both 1-to-1 and Group Chat sessions:
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Figure 46: Reference UX for starting chat from the Chat application history
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In this case, when the chat is started the last messages exchanged with that contact (or
group of contacts) are shown even though the conversation might have been from
another device. In the chat history the user can also browse through chat sessions that
he has selected for permanent storage (if the message storage feature is available for
the user) and start a conversation from those. The context of the past chat is not relayed
to the other party/parties.

3. File Transfer (receiver): When transferring a file and with the aim of establishing a
communication context for the transfer (the receiver may want to know for instance why
the sender is sharing that file), after the transfer has been accepted the file transfer is
presented to the receiver as a chat UX with a file being transferred. Please note that at
the time the File Transfer request is presented, the chat session is not started; the chat
session will only start when/if the receiver sends a chat message back to the sender.

> Incoming File

Please sefect an action

Figure 47: Reference UX for File Transfer on the receiver side

From the UX point of view the requirements are summarized below:

o The user shall not be aware of the solution which is being used to transfer the file both
at originator and terminating side.

o Sender: There is no difference from a UX point of view between an accepted
transfer and the upload to the HTTP content server. A progress bar is shown to track
the progress. Whether the user is warned when initiating a File Transfer to an offline
recipient depends on the same IM WARN SF setting that is used for Chat.
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o Recipient: There is also no difference from a UX point of view in terms that the
accept button is shown and if pressed the file is either downloaded from the sender
(accepting the SIP INVITE) or from the content server (via HTTP/HTTPS)

e The only addition to the experience is the delivery notification that shall show the user
when the file has been received by the other party (not stored in a middle-man server).
In terms of UI, it is recommended to reuse the approach that is already in place for chat
notifications so the UX is consistent among services.

Please refer to section 3.5 which covers the RCS File Transfer service in detalil.
3.3.6.3 Initiating a chat

RCS User A initiates a chat by selecting one of his contacts User B from the address book,
contact list or Chat application in one of his devices.

The device of User A determines whether User B is available to use the Chat service at that
time, using one of the methods in section 2.6.

If User B is not available and there is no Chat store and forward Server on User A's side nor
on User B's side, or no chat interworking to SMS/MMS, or if an answer to the query is not
received in less than a time lapse (left to OEM User Experience criteria), then the contact is
shown as ‘Not available for a Chat session’, and the SMS/MMS service or CPM Standalone
Messaging service could be offered as a messaging option. Once the availability of the chat
service is ensured end-to-end and User A performs the appropriate Ul actions on the
device, a message composer and an empty chat window are opened.

When User A types the first message and presses the “Send” button, device A will initiate a
Chat session invitation toward B (for the multidevice scenario see multidevice handling in
section 3.3.4.1.7).

The one or more devices of User B receiving a Chat session invitation, may either all be
configured to auto-accept the invitation, or the devices may wait for user action before
accepting the invitation. If a spam filter or a black list is implemented on any one of User B’s
receiving devices and User A is in the black list, the invitation is terminated following the
procedure described in section 3.3.4.1.1.

On the User B side, a notification (Ul dependent) is displayed on each receiving device to
inform the user about the incoming message. The user is able to read the message and go
to the chat window to answer the message on the device of his choice.

User A can type additional messages before the chat is answered, that is before the Chat
session is established. On User B's side, a notification may be displayed for each received
message (Ul dependent). The sender’s device may buffer the messages if the device is
configured to wait for a Chat session to be set up before sending messages.

3.3.6.4 Answering a chat
There may or may not be an explicit acceptance of the user to answer a chat.
3.3.6.5 Messages exchanged in an established chat

Providing a Chat session is established, messages are exchanged between User A and
User B. A delivery notification is requested for each message and a display notification is
optionally requested.

The recommendation is to show the information received in the delivery and display
notifications only within the Chat window without the need for a pop-up or information
message when the user is outside of the Chat application.
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3.3.6.6 Message display and message storage

All messages are stored in the participating devices, together with a time indication and an
appropriate indication of the sender and the receiver of each message. This time indication
shall be obtained from the CPIM DateTime header for received messages. Since according
to section 3.3.4.1 these values should be set by the Messaging Server, this allows for a
correct time based indication for those messages without depending on the device’s own
clock which may not have been set correctly. For sent messages however the only clock
available at transmission time is the device’s own clock.

However, it is Messaging Server responsibility to deliver messages in the correct order, so
the RCS Client is able to rely on the reception time in order to interleave the incoming and
outgoing messages. Please note that the ordering of the messages is phone clock based,
the shown message time at the UX should be the network time (when available) in order to
correctly display the time of store and forwarded messages.

When a Network-based Common Message Store is available for the user, the messages
are synchronized with the Message Store as specified in [RCS5-CPM-MSGSTOR-
ENDORS].

When the storage limit is reached, deletion might occur on a first inffirst out (FIFO) queue
policy. It is open to OEM criteria how to implement other opt-in deletion mechanisms (e.g.,
ask always, delete always, delete any conversation/message from specific contacts, etc.).

3.3.6.7 Leaving the chat composing window

Once a 1-to-1 chat is established any of the two users can leave the composing window
without closing the chat. For example, a user could move to his mobile home screen to
check an incoming email, or make a phone call.

While the chat composing window is not shown (that is, it is not the foreground window) any
incoming message belonging to that chat will trigger a status notification (Ul dependent) so
the user is aware of the new message and, may return to the chat composing window to
answer it.

Also, the user could decide to return to the chat composing window and send a new
message without receiving one. The user would be able to achieve this via the Chat
application, which will display the ongoing chats, or via the address book by clicking on the
contact with whom he is involved in the chat session.

In both cases, when the user returns to the chat composing window, all the messages are
displayed.

3.3.6.8 ‘IsComposing’ notification

When a user starts typing in the chat composition window and privacy settings allow it, an

‘IsComposing’ notification is sent to the other user. That user's Ul will then display an
indication in the chat composing window to indicate it (Ul dependent).

The recommendation is to show the information received in the ‘IsComposing’ notification
only within the Chat window without the need for a pop-up or information message when the
user is outside of the Chat application.

The ‘IsComposing’ indication is removed from the Ul when a new message is received,
when a timeout occurs without receiving a new message, or when a new ‘[sComposing’
notification arrives.

3.3.6.9 Closing a chat / Re-opening a chat

Any of the two users can close the Chat session. This can be achieved from the chat
composing window or from the Chat application.
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The user should be able to re-open the chat. However the resulting action at protocol level
would depend on whether the Chat session is still open or not.

Closing the Chat session may not be notified to the remote user in the chat. At protocol
level, the session is terminated. Therefore if the remote user sends a message, a process
similar to the initiation of a Chat session is performed as described in 3.3.6.3.

3.3.6.10 Re-Opening an older chat

An old chat conversation can be re-opened. From the user perspective, it is the same
procedure as for initiating a chat (see section 3.3.6.3), except that when a message is sent,
a new Chat session is established.

The device will then display the previously stored conversations with that contact preceding
the current active one. If any displayed notifications still need to be generated, they are sent
towards the original message sender.

3.3.6.11 User experience regarding notifications when several store and forward
messages arrive in a short period of time

If a user has several chat messages waiting in storage in the Messaging Server to be
delivered, the UX may be impacted if many Chat message notifications appear at the
sender’s device when the messages are delivered to the receiver after the receiving user
gets registered again.

To avoid this situation and, specifically, when receiving stored and forwarded messages, the
suggested experience follows:

e Only the delivery and/or display of the first message is shown in a notification to the
sending user. The remaining store and forward messages are delivered but they do not
cause a notification to be shown to the message sender.

o If messages from several sending users are received, only one message notification per
user containing the first delivered message per sender is shown to the recipient user.

As mentioned previously this is a suggested guide and not mandated behaviour.
NOTE: the described behaviour refers to notifications shown on screen to the

message recipient and does not affect the behaviour with regard to the
sending of delivery notifications. Those are still sent for all received
messages for which such a notification was requested.

3.4 Group Chat
3.4.1 Feature description

The Group Chat service enables users to exchange messages between many users
instantly.

The following RCS features are described:

¢ Interworking of participants in a Group Chat to SMS/MMS
This feature requires a Messaging Server to interwork the messages for participants
without an RCS device to and from SMS or MMS.

o "Delivered" message disposition
This allows the sender of a message to be notified when a message has been delivered
to the recipient. These can be delivered inside and outside of the group chat.

o "Displayed" message disposition
This allows the sender of a message to be notified when a message has been displayed
on one of the recipient’'s devices. Note that this notification cannot certify that the
recipient has actually read the message. It can only indicate that the message has been
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displayed on the recipient's terminal User Interface (Ul). These can be delivered inside
and outside of the group chat.

e IsComposing indications
This allows a user in a Group Chat conversation to see when another user is typing a
new message/reaction.

e Local Black List
The terminal/client may support a locally stored Black List to handle incoming Group
Chat requests. Users are allowed to qualify undesired incoming Group Chat requests as
spam. This prevents subsequent messages from those originators to be shown or even
notified to the user. Also, this undesired traffic will not be acknowledged to have been
read. The Black List behaviour applies not only to Group Chat but also to Chat and to
File Transfer.

e Local Conversation History
The terminal/client supports a locally stored conversation.

¢ A Network-based Common Message Store
A Network-based Common Message Store for the chat sessions may be used to
synchronize the messages between devices. It also allows the user to keep a back-up of
important conversations in the network.
In the device, alignment is expected between the local Conversation History and the
synchronization with the Network-based Common Message Store. How this alignment is
done is left up to the device implementation

e User Alias (Display Name)
A user defined display hame can be sent when initiating a communication with another
user.

e Along lived Group Chat remains available to its participants
Once a user initiates a Group Chat, any remaining participant can restart it, even if the
Group Chat had been torn down by the Messaging Server because of inactivity.

e Basic Store and Forward feature
Messages missed because of connectivity issues after joining a Group Chat are stored
in the Messaging Server and delivered when the participant rejoins the Group Chat.

e Full Store and Forward feature
Messages missed because a participant has not yet joined the Group Chat or who was
offline when the Group Chat started are stored and delivered when the participant
becomes available or joins.

e Closed Group Chat
A user initiating a Group Chat or Messaging Server can specify that a Group Chat shall
be closed, meaning that no one is permitted to add participants to the Group Chat.

e Leaving a Group Chat
For a Closed Group Chat, a user who explicitly leaves cannot rejoin. For a regular
Group Chat, once that Group Chat terminates because of inactivity, a participant who
explicitly left cannot rejoin or restart unless he is added by another participant, since that
user is no longer on the latest participant list.
If the Group Chat session is still ongoing, the user may rejoin even after he explicitly left.

¢ Flexibility to allow multimedia messages within a chat conversation
Multimedia message exchange is supported in a chat session. However, whether or not
multimedia messages are allowed during a Chat session is up to a Service Provider and
controlled by a configuration parameter.

A Group Chat can only be initiated by a user belonging to a Service Provider which has
deployed a Messaging Server.
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A Service Provider may disable the whole Group Chat functionality via the GROUP CHAT
AUTH configuration parameter (see Table 77 in Annex A). In case Group Chat is disabled,
the client shall not be able to either initiate or participate in a group chat session and reject
any group chat session invitation that it receives.

A Closed Group Chat can be set up meaning no new participants may be added. If a Group
Chat is closed, the Messaging Server indicates to all group participants that it is closed. A
Service Provider may offer the choice to the user, or may only offer either one type of Group
Chat or the other.

Once a participant explicitly leaves a Closed Group Chat by sending a SIP BYE request, it
is not possible to rejoin since by definition it is not possible to add participants to a Closed
Group Chat.

When a Service Provider has deployed a Messaging Server the OMA SIMPLE IM
configuration parameter CONF-FCTY-URI (see Table 77 in Annex A) should be correctly
set. The CONF-FCTY-URI is used by the device for initiating a hormal ad-hoc Group Chat.

It is optional for a Service Provider to provide the Group Chat functionality, so from the
terminal perspective, if there is no CONF-FCTY-URI configured, the terminal should not
allow the user to add additional parties to the a 1-to-1 chat or to start a Group Chat.

If starting this Group Chat would have increased the number of concurrent chat sessions
above the Service Provider configured maximum limit (see MAX CONCURRENT
SESSIONS in Annex A), the device would close one of the other active chat sessions (for
example, the chat that has not been used for the longest period of time) before initiating this
new one.

There are two types of Store and Forward features for Group Chat:

1. Basic Store and Forward feature, where storage only occurs for a participant who has
already joined the Group Chat and that participant has connectivity problems, and

2. Full Store and Forward feature, where messages are stored for a participant if he joins
late, or never joins the group chat while it is ongoing, as well as if that participant has
connectivity problems.

The Store and Forward feature for Group Chat is only available for a participant when his
Service Provider deploys a Messaging Server.

A Group Chat may have participants that have no Store and Forward feature, Basic Store
and Forward or Full Store and Forward.

Stored messages are delivered to the participant as follows:

1. When the user sends a request to rejoin the Group Chat. The Messaging Server will
deliver the stored messages whether or not the Group Chat is still ongoing.

2. When the user accepts an invitation to join a Group Chat for which there are stored
messages.

NOTE: If the user rejects a Group Chat invitation, all stored messages for that
Group Chat are deleted.

3. Once the Group Chat is over or inactive and the Messaging Server knows the user is
registered in IMS, or once the Messaging Server Participating Function receives an
indication that the user has registered in IMS, the Messaging Server sends an invitation
to the participant to deliver the Group Chat messages. If this invitation is not answered
then further delivery attempts will be made based on local Service Provider policy. If
none of the delivery attempts succeeds and the messages are not delivered, they will
expire after an amount of time configured by the Service Provider. If the user rejects the
invitation, all stored messages for that Group Chat are deleted.
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3.4.2 Interaction with other RCS features
3.4.2.1 Interaction between Full and Basic Store and Forward Group Chat

While a device may use the service capability defined for Full Store and Forward Group
Chat to determine who to invite to a Group Chat, a device is still expected to accept
incoming Group Chat invitations from users who might not have the Full Store and Forward
feature.

A Group Chat hosted by a Messaging Server with the Basic Store and Forward feature
could have participants served by another Messaging Server and they could have the Full
Store and Forward feature.

3.4.2.2 Interaction in a Group Chat between participants with Store and Forward and
participants without Store and Forward

There is nothing to prevent a participant from being part of a Group Chat and be served by
a Messaging Server without the Store and Forward feature. Only participants who send
messages in the Group Chat will realize a participant is not receiving all messages because
they will not receive delivery notifications for their sent messages.

3.4.2.3 Interaction with other RCS features
Interaction of Group Chat with other RCS features is described in section 3.3.2.

If the user wishes to transfer a file to Group Chat participants, this can be done using the
procedure in section 3.5.4.2 when supported by the conference focus. Otherwise the user’s
device must do this by sending the file one by one to each Group Chat participant, and it
may or may not appear in the Group Chat window.

3.4.3 High Level Requirements

The following list of high level requirements applies to Group Chat:
e Client devices:
3-4-1 "Delivered" notification request and response

3-4-2  "Displayed" notification request and response
Note that the client device should allow the user to enable or disable the displayed
notifications request and response

3-4-3  Delivery of notifications (delivered and displayed) outside a session

3-4-4  IsComposing indications

3-4-5 Procedures associated to the store and forward of both messages and notifications
performed by the Messaging Server

3-4-6  Ability to request a regular Group Chat or a closed Group Chat

3-4-7  Ability, based on operator configuration in the device, to indicate support for full
Store and Forward Group Chat

e Messaging Server: In addition to the above requirements:
3-4-8 The messaging server may provide interworking of Group Chat to SMS/MMS

3-4-9 The messaging server may provide store and forward of both messages and
notifications

3-4-10 This is a function which is provided on the terminating MNO network however a
Messaging Server may additionally provide originating store and forward
functionality to avoid dependencies with other MNO network implementations.

3-4-11 Both Basic and Full Store and Forward features may be supported

3-4-12 The messaging server may provide the ability to set up a regular Group Chat or a
closed Group Chat and shall indicate to all the participants whether the Group Chat
is closed or not
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3-4-13 The messaging server may store the participant list to be able to recreate the
Group chat when it has been timed out by inactivity.

3.4.4 Technical Realization

Group Chat technical realization is based on the “Ad-Hoc Session Mode messaging” as
described in [RCS5-SIMPLEIM-ENDORS] and in [RCS5-CPM-CONVFUNC-ENDORS],
(depending on the setting for CHAT MESSAGING TECHNOLOGY defined in Table 77 in
Annex A).

Support for delivery and display notifications within a Group Chat is added to the
functionality endorsed in [RCS5-SIMPLEIM-ENDORS] and [RCS5-CPM-CONVFUNC-
ENDORS]. For OMA CPM, also the functionality to support sending “IsComposing”
messages within a Group Chat is added.

The Closed Group Chat feature is provided by a Messaging Server, and all participants in
such a Group Chat are made aware that it is closed.

The Store and Forward feature for Group Chat is provided by each Group Chat participant’s
own Messaging Server.

The Full Store and Forward feature of Group Chat builds on the Basic Store and Forward
feature. The Full Store and Forward IARI feature tag is used as a service capability, but is
neither carried in the IMS registration nor in the SIP INVITE requests/responses related to
Group Chat. A participant’s device might only allow a user to choose contacts for a Group
Chat who support the Full Store and Forward feature. This depends on the setting of
configuration parameter GROUP CHAT INVITE ONLY FULL STORE FORWARD defined in
section A.1.3.

To prevent revealing the user identity when transmitted over unprotected links, the client
should set the CPIM To header of a Message exchanged in a Group Chat to
sip:anonymous@anonymous.invalid. For Delivery and Display notifications it will be set as
described in section 3.4.4.1.5. As the CPIM From header is needed to identify the sender of
the message the user’s identity will be provided there and include the display name.

The originating Messaging Server shall always set the CPIM DateTime header in the chat
messages it receives. The originating Messaging Server shall also set the CPIM DateTime
header and IMDN DateTime element in notifications. In both cases, the Messaging Server
shall overwrite any DateTime information provided by the client. A client receiving these
requests should therefore rely on these headers containing the correct time rather than on
locally available time information.

To allow a user to rejoin or restart a Group Chat, the user’s client is required to know the
actual focus Session ldentity created by the Messaging Server when the Group Chat was
initiated. The recommended approach is that any SIP proxy (e.g., Interworking Call Session
Control Function [I-CSCF], P-CSCF, IMS-ALG, Session Border Controller [SBC], NAT) in
the path between the Messaging Server and the client transparently forwards a received
Contact header field from the network being sent towards the UE when the Contact header
field contains the “isfocus” feature tag. This is as specified in sections 5.2.7.2, 5.2.7.3,
5.7.5.1 and 5.10.5, of [3GPP TS 24.229].

In normal circumstances for a given RCS Group Chat ID there is at most only a single
session is active at a time for an RCS user. In the OMA CPM realization, as detailed in
[RCS5-CPM-CONVFUNC-ENDORS], only one Group Chat is supported within a given CPM
Conversation.
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3.4.41 Technical Realization of Group Chat with Delivery and Display Notifications
3.4.4.1.1 Initiating a Group Chat

User A initiates a chat by selecting some of his contacts (Users B, C and so on, up to a limit
set by the OMA SIMPLE IM parameter MAX_AD-HOC_GROUP_SIZE — see Annex A) from
the address book or from the Chat application in his device, or from the Contact List from
the Broadband Access PC client. This choice may be offered only among the contacts
known by his devices to be RCS users with Chat capability. It may be offered for all contacts
if a Chat interworking service to SMS/MMS is available from the Service Provider (See
configuration parameter IM CAP NON RCS, in Table 77 in Annex A).

If the IM CAP NON RCS is disabled, then the device recognizes whether the Chat/Group
Chat service is available for a particular contact by using the service capability exchange via
Presence or OPTIONS as described in of section 2.6.

When initiating a Group Chat User A may first provide a subject for the conversation that will
be provided to all invitees of the group chat. To provide a good user experience, it is
recommended to provide it even to those that are invited later when the chat is ongoing.
When User A presses the “Send” button, device A initiates a Chat session with the
Messaging Server by sending a SIP INVITE request to the conference factory (carrying the
subject in the Subject header if one was provided) with a new RCS Group Chat ID. The
Messaging Server sends SIP INVITE requests to the other participant users indicated in a
recipient-list body in the INVITE request received from User A. The list of invited participants
is sent in the Group Chat invitation, and is also sent out to all invited participants.

When a user’s client receives a Group Chat invitation from the Messaging Server, the user
may accept or reject the invitation. Alternatively the user’s client may auto-accept® a Group
Chat invitation, depending on a configuration parameter IM SESSION AUTO ACCEPT
GROUP CHAT as defined in Annex A. A client on which Group Chat has been disabled via
the GROUP CHAT AUTH configuration parameter (see section A.1.3.3) shall not notify the
user and automatically reject any received SIP INVITE request for a Group Chat with a SIP
488 NOT ACCEPTABLE HERE response.

When at least one invited participant accepts the invitation, the 200 OK response is sent
back to User A and the Group Chat is set up. At that moment User A (or the user that
accepted) can write a first message in the chat. Any messages sent to the focus during this
startup phase before a final response is received from each invited participant are
temporarily queued in the Messaging Server Controlling Function until there is a final
response from all invited participants. Depending on each participant’s response:

e A 200 OK is received, the focus will send all the messages temporarily queued,;
When all the final responses have been received, the focus will stop queuing messages.

After acceptance the client shall subscribe to the conference event package to retrieve the
list and status of the users in the Group Chat.

User A’s device shall also subscribe to the conference event package. The SUBSCRIBE
request shall be routed to the Messaging Server Participating Function which shall either
proxy the request onwards to the Controlling Function or handle the subscription as a Back-
to-Back User Agent (B2BUA), see also section 3.4.4.3.1. When the client receives the
resulting SIP NOTIFY requests carrying the conference state information, the identity of
each user shall be matched against the Contact List in the device to present a user friendly
name. If a user is not found in the Contact List, the display hame provided in the conference

% Note that the Service Provider multidevice policy has to be consistent with the Group Chat auto-
acceptance policy.
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state, if any, for that user should be used. As a complement to [RCS5-SIMPLEIM-ENDORS]
and [RCS5-CPM-CONVFUNC-ENDORS], the notifications pertaining to the conference
event package should convey information about the pending participants (i.e. the “pending”
state is used in the <status> element of the corresponding endpoint as per [RFC4575]).

The Messaging Server will open sessions to Users A, B, C and so on, up to a configured
limit which should be set to the same OMA SIMPLE IM parameter value configured in the
clients, i.e. MAX_AD-HOC_GROUP_SIZE.

In the user interfaces of the receivers’ client on which the GROUP CHAT AUTH
configuration parameter is enabled (see section A.1.3.3), a notification (Ul dependent) shall
be displayed to inform the user about the incoming invitation. This notification should clearly
state that it is an invitation to a Group Chat making the users aware of this fact and should
take into account the IM SESSION AUTO ACCEPT GROUP CHAT configuration parameter
defined in section A.1.3.3. This notification can also indicate the other users that were
invited as well as the subject of the conversation if one was provided.

The supported content types in the SDP exchanged in the SIP INVITE request and the
associated 200 OK response shall be indicated as follows:

¢ In the SDP of the SIP INVITE request and response, the a=accept-types attribute shall
include only message/cpim, i.e., “a=accept-types:message/cpim”.

¢ If multimedia content within a Chat session is a requirement the configuration parameter
MULTIMEDIA IN CHAT in Annex A section A.1.3.3 is set to enabled. Therefore in the
SDP of the SIP INVITE request and response, the a=accept-wrapped-types attribute
shall include either *, or a complete list of all content types supported during the Chat
session (including at least text/plain, message/imdn+xml and application/im-
iscomposing+xml), e.g., a=accept-wrapped-types:*.

o If multimedia content within a Chat session is not a requirement, the configuration
parameter MULTIMEDIA IN CHAT in Annex A is set to disabled. Therefore in the SDP
of the SIP INVITE request and response, the a=accept-wrapped-types attribute shall
only include text/plain, message/imdn+xml and application/im-iscomposing+xml. If File
Transfer using HTTP is supported (see section 3.5.4.8) then the a=accept-wrapped-
types attribute shall also include application/vnd.gsma.rcs-ft-http+xml. If Geolocation
PUSH is supported (see section 3.10.4.1.3), then the a=accept-wrapped-types attribute
shall also include application/vnd.gsma.rcspushlocation+xml. To transfer multimedia
content during a chat, File Transfer is used.

NOTE: During session setup the client and the conference focus shall also take into
account the procedures described in section 3.5.4.2 and when they support
File Transfer via HTTP in the Group Chat also those in section 3.5.4.8.1.
When they support Geolocation PUSH in the Group Chat they shall also
take into account the procedures in section 3.10.4.1.3.

Once the Group Chat has been initiated, the focus Session Identity uniquely identifying that
Group Chat may be kept by the original initiator's Messaging Server Controlling Function
either for an amount of time configurable by the Service Provider, or until the original
initiator's Messaging Server Controlling Function no longer authorizes other users to restart
this Group Chat (e.g. because of a Service Provider policy when the initiator explicitly left
the chat). Depending upon service provider policies, this focus Session Identity can then be
used by any of the participants in the Group Chat to restart it by simply attempting to rejoin
the Group Chat as described in section 3.4.4.1.7.

3.4.4.1.2 Adding participants to a Group Chat

Once a Group Chat is established, the local Service Provider policy decides whether only
the initiator is allowed to add participants to the Group Chat or whether any participant is
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allowed to add more participants. A Service Provider may choose to have a local policy that
allows participants that are their own subscribers to add participants, but participants from
other Service Providers would not be allowed.

The maximum number of participants allowed and the current user count for a running
group chat is notified by the focus in the maximum-user-count and user-count elements as
defined in [RFC4575] when the client subscribes to the conference event package.
Participants may be added provided the maximum-user-count is not reached or the focus’s
Service Provider policy allows it. If these values are not present in the conference event
package then that the MAX_AD-HOC_GROUP_SIZE configuration parameter may be used
instead.

For a Closed Group Chat (see section 3.4.4.2), no one can add participants. If the Group
Chat is a Closed Group Chat, the Messaging Server will return an error response to the SIP
REFER request. If adding participants fails because of one of the reasons above, it is
expected that the Messaging Server's error response include a Warning header and
appropriate explanatory text as per the [RCS5-SIMPLEIM-ENDORS] or [RCS5-CPM-
CONVFUNC-ENDORS] (depending on the setting for CHAT MESSAGING TECHNOLOGY
see Table 77 in Annex A).

When adding participants, as a clarification to [RCS5-SIMPLEIM-ENDORS] or [RCS5-CPM-
CONVFUNC-ENDORS] (depending on the setting for CHAT MESSAGING TECHNOLOGY
see Table 77 in Annex A), the client shall :

e include an RCS Group Chat ID in the REFER request set to the RCS Group Chat ID of
the pertaining Group Chat,

include a Subject header in the REFER request set to the pertaining Group Chat subject, if
the pertaining Group Chat was created with a subject.

3.4.41.3 Closing Group Chat

A SIP/MSRP session established between one of the user's devices and the network
allowing a user to participate in a Group Chat will be closed for either one of the following
reasons:

e The user explicitly indicates that he’s not willing to take part in the Group Chat anymore
(see section 3.4.4.1.3.1)

e An error condition occurs preventing a particular device from further maintaining an
active session that allows a user to participate in a Group Chat (see section 3.4.4.1.3.2)

e Based on local service provider policies, the Controlling Function no longer wishes to
maintain the active sessions of an ongoing Group Chat and therefore forces the closing
of the remaining active sessions (see section 3.4.4.1.3.3)

3.4.4.1.3.1 Explicit Departure

Any of the participants can voluntarily leave the Chat. When leaving voluntarily, a
conversation history will exist in the user’s device history with the messages associated with
the chat up to the point the user left.

When a patrticipant indicates their desire to voluntarily leave the Group Chat session their
device shall send a SIP BYE request that includes a Reason Header field (as defined in
[RFC3326]) with the protocol set to SIP and the protocol-cause set to 200 (e.g.
SIP;cause=200;text="Call completed”). In addition, the client shall unsubscribe from
receiving the Chat participant information. When it receives a SIP BYE request the
Controlling Function will convey with a new conference state event package notification to
the remaining participants and in case of voluntary departure, remove the user from the
participant list. In this new conference state event package notification the Controlling
Function shall include additional elements and values defined in [RFC4575] to indicate why
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the participant is not taking part in the conversation any longer. If the participant left
voluntarily (that is, the SIP BYE request included a Reason header field with the protocol set
to SIP and the protocol-cause set to 200), the conference focus shall indicate the departed
participant's status as “disconnected” and include a disconnection-method element the
value of which shall be set to “departed”.

When the chat is (re)started, any participant can also leave or decline the Group Chat by
rejecting the Group Chat invitation with a 603 Decline response. When receiving a SIP 603
DECLINE response to a SIP INVITE request for a Group Chat, the Controlling Function will
remove the participant that declined from the participant list and convey a new conference
state event package notification to the remaining participants. In this new conference state
event package notification, the controlling function shall set the departed participant’s status
to “disconnected” and include the disconnection-method element set to a value of “failed”

with a reason sub-element set to code 603
<reason>SI|P;cause=603;text="Declined"</reason>.
NOTE: When the user explicitly leaves a regular Group Chat (i.e. as opposed to a

Closed Group Chat as defined in section 3.4.4.2), their client may store the
Group Chat’s IM Session identity for some time to offer the user the option
to rejoin. If the user makes use of this option the device shall handle this
according to the procedures described in [RCS5-SIMPLEIM-ENDORS] or
[RCS5-CPM-CONVFUNC-ENDORS]. Once that Group Chat terminates
because of inactivity, that participant who explicitly left cannot rejoin or
restart unless he is added by another participant, since that user is no
longer on the latest participant list. When an attempt to rejoin results in a
SIP 404 Not Found response, the chat should be considered to be no
longer active.

When User C leaves the Group Chat voluntarily, the other users that have subscribed to the
conference focus will be notified in the chat through a predefined indication “User C has left
the conversation,” and their devices will remove him from the displayed participants.

An RCS client receiving a notification of a participant leaving the Group Chat voluntarily,
either by closing (i.e. using a SIP BYE request that includes a Reason header field with the
protocol set to SIP and the protocol-cause set to 200) or rejecting the Group Chat session
invitation with a SIP 603 DECLINE response shall remove the participant from the locally
stored participant list associated with the Group Chat.

A participant voluntarily leaving the Chat is removed from the Group Chat participant list
used for restarting the chat as specified in section 3.4.4.1.7 by both the Controlling Function
and the clients receiving a notification indicating this voluntary departure.

3.4.4.1.3.2 Involuntary departure

A user can also leave the session involuntarily (e.g. due to loss of connectivity or other error
situations). In this case, if it is still capable of doing so, the client or otherwise, the network
element detecting the error situation should generate a SIP BYE request that includes a
Reason Header field with the protocol-cause set to a value other than 200 (i.e. the protocol-
cause must not be the value used for voluntary departure in section 3.4.4.1.3.1). It is
recommended to use a Reason header field with the protocol set to SIP and the protocol-
cause set to 503 (e.g. SIP;cause=503;text="Service Unavailable”) as was defined in [3GPP
TS 24.229] for bearer loss detected by the P-CSCF also for other network elements.

When a SIP BYE request carrying a Reason header field with a protocol-cause other than
200 is received by the Controlling Function, the Controlling Function shall send SIP NOTIFY
requests to the remaining participants of the chat indicating in the Conference State event
package notifications that the user is no longer part of the session. The Controlling Function
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shall represent the fact that the departure was involuntary by setting the participant’s status
to “disconnected” and including a disconnection-method element of which the value shall be
set to “booted”.

NOTEL: As it cannot be guaranteed in general that all network elements detecting

an error situation will include a Reason header field nor that there are no
legacy clients connecting to the network that do not include a Reason
header field, it is recommended that the Messaging Server allows for a
Service Provider policy controlling whether a received SIP BYE request
without Reason header field is handled as a voluntary or involuntary
departure. If such a policy is not provided, it is left to implementation.

NOTE2: As described in section 3.4.4.3.1, depending on whether store and forward
is supported the Participating Function may not always relay a SIP BYE
request indicating involuntary departure that is initiated by a client or
another network element located on the path between the Participating
Function and the client. If store and forward is supported, the Participating
Function will not forward the SIP BYE to the Controlling Function. The
disconnection is transparent to Controlling Function and the participants.

3.4.4.1.3.3 Closing of the Group Chat

The remaining sessions for a Group Chat are closed by the Controlling Function amongst
others when in following cases:

1. less than the minimum number of active participants as defined in the Messaging
Server, for a Group Chat remain in the Group Chat, or
2. when a chat inactivity timeout expires, or
3. based on local policy in the Messaging Server, e.g. if the originator leaves the Group
Chat.
NOTE: The active participants are the ones in “connected” state or in the “pending”
state (i.e. the ones from which a final response has not yet been received).

When closing these sessions, a conference focus may decide based on service provider
policy to keep the focus Session Identity. This may be for example done in following cases:

e Case 1 above, when there are users on the participant list that have left involuntarily
(see section 3.4.4.1.3.2)

e Case 2 above

When it decides to keep the focus Session ldentity and associated information, the
conference focus shall maintain the information for at least one month.

NOTE: It is recommended that a Participating Function providing store and forward
functionality for Group Chats as described in sections 3.4.4.3 and 3.4.4.4
stores deferred Group Chat messages for at most one month to ensure that
the original focus can be used should there be a need to restart the session
as a consequence of the forwarding of the deferred messages.

When the Messaging Server no longer keeps the focus Session Identity for the Group
Chat, any future attempt by a user to join or restart the Group Chat identified by the focus
Session Identity will fail. The Controlling Function shall indicate this by including a Reason
header field with the protocol set to SIP and the protocol-cause set to 410 (e.g.
SIP;cause=410;text="Gone”) in the SIP BYE request that it sends to the remaining
participants. A client receiving a SIP BYE request including a Reason header field with the
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protocol set to SIP and the protocol-cause set to 410 may take this into account when
restarting the Group Chat (see section 3.4.4.1.7) and avoid sending a rejoin request to the
focus Session ldentity.

Otherwise the Messaging Server keeps the focus Session ldentity. This allows any of the
participants that still were in the Group Chat when the session was closed to send a rejoin
request that will result in the Group Chat being restarted. In that case, the Messaging
Server also keeps the type of Group Chat (e.g. Closed) and the list of participants that were
present when the Group Chat was torn down, and uses that list to check who is authorized
to restart the Group Chat, and then to invite those participants when it receives the rejoin
request from an authorized participant as described in section 3.4.4.1.7. When the Session
Identity is maintained in case 2 above or in case 1 above for the situation where some of the
participants left the session involuntarily or didn’t explicitly accept or reject the invitation, the
Controlling Function shall include a Reason header field with the protocol set to SIP and the
protocol-cause set to 480 (e.g. SIP;cause=480;text="Bearer unavailable”) in the SIP BYE
request that it sends to the remaining participants. In other scenarios where the messaging
server keeps the focus Session Identity, it shall include a Reason header field, but that may
relay different values.

Even if the focus indicated that it keeps the Session Identity and the participant list (i.e. the
BYE request received by the clients included a Reason header with the protocol set to SIP
and the protocol-cause set to a value different than 410), the clients patrticipating in a Group
Chat shall also keep the latest participant list. If a rejoin to an inactive Group Chat fails, the
client can then restart the Group Chat as a new Group Chat using this latest participant list
from the last Group Chat as described in section 3.4.4.1.7.

To avoid that users are removed from an ongoing session, the idle time during a Group
Chat should be monitored by the Controlling Function ensuring that the session is torn down
for all users at the same time. Unlike the situation for a 1-to-1 Chat where the Participating
Function may tear down the session also in normal circumstances, any idle session
monitoring on the Participating Function, if provided, shall therefore use timeouts that are
significantly larger than the timers used in the controlling function. To allow configuring
these Participating Function timers for intervening in error situations (e.g. loss of
connectivity between the Participating and the Controlling Function), the maximum allowed
idle time on the Controlling Function shall not be larger than 300 sec (i.e. 5 min). Because
they are not relayed to all Participating Functions involved in the Chat, the Controlling
Function shall not take the messages relayed over MSRP for delivering disposition
notifications into account when monitoring the idle time.
NOTE: Whether to provide idle time monitoring of a Group Chat in the participating

function for intervening in error situations is an implementation decision.

3.4.4.1.4 Chat message size limitations

This maximum size is controlled through the MaxSize1ToM configuration parameter defined
in Annex A. Endpoints and the Messaging Server are expected to make use of the SDP
attribute a=max-size to indicate the maximum message size to participants.

If the user attempts to send a message larger than this limit, the message is not sent, and
the user should be informed that messages of that size cannot be sent in the conversation.

3.4.4.1.5 Delivery and Display notifications within Group Chat

Each message sent within a Group Chat may request a delivery notification and may
request a display notification, similar to the previously described 1-to-1 chat (see section
3.3.4.1).

When a message has been delivered, the recipient client generates a delivery or display
notification as described for 1-to-1 chat (see section 3.3.4.1), with the difference that the
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CPIM To header shall be set to the identity of the sender of the message, found in the CPIM
From header of the incoming message, instead of to an anonymous URI. The identity to be
used from the CPIM From header could be a public gruu for the sender, a URI for the
sender plus the sip.instance value for the sender, or it could simply be a URI for the
sender. . For examples of how a public gruu or sip.instance value is carried in a CPIM
From header, see section 3.4.4.1.8. While the examples in section 3.4.4.1.8 address the
CPIM From header case, they also apply for the value to be used in the CPIM To header.

This requires that the Messaging Server support Private Messages within Group Chat.

If there is no on-going Group Chat in which to send these notifications, they shall be sent
using SIP MESSAGE. Note that the SIP MESSAGE may not arrive at the sending device in
a multidevice scenario if a device identifier (i.e. public gruu or sip.instance value as per
section 2.11.3) is not included in the SIP MESSAGE request.

3.4.4.1.6 Interworking to SMS/MMS

For a Group Chat the behaviour for interworking to SMS/MMS is similar to interworking of a
1-to-1 Chat described in section 3.3.4.1.6 with the same entities being involved. The only
difference being that the decision to interwork may be taken by the Controlling Function of
the Messaging Server based on the same criteria used by the Participating Function for the
case of a 1-to-1 session (e.g., based upon error), or by the terminating Participating
Function (e.g. based upon error or Service Provider policy). Furthermore as described in
[RCS5-CPM-IW-ENDORS] and [RCS5-3GPP-SMSIW-ENDORS] the IWF will subscribe to
the participant information and use that information to inform the SMS or MMS user of who
also is taking part in the Group Chat.

Note that messages sent during any interval that a participant becomes unavailable or loses
connectivity during the Group Chat will only be stored for that participant if either the basic
or full Store and Forward feature is available for that participant. See sections 3.4.4.3 and
3.4.4.4 for more information on the Group Chat Store and Forward features.

3.4.41.7 Restarting a Group Chat

When a Group Chat has been closed due to inactivity, it may be restarted at any time by
any of the participants. In order to do so, the RCS client will try to rejoin using the focus
Session Identity and same RCS Group Chat ID of the previous Group Chat session.
Depending on Service Provider policies, the Group Chat may be automatically restarted as
explained below or a SIP 404 error response will be returned. If a SIP 404 error response is
returned, the RCS client shall initiate a new Group Chat as per section 3.4.4.1.1 re-using
the same RCS Group Chat ID and with latest participant list it has available for the Group
Chat. The participant list should include the participants in the pending state. A client shall
not restart an already established Group Chat. For OMA CPM, the RCS client shall restart
the Group Chat with the same Contribution-ID and the same Group Chat ID (Conversation-
ID) of the previous Group Chat session when restarting a Group Chat as specified in
[RCS5-CPM-CONVFUNC-ENDORS].

NOTE: Optionally, based on Service Provider policies, the Participating Function
may return a SIP 404 error response to the rejoin request, which will as
described above result in an initiation of a new Group Chat with a new
Session Identity, re-using the same RCS Group Chat ID, and the latest
participant list. From client perspective, the same procedure described in
this section therefore applies.

If, when using that last method, the number of participants in the participant list is larger

than the maximum number of participants allowed (i.e., as configured using the MAX_AD-
HOC_GROUP_SIZE configuration parameter) the user should be prompted to reduce the
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number of participants before initiating the Group Chat and a new RCS Group Chat ID is
assigned.

When the Messaging Server Controlling Function receives an incoming SIP INVITE request
with a focus Session Identity for a Group Chat that is not in progress, it checks whether it
still has the focus Session Identity along with the last participant list. If so, it checks whether
the user is authorized to restart the Group Chat identified by the focus Session Identity in
the SIP INVITE request, and if so, restarts the Group Chat using the associated participant
list and as a Closed or regular Group Chat depending on the type it was before.

If the Messaging Server Controlling Function no longer recognizes the focus Session
Identity, it returns a 404 Not Found error response and if the focus Session ldentity is
available but the user is not authorized to restart the Group Chat, it returns a 403 Forbidden
error response. In both cases, the user’s device initiates a new Group Chat as per section
3.4.4.1.1, using the last participant list it had already stored to build the URI-list in the SIP
INVITE request

It may happen that more than one participant in a Group Chat that was closed because of
inactivity will restart the Group Chat at the same time, resulting in two or more conference
foci being allocated using the same RCS Group Chat ID (i.e. the OMA SIMPLE IM
Contribution-ID or OMA CPM Conversation-ID). In that case and since rejecting a Group
Chat invitation or terminating an ongoing Group Chat session with a SIP BYE request
implies removing the participant from the Group Chat, an RCS client receiving such an
invitation shall behave as follows to keep one of the Group Chats and allow all the others to
become idle:

e If more than one Group Chat invitation is received with the same RCS Group Chat ID,
the RCS client shall accept or reject all the invitations according to the normal
procedures depending whether the user wants to rejoin or not.

e If a Group Chat invitation is received with the same RCS Group Chat ID of an already
established Group Chat, the RCS device will auto accept the new Group Chat session.
The participant list contained in the SIP INVITE request has to be compared with the
local participant list and if one or more participants are found in the local list and not
present in the incoming SIP INVITE request, the RCS client will automatically add those
participants to the new Group Chat session as per section 3.4.4.1.2.

e The RCS client shall be able to receive all incoming message from any of the
established Group Chat sessions with the same RCS Group Chat ID.

e The RCS client will send messages to the Group Chat using only the latest established
Group Chat session with the same RCS Group Chat ID. This will allow the rest of Group
Chat sessions to time out due to inactivity.

e If the participant explicitly leaves the Group Chat, all the Group Chat sessions with the
same RCS Group Chat ID will be terminated by the RCS client by sending a SIP BYE
request.

3.4.4.1.7.1 Race conditions

Since a Group Chat can be restarted by two participants simultaneously, race-conditions
exist between rejoin requests coming from the client and SIP INVITE request originated by
the Controlling Function. As the middle element, most of these situations will be detected by
the Messaging Server Participating Function that shall handle these situations as follows:

1. For the case where the Messaging Server Participating Function receives an incoming
SIP INVITE request from the client for a Group Chat for which a SIP INVITE request
was already sent (matching shall be done based on the focus Session Identity or the
RCS Group Chat ID) (i.e. the INVITE requests have crossed between the client and the
Participating Function):
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a) If no session is established yet with the Controlling Function (see also sections
3.4.4.3 and 3.4.4.4), the Messaging Server Participating Function shall forward this
INVITE request from the client to the conference focus and handle the SIP INVITE
request from the client as a regular B2BUA with this session setup to the Controlling
Function.

b) Otherwise the Messaging Server Participating Function shall accept the SIP INVITE
request from the client, establish the MSRP channel and forward any messages and
notifications received from the client in the already established MSRP session with
the Controlling Function.

Messages and notifications received from the Controlling Function shall only be
forwarded in the MSRP channel to the client that was last to be established. Based on
local policy, the Messaging Server Participating Function shall terminate the unused
session by sending in the corresponding SIP dialog a SIP BYE request carrying a
Reason header field with the protocol set to SIP and the protocol_cause set to 480 (e.qg.
sip;cause=480;text="bearer unavailable”).

This means, that in all cases where such a race condition occurs temporarily, two
sessions are established between the client and the Participating Function and only one
between the Controlling Function and the Participating Function. Between the client and
Participating Function only the MSRP session that was last to be established shall be
used.

2. For the case where the Messaging Server Participating Function receives an incoming
SIP INVITE request from the Controlling Function for a Group Chat for which a SIP
INVITE request was already sent (matching shall be done based on the focus Session
Identity or the RCS Group Chat ID) to the Controlling Function (i.e. the INVITE requests
have crossed between the Controlling Function and the Participating Function), the
Messaging Server Participating Function may either

a) forward this INVITE request to the client or

b) accept both the session from the Controlling Function and the rejoin request from
the client and link both dialogs as a B2BUA. In that case when the Controlling
Function accepts the INVITE request, the Participating Function shall establish the
MSRP session and only use the last MSRP channel to be established until either the
Controlling Function closes one of the sessions, closes the entire chat or the user
leaves the Chat. In the last case the Messaging Server Participating Function shall
send the corresponding SIP BYE request in both sessions.

Also the Controlling Function shall accept a rejoin request received from a participant for
which there was an outstanding INVITE request. It shall ensure that only one session is
used and that messages from the participant are not returned in the other session. To
achieve this, it is recommended to only send messages in the last MSRP channel to be
established. Once it has received messages or notifications over that connection it may
close the other session by sending in the corresponding SIP dialog a SIP BYE request
carrying a Reason header field with the protocol set to SIP and the protocol _cause set to
480 (e.g. sip;cause=480;text="bearer unavailable”).

3.4.4.1.8 Multidevice handling and the Message Store
Multidevice handling occurs when a user has more than one device (e.g., PC and mobile).

When a user wishes to restart a chat on a different device, it may not have the latest
information on the Group Chat. In particular it will not have the focus Session Identity for
the Group Chat if it did not receive the initial SIP INVITE request. This would occur if the
device had not been registered in IMS when the initial INVITE request was sent out.

When a Network-based Common Message Store is available for the user, the Group Chat
messages are stored in the Message Store as they pass through the user’s Participating
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Function. If a network initiated SIP BYE request is received, then in addition to storing the
Conversation-ID (if present) and Contribution-ID, the focus Session ldentity for the Group
Chat, whether it was closed or regular, and a message containing the current list of
participants need to be stored. This implies that the Messaging Server Participating
Function is required to keep track of the list of participants for the Group Chat by
subscribing to the participant information and keeping the relevant information received in
the corresponding SIP NOTIFY requests. The messages are synchronized with the
Message Store as specified in [RCS5-CPM-MSGSTOR-ENDORS].

When chat messages are sent within a Group Chat, the device identifier is required to be
set by the sender in the CPIM From header in the MSRP SEND request. To do this, the
CPIM From header in messages should carry the device identifier, which is either a public
gruu or a sip.instance value as defined in section 2.11.3.

As examples:

e For a public GRUU, the CPIM From header would be set as follows:
From: <sip:mysipuri@example.com;gr=hdg7777ad7aflzig8sf7>

e For a sip.instance value, the CPIM From header would be set as follows:
From: <sip:mysipuri@example.com?Accept-
Contact=+sip.instance%3D%22%3Curn:uuid:f81d4fae-7dec-11d0-a765-
00a0c91e6bf6%3E%22%3Brequire%3Bexplicit>

NOTEL: URI parameters require escaping in the above example

NOTEZ2: the placement of the +sip.instance inside the angle brackets is only valid in
the CPIM From header. In particular, the +sip.instance shall never be
placed in the Request-URI of a SIP request. If it is needed in a SIP request,
it shall be carried in a Contact header if identifying the sender or in an
Accept-Contact header if identifying the recipient as defined in section
2.11.3.

When Group Chat messages are stored, the device identifier of the sender is stored with the
message. When these messages are delivered, the device identifier for the sender of each
message is set in the CPIM From header in the same way it was set by the original sender,
as shown above.

3.4.41.9 Group Chat Service Identification when CHAT MESSAGING TECHNOLOGY
is CPM

When CHAT MESSAGING TECHNOLOGY (see Table 77 in Annex A) is set to CPM, the
RCS client shall populate the P-Preferred-Service header field in all CPM requests with the
CPM Feature tag defined for the service, as described in [RCS5-CPM-CONVFUNC-
ENDORS]. The S-CSCF or AS that performs the service assertion in the originating network
shall add the P-Asserted-Service header field set to the value of the asserted CPM service
ICSI (i.e. “urn:urn-7:3gpp-service.ims.icsi.oma.cpm.session” for CPM chat, or “urn:urn-
7:3gpp-service.ims.icsi.oma.cpm.deferred” for deferred delivery done as part of the Store
and forward realization) and remove the P-Preferred-Service header field before further
routing the request.

A receiving network element and RCS client should ignore any SIP header fields that they
do not understand (e.g. P-Preferred-Service, or P-Asserted-Service header fields).

3.4.4.2 Technical Realization of a Closed Group Chat

In order for a device to request that a particular group chat remain closed to the addition of
new participants, the device sets the a=chatroom attribute defined in [I[ETF-DRAFT-Chat] in
the SDP of the SIP INVITE request with the CPM reserved chat-token value, as described
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in [RCS5-CPM-CONVFUNC-ENDORS], to indicate the RCS Closed Group Session in the
SIP INVITE. The SDP attribute value shall be :
a=chatroom:org.openmobilealliance.groupchat.closed,;

If a Service Provider only wishes to provide Group Chats that are closed, then even if the
SDP offer did not include the a=chatroom attribute, a Closed Group Chat is created and the
a=chatroom attribute is returned to the sender in the SDP answer in the 200 OK to the
Group Chat initiator.

For a Closed Group Chat, the a=chatroom attribute (i.e.
“a=chatroom:org.openmobilealliance.groupchat.closed”) is placed in the SDP offer in the
SIP INVITE request sent to invited participants:

A device recognizing this attribute may disable the possibility of adding participants to the
Group Chat. A device not recognizing this attribute shall ignore it, but any attempt by the
device to add participants will result in an error being returned from the Messaging Server.

3.4.4.3 Technical Realization of Basic Store and Forward functionality for a Group
Chat Participant

A Messaging Server may provide the Basic Store and Forward feature for users
participating in Group Chats. This feature applies no matter whether this Service Provider or
another Service Provider is hosting the Group Chat. This feature applies only to participants
who have initiated a Group Chat or have previously accepted a Group Chat invitation and
are thus participating in a Group Chat as described in section 3.4.4.1.

3.4.4.3.1 Storing messages for a participant who loses connectivity

If a Messaging Server implements the Group Chat Store and Forward feature, then if a
Messaging Server Participating Function serving a Group Chat participant detects that the
participant is unreachable (e.g. loss of network coverage), it becomes an endpoint for the
Group Chat. In this case it shall store any messages and disposition notifications (but not
isComposing Notifications) received for that participant and keep the dialogs for the Chat
session alive by sending timely refresh requests as defined in [RFC4028]. This way, the
conference focus continues to keep the participant in the participant list for the Group Chat.
Furthermore the Messaging Server Participating Function shall ensure that it has a
subscription to the conference state for the duration of the Group Chat, or until the user re-
joins. Upon detecting that the participant is unreachable the Messaging Server Participating
Function shall either initiate an own subscription to the conference state on behalf of the
user after terminating the client’s subscription or only terminate the leg towards the client
depending on whether it proxies the subscription requests or acts as a B2BUA (see also
section 3.4.4.1.1). A conference focus shall accept subscriptions to the conference event
package from Participating Functions that subscribe on behalf of an RCS user.
NOTE1L: The Controlling Function cannot be assumed to support multiple
subscriptions per participant, if this situation occurs, it may terminate all but
the last subscription. In order to come to a predictable behaviour, a
Participating Function proxying the client’s subscriptions should therefore
terminate the client’s subscription before initiating its own one and upon a
rejoin of the client terminate the own subscription before forwarding the
client’s subscription.

A Messaging Server knows a participant has lost connectivity if it does not receive a SIP
BYE request from that user, but it notices TCP or MSRP connectivity issues with that
participant, or receives a SIP BYE request from client side indicating involuntary departure
as specified in section 3.4.4.1.3.2 (e.g., containing a Reason header field set to response
code 503 (Service Unavailable), as specified in section 5.2.8.1.2 of [3GPP TS 24.229)).
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NOTEZ2: SIP BYE requests indicating voluntary departure (as specified in section
3.4.4.1.3.1) and SIP BYE requests received from the controlling function
side shall simply be relayed on the other leg of the B2BUA as for the case
where the Group Chat Store and Forward feature is not provided.

3.4.4.3.2 Rejoining a Group Chat after temporary disconnection, Group Chat still
ongoing

When a Messaging Server Participating Function detects that one of its users is attempting
to rejoin an ongoing Group Chat, it will deliver any stored messages and notifications to the
user, and connect the user’s session with the ongoing session that the Messaging Server
Participating Function controls on behalf of the user.

The user is made aware of the current list of participants in the Group Chat once he has
joined successfully and issues a SUBSCRIBE to the conference state for the Group Chat.
The Messaging Server Participating Function shall upon receiving this request either
forward it to the Controlling Function and terminate its own subscription or connect the
client’'s subscription as a B2BUA to its own one. All participants with any one of these
<status> values: ‘connected’, ‘disconnected’ or ‘pending’ shall be included in the resulting
SIP NOTIFY request, not just the ones in ‘connected’ state.

3.4.4.3.3 Rejoining a Group Chat after temporary disconnection, Group Chat is over

When a Messaging Server Participating Function detects that a user is attempting to rejoin
an ongoing Group Chat which is no longer active, it will forward the rejoin request to the
controlling function and deliver any stored messages and notifications to the user (see
Annex B.1.4), and when no Group Chat session was established during forwarding,
terminate the session to the client immediately after delivering the last stored message.

As for the case of a 1-to-1 session described in section 3.3.4.1.3, when stored application
messages need to be forwarded this will only be done in case the client that accepted
supports the application service as indicated in the a=accept-wrapped-types SDP attribute
and the Contact header field that the client provided in the SIP INVITE request when
rejoining the session. Otherwise, according to the operator local policy the messages
related to the application shall either remain stored until another client comes online or be
converted by the Messaging Server Participating Function into a format that is supported by
the client (e.g. a plain text message carrying a link or a descriptive text of the application
message’s content).

When the receiving RCS Client sends any messages, explicitly leaves the Chat (as
described in section 3.4.4.1.3.1) or adds a new participant (as described in section
3.4.4.1.2), the Messaging Server Participating Function shall ensure that the Group Chat is
restarted on behalf of the user using the procedure described in section 3.4.4.1.7 and
forward the message or action from the user in this session. For notifications sent by the
receiving client, the Messaging Server Participating Function shall either send them in a
restarted Group Chat session or as SIP MESSAGE requests. In the latter case, these SIP
MESSAGE requests shall carry the same RCS Group Chat ID as the Group Chat so that
the receiving user can associate them with the Group Chat instead of to a 1-to-1 Chat. The
Messaging Server Participating Function should close the delivery session as soon as all
stored messages are delivered.
NOTE: When the client subscribes to the conference state event package and the
Group Chat is not active (i.e. there is no session between Participating and
Controlling Function), as an optimisation this subscription can be accepted
by the Messaging Server Participating Function that will consequently
generate a SIP NOTIFY request including the last known participant
information. In this case the Messaging Server Patrticipating Function shall
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have to subscribe to the conference state event package when the Group
Chat is restarted and link this subscription with the one from the client as a
B2BUA. If the client’'s SIP SUBSCRIBE request is received in a Group Chat
that was restarted, it shall be handled as described in section 3.4.4.1.1.

3.4.4.3.4 Delivering messages for a participant, Group Chat is over

When the Messaging Server Participating Function detects that the recipient user is now
available in IMS, stored chat messages are delivered as described in section 3.4.4.1.3
(similar to Annex B, section B.1.4), with following differences:

e the P-Asserted-ldentity and Contact headers shall include the same values of the
corresponding headers in the latest received Group Chat invitation,

o the Referred-By header value shall contain the address of the user who initiated the
Group Chat and

NOTE: Whether the Messaging Server Participating Function initiates this action
immediately or only after a timeout when it can be assumed that the client
will not send an automatic rejoin, is left as an implementation decision. In
both cases, the Messaging Server Participating Function should be
prepared to handle a race condition between the INVITE request that it
sends and a rejoin sent from the client. By delaying the INVITE request, that
scenario becomes more unlikely though.

When the receiving RCS Client sends any messages, explicitly leaves the Chat (as
described in section 3.4.4.1.3.1) or adds a new participant (as described in section
3.4.4.1.2), the Messaging Server Participating Function shall ensure that the Group Chat is
restarted on behalf of the user using the procedure described in section 3.4.4.1.7 and
forward the message or action from the user in this session. For notifications sent by the
receiving client, the Messaging Server Participating Function shall either send them in a
restarted Group Chat session or as SIP MESSAGE requests. In the latter case, these SIP
MESSAGE requests shall carry the same RCS Group Chat ID as the Group Chat so that
the receiving user can associate them with the Group Chat instead of to a 1-to-1 Chat. The
Messaging Server Participating Function shall close the delivery session as soon as all
stored messages are delivered. When the user explicitly leaves the session the Messaging
Server Participating Function shall next to the forwarding of this action also discard any
remaining stored messages.

Forwarding of application messages shall be done as specified in section 3.4.4.3.3. If the
first message to be delivered in the Chat is an application message (e.g. a File Transfer via
HTTP XML body), the messaging server shall include an Accept-Contact header field in the
SIP INVITE request carrying the IARI associated to the application service along with
require and explicit parameters.

3.4.4.3.5 Delivering messages for a participant, Group Chat is still ongoing

When the Messaging Server Participating Function detects that the recipient user is now
available in IMS and the session with the Controlling Function is still active, stored chat
messages are delivered as described in section 3.4.4.3.4 with the Messaging Server
Participating Function’s B2BUA linking the session towards the client with the one that was
established with the Controlling Function. The Messaging Server Participating Function
shall either forward the subscription to conference state request from the client to the
Controlling Function after terminating the own subscription or link this subscription from the
client to its own subscription as a B2BUA.
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3.4.4.3.6 Active session from Controlling Function deactivated while forwarding
messages

In case the Chat Session is terminated from the Controlling Function while the deferred
delivery is still ongoing, the session to the client shall be maintained until all messages have
been delivered. The Group Chat session to the Controlling Function may also be restarted
as described in section 3.3.4.1.7 to handle content sent by the client.

3.4.4.3.7 Inactive session from Controlling Function activated while forwarding
messages

In case the delivery started without an active session from the Controlling Function and the
Group Chat is activated from the same Controlling Function as before (i.e. the session
identity matches the one provided to the client), the Messaging Server Participating
Function shall accept the session from the Controlling Function and connect it as a B2BUA
to the one already established with the client. Furthermore the Messaging Server
Participating Function shall on behalf of the user subscribe to the conference state provided
by the Controlling Function and connect this subscription as a B2BUA with the subscription
from the client that it terminated.

3.4.4.3.8 User explicitly leaving the Group Chat

When the user explicitly leaves the Group Chat, the Messaging Server Participating
Function shall, as well as the forwarding of this action to the Controlling Function (as
described in sections 3.4.4.1.2, 3.4.4.3.3 and 3.4.4.3.4 depending on the situation), also
discard any remaining messages and notifications related to this Group Chat that were
stored for delivery to that user.

3.4.4.4 Technical Realization of Full Store and Forward functionality for a Group
Chat Participant

A Messaging Server may provide Full Store and Forward functionality for users participating
in Group Chat. This feature applies no matter whether this Service Provider or another
Service Provider is hosting the Group Chat.

3.4.4.4.1 Initiating a chat

Section 3.4.4.1.1 applies. When a user who is offline is invited to a group chat or a user
does not respond to a SIP INVITE request for a group chat (i.e. the request times out), the
participating function will accept the group chat on behalf of the user and subscribe to the
conference state information for that chat session. If it can handle File Transfer via HTTP,
the participating function shall include the File Transfer via HTTP IARI in the Contact
Header of the SIP 200 OK response sent when accepting the session and if no wildcard
was used, also the application/vnd.gsma.rcs-ft-http+xml shall be included in the a=accept-
wrapped-types SDP attribute that is included in that SIP 200 OK response. If it can handle
Geolocation PUSH content, the participating function shall include the Geolocation PUSH
IARI in the Contact Header of the SIP 200 OK response sent when accepting the session
and if no wildcard was used, also the application/vnd.gsma.rcspushlocation+xml shall be
included in the a=accept-wrapped-types SDP attribute that is included in that SIP 200 OK
response.

Given that unless the user declines the Chat a Messaging Server Participating Function will
accept the session, the Messaging Server Participating Function should anticipate to this
and immediately accept the session from the controlling function without waiting for client’s
final response first. This behaviour will ensure that all messages sent in the Group Chat will
ultimately reach the user also in exceptional circumstances where the Chat is closed by the
Controlling Function before a final response was received from the user. When accepting
the session before there is a final response from the user, the Messaging Server
Participating Function shall in case a SIP 603 Decline response is received from the user
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terminate the session by sending a SIP BYE request to the Controlling Function carrying a
Reason Header Field with the protocol set to SIP and the protocol cause code set to 200
(e.g. SIP;cause=200;text="Call completed").

3.4.4.4.2 Adding Participants to a Group Chat

The text in section 3.4.4.1.2 applies. If the Group Chat is a Closed Group Chat, the
Messaging Server will return an error response to the SIP INVITE request.

3.4.4.4.3 Closing Group Chat

The text in sections 3.4.4.1.3 and 3.4.4.3.8 applies.

3.4.4.4.4 Chat messages size limitations

The text in section 3.4.4.1.4 applies.

3.4.4.4.5 Delivery and Display notifications within Group Chat
The text in section 3.4.4.1.5 applies.

3.4.4.4.6 Interworking to SMS/MMS

The text in section 3.4.4.1.6 applies.

3.4.4.4.7 Restarting a Group Chat

The text in section 3.4.4.1.7 applies.

3.4.4.4.8 Storing messages for a participant who loses connectivity
The text in section 3.4.4.3.1 applies.

3.4.4.4.9 Rejoining a Group Chat after temporary disconnection, Group Chat is still
ongoing

The text in section 3.4.4.3.2 applies.
3.4.4.4.10Rejoining a Group Chat after temporary disconnection, Group Chat is over
The text in section 3.4.4.3.3 applies.
3.4.4.4.11 Storing messages for a participant who has not yet accepted the invitation

The text in section 3.4.4.3.1 applies with the difference that the Messaging Server
Participating Function has been storing messages ever since the SIP INVITE request to the
participant timed out and it became an endpoint on behalf of that participant by sending a
200 OK.

3.4.4.4.12Joining and delivering messages for a participant who joins late, Group
Chat is still ongoing

The text in section 3.4.4.3.5 applies with the difference that the Messaging Server
Participating Function has been storing messages even if the participant had not joined
before.

3.4.4.4.13 Joining and delivering messages for a participant who joins late, Group
Chat is over

The text in section 3.4.4.3.4 applies with the difference that the Messaging Server
Participating Function has been storing messages on behalf of the participant even if the
participant had not joined before.

3.4.4.4.141Inactive session from Controlling Function activated while forwarding
messages

The text in section 3.4.4.3.7 applies.
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3.4.5 NNI and IOT considerations
3.4.5.1 SIMPLE IM Group Chat — CPM Group Chat interworking

Interworking a participant with SIMPLE IM Group Chat towards a CPM Group Chat server,
and a participant with CPM Group Chat towards a SIMPLE IM Group Chat server is done as
per the [RCS5-CPM-CONVFUNC-ENDORS], via mapping of the appropriate Chat session
feature tags when it is determined that the remote network requires such interworking.

3.4.5.2 Messaging Server handling of delivery notifications when not supported by
device or terminating network

For devices or networks (e.g. RCS-e 1.2.1) that the controlling or participating function of an
RCS 5.1 Messaging Server recognizes do not support generation of delivery notifications
within a Group Chat, the Messaging Server shall generate them on behalf of the devices if
such notifications are requested. As it is related to the deployment environment, the method
by which the Messaging Server determines whether a device can generate delivery
notifications is considered outside of the scope of this specification. The following may be
reliable indications though:

e The device indicates explicitly support for the message/imdn+xml Mime type in the
a=accept-wrapped-types SDP attribute.

¢ The device indicates support for File Transfer via HTTP in the Group Chat (see section
3.5.4.8)

A device that does not generate delivery or display notifications should not receive the
CPIM IMDN header in an MSRP SEND that is used to request notifications. When sending
a message to a device or network that is assumed not to support disposition notifications in
Group Chat, the Messaging Server shall remove this header.

3.4.5.3 Interworking between Chat participants not allowing multimedia content and
Chat participants allowing multimedia content

Whether multimedia is allowed in a Group Chat session depends on whether it is supported
by the initiator of the session and therefore on the policy of the operator hosting the
controlling function in the Group Chat. If it is not allowed, the a=accept-wrapped-types
attribute in the SDP in the SIP INVITE request shall only include text/plain,
message/imdn+xml and application/im-iscomposing+xml. If File Transfer using HTTP is
supported (see section 3.5.4.8) then the a=accept-wrapped-types attribute shall also include
application/vnd.gsma.rcs-ft-http+xml. If Geolocation PUSH is supported (see section
3.10.4.1.3), then the a=accept-wrapped-types attribute shall also include
application/vnd.gsma.rcspushlocation+xml. If multimedia is supported more types can be
listed or a wildcard can be provided. An invited client can therefore learn from the received
SIP INVITE request whether multimedia is supported in the Group Chat session.

If multimedia is supported in the Group Chat session, a client that is invited can still be
configured by an operator not to support multimedia in chat sessions. In that case it shall
only include text/plain, message/imdn+xml and application/im-iscomposing+xml in the SDP
in the SIP 200 OK response when accepting the session indicating to the controlling
function that such content should not be distributed to that participant. If such content is
then sent in the Group Chat, the controlling function could alert the sender and the
participants not supporting the content through a system message as defined in [RCS5-
SIMPLEIM-ENDORS] of this situation. The controlling function shall not send the content to
those recipients not supporting it.

This occurs in NNI situations when one user is served by a network supporting multimedia
content in Chat sessions and another user is served by a network supporting text only in
Chat sessions. A Messaging Server where only text is allowed in Chat sessions shall
ensure that the a=accept-wrapped-types attribute in the SDP used to negotiate the content
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in the MSRP only contains the text/plain, message/imdn+xml and application/im-
iscomposing+xml content-types and if File Transfer using HTTP or Geolocation PUSH is
allowed (see sections 3.5.4.8 and 3.10.4.1.3) application/vnd.gsma.rcs-ft-http+xml and
application/vnd.gsma.rcspushlocation+xml respectively.

3.4.6 Implementation guidelines and examples

Please note that the following sections propose an experience which is aimed to be
employed as a reference for OEM implementations.

3.4.6.1 Protocol flow diagrams

NOTE: To simplify the use cases including the store and forward function the
figures and text do not differentiate between different Service Providers and
their message servers. These servers are combined to one generic
message server function to focus on the client/server communication
aspects.
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3.4.6.1.1 Start a Group Chat from the Chat application
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Figure 48: Start a Group Chat from the Chat application
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DEFAULT_DISCOVERY_MECHANISM is set to ‘OPTIONS’. When it is set
to ‘Presence’, then Presence is used.

The UX associated with an RCS Group Chat should provide the following functionality:

¢ Displaying the list of participants of the current Group Chat and providing of notifications
when a new participant is joining and when a participant is leaving the current Group
Chat

¢ When starting a Group Chat session, the invitation shown to the invited users should list
the participants invited to the Group Chat before accepting the invitation (e.g. "You're
invited to a group chat with A, B & C" instead of "A is inviting you to a group chat")

3.4.6.1.2 Start a Group Chat from the Chat composition window

In this case, Users A and B are in a chat, and User A decides to add a third user (User C) to
the chat session. The relevant UX and flow sequence is presented below:
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NOTE:

3.4.6.1.3 Get participants of Group Chat

Non-confidential

The above flow mentions that OPTIONS is used for service capability
exchange, which is the case when the
DEFAULT_DISCOVERY_MECHANISM is set to ‘OPTIONS’. When it is set
to ‘Presence’, then Presence is used.

The following flow is complementary to the previous use case as it presents in detail how to
get information on the chat participants. Please note that these exchanges were omitted in
the previous diagram:
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Figure 50: Group Chat session initiation (ll): Get participants

Page 217 of 489




GSM Association Non-confidential
Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and
Client Specification

3.4.6.1.4 Add a participant to an already established Group Chat
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Figure 51: Adding new users to a Group Chat
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3.4.6.1.5 Sending a Chat message from the Group Chat window

NOTE: the flow does not show Client B and Client C generating a delivery
notification for the received chat message; however it is expected that they
generate one if it was requested.
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Figure 52: Chat message sequence for a Group Chat

NOTE1: As described in section 3.5.4.8.1, if the message that is exchanged is a File
Transfer via HTTP body, the conference focus shall not forward the body to
participants that haven't indicated support for File Transfer via HTTP.

NOTE2:

As described in section 3.10.4.1.3.2, if the message that is exchanged is a
Geolocation PUSH body, the conference focus shall not forward the body to
participants that haven't indicated support for Geolocation PUSH.

3.4.6.1.6 User in a Group Chat goes offline

In the following flow, Users A and B are in a chat among others (Group Chat); Basic or Full

Store and forward is not provided for User B; suddenly User B goes offline (due to the loss
of the connection to the network for example):
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Figure 53: Forced chat termination in a Group Chat: User goes offline
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In this case, User B’s device should store the Group Chat’s IM Session identity for some
time and when it regains connectivity it should automatically attempt to rejoin using the
procedures described in [RCS5-SIMPLEIM-ENDORS] or [RCS5-CPM-CONVFUNC-
ENDORS]. When that attempt results in a SIP 404 Not Found response, the chat should be
considered to be no longer active and no further attempts to rejoin shall be performed, but a
new group chat shall be established as per section 3.4.4.1.1, using the last participant list it
had already stored to build the URI-list in the SIP INVITE request.

3.4.6.1.7 Leaving a Group Chat

This case is equivalent to the previous one. In this case however, User B leaves the chat
intentionally:
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Figure 54: Leaving a Group Chat
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3.4.6.1.8 Setting up a Closed Group Chat

In the following flow, User A initiates a Closed Group Chat with Users B and C, but does not

invite User D
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Figure 55: Setting up a Closed Group Chat
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3.4.6.1.9 Add new participant for a Closed Group Chat

In the same Closed Group Chat as in Figure 55, User B decides to invite User D, selecting
from the list of contacts. Since this is a Closed Group Chat no additional participants can be
added and the Messaging Server will return an error:

UE User/Client A | UE User/Client B | | UE User/Client C | | UE User/ClientD |
[ ul (Client Logic] Msg. Server [C___g_lient Lo iC_J ul ][Client LOgiC] Ul ]kCIient Logic] ul ]
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//
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Set Request-URI to the Focus Session
Identity for the ongoing Closed Group
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header of the REFER.

Since no participants are ~Sip 48p ER
allowed to be added to a RORuS
Closed Group Chat, the |}
Messaging Server
returns an error.

User D
restricted from
participating in
Closed Group
Chat

Figure 56: Add new participant for a Closed Group Chat
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3.4.6.1.10 Setting up a Group Chat with Store and Forward support

In the following flow, User A initiates a group chat with Users B, C and D. User B subscribes
to Full Store and Forward with Auto-accept capabilities, but decides to join the group chat
later. User C manually accepts the group invitation. User D subscribes only to Basic Store

and Forward and joins manually.
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-

———SIP INy User B has Full
ITE—m < S&F service but
OK—1 is offline, The
| q—S'P 200 network auto-
accepts
User lypes a message and
presses “Send” button, triggering
MSRP session. Msg. Server will s
start storing messages for User B IPINVITE (including list of invit
who is offline. €eS )—pm
\ 4__,_‘—————SIP 200 OKt——

—MSRP SEND_p.
—————MSRPSEND-| |

| ¢————MSRP 200 OK————

| «-MSRP 200 OK—

————————=SIPINVITE (including list of j

nvitees )—

LSIP 200 OK

e |

UE User/Client A | IMS Core —1 UE User/Client B | | UE User/Client C | | UE User/Client D |
[ ul [Client Loqic] <stq. Server} [Client Logic] ul [Client Logic) ul J \C"ent Logic] ul ]

MSRP 200 OK

<

---- Group Chat is established with A, C, D and B's Msg Server on behalf of B —-—-

Figure 57: Setting up a Group Chat with Store and Forward support
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Figure 58 shows the flow when User B joins the chat:

UE User/Client A | IMS Core =1 UE User/Client B | | UE User/Client C | | UE User/Client D |
( ul [cnent Loqic] Msg, Server [f:lient Logic] ul (cnent Logic] ul ] [Client Logic] ul ]
---- Group Chat is established with A, C, D and B's Msg Server on behalf of B ----
Sip HNV
) 1TE
‘12:;;;“?,,-"9 list. User B comes
Nviteag ) online and joins the
00 o Group Chat late
(\=Ba and gets previous
S messages stored
by the Msg. Server
—Mspp SENQ
o
-—-- Group Chat established between A, B, C and D -—-
I [ | |

Figure 58: User with full store and Forward joins late

V3.0 Page 225 of 489



GSM Association

Non-confidential

Official Document RCC.07 - Rich Communication Suite 5.1 Advanced Communications Services and

Client Specification

3.4.6.1.11User in a Group Chat goes offline when Messaging Server supports Store

and Forward

In the following flow, Users B and D are in a chat among others (Group Chat); suddenly
Users B and D go offline (due to the loss of the connection to the network for example).
Messaging Servers supporting Users B and D store subsequent messages received for

Users B and D:

UE User/Client A |

UE User/Client B | | UE User/Client C |

( ul [cuent Logic} <{Msq. Server} (Client Loqic} ul Mcnent Logic|
. — . )&

ul

UE User/Client D |

]glient Logic] ul )

---- Group Chat established between A, B, C and D ----

Users B and D go offline due to temporary disconnection

IMS core detects Users B and D
become unreachable, but does not
update the participant list

\MSRP SE,
| MSRP 200 OK—] ND Ty

SRP 200 OK— |

- ———M

Participating Function in Msg Server
stores missed messages for Users
B and D while offline.

N

Figure 59: Users go offline when Messaging Server supports Store and Forward
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3.4.6.1.12Rejoining a Group Chat after temporary disconnection, Group Chat is still
ongoing

In the same Group Chat as in Figure 59, Users B and D are back online and the Messaging
Server will deliver the messages it has stored for both users, and the Group Chat is
resumed with all original participants:

| UE User/Client B | | UE User/Client D |
<[Msg. Server (Client Logic| Ul J [Client ngic] ul }

F~J : .

---- Users B and D go offline due to temporary disconnection «---
Participating Function of Messaging
Server storing missed messages for
User B and D while offline, and
delivers them when the Users B and User B is back
D come online online and re-joins

o5 INVITE—"]

\SIP

200 OK
SRp g
END User D is back
T online and re-joins

| MsRP2000K ]

4______,___,____—SIP INVITE

e ——

/MsRP 200 OT""/‘#

|
---- Group Chat continues between A, B, C and D —-
| 1

Figure 60: Rejoining a Group Chat after temporary disconnection, Group Chat is still
ongoing

3.5 File Transfer
3.5.1 Feature description

File Transfer is the ability for users to exchange different types of content (files), during an
ongoing session or without having an ongoing session.

On the sender’s side, before sending the request to the intended recipient, the file to be
transferred and the recipient have to be selected (refer to use cases in section 3.5.6). If the
recipient is not registered, and if the recipient has the File Transfer store and forward
service capability, it may still be possible to send the file transfer request (refer to use cases
in sections 3.5.4.7 and 3.5.4.7.2.1).

For pictures or video clips it is a significant added value if the recipient receives a preview of
the proposed file before accepting or declining the transfer. Therefore, whenever possible,
the sender of the file should include a thumbnail of the file in the File Transfer invitation. A
client receiving a File Transfer request with a thumbnail should display the thumbnail in the
pop-up presenting the File Transfer invitation.
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The request for File Transfer is sent to all of the recipients’ devices. When no automatic
acceptance is done, this will trigger a pop-up indicating to the user that a contact wishes to
send them the depicted file. The recipient is able to select the device to which the file is
transferred by accepting or refusing the File Transfer invitation on that device.

In this pop-up shown prior to the actual transfer of a file, the intended recipient is given the
opportunity to learn about the proposed File Transfer (size, name, preview and type of file in
addition to the identity of the sender) and then to accept or decline the File Transfer based
on this information.

If a File Transfer is interrupted for any reason, the receiver can request resumption of the
File Transfer without having to re-start from the beginning.

Users are allowed to qualify undesired incoming File Transfer requests as spam. To this
end, clients may support a locally stored black list to handle incoming File Transfer
requests. This is the same black list as it is used for incoming chat requests. If an invitation
to receive a file is received from a blacklisted user, the client should reject the File Transfer
request, and from the UX, not notify the user. Instead it may log the event in the spam folder
(e.g. “User A tried to send a file on TIME/DATE”).

The File Transfer feature has the following limitations:

e Sharing files with a group of users is only considered within a Group Chat Session.
Outside of a Group Chat Session, a device Ul may initiate multiple 1-to-1 File Transfer
sessions to transfer a file to multiple users.

e Only one file can be sent per file transfer session.
3.5.1.1 Handling of specific content

For some of the content exchanged during a file transfer specific handling is provided. This
is described in the following subsections

3.5.1.1.1 Card Push

Sharing contact information brings different opportunities to RCS, all of them increasing end
user contact possibilities e.g. allowing RCS Users to connect with other RCS or non-RCS
Users.

Currently manufacturers are saving the contact info in their address books without following
a fully open standard and, as a consequence, sharing this information effectively with other
device manufacturers becomes a challenge.

Also, the concept of ‘personal’ and ‘business’ card, representing the user's own contact
information, which may be stored in the address book, is not used simply because this is not
an explicit option of the address book menus of existing devices.

This specification aims to:

¢ Move towards a standard format compliant with all kinds of devices for keeping contact
information.

o Create and manage personal and business cards and share them with selected
contacts and giving this option visibility in the address book menus.

e Exchange contact information in a secure way.

RCS brings File Transfer as a new service, which becomes a very good bearer for
exchanging of contact cards among users. Those contact cards can be sent to another
user, like any other file format, using File Transfer.

3.5.2 Interaction with other RCS features

A 1-to-1 File Transfer is not linked to other services (for example CS-voice call or ongoing
chat session) and can be used either during or outside of other communication sessions.
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The procedure for any file transfer within an ongoing 1-to-1 chat session is implemented as
a separate session in parallel with the ongoing 1-to-1 chat and therefore is the same as the
procedure for initiating a separate session for File Transfer.

Different types of content (files) can be exchanged during an ongoing session or without
having an ongoing session, i.e., during or outside a call or 1-to-1 chat session.

When transferring a file while not in an existing session (that is when not in a call or chat
session with the contact with whom the file is to be shared) and after the transfer has
started (that is the receiving user accepted the incoming file) the file transfer is presented to
the recipient in a chat context. This establishes a communication context for the transfer
since the recipient may want to know why the sender is sharing the file. At the time the file is
presented, the chat session is not started. The chat session will only start if and when the
receiver sends a chat message back to the sender of the file transfer.

> Incoming Fle

Please sefect an action

[ o | oo
§ [T

Figure 61: Reference UX for file transfer on the receiver side

When a file transfer is started during a call with the receiver of the file transfer, the file
transfer continues until it is completed or cancelled, i.e., the file transfer will not be
terminated when the call ends.

A File Transfer is possible during a group chat. In this case the file is sent to all participants
that are capable of receiving the file.

3.5.3 High Level Requirements
3-5-1 Files can be exchanged during a session (e.g. CS voice call or message

conversation)

3-5-2 A File Transfer can be initiated by either end point while having an ongoing session
(e.g. the caller or the callee)

3-5-3  End of file transfer shall not lead to termination of a simultaneous ongoing session
3-5-4  End of a voice call shall not lead to termination of ongoing file transfer

3-5-5  Files can be exchanged without having an earlier established session (e.g. directly
from a multimedia gallery).

3-5-6  The receiver must be able to accept or reject offered files. The invitation procedure
shall include an indication to the receiving party concerning file size and type.

3-5-7  The receiver shall have the possibility to save the transferred files.

3-5-8 It shall be possible to assign a service provider configurable maximum file size
allowed for File Transfer.

3-5-9 The sending and receiving client shall be able to resume an interrupted file
transfer. It is up to Service Provider policy whether only the receiving client or
either client can initiate the resume request.
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3-5-10 The sending client shall have the possibility to include a thumbnail preview of an
offered file.

3-5-11 When sending a file to the recipients in a group chat, the file shall be sent to the
network only once.

3-5-12 Store & forward: If the intended recipient is not available, or the recipient does not
accept the file transfer invitation within a Service Provider define time limit, the file
being offered for transfer shall be available for later retrieval, provided the recipient
also has the store & forward service and it is enabled (determined by capabilities
exchange).

3.5.4 Technical Realization

File Transfer is based on [RCS5-SIMPLEIM-ENDORS] and [RCS5-CPM-CONVFUNC-
ENDORS], as well as on the extensions described in [RFC5547]. The technology choice is
controlled by the configuration parameter CHAT MESSAGING TECHNOLOGY as described
in section A.1.3.3.

SIP INVITE requests for file transfers will be forked to all the recipient's devices. If the
recipient accepts the invitation on one device, the corresponding client shall respond with a
200 OK response. If the recipient rejects the session, the client shall respond with a 603
response. In both cases, the IMS network of his Service Provider will cancel the invitations
to his other devices.

The SIP 603 Decline response shall be used for the automatic rejection of the incoming File
Transfer invitation in case the initiator is included in the device’s local blacklist that is
described in section 3.5.1.

The current solution provides two complementary technical realizations to provide the file
store and forward functionality:

o File fetching/re-delivery via SIP and MSRP: In this implementation, the receiver shall
either fetch the stored file using the file transfer fetch procedure described in [RFC5547],
or send a new invite to the MSRP server that stored it or wait for a new invitation for the
file transfer to be sent by the server that has stored the file previously when the user
was offline when the transfer was initiated.

This is described in sections 3.5.4.2 and 3.5.4.7

o File fetching via HTTPS: In this technical realization, the receiver shall fetch the deferred
file using an HTTPS request.
This is described in section 3.5.4.8.

The two solutions are complementary; therefore, a service provider can choose the best
combination to provide the file store and forward service to their customers maximizing the
resources that are already deployed in their networks.

The recipient’s client may depending on the setting of client configuration parameter FT
AUT ACCEPT (See Table 78 in Section A.1.4) automatically accept the File Transfer
invitation from users not included in the device’s local blacklist provided the size indicated in
the SDP is below the maximum size for the file transfer warn size (FT WARN SIZE) (See
Table 78 in Section A.1.4). Please note in roaming scenarios auto-acceptance shall be
disabled by default and if the FT AUT ACCEPT parameter is set, the RCS client shall
provide a configuration setting to the user so it can be enabled.

If FT AUT ACCEPT (See Table 78 in Section A.1.4) is set to disable automatic acceptance
(i.e. set to a value of 0), File Transfer shall be never auto-accepted.
NOTE: a Service Provider should take into account that enabling any auto-

acceptance feature, like the one described above, will impact the
multidevice behaviour as it may lead to race conditions.
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The extensions described in [RFC5547] are used as follows:

The SDP payload for File Transfer requests is populated according to [RFC5547], i.e.
both sending and receiving clients need to support all elements of [RFC5547]. For
populating the file-selector attribute, it is preferable to use the hash-selector, in addition
to the other selectors possible. The reason being that the hash-selector uniquely
identifies a file, and can also be used to verify the correct transfer of the entire file. The
SDP payload shall contain the file size.

An interrupted file transfer can be resumed by the recipient sending a new SIP INVITE
to the originator asking for the missing part of the file. For this it uses the file-range
attribute (to denote the missing part) including the file-selector (to denote the file). Note
that absence of the file-range attribute denotes transfer of the entire file.

For such a pull-style operation, the SDP attributes, including file-range and file-selector
are populated as described in [RFC5547]. Especially note that from the viewpoint of
[RFC5547] this is a new file transfer and hence it will carry a new file-transfer-id
attribute.

To support multiple devices on the originating side, the file recipient should address the
originating RCS UA via device identifier (sip.instance or GRUU, see section 2.11.3) to
be able to resume the file transfer at a later stage. If the device identifier of the file
sender is included in the initial SIP INVITE received by the file recipient, it has to be
included by the file recipient in the new SIP INVITE sent to the originator. If the device
identifier is not included in the SIP INVITE received by the file recipient it cannot be
included in the new SIP INVITE, and the SIP INVITE will be forked to all the registered
devices of the originator. In that case, any device which has stored the requested file will
answer the SIP INVITE with 200 OK if accepted by the user or the RCS client.
For security reasons, an auto-acceptance of resumption requests shall only be offered
when a clear correlation between the initial file transfer and the related resumption
request can be ensured by the client implementation. In case of manual acceptance, the
RCS client application may notify the user that this is a file pull for sake of a resumption
request (rather than an ordinary file transfer).

Generic file pull scenarios (as described in [RFC5547]), i.e., scenarios that do not
pursue on a preceding file transfer as described above, are not supported in this
specification.

In scenarios where the file sender notices that an initiated file transfer could not
complete successfully, such an interrupted file transfer can also be resumed by the file
sending client.

o The procedure for resumption by the file sending client corresponds to the
resumption by the file receiving client described above except for the following
differences:

o The file sending client will send a new SIP INVITE request with a file selector
and a proposed file range in the SDP based on information the file sending
client has upon detection of the failure condition.

o The file receiving client will use the file selector and the file range attribute to
determine it is a resume request (for this the receiving client may keep
information of interrupted file transfers). The file receiving client should include
the exact file range required in the SDP returned in the 200 OK on the SIP
INVITE request initiating the resumption.

o Upon reception of the SDP in the 200 OK, the file sending client shall always
use the file range specified by the file receiving client for the resume operation.
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o If the file receiving client does not support resumption, the SIP INVITE for the
resume will be rejected. The file sending client that initiates the resumption should
not continue the resumption. Alternatively, it might then re-send the entire file.

o For the case where the file recipient user has multiple devices, the file recipient
client needs to address the correct file sending client by using the device identifier
(sip.instance or GRUU) it received in the original file transfer invitation response if
any as described in section 2.11.3.

o If both clients initiate resume, the file recipient’s request should be given preference
since the file recipient has accurate information about the missing parts of the file.
This means that in that case the file recipient client will decline the SIP INVITE
request issued by the file sending client.

e |f the contact has indicated the capability for receiving a thumbnail and FT THUMB (see
section A.1.4) is set to enabled, a preview of an offered file can be added to the SDP
description of the SIP INVITE request by using the file-icon attribute of [RFC5547]. The
size of this thumbnail shall be smaller than 10 kB. Other SDP attributes will be
populated as described in [RFC5547].

o The procedure describing how to create the thumbnail itself, in its raw binary form, is
out of scope of this specification. For a picture, the raw binary result shall be a
thumbnail of the picture itself. For a video clip, the raw binary result shall be a
thumbnail either of the first I-Frame at 20% of the total length of the video clip or of
another relevant frame.

o The size of a thumbnail should be restricted to the minimum number of octets that
provide significance.

In the following sections, the relevant message flows and reference UX are shown. These
are based upon the following assumptions:

o For simplicity, the internal mobile network interactions are omitted in the diagrams that
are shown.

e It is assumed that by the time the file transfer begins, both the sender and the recipient
have exchanged their capabilities using an OPTIONS or Presence exchange. Note that
if there is a UX flow that does not show this, the assumption is that the OPTIONS or
Presence requests were exchanged between the sender and the receiver (bidirectional)
prior to starting the flow.

The RCS client shall populate the P-Preferred-Service header field in all CPM requests with
the CPM Feature tag defined for the service, as described in [RCS5-CPM-CONVFUNC-
ENDORS]. The S-CSCF or AS that performs the service assertion in the originating network
shall add the P-Asserted-Service header field set to the value of the asserted CPM service
ICSI (i.e. urn:urn-7:3gpp-service.ims.icsi.oma.cpm.filetransfer for CPM File Transfer or
urn:urn-7:3gpp-service.ims.icsi.oma.cpm.deferred for deferred delivery done as part of the
store and forward realization) and remove the P-Preferred-Service header field before
further routing the request.

A receiving network element and RCS client should ignore any SIP header fields that they
do not understand (e.g. P-Preferred-Service or P-Asserted-Service header fields).

3.5.4.1 File Transfer outside Group Chat
3.5.4.1.1 Selecting the file transfer recipient(s)

The user willing to share a file from the media gallery or file browser will select the file and
choose the user with whom the file will be shared. The list that is presented initially to the
user may contain RCS contacts not currently registered and to which no store and forward
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is available. In addition, the capabilities the client has for a contact may not have been
updated.

Therefore, the first step is to determine whether the file can be shared with the selected
user (that is that user should be registered or be able to receive files using store and
forward and the right capabilities should be in place).

UE User/Client A UE User/Client B
MS
[ ul J [CllentLognj Core [ChentLou) [ ul J
|

DT

rledla gallery

User A goes to the media gallery
and selects a file to share.

Only the RCS services contacts (from the list the
client must maintain and that includes Registered
and unregistered conltacts) are displayed. User A
can choose one or more contacts to share a file

Once a contact is selected, the client will do a capability query
to get the latest status (i.e. if the file transfer is possible based
on capabilities).

Please note that if the capability exchange is fast enough, the
/ Ul transition will hide the delay (i.e. this screen would not be
shown)

Select contacts

U Movek Djokavic Capability query using either SIP OPTIONS and/or Presence according to section 2.6

Sl Novak Djokovic
ta U

Rafaol tadal

RO Pectrer \ Once a contact is selected and the OPTIONS
message exchange confirms that the necessary

capabilities are in place, user A can select

Continue and proceed with the file transfer

Figure 62: Selecting users when sharing a file from the media gallery/file browser
3.5.4.1.2 Standard file share procedure

Independently of the file share UX entry point, once the file and recipient are selected, the
transfer can begin. If a user chooses to share several files, the individual file transfers (in
each transfer only a single file is shared) are serialised by waiting for a SIP BYE before
issuing the SIP INVITE request for the next file to transfer.

In the following diagram, it is assumed the receiver accepts the transfer.
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UE User/Client A UE User/Client B
[ Ul J (Client Logicﬂ [Chent Lo |J ( Ul J

The file transfer goes to the background. It can
be tracked in the notification area however.
Please note that if started from a chat window,
the transfer information is presented on screen.
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IP INVITE (SDP FT Offer
R .
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SRP SEND (file data)
\»

00 OK (SDP FT Response)— |
-

M OK—
;MSRP SEND (file data)%»

File transfer compieted File transfer completed
(size check) (size check)

Figure 63: Standard file transfer sequence diagram — Successful transfer

As shown in Figure 63, a client shall send the file in different MSRP chunks without waiting
on the MSRP 200 OK response before transmitting the next chunk.

As also shown in Figure 63, for a successful file transfer the client shall only send a SIP
BYE after an MSRP 200 OK response has been received to all chunks of the file.

In the following diagram, User B rejects the transfer.
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Figure 64: Standard file transfer sequence diagram — Receiver rejects the transfer
3.5.4.2 File Transfer in Group Chat

For File Transfer in Group Chat the file shall be sent to the conference focus. To support
this the conference focus shall indicate in the Contact header field during the setup of the
Group Chat whether File Transfer can be used in the Group Chat by including the IARI tags
for the RCS File Transfer services it supports (see Table 22 and Table 27):

e The File Transfer Service itself

¢ The File Transfer Thumbnail

e File Transfer Store and Forward

e Geolocation PUSH (see section 3.10)

NOTEZ1: These shall be included next to the ICSI for CPM Session Mode messaging
or the +g.oma.sip-im feature tag if the chat is based on SIMPLE IM

Similarly, a client initiating, invited to or joining a Group Chat shall include those same tags
in the Contact header it includes in respectively the SIP INVITE and 200 OK response for
that Group Chat. To indicate its support for this mechanism, a client which is not capable of
File Transfer at all shall include the tag for Chat defined in Table 22. Clients supporting File
Transfer may include this attribute as well.

Also a Messaging Server accepting the Group Chat session on behalf of the user in Group
Chat store and forward scenarios shall provide its capabilities in the Contact header
allowing it to indicate for example whether for that user File Transfer is possible depending
on store and forward for File Transfer being supported. When the Messaging Server takes
the Group Chat session over from the user (e.g. when the user loses connectivity) or the
user takes over from the Messaging Server (e.g. after regaining connectivity), the newly
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applicable set of capabilities shall be announced to the conference focus using a session
refresh (i.e. a re-INVITE with an updated Contact header) sent by the Participating Function.

When the conference focus indicated support for File Transfer, a client that wants to initiate
a File Transfer shall compose a multiparty File Transfer Invitation as described in section
10.1 of [RCS5-SIMPLEIM-ENDORS] or section 7.4.1 of [RCS5-CPM-CONVFUNC-
ENDORS] with following differences:

¢ The invitation shall be targeted at the IM Session Identity associated to the chat and
thus to the conference focus instead of to the conference factory.

¢ The invitation shall take into account the capabilities of the focus. The client shall for
example not include a thumbnail if not supported by the conference focus.

¢ No recipient-list shall be included.

NOTE2: when File Transfer is not supported by the focus, a client can still send a file
by initiating individual 1-to-1 File Transfer sessions to the chat participants

The participating functions and IMS will route the request to the focus that will generate
individual INVITE requests for the participants as described in section 10.4 of [RCS5-
SIMPLEIM-ENDORS] or section 9.3 of [RCS5-CPM-CONVFUNC-ENDORS] with following
differences:

e The conference focus shall generate INVITE requests for all clients that indicated
support for File Transfer in the Contact Header during the setup of the Group Chat. In
the generated INVITE requests the conference focus will take into account the
capabilities of the contact as indicated in that Contact Header and for example remove a
thumbnail if one was included and no support for the thumbnail was indicated by the
recipient

e The conference focus shall not generate INVITE requests to any recipients that has
indicated not to support File Transfer in Group Chat (i.e. only the IARI for Chat was
included in the Contact header for that participant)

NOTES: The conference focus may, based on local server policy, inform the
participants in the chat that have indicated not to support File Transfer
through a system message of the fact that a file transfer took place that they
could not support.

e The conference focus shall handle participants that have not indicated capabilities in the
Contact header during the setup of the Group Chat using one of the following options
based on local server policy:

o Not generate any INVITE requests for File Transfer for that participant (i.e. handle
them in the same way as participants that have indicated not to support File Transfer
in the Chat)

o Generate a 1-to-1 INVITE request for a File Transfer on behalf of the initiator of the
File Transfer without including a Thumbnail or supporting File Transfer store and
Forward. If the recipient does not support File Transfer this may fail.

e For those participants that have announced their capabilities through the Contact
header, the conference focus may target the INVITE request at only the device of the
participant that is handling the chat session through the mechanisms detailed in section
2.11.3.

e The conference focus shall not include a recipient-list-history body in the generated
INVITE requests

e The conference focus may, based on local server policy, limit the number of ongoing file
transfers to a participant.
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A client can detect that a File Transfer request coming from the conference focus is
associated with a Group Chat in which it is involved this because the File Transfer Contact
Header matches the one from the associated Group Chat.

If the Group Chat has been closed due to inactivity when the user wants to send the file to
the chat, the Group Chat will be reactivated as stated in section 3.4.4.1.7 before sending the
file. After the delay to allow this reestablishment as described in the same section, the File
Transfer will be initiated to the Group Chat'’s focus.

As in the case of store and forward (See sections 3.5.4.7 and 3.5.4.8) client shall use a
CPIM wrapper to request delivery reports if the user wants to be informed about the delivery
of the file to the different participants. This wrapper shall be handled by the conference
focus for those recipients that do not support store and forward (as indicated in the Contact
header provided during the setup of the Group Chat session). The conference focus shall
send the content to such a participant without CPIM wrapper and when the file is delivered
to that participant the focus may send the corresponding delivery report to the sender either
through a SIP MESSAGE (similar to the case where it is generated by the participating
function or through an MSRP SEND request in the Chat session.

Note that contrary to the Group Chat itself, for a File Transfer the conference focus has to
provide all packets sent in the session to a participant that is late to accept rather than just
those that are sent from the moment the recipient joins.

If the initiator of the File Transfer loses connectivity during the transfer, the initiator may
attempt a resume of the File Transfer after re-joining the Group Chat. If connectivity is lost
by a recipient, that recipient may attempt a resume after rejoining the Group Chat (as
described for File Transfer Store and Forward in section 3.5.4.7). That resume request
won’t be relayed by the Group Chat focus to the initiator of the corresponding File Transfer
though. Instead the focus shall send a SIP 488 Not Acceptable Here Error Response.

If the Group Chat is terminated while a File Transfer is ongoing, the Group Chat conference
focus may, based on local server policy, interrupt the ongoing File Transfer. Whether this is
done can depend on the reason the Group Chat session was terminated.

All this leads to the following flow:
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3.5.4.3 File share error cases
There are several scenarios in which a file transfer can result in an error:

Either the sender or the receiver decides to cancel the operation before the transfer is
completed. The relevant sequences are equivalent to the diagrams presented for image
sharing during a voice call in sections 3.6.4.3.8 and 3.6.4.3.9.

NOTE1L: Because in RCS only a single file is transferred in a file transfer session this
simplified procedure for the receiver shall be used instead of the one
defined in [RFC5547] (referred to from [RCS5-SIMPLEIM-ENDORS] and
[RCS5-CPM-CONVFUNC-ENDORS])).

Either the sender or the receiver loses the connection to the network before the transfer is
completed. The relevant sequences are equivalent to those presented for image sharing
during a voice call in sections 3.6.4.3.12 and 3.6.4.3.13.

When transferring larger files, the probability is higher that such a transfer would be
interrupted. If such an interrupt leads to termination of the underlying MSRP session, the
receiving client, knowing the overall size of the file in transfer, will become a requester of a
file (as described in [RFC5547]) and sends a SIP INVITE request, specifying in the SDP
payload this file (by using the file-selector as described in [RFC5547]) and the missing part
of the file, using the file-range attribute.

Finally, note that if during a file transfer the capabilities of one of the ends change, the file
transfer may be affected:

e If the receiver runs out of storage space, the sequence should be equivalent to that
presented in section 3.6.4.3.10.

¢ If on one of the ends a handover into 2G (2G GPRS data coverage) occurs without
losing the IP configuration, the file transfer should continue until finished.

If the PNB feature is supported®’, the BPEF checks the recipient of a file transfer against the
originating PNB ‘rcs_pnb_outft _blockedusers’ of the sender. If the recipient is found on the
list, the BPEF will reject the setup of the SIP INVITE session with the blocked user.

NOTE2: For File Transfer, the BPEF may be located in the Messaging Server.

3.5.4.4 File share and file types

In principle the RCS file transfer service comes without a limitation on the file sizes or types.
This means that any kind of file can be transferred using this service. Taking this into
account and with the aim of providing all the necessary facts to the receiver allowing making
an informed decision on whether to accept or to reject the file, a user receiving a file transfer
invitation should be informed at a minimum of:

e The size of the file: This is mainly to protect the user from unexpected charges and/or
long transfers.

NOTE: this also applies to the sender.
e The file type: In this case and to make it more intuitive, the device should present to the
user whether the file which is being transferred can be handled/displayed by the device.

For example, if a user receives an invitation to receive a PDF (Portable Document Format)
document and their device cannot process that document, an informative message with the

" The present section assumes the BPEF as described in section 2.15.1 is provided by the
Messaging Server.
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size and the fact that the file type is not supported should be presented to the user prior to
the user making the decision on accepting or rejecting the file transfer.

Finally note that each individual Service Provider may introduce restrictions taking into
account different considerations such as security, intellectual property and so on.

3.5.4.5 Personal Network Blacklists handling

NOTE: In the present section, the BPEF as described in section 2.15.1 may be
provided by the Messaging Server.

The Personal Blacklists are applied by the BPEF at both origination and termination of file
transfer.

The following resource-lists from Shared XDMS are checked by the BPEF by comparing the
URI values used in the request and in the list:

e at origination:

a) the BPEF of the originator checks the ‘rcs_pnb_outft_blockedusers’ list to verify that
the recipient is not among the blocked users for this request by comparing URIs
contained in the list with the URI value of the Request URI of the SIP request.

b) if this is the case, the message is discarded and a SIP a 403 Forbidden response
with a warning header set to “122 Function not allowed” is returned to the user.

e at termination:

a) The BPEF checks the ‘rcs_pnb_ft_blockedusers’ list, to verify if the originator of the
file transfer is among the blacklisted users by comparing the URIs contained in the
list with the URI values of the P-Asserted-ldentity header field of the SIP request.

b) If true, the BPEF returns a 403 Forbidden with a warning header set to “122
Function not allowed”

c) If Network-based Common Message Store is supported it shall store the File
Transfer History object data as defined in [RCS5-CPM-MSGSTOR-ENDORS] for the
blocked File Transfer event in user’s dedicated Blocked Folder.

3.5.4.6 File size considerations

To prevent both the abuse of the file transfer functionality and protect customers from
unexpected charges, a configurable size limitation (refer to FT WARN SIZE and FT MAX
SIZE in Table 78 for reference) may be enabled.

From the user experience perspective and assuming that the size limitation is in place (i.e.
the values are non-zero):

o |If afile transfer (send or receive) involves a file bigger than FT WARN SIZE, the terminal
should warn the user of the potential associated charges and get confirmation from the
user to proceed.

o If the file is bigger than FT MAX SIZE, a warning message is displayed when trying to
send or receive a file larger than the mentioned limit and the transfer will be cancelled
(that is at protocol level, the SIP INVITE request will never be sent or an automatic
rejection response SIP 403 Forbidden with a Warning header set to “133 Size
exceeded” will be sent by the entity that detects that the file size is too big to the other
end depending on the scenario).

3.5.4.7 File transfer store and forward using a MSRP-based File Transfer Function
(FTF)

This functionality requires a logic server function identified as the File Transfer Function
(FTF).
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NOTE: As a logical function this can be either provided as part of a physical
application server that it is already providing analogous functionality (e.g.
Messaging AS) or in a separate one.

This procedure allows the file store and forward mechanism for the following use cases:

1.

2.

When the receiver ignores the file transfer invitation causing the SIP INVITE procedure
to expire or an early expiration due to an error.

When the receiving user is offline

3. When the either sender or receiver loses connectivity

This is reflected in Table 54 that shows the error responses that will result in the FTF storing

the file:
Response received on Response sent on originating Store the file
terminating leg leg

480 Temporarily unavailable 200 OK Y
408 Request Timeout 200 OK Y
487 Request Terminated 200 OK Y
500 Server Internal Error 200 OK Y
503 Service Unavailable 200 OK Y
504 Server Timeout 200 OK Y
600 Busy Everywhere 200 OK Y
Any other response (including | Received response (that is no N
404 Not Found, 603 Decline, mapping is done)

403 Forbidden and 200 OK)

Table 54: Mapping of received Error Responses by the FTF

3.5.4.7.1 File transfer invitation

If supported by a service provider, this functionality shall be provided by the terminating side
(receiver) and, optionally, it can be also provided by the originating side, as per the steps
provided below:

1.

After the capability exchange takes place, the sending client shall verify that both the
sender and the receiver support the file transfer store and forward feature.

The original file transfer SIP INVITE shall include a CPIM/IMDN body requesting a
delivery notification as described in section 3.3. Note that in this case no message is
carried in the CPIM body. This allows the sender to request a delivery notification to
confirm when the receiver gets the file.

After the SIP INVITE is sent towards the receiver, the terminating FTF shall intercept the
message before it is forwarded to the receiver (via normal IMS initial filter criteria already
in place for RCS features) and store the file-transfer-id and the file-name SDP attributes
defined in [RFC5547].

From this moment the terminating FTF shall forward the INVITE to the destination client,
and can give a chance for the destination client to accept the File Transfer by waiting for
a SIP response during a configured period of time.

a) If the destination client accepts or refuses the file transfer, before the end of this
configured period of time, the standard procedures apply with the precision given in
step 5.

b) Otherwise, after the expiration of the corresponding configured timer, the terminating
FTF shall cancel the SIP INVITE request towards the receiver by sending a SIP
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CANCEL. To make sure the receiver client understands that the reason for this
cancellation is a timeout, a reason header shall be included as presented in the
following table consistently with [RFC3326]:

Reason: SIP;cause=408;text="User not responding"

Table 55: Reason header in SIP CANCEL due to timeout

c) If an error occurs that is listed in Table 54, the FTF shall also accept the file transfer
on behalf of the destination user and store it.

Please note that specifying when the FTF should accept the initial SIP INVITE and start
storing the file transfer is outside the scope of this UNI specification and it is left up to
Service Provider policy. Possible implementation choices are:

o Accept the file transfer when the CANCEL is sent to the end user or an error is
received (note that this the option shown in the figures below).

o Accept the file transfer as soon as the initial INVITE has been received.

If the transmission is interrupted from the sender (e.g. because of loss of connectivity), it
is left up to the local policy of the FTF whether the received fragment remains stored
and if so for what time or whether it is discarded. In case it is discarded (either
immediately or after expiry) and the sender tries to resume the file transfer, the file
transfer will be rejected as described in [RFC5547]. In that case the sender shall
transmit the entire file again as described in section 3.5.4. A stored fragment of a File
Transfer shall not be forwarded to the recipient until the sender has resumed the File
Transfer and provided the remainder of the file.

5. When the destination client accepts the file transfer invitation by sending a SIP “200
OK”, the terminating FTF should always stay in the media path to be able to have a local
copy of the file. How the local copy is performed is outside the scope of this specification
and is up to each service provider. If the recipient client loses connectivity, the
terminating FTF should complete the File Transfer on the incoming leg anyway in order
to be able to, later, provide the file to any potential resume request from the recipient as
per procedure defined in section 3.5.4.

The local copy is only needed until the file is received by the recipient. The FTF shall
delete the local copy, once the file has been completely received by the recipient.
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Figure 66: File transfer with store and forward via MSRP fetch on terminating service
provider

Service provider 1 | Service provider 2

UE User/Client A UE User/Client B

FTF | FTF

ﬁ:'hone ngic] E:Iient Logic] E:Iient Logic] E’hone Logic]
|

1
It is assumed the |
capability exchange
has taken place and SIP INVITE {SDP, IMDN}——
Eiei s wrf (5o, o). The user gnoresthe fe
————SIP INVITE ESD P, IMDN} transfer or, due to an error,
they fail to receive the SIP

User A selects a file INVITE from the network
and sends it to user B

transfer mechanism.

Timer or error driven
decision to initiate
the S&F procedure

— SIP CANCEL
51p 200 OK———— S
[ [reason=18 “Usar not responding”) " |__ SIP CANCEL
e SIP ACK (reason=18 “User not respondfng”}—.
f | g———————5IP 200 OK——""|
l— ! OF.
IMSRP transfer SIIP 200 S|P 487 REQUEST
The user sees the progress of the transfer 51p 487 REQUEST M TERMINATED

as it happens [upload bar) but in the end | o I
not delivery netifieation is shawn TERMINATED

SPACK——

SIP ACK -

IP BYE———— | |

| g———SIP 200 OK

Figure 67: File transfer with store and forward via MSRP fetch on originating service
provider

Please note the fetching procedure is covered in section 3.5.4.7.3.
3.5.4.7.2 File transfer to offline users

If supported by a service provider, files can be sent to users that are not online. This
functionality can be provided by either the originating (senders) or terminating (receiver’s)
service provider.

On the originating client this can be enabled by having the FT CAP ALWAYS ON parameter
(defined in Table 78 in section A.1.4) set to 1, indicating that the file transfer can take place
even if the recipient is offline. This parameter should only be set to 1 if either:
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1. All the interconnected service providers support the file transfer store and forward
feature, or,

2. Store and forward for files is provided as an originating function (sender’s FTF).

In this case File Transfer shall be offered towards all users that are known to support the
File Transfer service based on a prior capability exchange.

Also when FT CAP ALWAYS ON is set to 0, the originating client may, based on a prior
capability exchange, as described in section 2.6 be aware that the recipient that is offline
supports Store and Forward for File Transfer. If FT CAP ALWAYS ON is set to 0 File
Transfer shall not be offered to offline recipients that are not known to support Store and
Forward for File Transfer.

When initiating a File Transfer to an offline user, the client shall compose the file transfer
SIP INVITE request as described in [RCS5-SIMPLEIM-ENDORS] or [RCS5-CPM-
CONVFUNC-ENDORS] (depending on the used message technology) with following
changes:

1. It shall include a CPIM/IMDN body identical to that described for the chat/IM service in
section 3.3.4.1 except that in this case a display notification is not requested and no
message is carried.

2. It shall not include the FT thumbnail, since it is not known if the recipient or the
recipient’s network has this capability.

There are two possible cases:

1. The receiver's Service Provider supports the RCS File Transfer store and forward
procedures and is aware that the receiver is offline or receives a SIP 408 Request
Timeout or SIP 480 Temporary unavailable error when sending the request to the client,
and therefore accepts the file transfer on their behalf.

o When the receiver's FTF has detected that the receiver is back online (i.e. third party
registration) the FTF forwards the SIP INVITE request without the CPIM/IMDN body.
In order to support legacy devices, the file transfer SIP INVITE request shall carry
the P-Asserted-Identity of the original sender, rather than the identity of the FTF that
stored the message.

o The receiver's FTF will take the responsibility to issue the delivery notification back
to the originator.

2. The sender’s Service Provider supports the RCS 5.1 File Transfer store and forward
procedures.

o In this case, the FTF may not be able to detect when the user comes back online,
and must therefore periodically retry to send the File Transfer SIP INVITE request to
the recipient. The retry period and duration is determined by local Service Provider
policy (see section 3.5.4.7.2.1).

From this point on, the standard file transfer procedure and the cases covered in the
remaining sub-sections of section 3.5.4.7 apply.
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Figure 68: File transfer with store and forward via MSRP for offline users (1/2)
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Figure 69: File transfer with store and forward via MSRP for offline users (2/2)
3.5.4.7.2.1 File Transfer retries in originating network

If the sender’s network provides store and forward functionality, the sender’s FTF will accept
the File Transfer request if one of error responses listed in Table 54 is returned from the
terminating network.

In this case the originating FTF shall attempt retries to deliver the file towards the receiver.
The following procedure will handle both legacy and RCS 5.1 receiving devices.

1. A normal file transfer SIP INVITE request is sent from the sender's FTF to User B as
described in [RCS5-SIMPLEIM-ENDORS] or [RCS5-CPM-CONVFUNC-ENDORS]
(depending on the used message technology) with following changes:

o The SIP INVITE contains file transfer feature tag and the identity of the original
sender in the P-Asserted-Identity header.
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o This SIP INVITE shall be sent without the CPIM/IMDN body containing the delivery
notification request (i.e. like in the case of a file transfer without the store and
forward functionality).

2. When the receiver’s device is online and the user accepts the File Transfer, the file shall
be transferred.

3. When the file is delivered, the FTF shall issue the delivery notification back to the
originator and should delete the stored copy of the file.

4. If the receiver's device is not available, a 480 Temporary Unavailable error can be
expected. If that or another error listed in Table 54 occurs:

o The sender’s FTF re-tries with step 1 after a Service Provider configurable amount
of time.

5. If the Service Provider defined number of retries or amount of time has elapsed or a SIP
603 Decline response is received, the undelivered files are discarded, and the sender is
notified if requested.

3.5.4.7.3 Client behaviour and file fetching

After receiving the cancellation (protocol-cause 408 in the Reason header field indicating
that store and forward took place), the RCS client shall try to fetch the file as presented
below:

1. The receiver client/device implementation, knowing that the original SIP INVITE is
expired, shall fetch the file from the FTF. In order to identify the requested file uniquely
the client shall:

a) Use the same SDP file-transfer-id that was used in the original SIP INVITE
b) Use the same SDP file-name that was used in the original SIP INVITE.
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Figure 70: File transfer store and forward via MSRP on terminating FTF fetch
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Figure 71: File transfer store and forward via MSRP on originating FTF fetch

2. The server will remove the file once it is successfully downloaded.

3. After the file is successfully downloaded a SIP MESSAGE containing the delivered
notification will be issued to the sender to confirm the destination got the file.

3.5.4.7.4 Timing between originating and terminating store and forward

When implementing store and forward, the timing to trigger the store and forward procedure
shall take into account whether store and forward is supported on the terminating side, the
timer (or time to trigger the error that signals store and forward is required) shall be
significantly smaller than the timer used on the originating store and forward process.
Consequently, the following recommendations shall be followed:

e The timer on the originating side should be greater than % the SIP INVITE timeout
period

e The timer on the terminating side (or time to trigger the error) should be smaller than Y4
the SIP INVITE timeout period

3.5.4.7.5 File transfer procedures without store and forward

Following the capability exchange and assuming both sender and receiver support the store
and forward procedures, there are two possible scenarios where the file transfer procedure
does not require a store and forward:

1. If the receiver accepts before the SIP INVITE expiration, then the file transfer takes
place as normal:

a) The MSRP session is established to perform the file transfer.
b) When completed a SIP BYE is exchanged to terminate the session

c) Please note that the original file SIP INVITE is modified to include a CPIM/IMDN
body identical to that described for the chat/IM service in section 3.3 except for the
fact that in this case a message is not carried and a display notification is never
requested. This allows the sender to request a delivery notification to confirm when
the receiver gets the file. In this case, as no store and forward takes place, the
receiver client is responsible to issue a SIP MESSAGE containing the CPIM/IMDN
notification that the file has been successfully delivered.
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Figure 72: File transfer without store and forward: Receiver accepts file before
timeout

2. If the receiver rejects before the SIP INVITE expiration, then a 603 DECLINE response
is sent to the sender and the file transfer is cancelled.
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Figure 73: File transfer without store and forward: Receiver rejects file before timeout
3.5.4.7.6 CPIM/IMDN delivery notifications

Note that the same mechanism used for the 1-to-1 chat described in section 3.3.4
specification shall be used with the following changes:

¢ The natifications shall always be sent using a SIP MESSAGE

e The IMDN disposition shall ONLY include a delivery notification (request or response
depending on the case) and never request or generate a displayed notification

3.5.4.8 File Transfer via HTTP
As presented in the previous sections, the default mechanism to transfer files in RCS is
based in a MSRP transfer.
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The present section proposes an alternative mechanism where the file transfer is based in
storing the file in a publicly available server and then sharing the location using standalone
messaging and the 1-to-1 and Group Chat procedures described in sections 3.2, 3.3 and
3.4. The main motivations behind this procedure presented below:

o Through the reuse of the procedures for RCS messaging (standalone messaging and
chat), the HTTP file transfer mechanism shall automatically benefit from the store and
forward mechanism available for chat meaning there is no need to specify additional
store and forward procedures

e HTTP is a quite mature protocol broadly supported for many years in the majority of
terminals. This procedure shall therefore benefit from its availability and resiliency.

3.5.4.8.1 Configuration and capability exchange

In order to guarantee back compatibility the file transfer via HTTP procedure shall be only
used instead the MSRP procedure if:

1. The sender is adequately configured to use this procedure which is verified by checking
that the FT HTTP CS URI, FT HTTP CS USER and FT HTTP CS PWD configuration
parameters (all defined in Table 78 in section A.1.4) are present and correctly set in the
configuration received by the file sending client.

2. Both sender and receiver support the procedure by verifying that the File Transfer via
HTTP capability defined in section 2.6.1 is present in the RCS capabilities on both ends.
Note that an RCS client shall only make this capability available if the service is
supported by the implementation and the configuration parameters FT HTTP CS URI,
FT HTTP CS USER and FT HTTP CS PWD are correctly set. In this case the RCS client
shall also include the File Transfer via HTTP IARI tag defined in section 2.6.1.1.2 in the
Contact header of the SIP INVITE requests and SIP 200 OK responses that it sends
during the setup of a Group Chat.

If both ends support the procedure, all file transfer shall be performed using the new
procedure described in this and the following sections. If not, the file transfer via MSRP
procedures described 3.5.4 shall be employed.

Note that when both ends are in chat or group chat session the capability shall be available
if following conditions are fulfilled:

e the application/vnd.gsma.rcs-ft-http+xml content type is indicated in the a=accept-
wrapped-types attribute during the SDP negotiation and

e for the case of a 1-to-1 chat, the contact is known to support the File Transfer via HTTP
capability based on a capability exchange or on the cached result of an earlier capability
exchange when a capability exchange doesn’t provide a conclusive result and

e For the case of a Group Chat, the Contact header field received during the setup of that

Chat included the File Transfer via HTTP IARI tag defined in section 2.6.1.1.2.
A conference focus supporting File Transfer via HTTP shall therefore indicate this
support by including the File Transfer via HTTP IARI tag defined in section 2.6.1.1.2 in
the Contact Header field of the SIP INVITE and SIP 200 OK responses that it sends
during the setup of the Group Chat. When one of the participants in the Chat initiates a
File Transfer via HTTP, the conference focus shall not forward the File Transfer via
HTTP body to participants that did not include the File Transfer via HTTP IARI tag in the
Contact header that they provided during the setup of the Group Chat.

3.5.4.8.2 Offline users

RCS client shall allow the file transfer via HTTP even the receiver is offline when:

o both IM CAP ALWAYS ON and FT CAP ALWAYS ON configuration parameters (defined
in sections A.1.3.3 and A.1.4 respectively) are set to enabled (1), and,
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o the receiver user is known to support the file transfer over HTTP capability (cached from
the previous exchange)

3.5.4.8.3 File transfer procedure
3.5.4.8.3.1 Sender procedures

Note In this whole section it is assumed that the sender has the FT DEFAULT MECH
configuration parameter (see section A.1.4) is set to HTTP.

1. After the capability exchange takes place, it is verified whether both the sender and the
receiver support the file transfer via HTTP procedure (as described in section 3.5.4.8.1
and 3.5.4.8.2).

2. Assuming both ends support it, the sender shall first send an empty HTTPS POST?®
request (i.e. a request without any body) to the FT HTTP CS URI. This request shall
result in any of following responses

a) aHTTP 401 AUTHENTICATION REQUIRED error response carrying a WWW-
Authenticate header field as defined in [RFC2616] if authentication is required

b) A.HTTP 204 NO CONTENT response if authentication is not required

c) aHTTPS 503 INTERNAL ERROR with retry-after header if the server is busy and
cannot handle the request. The RCS client shall in this case retry to upload after
the time specified in the retry-after header.

d) Any other response, the RCS client shall retry the request in this case.

3. The sender shall then upload the file to the HTTP content server by making a HTTPS
POST request to the FT HTTP CS URI to upload the file containing the following three
elements:

o A file transfer Transaction ID (TID): this TID is optional and is included in case the
client supports the optional resume of the file upload as described in section
3.5.4.8.3.1.1. The TID value shall be a unique ID generated by the client according
to [RFC4122] section 4.2.

o The thumbnail content: This is optional as it is only required for images and videos
as per the procedures described in section 3.5.4

o The file content

If authentication to the server is required, it shall depending on the WWW-Authenticate
header received in step 2 be performed using basic authentication or HTTP digest as
per [RFC2617] using FT HTTP CS USER and FT HTTP CS PWD configuration
parameters as credentials.

In order to carry these three elements, the HTTP POST method shall contain a MIME
multipart/form-data entity body with the following parts that shall be transmitted in the
listed order:

o An optional one containing the transaction ID:

Content-Disposition: form-data; name="tid”
Content-Type: text/plain

%8 This specification uses the term “HTTP POST” and “HTTP GET” as a generic reference to the
action of using the POST or GET method. However, it is strongly recommended that whenever the
POST action contains sensitive information such as a user ID or password, the action should take
place over a secure connection and/or via HTTPS explicitly.
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<Transaction-ID generate by the client>

Table 56: First form of the HTTP POST method request to upload the file to the HTTP
content server (Transaction ID)

o An optional one containing the thumbnail:

Content-Disposition: form-data; name="Thumbnail"; filename="<local_filename>"
Content-Type: [mime type depending on the thumbnail; e.g. image/jpeg]

<Thumbnail content>

Table 57: Second form of the HTTP POST method request to upload the file to the
HTTP content server (Thumbnail contents)

o One containing the file:

Content-Disposition: form-data; name="File"; flename="<local_filename>"
Content-Type: [mime type depending on the file; e.g. image/jpeq]

<file content>

Table 58: Third form of the HTTP POST method request to upload the file to the HTTP
content server (file contents)

4. There are two possible cases:

a) If the upload is successful, the client shall get a HTTPS 200 OK response containing
a XML in the body that specifies:

i. The URL, size, content type and validity for the thumbnail, if applicable

ii. The URL, size, filename, content type and validity for the file

<?xml version="1.0" encoding="UTF-8"7>
<file>
<file-info type="thumbnail">
<file-size>[thumbnail size in bytes]</file-size>
<content-type>[MIME-type for thumbnail]</content-type>
<data url = "[HTTP URL for the thumbnail]" until = "[validity of the thumbnail]"/>
</[file-info>
<file-info type="file">
<file-size>[file size in bytes]</file-size>
<file-name>[original file name]</file-name>
<content-type>[MIME-type for file]</content-type>
<data url = "[HTTP URL for the file]" until = "[validity of the file]"/>
<[file-info>
<file>

Table 59: HTTP content server response: XML contained in the body
Please note that referring to the XML body in Table 59:

o The thumbnail part is only included if the sender uploaded a thumbnail to the
server

o The validity of the files shall be specified by providing the date the files shall be
removed on the server using the [ISO8601] format including the date and time in
UTC (Coordinated Universal Time) timezone (e.g. 2007-04-05T14:30Z). The
validity depends on the configuration the originating Service Provider has set on
the HTTP content server.
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During the upload process the RCS client shall show the user the progress of the
upload as in the case for the file transfer via MSRP.

b) If the upload is not successful, there are two cases to consider:

If the server is busy and cannot handle the request a HTTPS 503 INTERNAL
ERROR with retry-after header. The RCS client shall retry to upload after the
time specified in the retry-after header.

If any other error, the RCS client shall retry the upload as described in section
3.5.4.8.3.1.1.

5. When the upload in step 4 was successful, the sender shall then send a message to the
receiver(s) with the following content:

<?xml
<file>

<file>

version="1.0" encoding="UTF-8"?>

<file-info type="thumbnail">
<file-size>[thumbnail size in bytes]</file-size>
<content-type>[MIME-type for thumbnail]</content-type>
<data url = "[HTTP URL for the thumbnail]" until = “[validity of the thumbnail]"/>
<[file-info>
<file-info type="file">
<file-size>[file size in bytes]</file-size>
<file-name>[original file name]</file-name>
<content-type>[MIME-type for file]</content-type>
<data url = "[HTTP URL for the file]" until = "[validity of the file]"/>
<[file-info>

Table 60: File transfer via HTTP message body content

Note that independently of the mechanism used to transport the message (standalone
message or chat), a CPIM body will be used. As the content is now an XML, the CPIM
content-type property shall be application/vnd.gsma.rcs-ft-http+xml.

If sending to a single user, there are two possible scenarios:

o If thereis a 1-2-1 chat session established with the user and File Transfer via HTTP
is supported in the session as described in section 3.5.4.8.1, the session shall be
reused to convey the content shown in Table 60 in a chat message.

o There is no session established:

O

NOTE:

V3.0

If the RCS client is configured to use standalone messaging and the recipient
supports standalone messaging as well, the mentioned message body shall be
delivered using a standalone message carrying a dedicated Accept-Contact
header field that includes the File Transfer via HTTP IARI tag defined in section
2.6.1.1.2 along with require and explicit parameters.

If standalone messaging is not supported by at least one of the parties, then a 1-
to-1 Chat Session shall be established as specified in section 3.3.4. The RCS
client shall include a dedicated Accept-Contact header field that includes the
File Transfer via HTTP IARI tag defined in section 2.6.1.1.2 along with require
and explicit parameters in the SIP INVITE request that it generates to establish
this Chat session. The XML message shall be relayed in this session as follows:

o If the configuration allows including the initial chat message in the SIP
INVITE for a 1-2-1 chat, then it shall be used to carry the message.

o If not, the file shall not be sent until the chat session is established.
The inclusion of the Accept-Contact header field is only intended to

guarantee that the request is routed to devices capable of File Transfer via
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HTTP. On the receiver’s side this request can be handled as a regular
invitation for Chat.

If sending to multiple users, there are two possible scenarios:

o Ifthe file is to be transferred in an existing group chat, the session shall be reused to
convey the content described in Table 52 in a chat message. If the Group Chat is
closed due to inactivity, it shall be restarted first.

o There is no session established:

o If the RCS client is configured to use standalone messaging and prior
verification that all participants support standalone messaging, the mentioned
XML message body shall be delivered using a standalone message with
multiple recipients carrying a dedicated Accept-Contact header field that
includes the File Transfer via HTTP IARI tag defined in section 2.6.1.1.2 along
with require and explicit parameters.

o If standalone messaging is not enabled a group chat session shall be
established first with all the participants before sending it as a message.

When establishing a Chat Session, clients shall indicate their support for this File
Transfer mechanism by including the application/vnd.gsma.rcs-ft-http+xml in the
accept-wrapped-types attribute in the SDP that they provide as body in the SIP INVITE
request or 200 OK response they send to take part in the Chat and include the File
Transfer via HTTP IARI tag defined in section 2.6.1.1.2 in the Contact header field of
that request/response. This will ensure that the conference focus does not forward the
body to clients that do not support the mechanism as described in section 3.5.4.8.1.

6. The use in the client Ul of the delivery notification coming from the receiver when the
chat message containing the XML is delivered is left up to the RCS client
implementation.
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Figure 74: File transfer via HTTP: Sender procedures
3.5.4.8.3.1.1 Upload Resume

In case a file upload cannot be completed, e.g. because the file sender loses network
coverage, the RCS client should allow to resume the File Transfer by using the procedure
described in this section. It is intended to resume the upload of the file itself but not of an
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optional thumbnail which has small size. The content server shall store partial uploads and
make them accessible via the related TID defined in 3.5.4.8.3.1. As it may apply a service
provider policy and remove partially uploaded files after some time, resume upload may just
be possible for a limited time. In case it fails, the upload cannot be resumed and the
complete file needs to be uploaded again following the procedure in section 3.5.4.8.3.1. The
following operations are used:

1. Get upload info: A client that intends to resume the upload of an interrupted File
Transfer shall fetch the upload information of the file by a HTTP GET request to the
content server including the TID related to the initial upload or former resume upload
(see section 3.5.4.8.3.1).

GET http://< FT HTTP CS URI >?tid=<tid_value>&get_upload_info HTTP/1.1

The server sends back the upload information in the following XML structure describing
the file content without optional thumbnail including the stored byte range within a file-
range tag and the direct upload URI.

<?xml version="1.0" encoding="UTF-8"?>

<file-resume-info>

<file-range start="[start-offset in bytes]" end="[end-offset in bytes]" / >
<data url="[HTTP upload URL for the file]"/>

<[file-resume-info>

Table 61: File transfer via HTTP upload information content

In case of a successful HTTP response by the server, e.g. HTTP 200, including an XML
description of the file, the following procedure applies depending on the content of the
XML description:

o If it includes file-resume-info for the uploaded file content with file range consist of
file size, the file has been uploaded successfully.

o Ifitincludes file-resume-info of the uploaded file content but with file range below the
file size, the remaining file content needs to be uploaded using step 2.

o If it does not include the file-resume-info of the file content, the full upload needs to
be started from beginning using the HTTP POST request as described section
3.5.4.8.3.1.

A server shall send back an HTTP error response if resume upload cannot be
performed (e.g. because the partial files are no longer available) according to
[RFC2616], e.g. HTTP 404 or 410. An HTTP response that does not contain an XML
description of the file or an XML structure that does not include a range field, shall
indicate to the client that a resume of the upload of the file is not possible and that
therefore a full upload needs to be done again.

2. Resume upload: In case the client wants to resume the upload of the file content it
generates an HTTP PUT request to the upload URL that was included in the XML
description provided by the content server in operation 1. In this request it shall provide
the remaining bytes started from the already uploaded byte position that was included in
the received XML description. To indicate the byte range that is included in the HTTP
PUT request a HTTP Content-Range header as defined in [RFC2616] is added to the
request:

PUT http://<file_upload_uri> HTTP/1.1

Content-Type: [mime type depending on the file; e.g. image/jpeg]
Content-Length: <remaining_upload_size>

Content-Range: bytes <first-byte-pos> - <last-byte-pos> / <file_size>
Authorization: Digest ...
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| <file content> |

Table 62: File transfer via HTTP upload information content

When the server receives the partial file, it shall append the data according to the
Content-Range header. In case the upload is successful, a HTTP 200 OK response is
returned.

The client has to ensure that the file content related to the TID has not been changed
between the initial HTTP POST request and the resume upload operation.
NOTE: Also this HTTP PUT can fail, e.g. due to another loss of network coverage.

In that case the operations 1 and 2 may be repeated with the same TID.

3. Get download info: To get the XML description of the complete file to be sent to the file
receiver according to 3.5.4.8.3.1, the client sends the following request to the content
server:

GET http://< FT HTTP CS URI >?tid=<tid_value>&get_download_info HTTP/1.1

The server sends back a successful HTTP response including the XML description back

if the file has been uploaded successfully. Otherwise an HTTP error response will be

returned.

NOTE: Like for the initial HTTP POST in section 3.5.4.8.3.1 authentication may be
requested for other HTTP requests used in this section. In that case the
client shall sent it a second time carrying the authentication header field in
line with the challenge received in the HTTP 401 AUTHENTICATION
REQUIRED response to the first request. All additional HTTP requests
towards the content server shall use the HTTP digest authentication as
defined for regular file upload. In case HTTP over TLS is used, HTTP basic
authentication can be used instead.

The whole procedure (including the initial upload is summarized in following figures:

HTTP Messagad Matsaaging
content MS Application Application s
5 Sarve Chend Logic! |Phone Logic

Figure 75: File transfer via HTTP: Resume upload

In case the resume is not possible (anymore), the flow shall be as follows:
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Figure 76: File transfer via HTTP: Resume upload not possible

3.5.4.8.3.2 Receiver procedures

When the receiver gets a chat message as described in the previous section, the RCS client
shall:

1. The user shall not be aware a different procedure has been used to carry the file,
therefore and, if present, the RCS client shall download (HTTPS GET) the thumbnail
and display/notify of the incoming file transfer.

2. If the user accepts, the file shall be downloaded (HTTPS GET) showing the progress of
the download as for a file transfer performed for MSRP. If the HTTP content server is
working adequately, one of the following three responses shall be returned to the client:

o HTTP 200 OK: Meaning the file is downloaded

o A HTTP 503 INTERNAL SERVER ERROR with a Retry-After header: In this case
the client shall retry, the recommended value to retry will be specified in the “Retry-
After” header. Please note that this response is provided by the server when the
sender is still uploading the file to prevent the race condition

o Any other error: The client shall retry up to a maximum of 3 times. In case the file
was partially downloaded already, a partial HTTP GET request as defined in
[RFC2616] may be used to obtain the remaining part of the file.

3. Regarding the display notification associated to this chat message, it shall only be sent
when the file has been successfully downloaded to indicate the sender that the file has
been effectively downloaded by the user.

Finally note that if validity of the file to be downloaded indicates that it may no longer be
available on the server, the client shall inform the user of the circumstance when trying to
download the file. The detailed UX is left intentionally outside the scope of this specification
and it is up to the RCS client implementation.
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Figure 77: File transfer via HTTP: Receiver procedures
3.5.4.8.3.2.1 File transfer auto-accept

Consistently with Annex A sections A.1.4 and A.2.6, if the parameter FT AUT ACCEPT is
set to 1 and the indicate file size is smaller than the size configured in the FT WARN SIZE
configuration parameter, the receiving client shall not only download automatically the
thumbnail but also the file content.

3.5.4.8.4 HTTP Content server addressing

In order to enable the traceability of the HTTP transactions among operators, the HTTP
content server FQDN shall follow the format presented below:

ftcontentserver.rcs.mnc<MNC>.mcc<MNC>.pub.3gppnetwork.org

Table 63: HTTP content server FQDN
3.5.4.8.5 Security considerations

In order to guarantee the integrity and security of the solution for file transfer via HTTP the
following three principles shall be taking into account:

1. The security of the solution relies on the security of the chat messages. Therefore,
encryption of the media associated to Chat (1-to-1/Group Chat) media is recommended.

2. Al HTTP transactions shall be secured using HTTPS.

3. To secure interoperability between Service Providers and to reduce complexity on the
RCS device/client, the HTTP configuration server shall make use of public root
certificates issued by a recognized CA. That is the root certificates are similar to those
used by standard webservers which are widely recognized by browsers and web-
runtime implementations both in PCs and devices.

3.5.4.9 Handling of specific content
3.5.4.9.1 Personal Card format

Current implementations of the vCard standard by different device manufacturers leads
today to data loss of certain contact information, when this information is exchanged among
devices or synced with network address books. An RCS compliant device shall support
receiving at a minimum, vCard 2.1 [vCard21] and vCard 3.0 formats [RFC2425], [RFC2426]
and may support also the Personal Contact Card (PCC) format [CAB_TS].
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The following fields are considered key fields. No data of these fields should be lost when
contact information is exchanged by any means (peer to peer contact sent, uploaded,
synchronized, etc.):

¢ Name

e Telephone numbers
o Email addresses

e Address information
e Personal information

The Minimum subtypes that should be supported are defined in the PCC definition in
[CAB_TS]:

e Name: Composed names (such as “Jean-Baptiste”) shall be supported properly
e Personal Information

o Nickname
o Photo
o Birthdate

o Comment

e Telephone number: At least the following subtypes of telephone number shall be
supported:

o Land home
o Land work
o Land other
o Mobile home
o Mobile work

o Mobile other

o Faxwork
o Faxother
o Beeper
o Other

¢ Email addresses: The following subtypes shall be supported:
o Email work 1
o Email work 2
o Email home 1
o Email home 2

o Other
e Address information

o Address
o Geographic Position
o Timezone

Sending and receiving a contact card via File Transfer is technically the same as sending
any other file.
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If the format for pushing a contact card file is vCard 2.1 or 3.0 formats, the MIME
(Multipurpose Internet Mail Extensions) type that shall be used for the file transfer is
“text/vcard”.

If the format for pushing the contact card is CAB (Converged Address Book) 1.0 PCC XML
format, then the CAB PCC MIME type “application/vnd.oma.cab-pcc+xml” shall be used.

On the receiving side, after the receiving RCS user accepts the contact card file delivered
through File Transfer, the receiving RCS client shall apply the mapping of the RCS
supported fields between the received format (CAB PCC XML for example) and the used
format of the local address book database®.

vCard 3.0 format is recommended in RCS 5.1.

If the receiving side does not support the offered format identified in the a=file-selector
attribute of the SIP INVITE SDP, it should reject the File Transfer invitation with an error
response indicating it does not support the content-type, which then causes the sending
side to initiate a second File Transfer, this time sending the contact card in a different
format.

3.5.5 NNI and IOT considerations

In addition to what is defined in Section 2.12, the mapping of the appropriate File Transfer
feature tags is done by the Messaging Server, as per Appendix G in [RCS5-CPM-
CONVFUNC-ENDORS] when it is determined that the remote network requires such
interworking.

3.5.6 Implementation guidelines and examples

From the UX perspective there are five possible entry points to this service:

1. Address book/Call-log: A file transfer can be initiated with any registered contact
providing the correct capabilities are in place. This is contact oriented initiation.
Following the address book interaction, the list of available files is displayed allowing the
user to select one or more files to share. Once the file transfer commences, the
progress can be checked in the standard notification area.
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Figure 78: Reference UX for accessing file share from address book/call-log

2 |f the conversion between PCC and vCard is required, please see [CAB_TS] section 5.4.3
“Format Adaptation”.
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2. Media gallery/File browser: The user can browse, select a file (or multiple files) and then
share these with one or more RCS users. This is task contact oriented initiation. Only
RCS capable users shall be displayed as candidate recipients of the file.
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Figure 79: Reference UX for accessing file share from media gallery or file browser

In the previous figure, once File Transfer is selected, the user will be presented with the
complete list of RCS contacts (including contacts which are currently not registered).

In this case, a SIP OPTIONS or Presence exchange is triggered once a contact is
selected from the list.

3. Camera application: The experience is similar to the media gallery/file browser
experience with the difference being that the user is able to select only the last picture or
video (and, in some cases, a picture or video from the camera gallery) to be shared.

4. Chat window: From the Chat window a file can be shared using the relevant button/icon.
The experience is identical to the address book/call-log. The user is redirected to the
media gallery or file explorer where the user can choose a file which, is then shared with
the conversation partner(s).
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Figure 80: Reference UX for accessing file share from a Chat window

5. Call screen (Image Share): a picture can be shared either from the camera (front or
back) or by choosing a file from the media gallery. Please note this case has been
covered in detail in section 3.6.6.1.2.

3.5.6.1 Handling of specific content
3.5.6.1.1 Personal Card handling

The personal and business cards of the RCS user may be stored in a way that is compliant
to the CAB 1.0 PCC data in the RCS client which enables the RCS user to create and
populate any number views on the personal and/or business contact information as needed.
A client may tag these with their dedicated purposes (professional, friends, etc.).
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A Personal Card is, from a technical perspective, the same as any other contact card. This
functionality only requires certain user experience changes. In particular:

e Visibility as an option in the address book menu.

e A special name/mark in the address book to easily distinguish it from the rest of the
contacts.

It is recommended to support at least three Personal Cards. In particular:
e Business Card: For professional use.

o Two more Personal Cards to allow social uses (e.g., a contact card to be exchanged
with closest friends for having fun, including frequently updated fields such as a
personal picture) and an additional one to allow having a stable personal profile for non-
professional uses.

3.5.6.1.2 Personal Contact Card entry points

Sending a contact card

The user selects any of the contacts in the address book. Entry points for sending a contact
could be:

1. Chat
2. address book
3. calllog

Before sending a contact card the user should have the option to preview the information.
The possibility of editing the information should be available so that filtering the contact
information to be sent is also allowed. Once the contact information is confirmed the contact
card is sent over File Transfer.

Receiving a contact card

When a new contact card is received, the user is prompted to accept the file. Once
accepted, two options are given:

1. Save contact card
2. View contact card

If ‘Save Contact information’ is chosen proper options will be given depending on whether
the contact received already exists or not in the receiver's address book. If it exists the
existing contact information will be implemented with the additional information received.

3.6 Content sharing
3.6.1 Feature description
3.6.1.1 Overview

Content sharing provides the capability to share videos and pictures in near real-time. This
functionality can be used both in connection to a voice call and in a standalone manner
when there is not an ongoing call. When the receiving user has multiple devices the content
sharing requests are sent to all those devices. Therefore when used in combination with a
voice call, the user can decide to accept the shared content on a different device than the
one they are using for the voice call if that device has better display capabilities for instance.
There can be different sources for the shared content:

e The front camera (“me”

e The rear camera (“what | see”)

o Afile (“video streaming” or “sending of a stored image”)
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A Service Provider configurable parameter allows the Service Provider to set the maximum
duration of a Video Share session (see VS MAX DURATION in section A.1.5) and the max
size of a file transferred during Image Share (see IS MAX SIZE in section A.1.5).

From the user experience perspective and assuming that the duration and size limitations
are in place (i.e. the values are non-zero):

¢ When performing a video share, if the session duration (send or receive) is approaching
the VS MAX DURATION, a warning notification could be displayed for the user.

¢ When performing a video share, if the session duration (send or receive) is longer than
the VS MAX DURATION, a warning message will be displayed and the video share
session will be cancelled (that is at protocol level, the SIP BYE request will be sent to
the other end).

e |f the picture size in an image share session is bigger than IS MAX SIZE, a wa