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[bookmark: _Toc15276178]6.1.1 General requirement on privacy preserving
Applicable law(s) as  it relatesd to privacy and security should be complied with in connection with AI on mobile devices. 
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Applicable law(s) as related to security should be complied with in connection with AI on mobile devices. 
	TS47_6.2_REQ_001
	The use of AI on mobile devices SHALL adhere to the security requirements from the GSMA Mobile Privacy Principles that personal information must be protected, and the AI Mobile Device SHALL use reasonable safeguards appropriate to the privacy, sensitivity, confidentiality and integrity of the information.



6.2.1 [bookmark: _Toc15276181]Security for AI applications
	TS47_6.2.1_REQ_001
	The security and the robustness of the AI models used by the AI mobile devices SHOULD be guaranteed with appropriate safeguards to protect and prevent Confidentiality, Integrity, and Replay attacks.

	TS47_6.2.1_REQ_002
	Defence techniques SHOULD take into account for protecting models' training from confidentiality and integrity attacks. For example, in evasion attacks, data can be manipulated to mislead AI models.



For AI applications with high security requirements, defence techniques are recommended to use on AI models as follows:
Defence techniques (e.g. network distillation, adversarial training, adversarial sample detection, etc.) are recommended to use on AI models to prevent them from evasion attacks.
Defence techniques (e.g. training data filtering, regression analysis, ensemble analysis, etc.) are recommended to use on AI models to prevent them from poisoning attacks.
Defence techniques (e.g. high-intensity encryption algorithm, input preprocessing, model pruning, etc.) are recommended to be used on AI models to prevent them from backdoor attacks.
An AI agent shall be protected from external threats through a platform of system vulnerability protection with a service which protects the platform and legitimate agents from insecure internal processes.  A secure platform will provide basic security measures of authentication, authorization, availability, confidentiality, and integrity.  

1) [bookmark: _Toc11071603]Biometric Authentication
	TS47_6.2.1_REQ_003
	Users' biometric data (such as facial data, fingerprint data, etc.) SHALL be encrypted and stored in a private and secure unit (SE) [6].

	TS47_6.2.1_REQ_004
	Biometric algorithms (such as face recognition algorithms, fingerprint algorithms, etc.) SHALL run in a private and secure execution environment such as trusted execution environment (TEE) [6].

	TS47_6.2.1_REQ_005
	If users' biometric data is replaced, the previous biometric data before the replacement SHALL be deleted completely and permanently, and shall not be recovered by data rollback.



2) [bookmark: _Toc11071605]Speech
	TS47_6.2.1_REQ_006
	Voiceprint data SHOULD be stored on the device with encryption. The voiceprint data shall not be left to reside in memory. When the voiceprint data is permanently and completely deleted, it shall not be recovered by data rollback



3) [bookmark: _Toc11071606]Augmented Reality
	TS47_6.2.1_REQ_007
	Appropriate safeguards SHOULD be used to protect AR applications from malicious application attacks, such as spoofing user with information about the real and/or virtual world, sensory overload attacks, hijacking users' clicks, etc.




