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This document provides an architecture approach as a proposed solution for the Remote SIM Provisioning of eSIM Devices across all markets.
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The aim of this document is to define a common architecture framework to enable the Remote SIM Provisioning and management of the Embedded UICC (eUICC) in Devices. The aim of this architecture framework is to provide the basis for ensuring global interoperability for Remote SIM Provisioning between Operators in different deployment scenarios.
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Technical experts working within Operators, SIM solution providers, Device vendors, standards organisations, network infrastructure vendors, Service Providers and other industry bodies.
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	Term 
	Description

	AAC Browser
	The Device component that provides a web interface between the End User and Operator/Service Provider to process an Advanced Activation Code. The AAC Browser MAY be a part of the LPA or MAY be an Authorised Device Application such as a Device native web browser that implements the Javascript binding to the LPA API.	Comment by Author: For consistency with new definitions

	AAC Portal
	A web portal that participates in the Advanced Activation Code (AAC) procedure.

	Access Rules
	Information stored on the eUICC that defines whether applications on the Device are denied or allowed access to applications on the eUICC as specified by Global Platform Secure Element Access Control [15].

	Activation Code
	Information issued by an Operator/Service Provider to a Subscriber or an End User. It is used by the End User to request the download and installation of a Profile.	Comment by Author: The AC will be issued by the Service Provider, either to the subcsciber or an end user.

	Activation Code Token
	The part of the Activation Code information provided by the Operator/Service Provider which refers to a Subscription.	Comment by Author: This has to be the Service Provider since it is linked to a Subscription

	Advanced Activation Code (AAC)
	A special type of Activation Code used to initiate communication with an AAC Portal.

	Alternative SM-DS
	SM-DS used in cascade mode with a Root SM-DS to redirect Event Registration from an SM-DP+ to the Root SM-DS or to direct Event Registration from an SM-DP+ for an installed Profile.

	Audit eUICC
	Function that enables an SM-DP+ to check certain information related to the eUICC.

	Authenticated Confirmation
	A mechanism by which the End User confirms their action through a method involving the input of personalised information (e.g. PIN, fingerprint).

	Authorised Device Application
	A Device Application which is authorised to make use of the LPA API. 

	Authorised Management
	A privileged assignment as defined in GlobalPlatform Card Specification [9].

	Bound Profile Package
	A Protected Profile Package which has been cryptographically linked to a particular eUICC.

	Certificate or Public Key Certificate
	A certificate as defined in RFC.5280 [1].

	Certified eUICC
	An eUICC meeting the GSMA requirements for Remote SIM Provisioning and certified according to SGP.25 GSMA eUICC Protection Profile [25].

	Command Code
	Code sent from an Authorised Device Application to the LPA via the LPA API to request the LPA to execute an RSP operation.

	Companion Device
	A Device that relies on the capabilities of a Primary Device for the purpose of Remote SIM Provisioning.

	Confirmation Code
	A code entered by an End User required by the SM-DP+ to validate the request to download  a Profile.

	Confirmation Code Required Flag
	A parameter to indicate whether the Confirmation Code is required or not.

	Confirmation Level
	Refers to the hierarchy of User Intent and Confirmation Request, where:
· User Intent is the first and lowest level
· Simple Confirmation is the second level
· Authenticated Confirmation is the third and highest level
Note: For examples of implementation, please refer to Annex C.

	Confirmation Request
	Describes a request for Authenticated Confirmation or a Simple Confirmation as defined in this specification.

	Default AAC
	An AAC stored in a SIM card or a Profile in an eUICC, accessible to the LPA.

	Delegated Management
	A privileged assignment as defined in GlobalPlatform Card Specification [9].

	Delegated Platform Identifier
	Identifier of a third party platform used to delegate the management of a Profile.

	Delegated Profile Content Management Platform (DPCMP)
	Platform delegated by the Profile Owner and used for the same purpose as the Profile Content Management Platform: to manage the contents of an installed Profile.

	Device
	User equipment used in conjunction with an eUICC to connect to a mobile network. E.g. a tablet, wearable, smartphone or handset.

	Device Application
	An application installed in a Device.

	Device Manufacturer
	An entity responsible for manufacturing Devices. The Device Manufacturer MAY be responsible for the selection and insertion of eUICCs in Devices.

	Device Test Mode
	A mode hidden from the End User that allows access to and use of Test Profiles.

	Disabled Profile
	A Profile in a state where all files and applications (e.g. NAA) present in the Profile are not selectable.

	Discovery Request
	An interrogation of the Discovery Service by a Device for Event Records that are registered for its eUICC.

	Eligibility Check 
	Procedure operated between the eUICC and the SM-DP+ to enable the SM-DP+ and the Operator or Service Provider to validate the eligibility of an eUICC and the Device for the installation of a Profile using information sent by the eUICC.	Comment by Author: The profile may have Service Provider specific functionality. Could consider whether ‘Service Provider’ is sufficient here.

	Eligibility Check Information
	The information set sent from the eUICC to the SM-DP+ to allow eligibility checking of the combination of an eUICC and a Device. 

	Enabled Profile
	A Profile in a state where all files and/or applications (e.g. NAA) are selectable.

	End User
	The person using the Device.

	End User Data
	Information that pertains to the identity of an End User e.g. personal details, name, address, biometric characteristics, assigned identification numbers, etc.

	Enterprise
	A business, organisation, or government entity that subscribes to mobile services to be utilised by its workforce in support of the business or activities of the Enterprise. The Enterprise as the Subscriber owns the relationship with the Service Provider(s).

	Enterprise Capable Device
	A Device that supports the installation and enforcement of Enterprise Rules.

	Enterprise Profile 
	An Operational Profile for which the Subscriber is an Enterprise. This Profile may include restrictions on the End User of the Device.  

	Enterprise Rule
	A rule stored in an Enterprise Profile that can be used by the Profile Owner to restrict End User controllability for enabling and installing Profiles on Enterprise Capable Devices.

	eSIM
	eSIM is the top level generic descriptor applied to the Devices and eUICCs that support Remote SIM Provisioning.

	eSIM Products
	eUICC, Devices, and Servers defined in this specification.

	eUICC
	A removable or non-removable UICC which enables the remote and/or local management of Profiles in a secure way.
Note: The term originates from “embedded UICC”.

	eUICC Authentication
	Mechanism used by the SM-DP+ or SM-DS to authenticate the eUICC.

	eUICC Certificate
	A Certificate issued by the EUM for a specific eUICC.
This Certificate can be verified using the EUM Certificate.

	eUICC Form Factor Type
	Defines the eUICC Type which is either removable or non-removable.

	eUICC Manufacturer (EUM)
	The eUICC Manufacturer provides eUICC products.

	eUICC Memory Reset
	An action that returns the eUICC to a state equivalent to a factory state.

	eUICC OS Update
	A mechanism to correct existing features on the eUICC by the original OS manufacturer.

	eUICC Test Memory Reset
	An action that deletes all post-issuance Test Profiles on an eUICC.

	EUM Certificate
	A Certificate issued by a GSMA CI to a GSMA accredited EUM which can be used to verify eUICC Certificates.

	EUM Keyset
	Keyset used by the EUM to update ECASD content.

	EUM Public Key 
	Public key included in the EUM Certificate (called PK.EUM.ECDSA in SGP.22).

	EUM Private Key
	Key used by the EUM to sign eUICC Certificates (called SK.EUM.ECDSA in SGP.22).

	Event
	A request for a Profile download or an RPM Operation which is set by an SM-DP+ on behalf of a Service Provider or an Operator, to be processed by a specific eUICC.

	Event-ID
	Unique identifier of an Event for a specific EID generated by the SM-DP+/SM-DS.

	Event Record
	The set of information stored on the SM-DS for a specific Event, via the Event Registration procedure. This information consists of either:
· the Event-ID, EID, and SM-DP+ address or
· the Event-ID, EID, and SM-DS address

	Event Record Query
	A query to the SM-DS (Root or Alternative) executed to verify Event Registration success or determine that an Event Record still exists.

	Event Registration
	A process notifying the SM-DS on the availability of information on either a specific SM-DP+ or a specific SM-DS for a specific eUICC.

	Form Factor
	Physical manifestation of the UICC.

	GSMA Certificate Issuer
	A Certificate Authority accredited by GSMA.

	ICCID 
	Unique number to identify a Profile in an eUICC as defined by ITU-T E.118 [14].

	International Mobile Subscriber Identity
	Unique identifier owned and issued by Operators as defined in 3GPP TS 23.003 [3] Section 2.2.

	Issuer Security Domain
	A Security Domain on the UICC as defined by GlobalPlatform Card Specification [9].

	Link Profile
	The process that associates a Protected Profile Package with a specific eUICC so that a Profile Download including Bound Profile Package generation can be triggered.
Note: This is normally an offline process, binding is an online process happening during the communication between the SM-DP+ and the eUICC.

	Local Profile Assistant (LPA)
	A functional element in the Device or in the eUICC that provides the LPD, LDS and LUI features.

	Local Profile Management
	Local Profile Management are operations that are locally initiated on the ESeu interface.

	Local Profile Management Operation
	Local Profile Management Operations are enable Profile, disable Profile, delete Profile, query Profile Metadata, eUICC Memory Reset, eUICC Test Memory Reset, set/edit nickname, add Profile, and edit default SM-DP+ address.

	LPA API
	Application Program Interface (API) defined between the LPA in the Device and the Device Application.

	LPA Integrity
	Assurance that the LPA has not been compromised or affected. The assurance SHALL be provided to the various Remote SIM Provisioning entities to ensure that the LPA can be trusted to execute the actions requested
Note: This could be linked with a certification process.

	LPA Mode
	Defines the operational LPA Mode which is either LPA in the eUICC or in the Device.

	LPA Procedures
	Refers to processes that trigger Local Profile Management Operations.

	LPA Proxy
	A component of the Device used as a proxy between an Operator authorised platform and the corresponding Profile to manage the Profile’s content.

	Managing SM-DP+
	An SM-DP+ that is authorised by the Profile Owner to perform RPM on the Profile or ReM to the eUICC on which their Profile resides.

	MatchingId
	Reference data for an RSP Server which could be an Activation Code Token or the EventID.

	Mobile Network Operator
	An entity providing access capability and communication services to its Subscribers through a mobile network infrastructure.	Comment by Author: Should be deleted as the subscription is with the Service Provider. That is, the MNO actually has no subscribers...
Alternatively we can replace ‘Subscribers’ by ‘Service Providers’


	Mobile Virtual Network Operator
	An entity providing access capability and communication services to its Subscribers through a mobile network infrastructure but does not have an allocation of spectrum. This refers to an MVNO with own IMSI range and core network.	Comment by Author: To avoid mixing up with ‘light MVNO’ or ‘MVNE’

	Multi-Factor Authentication (MFA)
	A method of authentication in which an End User is only granted access after successfully presenting several separate pieces of evidence to an authentication mechanism – typically at least two of the following categories: knowledge (something they know), possession (something they have), and inherence (something they are). 

	Network Access Application
	Application residing in a Profile providing authorisation to access a network.

	Network Access Credentials
	Data required to authenticate to an ITU E.212 [4] network. This MAY include data such as Ki/K and IMSI stored within a NAA.

	NFC Device
	Device with NFC capability.

	NFC eUICC
	eUICC with NFC capability.

	Non-Enterprise Capable Device
	A Device that does not support the enforcement of Enterprise Rules.

	Nonce
	An arbitrary random number generated for one time use, employed for cryptographic communication.

	Notification
	A report about a Profile download, Remote/Local Profile Management Operation or Remote eUICC management operation processed by the eUICC or about the progress of such an operation.

	Notification Receivers
	A list defined in the Profile containing SM-DP+s that are to receive Notifications concerning that Profile.

	Operational Profile
	A combination of Operator data and applications to be provisioned on an eUICC for the purpose of providing services by the Operatora Service Provider. The Profile SHALL be in support of a Subscription with the relevant Operator Service Provider and allow connectivity to a mobile network. Applications MAY be included to provide non-telecommunication services.	Comment by Author: As long as this refers to a subscription and a subscriber this can only refer to the Service Provider.
Note that ‘Operator data’ is unnecessary: the Service Provider gets profiles from the supporting Operator and the data is a mix of Operator and Service Provider data.

	Operator
	A Mobile Network Operator or Mobile Virtual Network Operator; a company providing wireless cellular network services. An Operator owns one or more IMSI ranges.	Comment by Author: Highlighting IMSI range ownership as thi sdistinguishes an Operator from a Service Provider.

	Operator Credentials
	A set of credentials owned by the Operator, including Network Access Credentials, OTA Keys for Remote File/Application management, and authentication algorithm parameters. 

	OTA Keys
	The credentials included in the Profile used in conjunction with OTA Platforms.

	OTA Platform
	An OperatorA platform for remote management of UICCs and the content of enabled Operator Profiles on the eUICCs.	Comment by Author: The reference to Operator is unnecessary

	Policy Enforcement
	A function that executes Policy Rules to implement a policy.

	Polling Address
	Address configured in a Profile indicating where the Device needs to connect to retrieve RPM or ReM Events for this Profile.

	PPR4 Unset Key
	Unique key associated with a specific Profile that can be used to unset POL RULE4 in that Profile.   

	Primary Device
	A Device that can be used to provide some capabilities to a Companion Device for the purpose of Remote SIM Provisioning.

	Profile
	A combination of data and applications to be provisioned on an eUICC for the purpose of providing services. 

	Profile Content Management Platform (PCMP)
	Platform owned by the Profile Owner, used to manage the content of an enabled Profile.

	Profile Description
	The description of a Profile in a format specific to the Service Provider or Operator; example formats could be an Excel table, xml format, or plain text.

	Profile Management
	A combination of local and remote management operations (enable Profile, disable Profile, delete Profile, list Profile information, and query Profile Metadata)

	Profile Management Lifecycle
	Encompasses all the procedures applied during the lifetime of a Profile.

	Profile Management Operation
	An operation related to the content and state update of a Profile in a dedicated ISD-P on the eUICC.

	Profile Metadata
	Information pertaining to a Profile used for the purpose of Local Profile Management and Remote Profile Management.

	Profile Owner
	The entity that controls the operations that can be performed upon its Profile. With the exception of Test Profile, this is always a Service Provider or an Operator.	Comment by Author: This needs clarification - but if we focus on the subscription and the subscriber the Service Provider must also be able to control the operations on profiles.

	Profile Package
	A personalised Profile using an interoperable description format that is transmitted to an eUICC to load and install a Profile as defined by SIMalliance [5].

	Profile Policy Enabler 
	The functional element within the Profile Policy Management system that interprets and enforces Profile Policy Rules. 

	Profile Policy Management
	A policy control system that allows the Service Provider to implement, manage and enforce its subscription terms and conditions associated with the installed Profile.

	Profile Policy Rule
	Defines a qualification for or enforcement of an action to be performed on a Profile when a certain condition occurs.

	Protected Profile Package
	A Profile Package which has been cryptographically protected for storage but not linked to a particular eUICC.

	Provisioning Profile
	A combination of Operator data and applications to be provisioned on an eUICC for the purposes of providing connectivity to a mobile network solely for the purpose of the provisioning of Profiles on the eUICC.	Comment by Author: Same comment as for Operational Profile

	Remote eUICC Management (ReM)
	eUICC management operations performed by an SM-DP+ on an eUICC at the request of the Profile Owner

	Remote Profile Management (RPM)
	Profile Management operations performed by a Managing SM-DP+  at the request of the Profile Owner.

	Remote SIM Provisioning
	The downloading, installing, enabling, disabling, and deleting of a Profile on an eUICC. 

	Roles
	Roles are representing a logical grouping of functions.

	Root Certificate
	A Certificate used to authenticate other entities within the Remote SIM Provisioning framework.

	Root SM-DS
	A globally identified central access point for finding Events from one or more SM-DP+(s).

	Service Provider
	The Service Provider provides Subscriptions to Subscribers either as part of an Operator or as a party with a wholesale agreement with an Operator. The Service Provider could also be the Operator.

	Simple Confirmation
	A secure and non-interceptable mechanism by which the End User confirms their action, e.g. by selecting Yes/No, OK/Cancel.

	Simple Mode
	A privileged assignment as defined in GlobalPlatform Card Specification [9].

	SM-DP+ Certificate
	A Certificate issued by a GSMA CI to a GSMA accredited SM-DP+.

	SM-DS Certificate
	A Certificate issued by a GSMA CI to a GSMA accredited SM-DS.

	SMDPid
	Identifier of the SM-DP+ that is globally unique and is included as part of the SM-DP+ Certificate.
Note: This is referred to as the smdpOid in SGP.22 [24].

	Standalone Device
	A Device that does not rely on the capabilities of a Primary Device for the purposes of Remote SIM Provisioning.

	Subscriber
	An entity (associated with one or more users) that is engaged in a Subscription with an Operatora Service Provider. The Subscriber is allowed to subscribe and unsubscribe to services, as well as register an End User or a list of End Users authorised to use these services.	Comment by Author: Ref new definitions.	Comment by Author: This is irrelevant to the definition and will also vary widely across Service Providers.

	Subscriber Data
	Information that pertains to the identity of a Subscriber such as contract details, authentication credentials, cryptographic keys etc.
Note: In many instances, the Subscriber is also the End User and therefore Subscriber Data is likely to include End User Data.

	Subscription
	A Subscription describes the commercial relationship between the Subscriber and the Service Provider.

	Subscription Manager Data Preparation+ (SM-DP+)
	Prepares Profile Packages, secures each with a Profile protection key, stores Profile protection keys in a secure manner as well as the Protected Profile Packages in a Profile Package repository, and links the Protected Profile Packages to specified EIDs. 
The SM-DP+ binds Protected Profile Packages to the respective EID and securely downloads these Bound Profile Packages to the LPA of the respective eUICC. The SM-DP+ is also capable of performing Remote Profile Management and Remote eUICC Management.

	Subscription Manager Discovery Server (SM-DS)
	This entity is responsible for providing addresses of one or more SM-DP+(s) to an LDS.

	Test Profile
	A combination of data and applications to be provisioned on an eUICC to provide connectivity to test equipment for the purpose of testing the Device and the eUICC. A test Profile is not intended to store any Operator Credentials.

	Trusted Link
	According to NIST SP 800-53r4 [18], a mechanism by which an End User (through an input Device) can communicate directly with the security functions of the information system with the necessary confidence to support the system security policy. This mechanism can only be activated by the End User or the security functions of the information system and cannot be imitated by untrusted software.

	User Intent
	Describes the direct, real time acquisition and validation of the manual End User input on the LUI to trigger locally a Profile download or Profile Management operation.
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	Abbreviation
	Description

	AAC
	Advanced Activation Code

	AC
	Activation Code

	AID
	Application Identifier

	APDU
	Application Protocol Data Unit

	ARA-M
	Access Rule Application - Master

	ARF
	Access Rule File

	AuC
	Authentication Centre

	BSS
	Business Support Services

	CASD
	Controlling Authority Security Domain

	CC
	Confirmation Code

	CI
	Certificate Issuer

	CREL
	Contactless Registry Event Listener

	CRS
	Contactless Registry Services

	DNSCurve
	Domain Name System Curve

	DNSSEC
	Domain Name System Security Extensions

	DPCMP
	Delegated Profile Content Management Platform

	DPI
	Delegated Platform Identifier

	ECASD
	eUICC Certificate Authority Security Domain

	EID 
	Embedded UICC Identifier

	eSVN
	embedded UICC Specification Version Number

	ETSI
	European Telecommunications Standards Institute

	eUICC
	Embedded UICC

	EUM
	eUICC Manufacturer

	FASG
	Fraud and Security Group

	FFS
	For Further Study

	FIFO
	First In First Out

	GSMA
	GSM Association

	GSMA CI
	GSMA Certificate Issuer

	HLR
	Home Location Register

	HR
	High Resolution

	HTTP
	Hypertext Transfer Protocol

	ICCID
	Integrated Circuit Card Identifier

	IMEI
	International Mobile Equipment Identity

	IMSI
	International Mobile Subscriber Identity

	ISD-P
	Issuer Security Domain - Profile

	ISD-R
	Issuer Security Domain - Root

	ISIM
	IP Multimedia Services Identity Module

	ISO
	International Standards Organisation

	ITU
	International Telecommunications Union

	LDS
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All parties either implementing or operating systems based on these specifications should be aware that any data items passed between system elements that can be used to identify an individual can be classified as personal data (as defined in the General Data Protection Regulation (EU) 2016/679). Responsibility for the management of Personal Data and compliance with any necessary legislation lies with implementing and operating organisations, according to each organisation’s respective legal status with respect to the data processes (i.e. whether the entity acts as a data controller or as a data processor). 
	Principle no.
	Description

	BAS1
	Existing standards and specifications SHALL be used where possible for the specification of the eUICC and related provisioning systems. 

	BAS2
	GlobalPlatform specifications SHALL be used as a framework of choice for the implementation of the eUICC.

	BAS3
	The overall security of the eUICC in combination with the related management processes SHALL at all times and under all circumstances be at least equivalent to the current removable UICC and its provisioning processes.

	BAS4
	The architecture of the eUICC and its Remote SIM Provisioning system SHALL comply with the requirements of 3GPP TS 21.133 [7]. 

	BAS5
	The architecture SHALL support a level of security with respect to the protection of Operator Credentials which is at least equivalent to the present levels of security. This applies in particular to:
· the confidentiality of cryptographic keys and authentication parameters;
· the integrity of Subscriber identities (e.g. IMSI).

	BAS6
	The architecture SHALL support a level of security for all Profile content which is at least equivalent to the current state of the art level of security of the UICC.

	BAS7
	The architecture SHALL NOT compromise the security and privacy of Subscriber Data, nor the security and privacy of End User Data. Examples depending on territory include identities that can be used for tracking such as ICCID, MSISDN, EID, IMSI, Ki etc.

	BAS8
	Regulatory issues are considered outside the scope of this document. However, any data which could be used to identify an individual SHALL be treated as personal data and subject to local regulations e.g. the EID, ICCID, IMEI, etc.
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	Principle no.
	Description

	PRO1
	Profiles are the property of and SHALL be under the control of the issuing Operator. 	Comment by Author: This needs clarification. I doubt whether the network operator can be said to own and control all the profiles of the service providers on its network.

	PRO2
	A Profile does not exist outside of an eUICC. I.e. a Profile is always located on a particular eUICC.

	PRO3 
	A Profile SHALL be uniquely identified by its ICCID.

	PRO4
	An Enabled Profile in combination with an eUICC SHALL be able to carry all logical characteristics of a UICC.

	PRO5
	Once the Profile is enabled, all relevant UICC characteristics or features as described in ETSI 102 221 [2] specifications SHALL apply, with the exceptions as defined within this specification.

	PRO6
	It SHALL be possible to delete Profiles only when in a disabled state, with the exception of eUICC Memory Reset, and eUICC Test Memory Reset functions.

	PRO7
	Profile Management SHALL be governed by policies as defined throughout this specification. 

	PRO8
	A Profile SHALL be either an Operational Profile, a Provisioning Profile or a Test Profile.


Table 2 : Profile Principles
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	Role no.
	Description

	EUM1
	The eUICC Manufacturer is responsible for the initial cryptographic configuration and security architecture of the eUICC. 

	EUM2
	The eUICCs are delivered by the eUICC Manufacturer (EUM).

	EUM3
	Relevant parts of the eUICC Manufacturer’s products and processes are certified by a GSMA-approved certification process.

	EUM4
	The EUM issues the eUICC Certificate to allow:
· eUICC Authentication and proof of certification to other entities;
· authenticated keyset establishment between an SM-DP+ and an eUICC.

	EUM5
	The eUICC Manufacturer is responsible for the implementation of any LPA elements that reside in the eUICC and the compliance of the LPA with the requirements in Section 4.12.3.


Table 3 : eUICC Manufacturer Role
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	Role no.
	Description

	DM1
	The Device Manufacturer is responsible for the implementation of any LPA elements that reside on the Device and the compliance of the LPA with the requirements in Section 4.12.3.

	DM2
	The Device Manufacturer is responsible for the implementation of any application that resides on the Primary Device allowing Local User Interface access to the Companion Device.


Table 4 : Device Manufacturer Role
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This section describes the characteristics of the Operator and Service Provider Roles relevant to this architecture and its operation. Other characteristics exist but are considered out of scope. Note: the commercial and support system interfaces needed between the Service Provider and the supporting Operator (e.g. for Profile ordering and distribution) are out of scope.	Comment by Author: This note is to highlight these needs which are clearly out of scope of SGP.21 – but essential to any Service Provider.
	Role no.
	Description

	OPE1
	The Operator has access to an SM-DP+ via the ES2+ interface. The Operator SHALL be able to pre-order the Profile Packages in bulk. In this way, the Profile Packages can be pre-generated in bulk mode to offer better performance before the eUICC is known.

	OPE2
	In the event that a Subscriber has selected a Service Provider, that Service Provider will initiate the provisioning of a Profile Package. The details of this are out of scope.

	OPE3
	The Operator, potentially on behalf of the Service Provider, specifies the Profile characteristics and any features and applications analogous to removable UICCs.

	OPE4
	The Operator potentially on behalf of a Service Provider, is able to use an OTA Platform via the ES6 interface to manage the content of its Enabled Profile in the eUICC (RAM, RFM).


Table 5 : Operator Role
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	Role no.
	Description

	SEU1
	The Subscriber is the contract partner of the Service Provider for the Subscription.	Comment by Author: This is really superfluous – it just repeats the definition of Subscriber. Propose to delete.(Void)
Note: The Subscriber MAY not be the End User.Void.

	SEU2
	The End User is a human and uses the Device and/or the services related to the Enabled Profile. 


Table 6 [bookmark: _Toc346908974]: Subscriber and End User Role
[bookmark: _Toc435053966][bookmark: _Toc438636233][bookmark: _Toc504031462][bookmark: _Toc504403304][bookmark: _Toc529278149]Certificate Issuer
	Role no.
	Description

	CIS1
	The Certificate Issuer issues Certificates for GSMA accredited Remote SIM Provisioning entities and acts as a trusted third party for the purpose of authenticating the entities of the system. 

	CIS2
	The Certificate Issuer communicates with the SM-DP+, SM-DS and the EUM through interfaces that are out of scope of this specification according to SGP.14 [26].
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This section contains the functional description of the Remote SIM Provisioning system architecture for the Embedded UICC.
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Figure 1 [bookmark: _Ref432025663]: Remote SIM Provisioning System Architecture
[bookmark: _Toc435053968][bookmark: _Toc438636235][bookmark: _Toc504031483][bookmark: _Toc504403325][bookmark: _Toc529278151]eUICC Architecture
[bookmark: _Toc338081286][bookmark: _Toc338084317][bookmark: _Toc338089487][bookmark: _Toc338089677][bookmark: _Toc338090464][bookmark: _Toc338090471][bookmark: _Toc346908978][bookmark: _Toc372031168][bookmark: _Toc375056742][bookmark: _Toc435053969][bookmark: _Toc438636236][bookmark: _Toc504031484][bookmark: _Toc504403326][bookmark: _Toc323737296][bookmark: _Toc323905673]eUICC Architecture Overview
This section describes the internal high-level architecture of the eUICC. The eUICC architecture is similar to that used in the GSMA Remote SIM Provisioning of Embedded UICC Technical specification [8]. Profiles are provisioned based on the security framework defined in the GlobalPlatform Card Specification [9].
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Figure 2 [bookmark: _Ref447276605]: Schematic Representation of the eUICC 
[bookmark: _Toc422048486][bookmark: _Toc422049824][bookmark: _Toc296016933][bookmark: _Toc296018882][bookmark: _Toc296179452][bookmark: _Toc435053970][bookmark: _Ref438043646][bookmark: _Ref438043652][bookmark: _Toc438636237][bookmark: _Toc504031485][bookmark: _Toc504403327]ECASD
The Embedded UICC Controlling Authority Security Domain (ECASD) is responsible for the secure storage of credentials needed to support the required security domains on the eUICC.
There SHALL only be one ECASD on an eUICC. The ECASD SHALL be installed and personalised by the EUM during the eUICC manufacturing as described in GlobalPlatform Card Specification [9].
The ECASD SHALL contain the following:
eUICC private keys for creating signatures.
Associated Certificates for eUICC Authentication.
The Certificate Issuers’ (CI) root public keys for verifying SM-DP+ and SM-DS Certificates.
eUICC Manufacturers’ (EUMs) keyset for key/Certificate renewal. 
Additionally, the ECASD SHALL provide security functions used during key establishment and eUICC Authentication.
[bookmark: _Toc421616351][bookmark: _Toc421693021][bookmark: _Toc421693453][bookmark: _Toc421712335][bookmark: _Toc421720781][bookmark: _Toc422048487][bookmark: _Toc422049825][bookmark: _Toc296016934][bookmark: _Toc296018883][bookmark: _Toc296179453][bookmark: _Toc435053971][bookmark: _Toc438636238][bookmark: _Toc504031486][bookmark: _Toc504403328]ISD-R
The ISD-R is responsible for the creation of new ISD-Ps and the lifecycle management of all ISD-Ps.
[bookmark: _Toc435044618][bookmark: _Toc435053972][bookmark: _Toc421616353][bookmark: _Toc421693023][bookmark: _Toc421693455][bookmark: _Toc421712337][bookmark: _Toc421720783][bookmark: _Toc422048488][bookmark: _Toc422049826][bookmark: _Toc296016935][bookmark: _Toc296018884][bookmark: _Toc296179454][bookmark: _Toc435053973][bookmark: _Toc438636239][bookmark: _Toc504031487][bookmark: _Toc504403329]ISD-P
The ISD-P is a secure container (security domain) for the hosting of a Profile. The ISD-P is used for Profile download and installation in collaboration with the Profile Package interpreter for the decoding/interpretation of the received Bound Profile Package. 
The ISD-P is the on-card representative of the SM-DP+. 
[bookmark: _Toc421616355][bookmark: _Toc421693025][bookmark: _Toc421693457][bookmark: _Toc421712339][bookmark: _Toc421720785][bookmark: _Toc422048489][bookmark: _Toc422049827][bookmark: _Toc296016936][bookmark: _Toc296018885][bookmark: _Toc296179455][bookmark: _Toc435053974][bookmark: _Toc438636240][bookmark: _Toc504031488][bookmark: _Toc504403330]MNO-SD
The MNO-SD is the on-card representative of the Operator which issued the Profile. It contains the Operator’s Over-The-Air (OTA) Keys and provides a secure OTA channel.
[bookmark: _Toc504031489][bookmark: _Toc504403331]Profile Policy Enabler
The eUICC Operating System (OS) service which offers Profile Policy Rules validation and enforcement.
[bookmark: _Toc421616358][bookmark: _Toc421693028][bookmark: _Toc421693460][bookmark: _Toc421712342][bookmark: _Toc421720788][bookmark: _Toc420930456][bookmark: _Toc420930520][bookmark: _Toc422048491][bookmark: _Toc422049829][bookmark: _Toc296016938][bookmark: _Toc296018887][bookmark: _Toc296179457][bookmark: _Toc435053975][bookmark: _Toc438636241][bookmark: _Toc504031490][bookmark: _Toc504403332]Telecom Framework
The telecom framework is an operating system service that provides standardised network authentication algorithms to the NAAs hosted in the ISD-Ps. Furthermore, it offers the capability to configure the algorithms with the necessary parameters.
[bookmark: _Toc421616360][bookmark: _Toc421693030][bookmark: _Toc421693462][bookmark: _Toc421712344][bookmark: _Toc421720790][bookmark: _Toc422048492][bookmark: _Toc422049830][bookmark: _Toc296016939][bookmark: _Toc296018888][bookmark: _Toc296179458][bookmark: _Toc435053976][bookmark: _Toc438636242][bookmark: _Toc504031491][bookmark: _Toc504403333]Profile Package Interpreter
The Profile Package interpreter is an eUICC operating system service that translates the Profile Package data into an installed Profile using the specific internal format of the target eUICC. 
[bookmark: _Toc338081295][bookmark: _Toc338084330][bookmark: _Toc338089500][bookmark: _Toc338089690][bookmark: _Toc338090477][bookmark: _Toc422048493][bookmark: _Toc422049831][bookmark: _Toc296016940][bookmark: _Toc296018889][bookmark: _Toc296179459][bookmark: _Toc435053977][bookmark: _Toc438636243][bookmark: _Toc504031492][bookmark: _Toc504403334]LPA Services
The LPA services provide necessary access to the services and data required by the LPA functions for the following:
The Root SM-DS address.
The optionally stored default SM-DP+ address.
Facilitates the reception of the Bound Profile Package in transfer from the LPA.
Provides information regarding the installed Profiles and their Profile Metadata.
Provides Local Profile Management
Supports Remote Profile Management operations
Supports Remote eUICC Management operations
Provides functions for the LPA to authenticate and interact with the SM-DS.
Ensures access to the EID is restricted to only the LPA.
[bookmark: _Toc504031493][bookmark: _Toc504403335][bookmark: _Toc529278152][bookmark: _Toc435053978][bookmark: _Toc438636244]Interfaces
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Figure 3 : Interfaces on the eUICC Architecture with the LPA in the Device Configuration
[bookmark: _Toc504031494][bookmark: _Toc504403336]Operator – SM-DP+ (ES2+)
The ES2+ interface is used by the Operator to order Profiles for specific eUICCs as well as other administrative functions.
	Req no.
	Description

	ES2+ REQ1
	The SM-DP+ SHOULD be able to support a framework of interchange and execution prioritisation for transactions and requests passing in either direction over the ES2+ interface.

	ES2+ REQ2
	There SHOULD be a categorisation of transactions passing over the ES2+ interface for the purpose of assigning priority; i.e. order management, Protected Profile management, informational, and reporting. 

	ES2+ REQ3
	For a given category of ES2+ transactions originating from the SM-DP+, the Operator SHOULD be able to preset their priority on the SM-DP+.

	ES2+ REQ4
	The SM-DP+ SHOULD be able to ensure that transactions being issued toward the Operator over the ES2+ interface are prioritised in conjunction with their category and the priority framework. 

	ES2+ REQ5
	The SM-DP+ SHOULD be able to ensure that transactions received over the ES2+ interface marked with a higher priority are acted on before those with a lower priority.

	ES2+ REQ6
	Transactions and requests with the same priority SHOULD be able to be handled on a first in first out (FIFO) basis.


Table 8 : ES2+ Requirements
[bookmark: _Toc504031495][bookmark: _Toc504403337]Operator – End User (ESop)Void
ESop is the interface between the Operator and the End User.	Comment by Author: This interface does not make sense....since the End User (in particular) never comes in direct contact with the Operator, at most the Service Provider - and then probably as a Subscriber. Suggestion: VOID entire section 4.2.2.

This interface is out of scope of this specification.
[bookmark: _Toc504031496][bookmark: _Toc504403338]End User - LUI (ESeu)
ESeu is the interface between the End User and the LUI.
The ESeu interface is used to support the following requirements: 
	Req no.
	Description

	ESeu1
	The Local Profile Management Operations SHALL be executed only over the ESeu interface.

	ESeu2
	Each Local Profile Management Operation SHALL be explicitly initiated by the End User, and verified by User Intent.

	ESeu3
	The ESeu interface SHALL support the triggering and confirmation of the Profile download and installation operation and Local Profile Management Operations requested by the End User.


Table 9 : End User to LUI (ESeu) Interface Requirements
[bookmark: _Toc504031497][bookmark: _Toc504403339]Operator – eUICC (ES6)
The ES6 interface is used by the Operator for the management of Operator services via OTA services.	Comment by Author: We should consider making this similar to ‘Operator or on behalf of a Service Provider’ or change the second occurence of Operator here to ‘Operator or Service Provider’.
[bookmark: _Toc504031499][bookmark: _Toc504403341][bookmark: _Toc504031498][bookmark: _Toc504403340]SM-DP+ – eUICC (ES8+)
The ES8+ interface provides a secure end-to-end channel between the SM-DP+ and the eUICC for the administration of the ISD-P and the associated Profile during download and installation.
SM-DP+ – LPD (ES9+)
The ES9+ interface is used to provide a secure transport for the delivery of the Bound Profile Package between the SM-DP+ and the LPD, and for RPM and ReM.
[bookmark: _Toc504031503][bookmark: _Toc504403345][bookmark: _Toc504031501][bookmark: _Toc504403343][bookmark: _Toc504031500][bookmark: _Toc504403342]LDS – LPA Services (ES10a)
The ES10a interface is used by the LPA in the Device to get the configured addresses from the eUICC for Root SM-DS, and optionally the default SM-DP+.
[bookmark: _Toc504031504][bookmark: _Toc504403346]LPD – LPA Services (ES10b)
The ES10b interface is used by the LPD in the Device and the LPA services to transfer a Bound Profile Package to the eUICC.
[bookmark: _Toc504031505][bookmark: _Toc504403347]LUI – LPA Services (ES10c)
The ES10c interface is used
· between the LUI in the Device and the LPA services for Local Profile Management by the End User.
· between the LPR in the Device and the LPA services to retrieve Metadata that would be needed for Profile content management through LPA Proxy.
LDS – SM-DS (ES11)
The ES11 interface allows the LDS to retrieve Event Records for the respective eUICC.
SM-DP+ – SM-DS (ES12)
The ES12 interface allows the SM-DP+ to register Event Records with the SM-DS and to delete its Event Records.
[bookmark: _Toc504031502][bookmark: _Toc504403344]EUM – eUICC (ESeum)
ESeum is the interface between the EUM and the eUICC.
This interface is out of scope of this specification.
[bookmark: _Toc498079117][bookmark: _Toc501114307][bookmark: _Toc503974062][bookmark: _Toc504031506][bookmark: _Toc504031850][bookmark: _Toc504402319][bookmark: _Toc504402662][bookmark: _Toc504403005][bookmark: _Toc504403348][bookmark: _Toc504031507][bookmark: _Toc504403349]SM-DS – SM-DS (ES15)
In the case of deployments with cascaded SM-DSs, the ES15 interface is used to connect the SM-DSs.
[bookmark: _Toc504031508][bookmark: _Toc504403350](D)PCMP – LPR (ES20)
The ES20 interface is used by the PCMP or DPCMP to manage Profile contents through the use of the LPA as a proxy. 
[bookmark: _Toc504031509][bookmark: _Toc504403351]Device Application – LPR (ES21)
The ES21 interface is used for exchanges between the LPR and a Device Application to trigger from the Device Application, a Profile content management session between a (D)PCMP and a Profile, or to send Notifications to the Device Application.
[bookmark: _Toc504031510][bookmark: _Toc504403352]Device Application – LPA (ES22)
The ES22 interface is an LPA API used for exchanges between the LPA and a Device Application.
[bookmark: _Toc504031511][bookmark: _Toc504403353]LPR – eUICC (ESaa)
The ESaa interface is used between the LPR in the Device and the Profile of the eUICC for Profile content management through the use of the LPA as a proxy.
[bookmark: _Toc504031512][bookmark: _Toc504403354]Device – SM-DP+ (Established Connection)
This connection will be provided either by:
An internet connectivity available or provided on the same Device where the LPA resides
or
An internet connection shared from another Device via a local go-between connection
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Figure 4 : Example Connection Methods for Companion Devices to reach out to the SM-DP+
[bookmark: _Toc504031513][bookmark: _Toc504403355]General Interface Requirements
	Req no.
	Description

	INT1
	All interfaces from the eUICC SHALL indicate the eSVN.

	INT2
	The behaviour of all interfaces SHALL support the indicated eSVN.

	INT3
	The SM-DP+ and SM-DS SHALL use the indicated eSVN from the eUICC to determine its response to the eUICC in accordance with Table 11, otherwise the procedure SHALL fail.

	INT4
	All communicating entities involved in Remote SIM Provisioning SHALL be mutually authenticated. The Device and the eUICC are considered as one entity in this context.


Table 10 : General Interface Requirements
	Server
	Version 1 (V1)
	Version 2 (V2)
	Version 3 (V3)

	eUICC V1
	Server uses V1
	Server uses V1 or fails.
	Server uses V1 or fails.

	eUICC V2
	✗
	Server uses V2
	Server uses V2 or fails.

	eUICC V3
	✗
	✗
	Server uses V3


Table 11 [bookmark: table11]: eUICC Version vs Server
[bookmark: _Toc504031514][bookmark: _Toc504403356]Operator – Enterprise (ESent)Void
ESent is the interface between the Operator and the Enterprise.	Comment by Author: Similar to the end user comment: this must be the Service Provider. SUGGESTION: delete entire section since it is out of scope.
These ‘interfaces’ are commercial agreements – and who knows what new commercial agreements may come...

This interface is out of scope of this specification.
[bookmark: _Toc529278153]eUICC Requirements
	Req no.
	Description

	EUICC1
	The eUICC SHALL be a discrete tamper resistant component consisting of hardware and software, capable of securely hosting applications as well as confidential and cryptographic data.

	EUICC2
	A removable eUICC is packaged in a standardised ETSI Form Factor [2].

	EUICC3
	The eUICC SHALL be either removable or non-removable. 

	EUICC4
	The behaviour of the eUICC with an Enabled Profile SHALL be equivalent to the UICC.

	EUICC5
	The eUICC SHALL be able to contain zero or more Profiles. 

	EUICC6
	At a maximum, only one Profile SHALL be enabled at any point in time.

	EUICC7
	The behaviour of a NAA USIM, ISIM or CSIM within a Profile on an eUICC SHALL be identical to a removable UICC NAAs USIM, ISIM or CSIM.
Note: No changes to existing 3GPP/3GPP2 USIM, CSIM and ISIM specifications are expected.

	EUICC8
	The eUICC SHALL support Milenage [11][12] and TUAK [10] algorithm sets.

	EUICC9
	The ownership of the eUICC MAY change throughout its lifetime as can the Device. 
Note: The EUM Keyset belongs to the issuing EUM for the lifetime of the eUICC.

	EUICC10
	If any Profile Management operation does not complete successfully, the eUICC SHALL maintain the state it was in before it received the request.

	EUICC11
	The eUICC SHALL contain an ECASD security domain as well as an ISD-R security domain installed and personalised during manufacture.

	EUICC12
	It SHALL NOT be possible to delete or disable the ECASD after eUICC manufacture.

	EUICC13
	The ISD-R SHALL be responsible for the creation of new ISD-Ps and the lifecycle management of all ISD-Ps. 

	EUICC14
	The ISD-R SHALL be installed and personalised by the EUM during eUICC manufacturing as described in GlobalPlatform Card Specification [9].

	EUICC15
	The eUICC SHALL support an eUICC Memory Reset. This can only be requested by the End User.

	EUICC16
	If the eUICC supports Test Profiles, the eUICC SHALL support eUICC Test Memory Reset.

	EUICC17
	The eUICC SHALL support the eUICC Profile Package Interoperable Format Specification as defined by SIMalliance [5].

	EUICC18
	An ISD-R SHALL:
· NOT be deleted or disabled;
· NOT be able to perform any operations inside an ISD-P.

	EUICC19
	An eUICC MAY provide LPA functions.

	EUICC20
	An ISD-P SHALL be created by the ISD-R at the request of the SM-DP+.

	EUICC21
	Communication between the eUICC and the SM-DP+ SHALL be protected in authenticity, integrity and confidentiality.

	EUICC22
	The eUICC SHALL NOT export Profiles installed on the eUICC.

	EUICC23
	The eUICC SHALL enforce an isolation of Profiles and prevent Profiles from operating outside of their execution environment i.e. Profile SHALL run in a sandbox. 

	EUICC24
	The integrity of the Bound Profile Package SHALL be ensured during its installation on the eUICC.

	EUICC25
	[Void]

	EUICC26
	Profile keys and algorithm parameters SHALL NOT be extractable from the eUICC.

	EUICC27
	All cryptographic functions SHALL be implemented in a robust tamper-resistant way and be resistant to side-channel attacks.

	EUICC28
	The Operator SHALL be able to update the OTA Keys in its Profile on the eUICC in a secure and confidential way, reusing existing OTA Platform mechanisms.

	EUICC29
	A downloaded Profile Package SHALL be installed on the eUICC in a disabled state.

	EUICC30
	The eUICC SHALL always report its eSVN in the first communication during the commencement of each session with the SM-DP+ or SM-DS.

	EUICC31
	The EUM SHALL install an eUICC Certificate in the eUICC to authenticate the eUICC and to verify the Certification of the eUICC.

	EUICC32
	The EUM SHALL install an EUM Certificate in the eUICC to verify the eUICC Certificate.

	EUICC33
	The eUICC SHALL have a means to authenticate itself to the SM-DS.

	EUICC34
	The eUICC SHALL protect itself against unauthorised access.

	EUICC35
	Upon Profile deletion, the eUICC SHALL ensure a complete deletion of all data related to the Profile.

	EUICC36
	The eUICC SHALL only accept Profile Management operations sent from the LPA (in either the eUICC, or the Device), and from Managing SM-DP+s.

	EUICC37
	The eUICC SHALL reject any Profile Management operations that are in conflict with the Profile Policy Rules of the respective Profile.

	EUICC38
	If any Bound Profile Package download or installation does not complete successfully, the eUICC SHALL maintain the state it was in before it received the request.

	EUICC39
	The eUICC SHALL support GlobalPlatform Secure Element Access Control [15].

	EUICC40
	There SHALL be a means to preset a default SM-DP+ address in the eUICC.

	[bookmark: EUICC43][bookmark: EUICC40]EUICC41
	The eUICC SHALL store the Root SM-DS address.

	[bookmark: EUICC41]EUICC42
	The eUICC SHALL be able to send a delete Notification to the LPA to notify the Notification Receivers that the Profile has been deleted.

	EUICC43
	In EUICC42, if connectivity is not available to send the Notification of deletion to the Notification Receivers, each Notification SHALL be retained and sent as soon as connectivity becomes available again.

	EUICC44
	The delete Notification process SHALL also be executed for each deleted Profile in case of eUICC Memory reset.

	EUICC45
	The eUICC SHALL support a set of standard functions and services including, but not limited to Java Applications, USIM Toolkit functions and GlobalPlatform features. The list of supported functions and services (e.g. API package names and versions) SHALL be explicitly referenced within the technical specification (SGP.22 [24]). A different set of functions and services MAY be defined/supported according to the different Embedded UICC categories as defined in Annex D.

	EUICC46
	The eUICC SHALL support at least the following 3GPP USIM Toolkit [33] commands:
· PROVIDE LOCAL INFORMATION including the following fields: local info, IMEI, network measure results, date & time, access technology
· TERMINAL PROFILE
· ENVELOPE (SMS-PP DOWNLOAD)
· SEND SHORT MESSAGE
· DISPLAY TEXT
· GET INPUT
· RING TONE

	EUICC47
	An eUICC SHALL support at least two sets of elliptic curve parameters preloaded by the EUM during eUICC manufacturing, defined in GSMA SGP.22 Technical Specification [24].

	EUICC48
	Each Notification SHALL be uniquely identifiable and SHALL be signed by the eUICC.

	EUICC49
	Each Notification SHALL be protected against re-play attacks and signed by the eUICC.

	EUICC50
	[Void]

	EUICC51
	[Void]

	EUICC52
	The Profile SHALL be able to contain a list of zero or more Notification Receivers for each type of Notification.

	EUICC53
	The eUICC SHALL support SHA-1. Usage of SHA-1 SHALL be strictly limited to applications inside the Profile where the use of SHA-1 is required.

	EUICC54
	The EID SHALL NOT be modifiable. The EID SHALL NOT be affected by any of the procedures, including the change of eUICC Private keys.

	[bookmark: EUICC55]EUICC55
	The eUICC MAY provide a means by which the Profile Owner of the Enabled Profile can request the LPA to check for Events (Root, Alternative SM-DS Event, and Default SM-DP+).

	[bookmark: EUICC56]EUICC56
	The eUICC MAY provide a means by which the Profile Owner of the Enabled Profile can request the LPA to check for Events on the Polling Address configured in the Enabled Profile. 

	EUICC57
	The eUICC SHALL support the ‘set/edit nickname’ function.

	EUICC58
	Only valid Certificates signed by a GSMA CI SHALL be used by the eUICC for: 
· Profile binding 
· mutual authentication between eUICC and SM-DP+ 
· mutual authentication between eUICC and SM-DS.

	EUICC59
	[bookmark: OLE_LINK7][bookmark: OLE_LINK8]An eUICC MAY support SM2, SM3 and SM4 cryptographic algorithms, defined in [35], [36] and [37] for mutual authentication and data encryption between the SM-XX and eUICCs.
Note: TLS is used between the LPA and the SM-XX and is not considered in this requirement.


Table 12 : eUICC Requirements
[bookmark: _Toc435053979][bookmark: _Toc438636245][bookmark: _Toc504031515][bookmark: _Toc504403357][bookmark: _Toc529278154]Eligibility Check
Eligibility Check enables an SM-DP+ to validate the eligibility of an eUICC and the Device for the installation of a Profile using information sent by the eUICC. The set of information sent by the eUICC to the SM-DP+ for Eligibility Checking purposes is referenced herein as the Eligibility Check Information. Some Eligibility Check parameters MAY be required due to Device capabilities which must be supported by the Profile/eUICC and delivered as part of the Eligibility Check Information set. 

Note: Device capability refers to a Device feature or service-enabling function provided by the Device that MAY have a direct effect on the content of the Profile or the procedure used to download the Profile, and consequently requires support from the eUICC.
[bookmark: _Toc435053980][bookmark: _Toc438636246][bookmark: _Toc504031516][bookmark: _Toc504403358]Eligibility Check Requirements
	Req no.
	Description

	ELG1
	The eUICC SHALL indicate the specification version it is supporting. This parameter SHALL be transmitted to the SM-DP+ during the Eligibility Check.

	ELG2
	The eUICC SHALL include the available memory in the Eligibility Check Information.

	ELG3
	The eUICC SHALL declare in the Eligibility Check Information if it is unable to accept an additional Profile.

	ELG4
	The eUICC SHALL provide a valid current Certificate to the SM-DP+ signed by the EUM. 

	ELG5
	The eUICC SHALL provide an identification of the EUM. 

	ELG6
	The eUICC SHALL provide the current OS version in the Eligibility Check Information.

	ELG7
	The eUICC SHALL provide in the Eligibility Check Information, Device enabler information relating to services that may require Profile support (e.g. NFC enablers).

	ELG8
	Eligibility Check Information SHALL be integrity and authenticity protected by the eUICC before it is sent to the SM-DP+. 

	ELG9
	The eUICC SHALL indicate the application runtime environment version and libraries versions supported in Eligibility Check Information. 

	ELG10
	The eUICC SHALL indicate cryptographic algorithms and their respective key lengths supported in the Eligibility Check Information.

	ELG11
	The eUICC SHALL declare in the Eligibility Check Information the list of supported CIs.

	ELG12
	The eUICC SHALL indicate its current certification status in the Eligibility Check Information.

	ELG13
	If the eUICC is NFC capable (e.g. CAT3), the Device SHALL indicate its support for the relevant NFC services including its current certification status during the Eligibility Check.

	ELG14
	The eUICC SHALL indicate its category (see Annex D). This parameter SHALL be transmitted to the SM-DP+ during the Eligibility Check.

	ELG15
	The eUICC SHALL declare which LPA Mode is being used during the secure session with the SM-DP+.

	ELG16
	The eUICC SHALL declare in the Eligibility Check Information if it does not support eUICC OS Update.

	ELG17
	The eUICC SHALL declare permitted Profile Policy Rules in the Eligibility Check Information.

	ELG18
	Eligibility Check Information SHALL include the IMEI.

	ELG19
	Eligibility Check Information SHALL include the Device Type allocation code. 

	ELG20
	Eligibility Check Information SHALL include the Device radio access technologies, including release.

	ELG21
	The eUICC SHALL declare the eUICC Form Factor Type in the Eligibility Check Information. 

	ELG22
	Eligibility Check Information SHALL include the Device letter class(es) according to 3GPP TS 31.111 [33] and ETSI TS 102 223 [34].

	ELG23
	Eligibility Check Information SHALL include the Device support of the following features:
· LPA API support
· LPA Proxy support
· APDU API support

	ELG24
	Eligibility Check Information SHALL indicate whether the Device is Enterprise Capable.  

	[bookmark: ELG25]ELG25
	The eUICC SHALL provide a digital identification which represents its certification, evaluation, approval, qualification, or validation.


Table 13 : Eligibility Check Requirements
Note: It is assumed that the EID is normally shared to the SM-DP+ by other means and could be used for the Eligibility Check procedure.
[bookmark: _Toc435044627][bookmark: _Toc435053981][bookmark: _Toc435044634][bookmark: _Toc435053988][bookmark: _Toc435044635][bookmark: _Toc435053989][bookmark: _Toc504031517][bookmark: _Toc504403359][bookmark: _Toc529278155][bookmark: _Toc435053990][bookmark: _Toc438636247]eUICC OS Update
At the time of writing this specification it is understood that other industry bodies may be developing standards that will define harmonised and more robust methods of updating UICC operating system software. Accordingly, readers of this specification are advised that the publishers reserve the right to explicitly amend features in this specification related to software update in future versions.

There may need to be some industry procedures to manage eUICC OS Updates that affect installed Profiles.

Note: Such a mechanism cannot be included in the RSP Test Specification, nor can it be restricted by the Protection Profile. 

	Req no.
	Description

	OSUpd1
	An eUICC SHOULD support a secure mechanism to allow an eUICC OS Update.

	OSUpd2
	If such a mechanism is used, the eSIM Products for which the compliance is affected by the eUICC OS update SHALL maintain compliance as specified in SGP.24 [27]. 


Table 14 : eUICC OS Update Requirements
[bookmark: _Toc504031518][bookmark: _Toc504403360][bookmark: _Toc529278156]Device Requirements
	Req no.
	Description

	DEV1
	The Device SHALL conform to the terminal requirements within ETSI TS 102 221 [2] with the exceptions as defined in this specification.

	DEV2
	The EID SHALL be accessible by the End User in a defined human readable format and in a defined machine readable format (e.g. OCR, QR Code, etc.) via the Device (e.g. On a Primary Device, printed on the Device itself, displayed on the screen etc.).

	DEV3
	If an eUICC is within the Device packaging, then the EID SHALL be printed in machine readable form on the Device packaging.

	DEV4
	Bearer connection of the Companion Device to the SM-DP+ SHALL only be determined by the bearer availability. 
Note: The Companion Device MAY use any connectivity method available to connect to the SM-DP+.

	DEV5
	Devices compliant with the GSMA NFC Handset Requirements [17] SHALL support the Open Mobile API [19] used by the Device Applications to exchange data with their counterpart applications running in the Enabled Profile on the eUICC.

	DEV6
	The implementation of the Remote SIM Provisioning specification in the Device SHALL NOT impact the potential use of the SIM Lock mechanism defined in 3GPP TS 22.022 [16].

	[bookmark: DEV7]DEV7
	In the case where the Device supports both the LPA in the Device, and the LPA in the eUICC, the Device SHALL have a mechanism (setting or configuration parameter) that sets which LPA SHALL be used.

	DEV8
	The End User SHALL be able to modify the parameter defined in DEV7.

	DEV9
	A Device that supports an embedded UICC without an LPA in the eUICC, SHALL provide LPA functions.

	DEV10
	A Device that supports only an embedded UICC with an LPA in the eUICC, MAY provide LPA functions.

	DEV11
	If the Device supports Device Test Modes, the Device SHALL support eUICC Test Memory Reset. eUICC Test Memory Reset can only be requested by the End User when the Device is in Device Test Mode.

	DEV12
	There SHALL be a means for the End User to access the ICCID of each installed Operational Profile.


Table 15 : Device Requirements
[bookmark: _Toc504031519][bookmark: _Toc504403361][bookmark: _Toc435053991]Device Capability Requirements
	Req no.
	Description

	DEVCAP1
	There SHALL be a mechanism that is able to provide the Device capabilities to the SM-DP+.


Table 16 : Device Capability Requirements
[bookmark: _Toc504031520][bookmark: _Toc504403362][bookmark: _Toc529278157]Device Initialisation
[bookmark: _Toc435053992][bookmark: _Toc504031521][bookmark: _Toc504403363]Device Reset Requirements
	Req no.
	Description

	FAC1
	It SHALL be possible for the End User to perform any type of Device reset without affecting the status of the eUICC.

	FAC2
	The Device SHALL by means of a secured procedure, trigger/request the eUICC Memory Reset. 

	FAC3
	The Device SHALL by means of a secured procedure, trigger/request the eUICC Test Memory Reset.


Table 17 : Device Reset Requirements
[bookmark: _Ref434575908][bookmark: _Toc435053993][bookmark: _Toc438636250][bookmark: _Toc504031522][bookmark: _Toc504403364]eUICC Memory Reset Requirements
	Req no.
	Description

	MEM1
	eUICC Memory Reset SHALL delete all Profiles on the eUICC apart from pre-installed Profiles that are flagged as permanent.

	[bookmark: MEM2]MEM2
	eUICC Memory Reset SHALL delete all Profiles on the eUICC but not the Provisioning Profiles, pre-installed Test Profiles, or Profiles with POL RULE4, together with POL RULE1, POL RULE2 or both set.

	[bookmark: MEM3]MEM3
	Authenticated Confirmation SHALL be verified in order to initiate eUICC Memory Reset.

	MEM4
	In addition to MEM3, other secure means MAY be provided to perform the eUICC Memory Reset function. The same level of security as is offered by the LUI based reset function SHALL apply. User Intent and Confirmation Request SHALL apply.


Table 18 : eUICC Memory Reset Requirements
[bookmark: SECTTESTMEM][bookmark: _Toc504031523][bookmark: _Toc504403365][bookmark: _Toc438636251]eUICC Test Memory Reset Requirements
	Req no.
	Description

	MEMT1
	eUICC Test Memory Reset SHALL delete all post-issuance installed Test Profiles on the eUICC including the Enabled Test Profile if any.

	MEMT2
	Simple Confirmation SHALL be verified in order to enable eUICC Test Memory Reset.

	MEMT3
	If Test Profiles are not supported, then eUICC Test Memory Reset is not required.


Table 19 : eUICC Test Memory Reset Requirements
[bookmark: _Toc504031524][bookmark: _Toc504403366][bookmark: _Toc529278158]Profile Requirements
[bookmark: _Toc504031525][bookmark: _Toc504403367]Test Profile Requirements
	Req no.
	Description

	TPRO1
	It is OPTIONAL for the removable eUICC to support the requirements of Test Profiles described in this section. If Test Profiles are not supported, it SHALL NOT be possible to download Test Profiles into the eUICC.

	TPRO2
	Test Profiles SHALL NOT be able to authenticate to an Operator’s mobile network using Operator Credentials. The eUICC SHALL ensure that such Profiles cannot be used to connect to any Operator’s mobile network even if authentication information is contained in the Test Profile. 

	TPRO3
	A Test Profile SHALL be installed in its own individual ISD-P.

	TPRO4
	Test Profiles MAY be pre-installed on the eUICC. 

	TPRO5
	Test Profiles SHALL only be visible and usable when the Device is in Device Test Mode. 

	TPRO6
	It SHALL be possible to download, install, enable, disable or delete Test Profiles in the eUICC only in Device Test Mode with the exception of the eUICC Memory Reset operation.

	TPRO7
	Test Profiles, as with any other Profile, SHALL be managed through a certified SM-DP+.

	TPRO8
	The enabling of a Test Profile SHALL override the ‘Disabling of this Profile is not allowed’ (POL RULE1) Profile Policy Rule. 

	TPRO9
	When the Device Test Mode is deactivated, the LPA SHALL disable any enabled Test Profile.  

	TPRO10
	When the Test Profile is disabled, the eUICC SHALL enable the Operational Profile that was previously enabled, if any.

	TPRO11
	The Device Test Mode activation SHALL be obfuscated from the End User.

	TPRO12
	When exiting Device Test Mode, an End User notice SHALL be presented to prompt the tester to perform an eUICC Test Memory Reset.


Table 20 : Test Profiles Requirements
Note: The Device MAY implement a mechanism for connecting an external SIM card for the purpose of testing in the context of Device repair, without affecting the state of the eUICC.
[bookmark: _Toc504031526][bookmark: _Toc504403368]Provisioning Profile Requirements
	Req no.
	Description

	PPRO1
	Provisioning Profiles SHALL be based on the same format structure as described for the Profile (Figure 2).

	PPRO2
	A Provisioning Profile MAY be enabled by the LPA upon End User request for operations defined in PPRO6 if establishment of the connectivity using the currently Enabled Profile is unsuccessful. If this results in an Operational Profile being disabled, the End User SHALL first give consent to this disabling of the Operational Profile and/or loss of communication provided by the Enabled Profile.

	PPRO3
	Provisioning Profiles and their associated Profile Metadata SHALL NOT be visible to the End User on the LUI.

	PPRO4
	Provisioning Profiles SHALL NOT be selectable by the End User.

	PPRO5
	Provisioning Profiles SHALL NOT be deleted through any action by the End User including the use of eUICC Memory Reset. 

	[bookmark: PPRO7]PPRO6
	Provisioning Profile SHALL only be used for the intended purposes of Profile downloading and related Profile maintenance functions. The Provisioning Profile SHALL NOT be used as an Operational Profile. 

	PPRO7
	PPRO6 SHALL be enforceable in the RSP architecture.  


Table 21 [bookmark: _Ref435041974][bookmark: _Toc435053994]: Provisioning Profile Requirements
[bookmark: _Toc504031527][bookmark: _Toc504403369][bookmark: _Toc529278159]Profile Metadata Requirements
	Req no.
	Description

	META1
	All Profiles SHALL have associated Profile Metadata.

	META2
	The Profile Metadata SHALL be stored in the eUICC. 

	META3
	The Profile Metadata SHALL be accessible irrespective of the state of the Profile. 

	META4
	The Profile Metadata SHALL include a field for the Service Provider name.
Note: EFSPN is already used in a different context outside of this specification and could be blank.

	META5
	The Profile Metadata SHALL include a field for the ICCID of the Profile.

	META6
	The Profile Metadata SHALL include a field for the End User nickname of the Profile.

	META7
	The Profile Metadata SHALL include a field for containing a short description of the Profile defined by the Operator/ or Service Provider.	Comment by Author: Both parties must be able to do this

	META8
	[Void]

	META9
	The Profile Metadata SHALL always be available to the LUI.

	META10
	The Profile Metadata SHALL include an OPTIONAL field to allow the display of an icon defined by the Operator/ or Service Provider for the respective Profile. 	Comment by Author: Similar to META7

	META11
	The Profile Metadata SHALL be able to include a copy of the Profile Policy Rules associated to the Profile.

	META11a
	The Profile Metadata SHALL be able to include a message that is to be displayed to the End User when the Profile contains a Profile Policy Rule.

	META12
	All Profiles SHALL be uniquely identified in the Profile Metadata as Operational, Provisioning or Test Profile.

	[bookmark: META13]META13
	An Operator, potentially on behalf of a Service Provider SHALL be able to access and update the following Profile Metadata of its Profile using the ES6 interface if the Profile is Enabled:	Comment by Author: Ref comments on OTA platform use.
· Service Provider name
· Short description of the Profile
· Icon of the Profile
· HR icon reference
· List of Managing SM-DP+ and their respective authorisations to update individual Profile Metadata items
· Profile Owner OIDs that are allowed to implicitly disable this Profile by RPM ‘Enable’
· Polling Address
· Profile Policy Rules (unset only)
· Enterprise ID (access only)
· Enterprise Name
· Enterprise Rules
The content of the respective Profile SHALL reflect the updated Profile Metadata.

	META14
	The Profile Metadata SHALL include an OPTIONAL field (named HR icon reference) that enables access to high resolution icons. The icons MAY be hosted by the SM-DP+ that handles the Profile. 

	META15
	The HR icon reference SHALL allow the LPA to retrieve one or several icons for a Profile in the format(s) best suited for presentation on the user interface. Best fitting icons are intended to be shown during Profile download, Profile selection etc.

	META16
	The HR icon solution SHALL provide an option to allow the HR icon(s) to be provided during the Profile download procedure.

	META17
	The HR icon solution SHALL optimise the access to network resources.

	[bookmark: META14]META18
	The Profile Metadata SHALL include support for a list of Managing SM-DP+(s).

	META19
	The Profile Metadata SHALL be able to include a field for the Enterprise ID.

	META20
	The Profile Metadata SHALL be able to include a field for the Enterprise Name.


Table 22 : Profile Metadata Requirements
[bookmark: _Ref443546048][bookmark: _Toc504031528][bookmark: _Toc504403370][bookmark: _Toc529278160][bookmark: _Toc435053995]NFC Requirements
An NFC Device and an NFC eUICC SHALL be compliant with the following list of requirements:
	Req no.
	Description

	NFC1
	An NFC Device SHALL be compliant with GSMA TS 26 [17].

	NFC2
	After installation of an Operational Profile, the NFC eUICC SHALL support all requirements as specified in the SGP.03 GSMA NFC UICC Requirements Specification [20].

	NFC3
	The NFC Device SHALL retrieve and enforce access control rules as specified in the GlobalPlatform SEAC specification [15].

	NFC4
	The eUICC SHALL be able to generate proof that the Operational Profile has been deleted.

	NFC5
	All NFC applications and NFC enabling applications (e.g. ARA-M, PPSE, CRS, CREL, etc.) attached to an Operational Profile SHALL be included under the ISD-P created for the Profile, either under the MNO-SD or in an SD hierarchy with a self-extradited SSD with Authorised Management privilege.

	NFC6
	The NFC eUICC solution SHALL be able to provide assurance to NFC application Service Providers that the combination of an eUICC and Operational Profile is trusted. This solution SHALL be based on the CASD that is part of the Operational Profile and scenario Push 2B and scenario 3 as specified by SGP.03 [20].

	NFC7
	If the NFC eUICC is compliant with M4M, the eUICC SHALL reset all the M4M virtual cards associated to that Profile when a Profile containing M4M applications is disabled.

	NFC8
	The appropriate NFC related certification information SHALL be part of the information shared with the SM-DP+ during the Eligibility Check.

	NFC9
	A NFC Device SHALL at least have an embedded eUICC or have the capability to support a removable eUICC that is compliant with CAT3 and SGP.03 [20] in either instance. 


Table 23 : NFC Requirements
[bookmark: _Toc438636252][bookmark: _Toc504031529][bookmark: _Toc504403371][bookmark: _Toc529278161]Subscription Manager Data Preparation + (SM-DP+)
[bookmark: _Toc435053996][bookmark: _Toc438636253][bookmark: _Toc504031530][bookmark: _Toc504403372]SM-DP+ Overview
The SM-DP+ is responsible for the creation, generation, management and the protection of resulting Profiles upon the input/request of the Operator on behalf of served Service Providers. It is also responsible for the delivery of a Profile within a Bound Profile Package, making the Bound Profile Package available for the secure delivery. In addition, the SM-DP+ is responsible for requesting the creation of the ISD-P in the eUICC into which the Profile will be installed. The SM-DP+ will also be the off-card entity that will be responsible for the lifecycle management of the ISD-P that was created at its request. This is performed via the distinct functions listed below.	Comment by Author: Reflecting the fact that the Operator is using the SM-DP+ to serve Service Providers on its nework(s).
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Figure 5 : SM-DP+ Functions
	Function name
	Description

	Profile Package Generation
	Creates Profile Packages (i.e. Personalised Profiles, including (IMSI, Ki, ICCID,…)) from Profile Descriptions agreed with Operators. This can be an off-line batch or real time process.

	Profile Package Protection 
	Secures each Profile Package according to the security process creating the Protected Profile Package.

	Profile Package Binding 
	Binds the Protected Profile Package to a target eUICC using the security process thus creating the Bound Profile Package.

	Profile Package Storage
	Temporarily stores Protected Profile Packages or Bound Profile Packages for subsequent delivery to the eUICC. 

	Profile Package Delivery
	Securely transmits and installs the Bound Profile Package to the eUICC through the LPA.

	SM-DS Event Registration
	Notifies the SM-DS of a pending operation for a specific eUICC.

	Remote Profile Management
	Profile Management operations (Enabling, Disabling, deleting, list Profile information, query, update Metadata) within the eUICC managed by the Managing SM-DP+. RPM command authorisation is enforced by the eUICC.

	Remote eUICC Management
	eUICC management operation(s) (auditing) of an eUICC managed by the SM-DP+. ReM command authorisation is enforced by the eUICC.


Table 24 : SM-DP+ Function Descriptions
[bookmark: _Toc435053997][bookmark: _Toc438636254][bookmark: _Toc504031531][bookmark: _Toc504403373]SM-DP+ Requirements
	Req no.
	Description

	SMDP1
	The SM-DP+ SHALL act on behalf of an Operator. 

	SMDP2
	The SM-DP+ SHALL be able to initiate the request for ISD-P creation as part of the Bound Profile Package delivery.

	SMDP3
	The SM-DP+ SHALL establish an end-to-end secure channel to the eUICC to download and install Bound Profile Packages on the eUICC.

	SMDP4
	The SM-DP+ SHALL link a Protected Profile Package for binding to a specific eUICC only at the request of the respective Operator.

	SMDP5
	The SM-DP+ SHALL create a Bound Profile Package from the linked Protected Profile Package only at the request of the respective eUICC.

	SMDP6
	The SM-DP+ SHALL be able to create a Bound Profile Package for any Certified eUICC.

	SMDP7
	Only the target eUICC SHALL be able to decrypt the content of a Bound Profile Package delivered by the SM-DP+.

	SMDP8
	Profile Packages SHALL only leave the SM-DP+ after completing all production steps, Profile Package Protection, and binding.

	SMDP9
	Communication session between the SM-DP+ and the LPA SHALL be terminated by the SM-DP+ after execution of intended Operation(s).

	SMDP10
	End-to-end communication between the SM-DP+ and the eUICC involved in the Profile download and installation SHALL be protected in terms of integrity, authenticity and confidentiality.

	SMDP11
	Profile Packages stored within the SM-DP+ SHALL always be protected through encryption.

	SMDP12
	On the SM-DP+, backups as well as used data within the Profile creation and storage infrastructure SHALL be discarded using secure deletion procedures (logically and physically).

	SMDP13
	SM-DP+/eUICC communication SHALL incorporate Perfect Forward Secrecy (PFS).

	SMDP14
	The transport used for the Bound Profile Package SHALL implement anti-replay mechanisms between the SM-DP+ and the eUICC.

	SMDP14a
	The SM-DP+ SHALL check the digital identification in ELG25.

	SMDP15
	Connectivity to the SM-DP+ SHALL be aborted and an explicit error message SHALL be triggered by the SM-DP+ upon failure to verify authenticity or failure to verify the digital identification in ELG25 of the connecting party. (No message SHALL be sent to the connecting party)

	SMDP16
	After a configurable number of failed attempts to download a Bound Profile Package to the LPA, the transport encryption procedure SHALL be renewed.
If subsequent attempts to download the Bound Profile Package fail more than a configurable number of times, the provisioning transaction SHALL be terminated and the Service Provider and the supporting Operator SHALL be notified.

	SMDP17
	The SM-DP+ SHALL use a secure version of Internet protocols whenever available (e.g. DNSSEC, DNSCurve, etc.).

	SMDP18
	The SM-DP+ SHALL prepare Profile Packages following the eUICC Profile Package Interoperable Format Specification as defined by SIMalliance [5].

	SMDP19
	The SM-DP+ SHALL be able to create Bound Profile Packages on demand.

	SMDP20
	It SHALL be possible for the SM-DP+ to create Profile Packages in bulk. 

	SMDP21
	The SM-DP+ SHALL send a confirmation of the successfully completed download and installation of a Profile to the Service Provider and the supporting Operator.	Comment by Author: See SMDP16

	SMDP22
	There SHALL be a mechanism to remove any relationship between any SM-DP+ and the ISD-P following the successful installation of the Profile. Such a mechanism SHALL either be ordered by the Operator or be performed by the Operator itself. If such deletion mechanism is used, there will be no off-card entity responsible for managing the ISD-P of the installed Profile.

	SMDP23
	The SM-DP+ SHALL be globally uniquely identified by its SMDPid.

	SMDP24
	The SM-DP+ Certificate SHALL include the SMDPid.

	SMDP25
	The SM-DP+ SHALL be able to send a Notification to the Operator informing them that a specific Bound Profile Package download is about to start.

	SMDP26
	The SM-DP+ SHALL be able to send an Eligibility Check Information report and other relevant information (e.g. Activation Code, ICCID, etc.) to the Service Provider and the supporting Operator ahead of/prior to the eUICC Bound Profile Package download.	Comment by Author: See SMDP16

	SMDP27
	The SM-DP+ SHALL be able to perform Event Registrations to the SM-DS.

	SMDP28
	The SM-DP+ SHALL be able to request an Alternative SM-DS not to propagate an Event Registration to the Root SM-DS.

	SMDP29
	The SM-DP+ SHALL be able to send a Profile delete Notification to the Service Provider and the supporting Operator owning a Profile when a related delete Notification is received from the eUICC.	Comment by Author: See SMDP16

	SMDP30
	The SM-DP+ SHALL support the following states for a Profile Package, triggered by the Profile Owner:  
· A Profile Package is not released for Profile Package download.
· A Profile Package is released for Profile Package download.

	SMDP31
	The SM-DP+ SHALL be able to select the elliptic curve parameter in the Profile download procedure.

	SMDP32 (FFS)
	[Void]

	SMDP33 (FFS)
	[Void]

	SMDP34 (FFS)
	[Void]

	SMDP35 (FFS)
	[Void]

	SMDP36
	An SM-DP+ SHALL support all sets of elliptic curve parameters as defined in GSMA SGP.22 [24]. 

	SMDP37
	If a Profile Package is not yet released for download then the LPA SHALL be informed by means of a specific error code.

	[bookmark: SMDP38]SMDP38
	The Managing SM-DP+ SHALL be able to send a Notification to the Profile Owner informing them that a requested RPM or ReM command is about to be executed.

	SMDP39
	RPM SHALL only be performed at the request of the Profile Owner.

	SMDP39a
	Only a Managing SM-DP+ SHALL be allowed to perform RPM on the eUICC.

	SMDP40
	The Managing SM-DP+ SHALL establish a secure channel to the eUICC to perform Remote Profile or eUICC Management (RPM/ReM) providing authentication, authorisation, and integrity checking. Ciphering SHALL be provided between the SM-DP+ and the LPA.

	[bookmark: SMDP41]SMDP41
	The SM-DP+ SHALL be able to send a Profile enabled Notification to the Service Provider and the supporting Operator owning a Profile when a related enabled Notification is received from the eUICC.	Comment by Author: See SMDP16

	[bookmark: SMDP42]SMDP42
	The SM-DP+ SHALL be able to send a Profile disabled Notification to the Service Provider and the supporting Operator owning a Profile when a related disabled Notification is received from the eUICC.	Comment by Author: See SMDP16

	[bookmark: SMDP43]SMDP43
	The Operator SHALL be able to query the SM-DP+ about the current status of a Profile Package by its ICCID.

	[bookmark: SMDP44]SMDP44
	The Operator SHALL be able to query the SM-DP+ about the log of last status changes of a Profile Package by its ICCID

	[bookmark: SMDP45]SMDP45
	The Operator SHALL be able to query the SM-DP+ about the current status (if it was used and ICCID/s assigned) of an Activation Code by its MatchingID.

	[bookmark: SMDP46]SMDP46
	The Operator SHALL be able to query the SM-DP+ about the current status (e.g. assigned/downloaded, deleted) of the Profile Package in an eUICC by its EID.

	[bookmark: SMDP47]SMDP47
	The Operator SHALL be able to query the SM-DP+ about the log of last status changes (downloaded and deleted Profiles and performed RPM Operations) in an eUICC by its EID.

	SMDP48
	On an implementation that handles queues for Notifications, the SM-DP+ SHALL be able to prioritise as required by the Profile Owner the exchanges required on the ES2+ to manage the delivery of the Profiles regarding the Notifications issued on the ES2+ interface through SMDP38, SMDP41, SMDP42, SMDP43, SMDP44, SMDP45, SMDP46, and SMDP47.

	SMDP49
	The SM-DP+ MAY support SM2, SM3 and SM4 cryptographic algorithms, defined in [35], [36] and [37] for mutual authentication and data encryption between the SM-DP+ and eUICCs.
Note: TLS is used between the LPA and the SM-DP+ and is not considered in this requirement.


Table 25 : SM-DP+ Requirements
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	Req no.
	Description

	DF1
	The default SM-DP+ address in the eUICC SHALL be ignored if an SM-DP+ address is present in an AC being presented to the LUI.

	DF2
	The default SM-DP+ address in the eUICC SHALL be accessible by the LPA to establish a connection to this SM-DP+.

	DF3
	The default SM-DP+ address in the eUICC MAY be left blank.

	DF4
	If the default SM-DP+ address in the eUICC is blank, then the use of the SM-DS discovery procedure or an SM-DP+ address in an AC SHALL be required to establish the target SM-DP+.

	DF5
	[Void]


Table 26 : Default SM-DP+ Address on the eUICC Requirements
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Figure 6 : End User Interaction and Interfaces between a Primary and Companion Device, where the Companion Device MAY have a UI
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This role exists both within the Device in conjunction with LPA Services provided by the eUICC, and within the eUICC with the LPA function provided by the eUICC. It provides four distinct functions, the Local Discovery Service (LDS), the Local Profile Download (LPD), the Local User Interface (LUI), and the LPA PRoxy (LPR) as described below. Whilst the eUICC alone cannot provide any of these functions without Device interaction, the specific level of interaction will depend upon the capability within the Device. The way this variability is implemented across different Devices and Device types is for further study.
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Figure 7 : LPA Functions
	Function name
	Description

	Local Discovery Service
(LDS)
	Where required, the LDS is responsible for retrieving pending Event Records from the SM-DS. 

	Local Profile Download 
(LPD)
	This plays a proxy role for the efficient download of a Bound Profile Package in two stages: (i) the download of a Bound Profile Package from the SM-DP+ to the LPD in a single transaction, and (ii) the onward transfer of the Bound Profile Package into the eUICC in segments. 
This function will depend on network, Device, and eUICC capabilities.

	Local User Interface 
(LUI)
	This function allows the End User to perform Local Profile Management on the Device. User Intent SHALL be enforced.

	LPA PRoxy (LPR)
	This plays a proxy role for the efficient management of Profile contents from a Profile Content Management Platform, or a Delegated Profile Content Management Platform.


Table 27 : LPA Function Descriptions
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When there is an LPA in the Device and in the eUICC, then the LPA to be used is specified by the Device settings:
LPA in the Device
LPA in the eUICC
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LPA functions are provided by the Device. 
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Figure 8 : LPA in the Device
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LPA functions are provided by the eUICC.
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Figure 9 : LPA in the eUICC
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	Req no.
	Description

	LPA1
	The LPA SHALL be responsible for instructing the eUICC to perform Local Profile Management Operations as per End User request.

	LPA2
	[Void]

	LPA3
	A secure mechanism SHALL be implemented between the LUI and the associated display or input applications on the Device.

	LPA4
	Access to the LUI SHALL be protected according to current best practices. This SHALL be enforced by the Device OS.

	LPA5
	All Local Profile Management Operations SHALL require User Intent.

	LPA6
	LUI access SHALL require User Intent.

	LPA7
	The End User SHALL be able to easily access the list of installed Profiles. 

	LPA8
	The LPA SHALL protect Profile Metadata from unauthorised access. 

	[bookmark: LPA9]LPA9
	The Local Profile Management Operation, ‘enable’ SHALL be supported. This operation SHALL allow the End User to select the Profile to be enabled. 

	[bookmark: LPA10]LPA10
	The Local Profile Management Operation, ‘disable’ SHALL be supported.

	[bookmark: LPA11]LPA11
	The Local Profile Management Operation, ‘delete’ SHALL be supported. This operation SHALL allow the End User to delete a Disabled Profile from the eUICC. The End User SHALL acknowledge the message of consequences for the deletion of the Profile. Authenticated Confirmation SHALL be enforced.

	LPA12
	The Local Profile Management Operation ‘query’ SHALL be supported. This operation SHALL allow the End User to view the list of installed Operational Profiles on the eUICC and relevant associated information through the Profile Metadata.

	LPA13
	The Local Profile Management Operation, ‘edit default SM-DP+ address’ SHOULD be supported. When supported, this operation SHALL allow the End User to edit the default SM-DP+ address. Simple confirmation SHALL be enforced. If the LPA does not support 'edit default SM-DP+ address', alternative vendor-specific methods to edit the default SM-DP+ address SHALL be provided to the End User.

	LPA14
	The Local Profile Management Operation ‘eUICC Memory Reset’ SHALL be supported. This operation SHALL execute the eUICC Memory Reset as described in Section 4.7.2. The End User SHALL acknowledge the message of consequences of ‘eUICC Memory Reset’. Authenticated Confirmation SHALL be enforced.

	LPA15
	The Local Profile Management Operation ‘eUICC Test Memory Reset’ SHALL be supported. This operation SHALL execute the eUICC Test Memory Reset as described in Section 4.7.3. Simple Confirmation SHALL be enforced.

	LPA16
	The Local Profile Management Operation ‘set/edit nickname’ SHOULD be supported. When supported, this operation SHALL allow the End User to add or modify a nickname for the selected Profile. The operation SHALL NOT modify the Service Provider name. If the LPA does not support ‘set/edit nickname’, alternative vendor-specific methods to distinguish Profiles on the LUI SHOULD be provided by the LPA.

	[bookmark: LPA17]LPA17
	The Local Profile Management Operation ‘add Profile via Default SM-DP+’ SHALL be supported and available to the End User. This operation SHALL allow the LPA to download and install a new Profile to the eUICC using the Default SM-DP+ address configured on the eUICC.
Authenticated Confirmation SHALL be enforced except in the case of initial Device setup (LPA62).
Note: The presentation of Profile management operations to the End User on the LUI is OEM specific. For example two Profile management operations could be combined within one menu item.   

	[bookmark: LPA17A]LPA17a
	The Local Profile Management Operation ‘add Profile via SM-DS’ SHALL be supported and available to the End User. This operation SHALL allow the LPA to download and install a new Profile to the eUICC by contacting the Root SM-DS to retrieve pending events.
Authenticated Confirmation SHALL be enforced except in the case of initial Device setup (LPA62).
Note: The presentation of Profile management operations to the End User on the LUI is OEM specific. For example, two Profile management operations could be combined within one menu item.   

	[bookmark: LPA17B]LPA17b
	The Local Profile Management Operation ‘add Profile via Activation Code’ SHALL be supported and available to the End User. This operation SHALL allow the LPA to download and install a new Profile to the eUICC with the use of an Activation Code.
Authenticated Confirmation SHALL be enforced except in the case of initial Device setup (LPA62).
Note: The presentation of Profile management operations to the End User on the LUI is OEM specific. For example, two Profile management operations could be combined within one menu item.

	LPA17c
	The Local Profile Management Operation ’update Profile’ SHALL be supported and available to the End User. This operation SHALL trigger Event retrieval(s) from the Polling Address (Managing SM-DP+/SM-DS address) stored in the selected Profile to retrieve RPM operations for this specific Profile.
Note: The presentation of Profile management operations to the End User on the LUI is OEM specific. For example, two Profile management operations could be combined within one menu item.

	[bookmark: LPA70]LPA17d
	The End User SHALL be able to perform the Local Profile Management Operation ‘update Profile’ for all installed Profiles in one action.
Note: The presentation of Profile management operations to the End User on the LUI is OEM specific. For example, two Profile management operations could be combined within one menu item.   

	LPA18
	The LPA SHALL NOT be accessible by any applications other than those provided by the provider of the LPA and those conforming to LPA API and LPA Proxy requirements (as applicable) in Sections 4.12.5 and 4.12.6 for the sole purpose of enabling the services and functions of the LPA.

	LPA19
	The LPA provider SHALL enforce Authenticated Confirmation as described in this document. 

	LPA20
	The LPA provider SHALL enforce Simple Confirmation as described in this document. 

	[bookmark: LPA19]LPA21
	Access to the LUI SHALL be protected by an Authenticated Confirmation. 

	LPA22
	The End User SHALL be able to enable/disable the mechanism in LPA21.

	[bookmark: LPA20][bookmark: LPA21]LPA23
	The mechanisms in LPA21 SHALL be prompted to be enabled by default but this MAY be skipped by the End User.

	LPA24
	The LPA and its host (i.e. the Device, if the LPA is in the Device; the eUICC, if the LPA is in the eUICC) SHALL implement a function to protect the LPA access through an Authenticated Confirmation.

	LPA25
	The End User SHALL be able to define dedicated personalised user credentials to access the LPA.

	[bookmark: LPA24]LPA26
	If the End User selects the protection of access to the LUI (LPA23), then the subsequent Authenticated Confirmation at operation level MAY be replaced with a Simple Confirmation.

	LPA27
	When enforced, any Confirmation Request SHALL allow the End User to cancel the Local Profile Management Operation.

	LPA28
	It SHALL be possible to expose the LUI of a Companion Device allowing input from an End User interface on the Primary Device.

	[bookmark: LPA29]LPA29
	When a Companion Device LUI allows input from a Primary Device, the Companion Device LUI SHALL be able to restrict the actions that can be applied. For example: 
· not offer the eUICC Memory Reset; 
· only ‘enable’ and ‘disable’ operation are exposed.
· Profile enabling is exposed only if no Profile is already enabled on the Companion Device.

	LPA30
	The LUI of the Companion Device SHALL be able to request an End User initiated action on the Companion Device before the establishment of any proximity secure link (used for inputs into the LUI from another Device).

	LPA31
	A point-to-point proximity secure link initiated by the End User and offering confidentiality and integrity SHALL be established between the Companion and Primary Device for any input executed from the Primary Device. 

	LPA32
	When operating a Companion Device LUI from a Primary Device, any required User Intent or Confirmation Request SHALL only be executed by the LPA on the Companion Device. The physical End User input MAY be done in either the Primary or the Companion Device. 

	LPA33
	The Device Manufacturer of the Companion Device SHALL implement a secure measure to ensure integrity and eligibility of any application accessing the LUI.

	LPA34
	The End User Data used for Authenticated Confirmation protection (e.g. PIN code, fingerprint) SHALL be stored in a secure environment.

	LPA35
	The LPA SHALL be able to utilise any on-Device and existing connection to the internet, such as Wi-Fi or Wi-Fi direct, in order to reach out to the SM-DP+. Over such connection, ES8+ and ES9+ interfaces can be established.

	LPA36
	The LPA SHALL be able to utilise any internet connection offered by another Device, via other connectivity mechanisms such as cabled tethering, locally shared Wi-Fi connections or Bluetooth in order to reach out to the SM-DP+. Over such connection, ES8+, and ES9+ interfaces can be established. 

	LPA37
	The LPA SHALL be able to determine if connectivity to the SM-DP+ is available by any means.

	LPA38
	The LPA SHALL be able to notify the End User that there is no connection to the internet and or no connection to the SM-DP+ in order to allow the End User to enable or troubleshoot required connectivity.

	LPA39
	The LPA SHALL only be able to access the eUICC if it has assigned privileges.

	LPA40
	There SHALL only be one LPA on the Device.

	LPA41
	The LPA SHALL only perform operations that are described in this specification. 

	LPA42
	LPA Procedures SHALL NOT be called by any external (non-LPA) processes.

	[bookmark: LPA43]LPA43
	When multiple Operational Profiles are installed, the Local Profile Management Operation ‘enable’ SHALL first initiate the ‘disable’ operation for any Enabled Profile prior to initiating the ‘enable’ operation for the selected Profile.

	LPA44
	The LPA SHALL be able to read the Profile Policy Rules. 

	LPA45
	When a Profile with Profile Policy Rules is about to be installed, in the case where End User consent is required, the LPA SHALL display the consequences of the Profile Policy Rule to the End User in compliance with POL15a and POL15b. The LPA message SHALL be formulated in a descriptive and non-discriminatory manner (e.g. for “Non-Delete” Profile Policy Rule: “The Profile that you are about to install cannot be deleted under the terms you have agreed with your service provider. Approve installation YES/NO?”). Authenticated Confirmation SHALL be enforced with the exception listed in LPA17, LPA17a, and LPA17b.

	LPA46
	Prior to downloading a new Profile, the LPA SHALL check the condition for whether the Enabled Profile, if any, has enabled POL RULE1. If this is the case, a dedicated message SHALL be displayed identifying the consequences to the End User. Examples of information that may be displayed would be: 
· Enabling of the new Profile will not be possible because the currently Enabled Profile cannot be disabled.
· The Profile name of the Enabled Profile.
· For more information, the End User should contact the Profile Owner of this Profile.
With displaying this message, the End User SHALL be able to decide on whether to continue the download or to cancel the operation.
This dialogue MAY be combined with the regular End User Intent for confirming a Profile download.

	LPA47
	The communication between the End User interface of the Primary Device and the LUI of the Companion Device SHALL be protected (confidentiality, integrity and authentication).

	LPA48
	There SHALL be a mechanism to limit the validity of LPA26 if the End User quits the LPA menu or does not perform the operation within a period of time to avoid the abuse of bypassing the Authenticated Confirmation

	[bookmark: LPA48]LPA49
	Confirmation Requests for consecutive Local Profile Management Operations MAY be achieved in one step as long as the different actions of the separate operations are clearly explained and offered to the End User. For instance, upon installation of a new Profile, the LPA MAY propose ‘add Profile’ and ‘enable’ into one single step with a single confirmation only (e.g. “Do you want to install Profile ‘ProfileName’ on your Device and enable it? Yes / No / Install only”) 

	LPA50
	When consecutive operations are achieved in one single step (LPA49), the highest level of confirmation SHALL be applied - i.e. in the case of two operations having respectively Authenticated and Simple Confirmation Requests, the single step SHALL use the Authenticated Confirmation Request. 

	LPA51
	The Local Profile Management Operations ‘enable’ (LPA9), ‘disable’ (LPA10), and ‘delete’ (LPA11) SHALL be able to trigger a Notification to the Notification Receivers of the respective Profile being managed to indicate that this operation was actioned. These Notifications are sent on a best effort basis and SHALL NOT impact otherwise the operation.

	LPA52
	The LPA SHALL provide a Trusted Link from the End User to the eUICC through the LUI.

	LPA53
	The End User SHALL be able to configure the LPA such that the automatic Event Record retrieval from the SM-DS is disabled.

	LPA54
	The LPA SHALL be able to read any SM-DS and SM-DP+ addresses configured in the eUICC. 

	[bookmark: LPA55]LPA55
	[Void]

	LPA56
	LPA Integrity SHALL be ensured using the best practice methods on the targeted platform. See Annex G. 

	LPA57
	The polling mechanism in the LPA SHALL have two types of triggers; those that are event based, and those that are End User initiated.

	LPA58
	Event based triggers for polling SHOULD include Device power-up when no Operational Profile is installed; in addition other triggers MAY be provided. Event based triggers MAY be disabled by the End User.

	LPA59
	End User initiated triggers for polling SHALL include:
· The ‘add Profile’ operation to trigger the default SM-DP+ if configured, and the Root SM-DS.
· The ‘update Profile’ operation to trigger event retrieval(s) following LPA69. 
· In addition, other manual triggers MAY be provided.

	LPA60
	[Void]

	LPA61
	Error/retry handling of the LPA polling mechanism SHALL be implemented e.g. advise the End User to retry or automatically retry as appropriate. The corresponding confirmation needs to be enforced in the retry cases.

	[bookmark: LPA62]LPA62
	As part of the initial Device setup, if no Operational Profile is already installed, means SHALL be provided to the End User to retrieve pending Profiles waiting on the Default SM-DP+ if configured, via the Root SM-DS, and via the Activation Code procedure.
No Authenticated Confirmation is required.
Note: Implementation is left to the OEM and retrieval does not need to happen exactly during the initial Device setup if the End User, as an example, is informed on how to retrieve these Profiles after the setup.

	LPA63
	The End User SHALL always be able to manually request the retrieval of any waiting Event Record via the LPA if there is no default SM-DP+ address.
Note: This may be achieved through the combination with existing operations – e.g. pressing “add Profile” would contact the server to retrieve an Event.

	LPA64
	The Operator/Service Provider name SHALL be given in the signalling information from the SM-DP+ to the LPA when initiating the download of a Profile and shown to the End User before the Profile is downloaded.	Comment by Author: This only makes sense if it is the Service Provider since it will be related to the profile which the Subscriber has downloaded. Also: one operator will in general have multiple service providers on its network. T.NO example: 11 SPs...so the operator name is ambiguous
Simple Confirmation SHALL be enforced.

	LPA65
	[Void]

	LPA66
	[Void]

	LPA67
	If the SM-DP+ stops the Profile download procedure, the LPA SHALL notify the End User.

	LPA68
	No automation of Local Profile Management Operations SHALL be accessible except in the case described in LPA43.

	LPA69
	As part of the process of downloading a new Profile, the LPA SHOULD offer the choice to the End User to enable or not enable the new Profile.

	LPA70
	The LUI SHALL provide a local configuration option that allows the End User to turn on/off RPM and ReM operations. Default state SHOULD be On.

	LPA71
	The LPA MAY provide a means by which the eUICC can request the LPA to check for Events as described by EUICC55 and EUICC56.

	LPA72
	In a Primary/Companion Device scenario the LUI used SHALL only reside within the Companion Device or its eUICC.

	LPA73
	If the Authenticated Confirmation mechanism has been disabled or skipped by the End User, the Authenticated Confirmation SHALL be replaced by Simple Confirmation.


Table 28 : LPA Requirements
[bookmark: _Toc504031546][bookmark: _Toc504403388]LDS Requirements
	Req no.
	Description

	LDS1
	The LDS SHALL be able to read out the root SM-DS address configured in the eUICC and the Alternative SM-DS address configured in the installed Profiles and use only the address(es) to connect to the SM-DS.


Table 29 : LDS Requirement
[bookmark: _Ref479845622][bookmark: _Toc504031547][bookmark: _Toc504403389]LPA API Requirements
This section describes requirements for an Application Programming Interface offered by the LPA in the Device. API requirements for the LPA in the eUICC are FFS.
[bookmark: _Toc504031548][bookmark: _Toc504403390]LPA API Functions
	Req no.
	Description

	LPAAPI1
	A Standalone Device supporting an LPA in the Device, third-party application installation, and is technically capable of supporting LPA API access control, SHALL support the LPA API requirements in this section.

	LPAAPI2
	A Companion Device supporting an LPA in the Device, third-party application installation, and is technically capable of supporting LPA API access control, SHOULD support the LPA API requirements in this section.

	LPAAPI3
	A Device supporting an LPA in the Device, that does not support the LPA API in the same Device SHALL support the LPA API requirements in this section with the use of a Primary Device.

	[bookmark: LPAAPI2][bookmark: LPAAPI4]LPAAPI4
	The LPA API SHALL be able to be used to retrieve information about the Device and eUICC including: 
· the following eUICC capabilities
· SIMalliance Profile Package Version
· eSVN
· eUICC firmware version
· Available amount of non-volatile memory, rounded down to the closest 512 bytes
· UICC capabilities
· Java card version
· GlobalPlatform version
· RSP capabilities
· list of CI public key identifiers supported for signature verification
· eUICC category
· eUICC Form Factory Type
· eUICC OS Update support
· Forbidden Profile Policy Rules
· LPA Mode in use
· eUICC digital identification (as described in ELG25)
· the following Device capabilities
· Type allocation code
· Radio access technologies, including release
· Contactless: the SWP and HCI interfaces as well as the associated APIs
· Device letter class(es) according to 3GPP TS 31.111 [33] and ETSI TS 102 223 [34].
· LPA API support
· LPA Proxy support
· APDU API support
· Enterprise Capable Device

	[bookmark: LPAAPI3][bookmark: LPAAPI5]LPAAPI5
	The eUICC and Device information returned as per LPAAPI4 SHALL NOT compromise the privacy of the End User.

	[bookmark: LPAAPI6]LPAAPI6
	The LPA API SHALL allow a Command Code authorised by an SM-DP+/Profile Owner to be pushed to the LPA. 

	LPAAPI7
	Where used, the Command Code SHALL trigger 
· the download of a Bound Profile Package from a specific SM-DP+
OR
· the retrieval of a Remote Profile Management command from a specific Managing SM-DP+ for a specific Profile
OR
· the retrieval of a Remote Profile Management command from a specific Managing SM-DP+ for any Profile
OR
· the retrieval of one or more Event Records from a specific SM-DS
OR
· the retrieval of any pending operations from a specific SM-DP+

	LPAAPI8
	In the case where the Command Code triggers the download of a Bound Profile Package from a specific SM-DP+, the result of the Command Code reception by the LPA SHALL be the same as if the End User had entered an equivalent Activation Code.

	[bookmark: LPAAPI7][bookmark: LPAAPI9]LPAAPI9
	All functions described in this section SHOULD be supported across Device boundaries from the same platform, i.e. in case the targeted LPA is located in another Device which is paired via e.g. Bluetooth, Wi-Fi direct or other suitable means.

	LPAAPI10
	A triggering Device Application SHALL be able to register interest for receiving Notifications during the triggered session.

	LPAAPI11
	The LPA Proxy SHALL be able to send Notifications to the triggering Device Application. These Notifications SHALL either 
· be contained in the command sequence retrieved from the Profile Content Management Platform (e.g. for task overview message, initialisation or end of the process)
· or generated locally (e.g. error Notifications) 

	LPAAPI12
	The Device MAY provide an implementation specific mechanism that allows a Service Provider server to validate the identity and integrity of a Device Application.

	LPAAPI13
	When the LPA API is used, the LPA/eUICC SHALL ensure that the Profile is downloaded into the originally intended eUICC.

	LPAAPI14
	When the LPA API is used, the SM-DP+ SHALL ensure that the same eUICC is used to order a Profile and to install the given Profile.

	LPAAPI15
	The Device SHALL offer a means for Device Applications to detect whether the LPA Proxy is deployed on the Device or not.

	LPAAPI16
	The LPA Proxy API SHALL allow the triggering from a Device Application of the mechanism described in LPAPR8.

	LPAAPI17
	The LPA SHOULD provide a mechanism to allow a Device Application to get progress or result information about an operation which it requested through the LPA API.


Table 30 : LPA API Requirements
[bookmark: _Toc504031549][bookmark: _Toc504403391]LPA API Access Control Requirements
	Req no.
	Description

	LPAAPIAC1
	The Device SHOULD ensure that only Authorised Device Applications are able to access the LPA API. The mechanism used for local authorisation is Device specific.
If such a mechanism is implemented, this mechanism SHALL be accessible in a non-discriminatory manner within the RSP ecosystem, e.g. as done for accessing other UICC functionality.

	LPAAPIAC2
	The LPA SHALL reject a request to push a Command Code (LPAAPI6) unless the request is authorised by an SM-DP+/Profile Owner.

	LPAAPIAC3
	There SHALL be a mechanism to protect against reuse of an authorised Command Code.

	LPAAPIAC4
	There SHALL be a mechanism to protect against the use of an authorised Command Code intended for another Device/eUICC. 

	LPAAPIAC5
	When LPAAPI9 is supported the access control mechanisms described in this section SHALL be supported.

	LPAAPIAC6
	The access to the LPA Proxy API by a Device Application SHALL use the same access control as the LPA API.


Table 31 : LPA API Access Control Requirements
[bookmark: _Toc504031550][bookmark: _Toc504403392]APDU Access API Requirements
This section describes requirements for an APDU access interface on the Device. This interface MAY be provided by some other Device component external to the LPA (e.g. a smart-card interface) provided that when it is used with an eUICC it satisfies the following requirements.

	Req no.
	Description

	APDUAPI1
	A Device SHOULD support the APDU Access API requirements in this section. NFC Devices SHALL support the APDU Access API requirements in this section.

	APDUAPI2
	The Device SHALL provide a mechanism by which Authorised Applications can send APDUs to the Enabled Profile.

	APDUAPI3
	The Device SHALL authorise applications by retrieving and enforcing Access Rules as specified in the GlobalPlatform SEAC specification [15].

	APDUAPI4
	The Access Rules for the Enabled Profile SHALL be stored as part of the Profile

	APDUAPI5
	The Device SHALL NOT enforce Access Rules stored in a Disabled Profile.

	APDUAPI6
	Within the Enabled Profile only the contents of the Profile itself SHALL be accessible to Authorised Applications.


Table 32 : APDU Access API Requirements
[bookmark: _Toc504031551][bookmark: _Toc504403393][bookmark: _Toc529278163]Subscription Manager – Discovery Service (SM-DS)
[bookmark: _Toc504031552][bookmark: _Toc504403394]SM-DS Overview
The role of the SM-DS is to provide mechanisms that allow an SM-DP+ to inform the LDS within any Device that an SM-DP+ wishes to communicate with it. The purpose of the SM-DS to LDS communication SHALL be informing the LDS of a pending Event
The principle of operation remains the same for all use cases. The SM-DP+ will send an Event Registration message for a target Device to an SM-DS.
In a simple deployment, only the Root SM-DS is configured on the eUICC. The Root SM-DS address is unique and filled in the eUICC. The LDS in the target Device polls the Root SM-DS using the same logical location. When the Root SM-DS has an Event-ID for the target Device it will respond with the SM-DP+ address, or if there is no Event-ID the response will be a null response.
In a deployment with cascaded SM-DSs, the SM-DP+ will send an Event Registration to an Alternative SM-DS, which may not be configured as the Root SM-DS on the eUICC. This Alternative SM-DS will cascade the Event Registration to the Root SM-DS. The LDS in the target Device polls the Root SM-DS and will receive the Alternative SM-DS address. It will then request the Event from the Alternative SM-DS, which will respond with the SM-DP+ address.
  [image: C:\Users\CKwok\Desktop\MASTER SGP.21 UML diagrams - PHASE 1\basic operation of the SM-DS 1.png]
Figure 10 : Alternative SM-DS Event Registration
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Figure 11 : Device to Root SM-DS Event Discovery
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Figure 12 : Alternative SM-DS Event Discovery
[bookmark: _Toc504031553][bookmark: _Toc504403395]SM-DS Implementation
Two configurations of the SM-DS MAY exist:
A Root SM-DS
An Alternative SM-DS
[image: ]
Figure 13 [bookmark: SMDSIMPLEMENTATION][bookmark: _Ref447208637]: SM-DS Implementation
Figure 13 shows both configurations. The Root SM-DS is configured at the time of Device manufacture and is invariant.
[bookmark: _Toc504031554][bookmark: _Toc504403396]SM-DS Implementation Guidelines
The following statements SHOULD be considered when defining a technical implementation:
A competitive environment on the supply of SM-DS services SHOULD be favoured by the approach.
There SHOULD be no single-points-of-failure.
Implementation SHOULD inherently provide both vertical and horizontal performance/scalability.
There SHOULD be no need for pre-registration of Devices or eUICCs at a certain SM-DS.
[bookmark: _Toc504031555][bookmark: _Toc504403397]SM-DS functions
The SM-DS has three distinct functions: 
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Figure 14 : SM-DS Functions
	Function name
	Description

	Event Registration
	Process by which an Event Record received from an SM-DP+ is stored.

	Event Deletion
	Process by which an SM-DP+ can delete its own Event Record.

	Event Retrieval
	Provides all registered Event Records, upon Discovery Request from any enquiring LDS.


Table 33 : SM-DS Function Descriptions
[bookmark: _Toc433374197][bookmark: _Toc504031556][bookmark: _Toc504403398]SM-DS Requirements
	Req no.
	Description

	SMDS1
	The SM-DS SHALL enable a LDS to discover its own Event Records registered by SM-DP+(s) or by Alternative SM-DS(s).

	SMDS2
	The SM-DS SHALL NOT be able to identify the nature of an Event.
Note: The nature of the Event may be ‘Profile Package available for download’ or ‘Remote Profile/eUICC Management command available’.

	SMDS3
	All valid Discovery Requests and Event Registrations SHALL be processed in a non-discriminatory manner.

	SMDS4
	The SM-DS SHALL only accept Event Registrations from
· any authorised and authenticated SM-DP+(s) having a valid Certificate.
· any authorised and authenticated SM-DS(s) having a valid Certificate.

	SMDS5
	The SM-DS SHALL only accept Discovery Requests authenticated by the eUICC via the corresponding LDS.

	SMDS6
	The SM-DS and the SM-DP+ as well as connected SM-DSs SHALL be mutually authenticated.

	SMDS7
	The SM-DS SHALL NOT have visibility of any data that may be used to compromise the End User´s privacy.

	SMDS8
	The SM-DS SHALL support multiple concurrent Event Registrations per eUICC and SHALL present to the LDS all currently valid Event Records in the same order as they were received by the SM-DS (first in, first out).

	SMDS9
	The SM-DS SHALL only store Event Records destined for specific EIDs.

	SMDS10
	Subscriber Specific data and Profile related contents SHALL NOT be stored within the SM-DS.

	SMDS11
	The SM-DS SHALL NOT allow the harvesting of any information such as Service Provider, Operator, EIDs, Device Manufacturers, Devices, etc.

	SMDS12
	The SM-DS SHALL only return to the LDS, the Event Records related to the served eUICC.

	SMDS13
	The SM-DS SHALL NOT have any contact with the Profile Packages e.g. SHALL NOT store or process any Profile Package, or RPM/ReM commands.

	SMDS14
	The SM-DS SHALL provide the same data regardless of the status of the Device that queries it (i.e. consistent in time and in geographic location).

	SMDS15
	The SM-DS SHOULD NOT significantly impact the end-to-end provisioning time.

	SMDS16
	The SM-DS SHALL provide defence against Denial of Service attacks.

	SMDS17
	All communications to, from and between entities of the SM-DS SHALL be encrypted and integrity protected.

	[bookmark: SMDS19]SMDS18
	The SM-DP+ SHALL be able to delete any of its own Event Records registered on the SM-DS.

	SMDS19
	An Alternative SM-DS SHALL be able to delete any of its own Event Records registered on the Root SM-DS (In response to an SM-DP+ delete operation defined in SMDS18).  

	SMDS20
	An Alternative SM-DS SHALL propagate the Event Record to the Root SM-DS if requested by the SM-DP+.

	SMDS21
	If there are multiple Event Records registered on the SM-DS for one eUICC, these SHALL all be sent as a single response unless the discovery operation requests a specific event to be returned, in which case only that Event SHALL be sent. 

	SMDS22
	An SM-DP+ SHALL be able to send an Event Record to an LDS either by the Root SM-DS or via any Alternative SM-DS selected by the SM-DP+. If an Alternative SM-DS is selected, the Event Record to the LDS SHALL come from this Alternative SM-DS. 

	SMDS23
	There SHALL be a unique Root SM-DS. 
Note: This requirement does not forbid the potential load-balancing of this Root SM-DS.

	SMDS24
	The Root SM-DS SHALL be managed by the GSMA.

	SMDS25 (FFS)
	[Void]

	SMDS26 (FFS)
	[Void]

	SMDS27 (FFS)
	[Void]

	SMDS28 (FFS)
	[Void]

	SMDS29 (FFS)
	[Void]

	SMDS30 (FFS)
	The SM-DS (Root or Alternative) MAY inform the SM-DP+ directly or via another SM-DS, that a Discovery Request from an authorised LDS has been answered by issuing an Event Record.

	SMDS31 (FFS)
	The SM-DS SHALL only inform the Event Record’s owning SM-DP+ or SM-DS that it has replied to a Discovery Request.

	SMDS32
	The SM-DS MAY support SM2, SM3 and SM4 cryptographic algorithms, defined in [35], [36] and [37] for mutual authentication and data encryption between the SM-DS and eUICCs.
Note: TLS is used between the LPA and the SM-DS and is not considered in this requirement.


Table 34 : SM-DS Requirements
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The figure below shows the procedure for a deployment with the Root SM-DS and an Alternative SM-DS (cascade mode).
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Figure 15 : Event Registration/Deletion Procedure
[bookmark: _Toc504031565][bookmark: _Toc504403407]Event Registration Procedure
Starting Condition:
a. The SM-DP+ has an Event Registration action waiting for a target eUICC identified by the EID.
Procedure:
1. The SM-DP+ establishes a secure connection to an Alternative SM-DS of the Profile Owner´s choice.
2. The SM-DP+ notifies the Alternative SM-DS about an Event Registration action.
3. to 4.   The Alternative SM-DS registers and confirms the Event Registration.
5.	The Alternative SM-DS establishes a secure connection to the Root SM-DS.
6. The Alternative SM-DS informs the Root SM-DS that for the given EID, an Event Record is waiting at the Alternative SM-DS.
7. The Root SM-DS registers the Event Registration.
8. The Root SM-DS confirms the receipt of the information.
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Starting Condition:
15. The SM-DP+ has an Event Deletion action waiting for a target eUICC identified by the EID
Procedure:
1. The SM-DP+ establishes a secure connection to an Alternative SM-DS of the Profile Owner´s choice.
2. The SM-DP+ notifies the Alternative SM-DS about an Event Deletion action.
3. to 4. The Alternative SM-DS deletes the Event Record and confirms the Event Deletion.
5.	The Alternative SM-DS establishes a secure connection to the Root SM-DS.
6. 	The Alternative SM-DS informs the Root SM-DS that for the given EID, an Event Record has to be deleted.
7.	The Root SM-DS deletes the Event Record.
8.	The Root SM-DS confirms the deletion of the Event Record.
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The figure below shows the procedure for a deployment with an Alternative SM-DS and the Root SM-DS (cascade mode). #
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Figure 16 : Discovery Request Procedure
Procedure:
1. to 3.   In order to generate a Discovery Request, the LDS requests the eUICC to generate its Authentication information which contains (at least) the eUICC-Certificate and is signed by the eUICC.
4. to 5.   The LDS establishes a secure communication to the Root SM-DS.
6. The Root SM-DS verifies the authenticity of the eUICC by checking the eUICC Authentication information.
7. In case the eUICC is authentic and an Event Record is waiting, it delivers back:
a. The address of the SM-DP+, where an action is waiting.
or
b. The rest of the following actions:
i. The address of the Alternative SM-DS, where an Event Record can be retrieved.
ii. The LDS establishes a secure connection to the Alternative SM-DS.
iii. The Alternative SM-DS verifies the authenticity of the eUICC by checking the eUICC Authentication information.
iv. In case the eUICC is authentic and an Event Record has been received, it delivers back the address of the SM-DP+, where an action is waiting.
8. The LPA establishes a connection to the SM-DP+ and the waiting action can be performed. 
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[bookmark: _Toc504031660][bookmark: _Toc504403502]Introduction
The Profile Policy Management function provides mechanisms by which Service Providers are able to reinforce the conditions or policies (operational and business) under which services are provided to the Subscriber. In some instances this MAY also include the enforcement of the policies set by the Subscriber.  

Profile Policy Management MAY also be applied with other already existing Policy Enforcement technologies which are also subject to agreement by the Subscriber.   

The realisation of the Profile Policy Management function is based on two key elements. The first element is the Profile Policy Enabler which is contained within the eUICC. The second element is a set of defined Profile Policy Rules which are required for the actual enforcement of specific policies. 
[bookmark: _Toc504031661][bookmark: _Toc504403503]Profile Policy Management Requirements
	Policy no.
	Description

	POL1
	A Profile Policy Rule SHALL only be configured within a Profile. 

	POL2
	Each Profile MAY have Profile Policy Rules associated to itself.

	POL3
	A Profile Policy Rule SHALL only apply to the Profile that contains it.

	POL4
	Profile Policy Enforcement SHALL be consistent across implementations.

	POL5
	Profile Policy Enforcement SHALL be able to resolve any Profile Policy Rule conflict. 

	POL6
	The updating of a Profile’s Policy Rules SHALL be restricted to the Profile Owner. 

	POL7
	The mechanism used for the update of a Profile Policy Rule SHALL be atomic.

	POL8
	The set of Profile Policy Rules SHALL be extensible for future releases. 

	POL9
	There SHALL be a Profile Policy Rule scheme to allow extensibility of the Policy Rules, e.g. described like ‘operational command, scope of application, qualification’

	POL10
	A Profile Policy Rule SHALL be enforced whenever a Profile state change is attempted.

	POL11
	Downloading and installing a Profile with the Profile Policy Rule ‘Disabling of this Profile is not allowed’ (POL RULE1) SHALL only be possible if no other Operational Profile is currently installed. 

	POL12
	The LPA and the eUICC SHALL prevent the downloading and installation of a Profile containing Profile Policy Rules that conflict with the Profile Policy Rules of the already installed Profiles.
Note: The technical specification describes exhaustively each conflict that could occur.

	POL13
	A Profile Owner SHALL be able to unset the Profile Policy Rules of its Profile using the ES6 interface.
Note: The setting of Profile Policy Rules on the ES6 interface is a potential feature for a future release.  

	POL13a
	A Profile Owner SHALL be able to unset the Profile Policy Rules of its Profile via a Managing SM-DP+ using the ES9+ interface.
Note 1: For details refer to Section 5.4.2 Remote Profile Management Requirements.
Note 2: The setting of Profile Policy Rules on the ES9+ interface is a potential feature for a future release.   

	[bookmark: POL16]POL14
	Before a Profile is installed with Profile Policy Rules, the End User SHALL be able to be notified if needed about the Profile Policy Rules and if notified, the installation SHALL thereafter be conditional on End User Authenticated Confirmation. 
This prompting MAY NOT be needed if the installation is directly allowed by the RAT.

	POL15
	The request for End User consent for the installation of Profile Policy Rules and Profile download MAY be combined into a single prompt therefore requiring a single confirmation by the End User.

	[bookmark: POL15A]POL15a
	Where End User consent is required for the download of the Profile which includes Policy Rules, the Service Provider SHALL be able to provide a message for the End User.
Note: Consideration should be made for the display of lengthy text on a Device with a limited display.

	[bookmark: POL15B]POL15b
	The LPA message and the unmodified Service Provider message if provided SHOULD be displayed to the End User such that both can be read in full under the control of the End User prior to acceptance of the Profile Download.  
Note: Consideration should be made for the display of lengthy text on a Device with a limited display.

	POL16
	Profile Policy Rules SHALL be enforced by the Profile Policy Enabler in the eUICC.

	POL17
	The Profile Policy Enabler SHALL only support the Profile Policy Rules defined in this specification. 

	POL18
	The Profile Policy Enabler SHALL be capable of supporting all the Profile Policy Rules as defined in this specification. 

	POL19 
	[Void]

	POL20
	Allowing the installation of a Profile with Profile Policy Rules SHALL be subject to compliance with local regulatory requirements.

	POL21
	[bookmark: _Hlk495984696][bookmark: _Hlk495985035][bookmark: _Hlk495985180][bookmark: _Hlk495985088]When POL RULE4 together with POL RULE1, POL RULE2 or both of them  are set in a Profile, the eUICC Memory Reset function SHALL not affect that Profile.
Note: If POL RULE4 is set and both POL RULE1 and POL RULE2 are unset or all of them are unset, the Profile can be deleted by the eUICC Memory Reset function.

	POL22
	If POL RULE4 is set and neither POL RULE1 or POL RULE2 is set, then End User Notification for POL RULE4 SHALL not apply.

	POL23
	A Profile Owner SHALL be able to unset POL RULE4 contained in its Profile by using the ES6 interface. The PPR4 Unset Key SHALL not be required in this case.

	POL24
	A Profile Owner SHALL be able to unset POL RULE4 in its Profile by using the ES9+ interface. The PPR4 Unset Key SHALL not be required in this case.

	POL25
	Any SM-DP+ SHALL be able to unset POL RULE4 on an installed Profile. 
Note: In the case where this capability is used by an SM-DP+ which is not a Managing SM-DP+ associated to this Profile, this SHOULD only be used in extraordinary cases to break a deadlock situation.

	POL26
	A Notification message SHALL be sent both to the SM-DP+ which requested the POL RULE4 unset and to Notification Receivers configured for that purpose by the Profile Owner after the removal of the POL RULE4. If acknowledgment of the Notifications are not successfully received from the SM-DP+(s), the LPA SHALL periodically attempt to send the Notification message again when connectivity is restored. This Notification message SHALL include the identity of the SM-DP+ that requested the POL RULE4 unset and which Profile (ICCID) it applies to.

	POL27
	End User consent for the unsetting of the POL RULE4 through RPM SHALL apply if that SM-DP+ is not a Managing SM-DP+ of that Profile.

	POL28
	There SHALL be a means to strike off an SM-DP+ (e.g. by revocating its Certificate) in the case where it is using its capability to unlock a Profile unsetting POL RULE4 in a fraudulent way.

	POL29
	POL RULE4 SHALL be set only if a PPR4 Unset Key is provided with the Profile Download.

	POL30
	The PPR4 Unset Key SHALL be downloaded and installed as part of the Profile and SHALL be stored in a secure manner within the eUICC. 

	POL31
	It SHALL not be possible for the End User to access PPR4 Unset Keys stored in the eUICC.

	POL32
	A PPR4 Unset Key SHALL also be securely stored by the Service Provider.     

	POL33
	It SHALL be possible for the End User to unset POL RULE4 by manually entering the correct PPR4 Unset Key at the Local User Interface of the LPA.     

	POL34
	It SHALL be possible for the End User to obtain the PPR4 Unset Key from the Service Provider.

	[bookmark: POL35]POL35
	The Device Manufacturer MAY provide a secure mechanism for use by an agent to unset POL RULE4 on a specific Profile provided that the mechanism ensures that:
· The agent using the mechanism SHALL be authorised by the Device Manufacturer 
· Permission to use the mechanism SHALL be revocable for the agent by the Device Manufacturer
The agent using the mechanism SHALL be identifiable.

	POL36
	When the secure mechanism in POL35 is used, the Device SHALL send Notifications to the Profile Owners of the Profiles being affected including the identity of the Device Manufacturer and authorised agent that performed the operation.


Table 35 : Profile Policy Management Requirements
[bookmark: _Toc504031662][bookmark: _Toc504403504]Policy Rules
	Policy no.
	Description

	[bookmark: POLRULE1]POL RULE1
	The Profile Policy Rule ‘Disabling of this Profile is not allowed’ SHALL be supported.

	[bookmark: POLRULE2]POL RULE2
	The Profile Policy Rule ‘Deletion of this Profile is not allowed’ SHALL be supported.

	[bookmark: POLRULE3]POL RULE3
	[Void]

	[bookmark: POLRULE4]POL RULE4
	The Profile Policy Rule ‘Profile Deletion by eUICC Memory Reset not allowed‘ SHALL be supported.


Table 36 : Policy Rules Requirements
[bookmark: _Toc504031663][bookmark: _Toc504403505]Profile Policy Enabler Requirements
The Rules Authorisation Table (RAT) contains the description of the Profile Policy Rules (PPR) that can be set in a Profile to be installed in that eUICC. The RAT is defined at eUICC platform level and is used by the Profile Policy Enabler (PPE) and the LPA to determine whether or not a Profile that contains PPRs is authorised and can be installed on the eUICC.
The RAT is provisioned at eUICC manufacturing time; or during the initial Device setup provided that there is no installed Operational Profile. The OEM or EUM is responsible for setting the content of the RAT. 
The RAT contains a set of entries that are mandatory for all eUICCs. In addition optional entries MAY be included:
· For Profile Policy Rules that are optional to implement (e.g. POL4), the RAT contains additional entries permitting the use of these Profile Policy Rules. 
· The RAT may also contain Operator-specific entries that provide exceptions to the requirement to obtain Authenticated User Confirmation prior to download and installation of a Profile that contains specific Profile Policy Rules. 
	Policy no.
	Description

	POLPPE1
	The Rules Authorisation Table (RAT) SHALL be stored in the Profile Policy Enabler in the eUICC. 

	POLPPE2
	The Profile Policy Enabler SHALL enforce the contents of the installed RAT at (and only at) Profile installation time.

	POLPPE3
	The RAT SHALL allow multiple Profile Owners to have Profile Policy Rules enabled in their Profiles.

	POLPPE4
	The RAT SHALL be able to support specific configurations which allow a set of, or all, Profile Policy Rules for any Profile Owner. 

	POLPPE5
	The RAT SHALL only be installed at pre-issuance or during the initial Device setup provided there are no Operational Profiles installed.

	POLPPE6
	The RAT SHALL NOT be affected by the eUICC Memory Reset function.

	[bookmark: POLPPE7]POLPPE7
	To support identifiable regulatory requirement, a RAT SHALL be able to support a specific configuration which MAY forbid any Profile Owner to set a specific Profile Policy Rule.  

	POLPPE8
	[Void]

	POLPPE9
	Where the RAT allows the Profile Policy Rules for the Profile being installed, installation SHALL proceed as stated in POL14.

	POLPPE10
	The RAT SHALL be able to support a setting to display the consequences of the Profile Policy Rules to the End User and require an Authenticated User Confirmation before installation of the Profile containing Policy Rules.

	POLPPE11
	The OEM or EUM SHALL be responsible for provisioning the RAT into the eUICC.

	POLPPE12
	A fixed RAT (i.e. not modifiable) SHALL be implemented in the eUICC.

	POLPPE13
	The RAT SHALL include mandatory entries and MAY include optional entries. The allowed RAT configurations are described in Annex H.

	POLPPE15
	The RAT MAY include one or more optional entries that allow a Profile Owner to download and install a Profile that contains a specific Policy Rule without requiring Authenticated User Confirmation

	POLPPE17
	There SHALL be means available to determine which Policy Rules are in the RAT. This MAY be achieved locally in the Device or through other means.

	POLPPE18
	In the event of a failure due to a Profile Policy Rule conflict, the End User SHALL be notified. 


Table 37 : Profile Policy Enabler Requirements
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[bookmark: _Toc433967937][bookmark: _Toc435054025][bookmark: _Toc438636271][bookmark: _Toc504031665][bookmark: _Toc504403507]eUICC Certification Requirements
	Req no.
	Description

	[bookmark: CERTEU1]CERTEU1
	The EUM SHALL be GSMA SAS UP certified [13].

	[bookmark: CERTEU2]CERTEU2
	The EUM SHALL be required to declare eUICC product compliance with GSMA SGP.22 [24].

	[bookmark: CERTEU3]CERTEU3
	The eUICC SHALL be certified according to the Protection Profile defined by the GSMA [25].

	CERTEU3a
	The EUM compliance to CERTEU1 and the eUICC product compliance to CERTEU2 and CERTEU3 SHALL be represented via a digital identification within the eUICC product.  

	CERTEU4
	The eUICC Protection Profile SHALL at least include the following elements: ISD-R, Profile storage, isolation of Profiles, and Telecom Framework.

	CERTEU5
	The eUICC protection Profile SHALL be equivalent to the eUICC Protection Profile defined in SGP.05 [21].

	CERTEU6
	The Evaluation Assurance Level of the eUICC Protection Profile SHALL be (at least) EAL4 augmented with AVA_VAN.5 and ALC_DVS.2 (EAL 4+). 
Note: A study needs to be performed in terms of assurance level by FASG. 

	CERTEU7
	The eUICC public key Certificate used for authentication SHALL contain the EID.

	CERTEU8
	The eUICC public key Certificate(s) SHALL contain the technical reference of the product, for example the Common Criteria certification report number.

	[bookmark: CERTEU9]CERTEU9
	The EUM Public Key Certificate(s) SHALL be signed by a GSMA CI.

	CERTEU10
	The eUICC Certificate(s) SHALL be signed by the EUM using its EUM Private Key corresponding to its Certificate (CERTEU9). 

	CERTEU10a
	The eUICC Certificate(s) SHOULD not be modifiable. However, if they are, then, only the following operations SHALL be possible, only using the EUM Keyset.
· renew an eUICC Certificate
· add a new eUICC Certificate and EUM Certificate
· remove an eUICC Certificate and EUM Certificate.
· generate a new Public/Private Key pair to support a new curve.
· add a new Root CI Public Key
· remove a Root CI Public Key

	[bookmark: CERTEU11]CERTEU11
	[Void]

	CERTEU12
	If the eUICC private key(s) are modifiable, it SHALL use the mechanism defined in the GlobalPlatform specification with a minimum security level corresponding to the AES algorithm using key length of 128 bits. 

	CERTEU13
	If the eUICC’s EUM Certificate is updatable, then the eUICC SHALL support a secure mechanism to update its EUM Certificate.  

	CERTEU13a
	If the digital identification stored on the eUICC as defined in ELG25 is updatable, then the eUICC SHALL support a secure mechanism to update this digital identification.  

	CERTEU14
	If the eUICC’s CI public keys are updatable, then the eUICC SHALL support a secure mechanism to update its CI public keys. 

	CERTEU15
	If the eUICC’s Certificate is updatable, then the eUICC SHALL support a secure mechanism to update its eUICC Certificate.

	CERTEU16
	Where appropriate, the eUICC SHOULD be certified according to EMVCo Security Evaluation process [31].


Table 38 : eUICC Certification Requirements
[bookmark: _Toc433374221][bookmark: _Toc504031666][bookmark: _Toc504403508]Device Compliance Requirement
	Req no.
	Description

	CERTDEV1
	The LPA SHALL comply with SGP.24 [27].


Table 39 : Device Compliance Requirement
[bookmark: _Toc433967939][bookmark: _Toc433967946][bookmark: _Toc435054026][bookmark: _Toc438636272][bookmark: _Toc504031667][bookmark: _Toc504403509]SM-DP+ Certification Requirements
	Req no.
	Description

	CERTDP1
	The SM-DP+ provider SHALL be required to declare product (SM-DP+) compliance with GSMA SGP.22 V2.2 [24].

	CERTDP2
	The SM-DP+ SHALL be certified according to GSMA FS.08 SAS-SM Standard v3 [22] and FS.09 SAS-SM Methodology v3 [32]. 

	[bookmark: CERTDP3]CERTDP3
	SM-DP+ elements SHALL use Hardware Security Modules (HSM) for cryptographic related operations (key storage, derivation, cryptographic operations). 
Note: This is to be covered by the SAS documents “HSM certified according to FIPS 140-2 level 3 or higher”

	CERTDP4
	The SM-DP+ SHALL implement privileges isolation (Log, Audit, Operation, and Administration).

	CERTDP5
	The SM-DP+ SHALL implement operating system hardening mechanisms.

	CERTDP6
	The SM-DP+ SHALL implement separation of control, user and administrative planes.

	CERTDP7
	The SM-DP+ SHALL use Multi-Factor Authentication and administration operation.

	CERTDP8
	SM-DP+ hard drives and backup mediums used for storing Profiles SHALL be ciphered.

	CERTDP9
	The private key of SM-DP+ Certificates used for mutual authentication and Profile Binding with eUICC SHALL be protected and stored in HSM according to CERTDP3.

	CERTDP10
	The SM-DP+ SHALL implement rate-limiting mechanisms to mitigate against Denial of Service attacks.

	CERTDP11
	The SM-DP+ SHALL log all Certificate authentication failures.

	CERTDP12
	The SM-DP+ Public Key Certificate(s) SHALL be signed by a GSMA CI.


Table 40 : SM-DP+ Certification Requirements
[bookmark: _Toc504031668][bookmark: _Toc504403510]SM-DS Certification Requirements
	Req no.
	Description

	CERTDS1
	The SM-DS provider SHALL be required to declare product compliance with GSMA SGP.22 [24].

	CERTDS2
	The SM-DS SHALL be certified according to GSMA FS.08 SAS-SM Standard v3 [22] and FS.09 SAS-SM Methodology v3 [32].

	CERTDS3
	The SM-DS SHALL implement isolation of privileges (Log, Audit, Operation, and Administration).

	CERTDS4
	The SM-DS SHALL implement operating system hardening mechanisms.

	CERTDS5
	The SM-DS SHALL implement separation of control, user and administrative planes.

	CERTDS6
	The SM-DS SHALL use Multi-Factor Authentication and administration operation.

	CERTDS7
	SM-DS hard drives and backup mediums SHALL be ciphered.

	CERTDS8
	The SM-DS Public Key Certificate(s) SHALL be signed by a GSMA CI.


Table 41 : SM-DS Certification Requirements
[bookmark: _Toc504031669][bookmark: _Toc504403511]LPA Certification Requirements
	Req no.
	Description

	CERTLPA1
	There SHALL be a certification process for all the LPA elements communicating with Remote SIM Provisioning entities.

	CERTLPA2
	The certification process SHALL ensure that Local Profile Management Operations are sent by authorised LPA elements only. 

	CERTLPA3
	[Void]

	CERTLPA4
	The LPD SHALL authenticate the SM-DP+ during the TLS session.

	CERTLPA5
	The LDS SHALL authenticate the SM-DS during the TLS session.

	CERTLPA6
	The LPA SHALL accept Certificates signed by a GSMA CI for SM-DP+ and SM-DS authentication used in TLS session.


Table 42 : LPA Certification Requirements
[bookmark: _Toc504031670][bookmark: _Toc504403512]Public Key Certificates Management Requirements
	Req no.
	Description

	CERTPK1
	The eUICC SHALL verify the Public Key Certificate of the SM-DP+. 

	CERTPK2
	The LPD SHALL verify the Public Key Certificate of the SM-DP+. 

	CERTPK3
	The LDS SHALL verify the Public Key Certificate of the SM-DS.

	CERTPK4
	The LDS authentication of an SM-DS using an invalid Public Key Certificate SHALL fail (see CERTPK11), and on-going communication SHALL stop.

	CERTPK5
	The LPD authentication of an SM-DP+ using an invalid Public Key Certificate SHALL fail (see CERTPK11), and on-going communication SHALL stop.

	CERTPK6
	The SM-DP+ authentication of an eUICC using an invalid Public Key Certificate SHALL fail (see CERTPK11), and on-going communication SHALL stop.

	CERTPK7
	The eUICC Authentication of an SM-DP+ using an invalid Public Key Certificate SHALL fail (see CERTPK11), and on-going communication SHALL stop.

	CERTPK8
	The GSMA CI SHALL revoke the Public Key Certificate of any entities (SM-DP+, SM-DS, EUM) if it is compromised (e.g. private key theft). 

	CERTPK9
	The eUICC SHALL be able to support a set of GSMA CIs.

	[bookmark: CERTPK16]CERTPK10
	A Public Key Certificate SHALL be considered as valid if:
· it has a valid signature
· it is signed by a GSMA CI, or a trusted chain of Certificates up to a GSMA CI. Certificate Path validation SHALL follow the process defined in RFC 5280 [1]. 
· it has not been revoked, and no Certificate in the trust chain has been revoked
· it has not expired 
If any of these applicable verifications fail, the Public Key Certificate SHALL be considered as invalid. 

	CERTPK10a
	A TLS Public Key Certificate SHALL be considered as valid if:
· it has a valid signature
· it is signed by a GSMA CI or a public trusted CA, or a trusted chain of Certificates up to a GSMA CI or to a public  trusted CA. Certificate path validation SHALL follow the process defined in RFC 5280 [1]. 
· it has not been revoked, and no Certificate in the trust chain has been revoked
· it has not expired 
If any of these applicable verifications fail, the TLS Public Key Certificate SHALL be considered as invalid.

	[bookmark: CERTPK14][bookmark: CERTPK11]CERTPK11
	The eUICC, LPA, SM-DS and SM-DP+ SHALL have knowledge of revoked Public Key Certificates.
Note: This requirement also applies to TLS Certificates that chain to either a GSMA CI or a public trusted CA.

	CERTPK12
	It SHALL be possible to ensure that the SM-DP+ servers used during the Profile Management Lifecycle of a Profile (e.g. authorisation of a Command Code, initialisation and download of a Profile, remote deletion of this Profile through an RPM command) are attached to the same GSMA CI Certificate.

	CERTPK13
	It SHALL be possible for the Profile Owner to ensure that the Managing SM-DP+(s) associated to its Profile is/are attached to a specific GSMA CI Certificate.


Table 43 : Public Key Certificates Management Requirements
[bookmark: _Toc429583542][bookmark: _Toc429583706][bookmark: _Toc429583543][bookmark: _Toc429583707][bookmark: _Toc429583547][bookmark: _Toc429583711][bookmark: _Toc429583549][bookmark: _Toc429583713][bookmark: _Toc429583551][bookmark: _Toc429583715][bookmark: _Toc429583553][bookmark: _Toc429583717][bookmark: _Toc429583062][bookmark: _Toc430261642][bookmark: _Toc430263288][bookmark: _Toc430264786][bookmark: _Toc429583088][bookmark: _Toc430261668][bookmark: _Toc430263314][bookmark: _Toc430264812][bookmark: _Toc429583093][bookmark: _Toc430261673][bookmark: _Toc430263319][bookmark: _Toc430264817][bookmark: _Toc431397581][bookmark: _Toc431504456][bookmark: _Toc431561079][bookmark: _Toc431561286][bookmark: _Toc431563554][bookmark: _Toc431576526][bookmark: _Toc432117413][bookmark: _Toc432579697][bookmark: _Toc433147136][bookmark: _Toc433300343][bookmark: _Toc433322501][bookmark: _Toc433322746][bookmark: _Toc504031671][bookmark: _Toc504403513][bookmark: _Toc529278257][bookmark: _Toc435054027][bookmark: _Toc438636273]Enterprise Requirements
The requirements contained in this section are intended to be used solely in support of the Subscriptions obtained by the Enterprise for its internal use as part of its business operations.
These requirements are to be considered as complementary to the consumer solution.
The interface between the Enterprise and the Operator (Profile Owner) is out of scope of this specification.	Comment by Author: This is not an interface in the architecture. Ref comment on ESent.
The following principles apply to Enterprise:
An Enterprise SHALL be able to request the installation and management of Profiles from more than one Profile Owner on the eUICC
The Enterprise SHALL be able to request the Profile Owner to remotely manage (enable, disable, delete) their own Profiles, on Enterprise Capable Devices.
Enterprise Rules SHALL only be used in the context of Devices owned by an Enterprise.
	Req no.
	Description

	ENT01
	It SHALL not be possible to associate more than one Enterprise to a Device at any point in time.

	ENT02
	The Enterprise SHALL be able to request that only Enterprise Profiles can be installed on an Enterprise Capable Device; this has no impact on other already installed Profiles.

	ENT03
	It SHALL be possible to restrict an Enterprise Profile to one particular Device.

	ENT04
	Only the Profile Owner SHALL be able to set Enterprise Rules in the Enterprise Profile.

	ENT05
	For an Enterprise Capable Device, it SHALL be possible for the Enterprise, via the Profile Owner of a specific Profile, to control whether the End User can locally: enable any Profile, enable only Enterprise Profiles, or enable only the specific Enterprise Profile.

	ENT06
	When the Profile Owner sends a command
· to restrict to Enterprise Profiles only and a non-Enterprise Profile is enabled, or
· to restrict to the specific Enterprise Profile and a different Profile is enabled,
the eUICC SHALL reject the command.

	ENT07
	A globally unique identifier and associated Enterprise name SHALL be provided in the Profile Metadata of the Enterprise Profile.

	ENT08
	The download and installation of the Enterprise Profile SHALL require user confirmation in response to a prompt indicating the type of Profile and the associated consequences of installing this Enterprise Profile.

	ENT09
	It SHALL be possible for an Enterprise Profile without Enterprise Rules to be installed and used on a Non-Enterprise Capable Device.
 An Enterprise Profile with Enterprise Rules SHALL be rejected and an Enterprise Rule update SHALL be rejected.

	ENT10
	The eUICC SHALL reject the download of an Enterprise Profile when a Profile with POL RULE1 set is installed.

	[bookmark: ENT11]ENT11
	For an Enterprise Capable Device, there SHALL be a mechanism for the End User to allow or disallow the installation of an Enterprise Profile with Enterprise Rules. This mechanism SHALL only be in effect if there is no Enterprise Profile with Enterprise Rules already installed. 

	ENT12
	The default setting provided by the mechanism in ENT11 SHOULD NOT accept an Enterprise Profile with Enterprise Rules for Devices which are not owned by an Enterprise.  


Table 44 : Enterprise Requirements
[bookmark: _Toc504031672][bookmark: _Toc504403514][bookmark: _Toc529278258]LPA PRoxy
[bookmark: _Toc504031673][bookmark: _Toc504403515]LPA PRoxy Overview
[image: ]
Figure 17 : LPA PRoxy Architecture (with LPA configuration in the Device)
The LPR is a “LPA PRoxy” acting as an intermediary between a Profile Content Management Platform hosted by the Profile Owner and the Enabled Profile of the eUICC to improve performance, in the same way the LPD is used between the SM-DP+ and the eUICC for Profile download purposes.
While the Profile Content Management Platform of the Profile Owner has the role of managing the content of the Profile, it might redirect the LPR towards a Delegated Profile Content Management Platform used by a third party to manage a subset of the Profile that has been delegated. This is applicable in Simple Mode, Delegated Management, or Authorised Management.
The Device Application may be used to trigger the LPR and may receive status regarding the information exchanged between the Management Platform and the eUICC.
The LPA Proxy MAY be implemented partially outside the LPA.
[bookmark: _Toc504031674][bookmark: _Toc504403516]LPR Procedures
The figure below shows the expected behavior of the LPR and its involvement in the end to end processes. In addition, it highlights the optional use of a Delegated Platform Identifier (DPI) during triggering that allows redirection to a Delegated Profile Content Management Platform. The following management modes SHALL be supported: Simple Mode, Delegated Management, or Authorised Management.
Three methods may trigger the connection request from the LPA to the Profile Content Management Platform
An automatic triggering after the enabling of a Profile (this mode is configured in the Profile to be activated or not activated)
An RPM command sent from a SM-DP+ to the LPA
A specific API command sent from a Device Application to the LPA
[image: C:\Users\ckwok\MASTER SGP.21 UML diagrams\Local Proxy Procedure.png]
Figure 18 : LPA Proxy Procedure


Start Conditions: 
a. A Profile which requests the automatic trigger of the LPR procedure is enabled; an optional parameter DPI may be attached to this request to signify an expected connection to a Delegated PCMP.
OR

b. A RPM Profile update command which triggers the LPR procedure is received from the SM-DP+; an optional parameter DPI may be attached to this request to signify an expected connection to a Delegated PCMP.

OR

c. A specific API command sent from a Device Application to the LPA to trigger the LPR procedure to initiate a Profile content management session (Card Content Management Session); an optional parameter DPI may be attached to this request to signify an expected connection to a Delegated PCMP.
Procedure: 
1. The LPR requests the ICCID and the PCMP endpoint URI associated to the Profile Content Management Platform from the eUICC.
2. The eUICC sends the ICCID of the Enabled Profile and the PCMP address to the LPR.
3. The LPR connects to the PCMP, with the DPI as a parameter if provided during the initialisation of the LPR Procedure. This step is followed by step 4 (sending the lists of C-APDU from the PCMP) or 10 (sending the URI of a Delegated PCMP) or 18 (end of processing).
Note: Steps 4 to 9 MAY be skipped if the PCMP requests a redirection to the DPCMP

4. The PCMP provides a list of Command APDUs (C-APDUs) and the AID of the targeted application of the Enabled Profile.
5. The LPR opens a logical channel to the AID of the targeted application of the Enabled Profile.
6. The LPR transmits the list of C-APDUs to the targeted application of the Enabled Profile within the MNO-SD.
7. The targeted application sends back the list of Response APDU (R-APDU) to the LPR.
8. The LPR closes the logical channel.
9. The LPR sends the list of R-APDUs to the PCMP, and in addition, the DPI parameter if provided during the LPR procedure initialisation request. Additionally, this step is equivalent to step 3: the LPR connects to the PCMP, with the DPI as a parameter, if provided during the initialisation of the LPR procedure.
This step is followed by step 4 (sending a new list of C-APDUs from the PCMP) or 10 (sending the URI of a Delegated PCMP) or 18 (end of processing).
Note: Steps 10 to 17 MAY be skipped if the DPI parameter is not provided during the LPR procedure initialisation request.

10. The PCMP provides the address of the DPCMP to the LPR to initialise the redirection.
11. The LPR connects to the DPCMP address.
12. The DPCMP provides a list of Command APDUs (C-APDUs) and the AID of the targeted application of the Enabled Profile.
13. The LPR opens a logical channel to the AID of the targeted application of the Enabled Profile.
14. The LPR transmits the list of C-APDUs to the targeted application of the Enabled Profile within the MNO-SD
15. The targeted application sends back the list of Response APDUs (R-APDUs) to the LPR.
16. The LPR closes the logical channel,
17. This step is equivalent to step 3: The LPR connects to the PCMP, with the DPI as a parameter if provided during the initialisation of the LPR Procedure.
This step is followed by step 4 (sending the lists of C-APDU from the PCMP) or 10 (sending the URI of a Delegated PCMP) or 18 (end of processing). 

Note: Step 18 is used by the PCMP to end the processing

18. The PCMP sends an acknowledgement to the LPR about the end of processing.
Note: When initialising the connection between the LPR and the PCMP or the DPCMP, a HTTPs session SHALL be established between the LPR and respectively the PCMP and DPCMP based on a public key of the Root Certificate stored in the Device which includes authentication using the TLS Certificate, and may check for the presence of the adequate platform identifier in the TLS Certificate used for the TLS session.
End Condition:
a. The contents of the Enabled Profile have been updated according to updates received from either the PCMP, the DPCMP or both.

The following flow highlights the specific use of Notifications sent from the LPR to a specific Device Application(s). These Notifications can be used to inform the End User about the progress of the Profile management process.
[image: C:\Users\ckwok\MASTER SGP.21 UML diagrams\Device Application Interaction with a Local Proxy.png]
Figure 19 : Device Application Interaction with a LPA PRoxy
Start Conditions: 
a. One of the triggers to start a connection between a (D)PCMP and the eUICC has been initiated.
b. A Device Application has been registered to receive Notifications during the Profile content management session.
Procedure: 
1.	The LPR requests the ICCID and the (D)PCMP endpoint URI associated to the Profile Content Management Platform from the eUICC.
2.	The eUICC sends the ICCID of the Enabled Profile and the (D)PCMP address to the LPR.
3.	The LPR connects to the (D)PCMP.
3.1       The LPR sends a Notification about the operation status to the registered Device Application.
4.	The (D)PCMP provides a list of Command APDUs (C-APDUs) and the AID of the targeted application of the Enabled Profile.
4.1       The LPR sends a Notification about the operation status to the registered Device Application
5.	The LPR opens a logical channel to the AID of the targeted application of the Enabled Profile.
6.	The LPR transmits the list of C-APDUs to the targeted application of the Enabled Profile within the MNO-SD.
6.1      The LPR sends a Notification about the operation status to the registered Device Application
7.	The targeted application sends back the list of Response APDU (R-APDU) to the LPR.
8.	The LPR closes the logical channel.

End Condition:
c. The application of the Enabled Profile has been updated according to updates received from the (D)PCMP. The Device Application has been notified during the procedure execution.
[bookmark: _Toc503974231][bookmark: _Toc504031675][bookmark: _Toc504032019][bookmark: _Toc504402488][bookmark: _Toc504402831][bookmark: _Toc504403174][bookmark: _Toc504403517][bookmark: _Toc504031676][bookmark: _Toc504403518]LPA PRoxy Requirements
	Req no.
	Description

	[bookmark: LPAPR1]LPAPR1
	The LPR SHALL be able to forward APDUs remotely sent from a Profile Content Management Platform or from a Delegated Profile Content Management Platform to any application on the Enabled Profile.
Note: The mechanism cannot address a Disabled Profile

	[bookmark: LPAPR2]LPAPR2
	A mechanism allowing the LPR to immediately connect to a Profile Content Management Platform address, each time the Profile is Enabled, SHALL exist. This mechanism SHALL be executed on a best effort basis and SHALL NOT impact otherwise the pending Remote SIM Provisioning operations.

	[bookmark: LPAPR2a][bookmark: LPAPR3]LPAPR3
	A mechanism allowing the LPR to immediately connect to a Profile Content Management Platform address, each time the Profile is Enabled by the End User, SHALL exist. This mechanism SHALL be executed on a best effort basis and SHALL not impact otherwise pending RSP operations. 

	LPAPR4
	The DPI used for redirection from a PCMP to a DPCMP, SHALL be able to be included in the Profile.

	LPAPR5
	The Profile Content Management Platform address and the configuration (LPAPR2/LPAPR3/deactivated) of the mechanism described in LPAPR2 and LPAPR3 SHALL be included in the Profile. 

	LPAPR6
	The mechanism described in LPAPR2 and LPAPR3 SHALL be activated/deactivated by the Profile Owner. 

	LPAPR7
	It SHALL be possible for the PCMP to request redirects to some Delegated Profile Content Management Platform(s). 
A redirection MAY happen at any point of time during the data exchange between the PCMP and the LPR.
The PCMP internal routing logic MAY use the DPI parameter, if provided, the ICCID and any other contextual data.

	LPAPR8
	The identifier parameter for the routing to a Delegated Profile Content Management Platform, called the DPI, SHALL be globally unique. 

	LPAPR9

	The protocol used between the LPR and its Profile Content Management Platform SHALL be able to transport all types of SCP designed to address the Enabled Profile through logical channels. E.g. this includes SCP02 [28], SCP03 [29] and SCP11 [30].

	[bookmark: LPAPR8]LPAPR10

	When triggered, the LPR SHALL connect to the PCMP address retrieved from the Enabled Profile. If the triggering method includes a DPI as a parameter, this parameter SHALL be added to the PCMP address. If a DPI parameter is filled in the Enabled Profile, this parameter SHALL also be added to the PCMP address.

	LPAPR11
	The capability to use mobile network data for the mechanism in LPAPR1 MAY be enabled/disabled by the End User.
The Default state SHALL be ‘enabled’.

	LPAPR12
	A Device with an LPA in the Device SHOULD support LPA Proxy.

	LPAPR13
	The access to the LPA Proxy API by a Device Application SHALL be authorised by the Profile Owner of the Enabled Profile.


Table 45 : LPA Proxy Requirements
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[bookmark: _Toc504031679][bookmark: _Toc504403521]LPA Initiated Download Requirements
	Req no.
	Description

	[bookmark: LID1]LID1
	The LPA SHALL use any Root SM-DS or default SM-DP+ address populated on the eUICC if it has not been provided already by the Activation Code.

	LID2
	In the context of LID1, if both a Root SM-DS and a default SM-DP+ address are populated, the LPA SHALL first contact the SM-DP+ and then SM-DS to initiate a Remote SIM Provisioning transaction.


Table 46 : LPA Initiated Download Requirements
[bookmark: _Toc504031680][bookmark: _Toc504403522]LPA Initiated Download Procedure
This following procedure describes the Events that are part of the Profile Package download and installation procedure initiated by the LPA.
[image: C:\Users\ckwok\MASTER SGP.21 UML diagrams\Profile download procedure.png]  
Figure 20 : Profile Download Procedure	Comment by Author: The figure is potentially confusing. Also notifications need to reach the Service Provider. The Operator is not directly involved in the download.


Start conditions:
a. The Subscriber has completed the Subscription process to the selected Operator/Service Provider offer.	Comment by Author: To be consistent with def.
b. The Profile ordering process related to this Subscription has been completed (i.e. an assigned Protected Profile Package is stored on the SM-DP+). 
Procedure: 
1. The LPA initiates Profile Package download and identifies the address of the SM-DP+ where the Profile is stored and available for download (via e.g. URL, QR code, manual input, etc.) as well as other information provided (e.g. Token, SMDPId, Confirmation Code).
2.	The LPA authenticates the SM-DP+ through establishing a TLS connection with the SM-DP+, and verifying the SMDPid if such information has been provided.
3. to 4.     The LPA gets an eUICC challenge
5. to 6.     The LPA sends the eUICC challenge and any other relevant information to the the SM-DP+.
7. to 9.     The SM-DP+ signs the eUICC challenge, and generates a DP_Challenge to be sent back to the eUICC. 
10.	The LPA sends the material received by the SM-DP+ and the AC Token to the eUICC; the eUICC checks the SMDPid and authenticates the SM-DP+.
11.	The eUICC sends back a signed set of information including the DP_Challenge, the AC Token, the EID and its Certificate to the LPA.
12.	The End User confirms the download of the Profile, optionally with the display of the Profile name of the OperatorSerivce Provider.	Comment by Author: Ref ambiguity of the Operator name vs Service Provider
13.	The LPA sends the set of information received in Step 11 from the eUICC to the SM-DP+.
14.	The SM-DP+ verifies the signature; the eUICC is authenticated.
15. to 16. OPTIONAL: The Eligibility Check and Profile binding functions are performed by the SM-DP+.
17. to 22. OPTIONAL
17.	The Service Provider and Operator is notified about the Profile Package that is about to be downloaded.	Comment by Author: Ref the comments on notifications.
18. 	If the Service Provider or Operator has been notified, it MAY request to stop the download process by indicating an error code to the SM-DP+.
19.	If the Service Provider or Operator sends an error code to the SM-DP+, the SM-DP+ stops the download process and indicates the error code to the LPA.
20.	The LPA notifies the End User with an appropriate message.
21. to 22.	The SM-DP+ MAY receive information from the Operator to prepare the appropriate Profile Package.
23. to 25. The Bound Profile Package is sent to the eUICC and installed on the eUICC.
26.	The Profile Package download report is sent from the SM-DP+ to the Service Provider and Operator.
End Condition: 
a. The Profile is installed in the eUICC in a Disabled state
[bookmark: _Toc438636274][bookmark: _Toc504031681][bookmark: _Toc504403523][bookmark: _Toc529278261]Profile Download with Activation Code
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	Req no.
	Description

	[bookmark: AC1]AC1
	Where used, the Activation Code SHALL trigger the download of a Bound Profile Package from a specific SM-DP+.

	AC2
	The Activation Code SHALL comprise of the following parameters:
· SM-DP+ address
· Activation Code Token (Includes OPTIONAL Confirmation Code Required Flag)
· SMDPid (OPTIONAL)
· Reference to GSMA CI Certificate (OPTIONAL)

	AC3
	The Activation Code Token SHALL be able to include a parameter indicating whether a Confirmation Code is required or not.
If such a Confirmation Code is required, the LPA SHALL ask the End User to input a Confirmation Code. The SM-DP+ SHALL verify the Confirmation Code before delivering the Bound Profile Package.
Note: How the Confirmation Code is created and provided to the End User is out of scope of this specification.

	AC4
	The Activation Code SHALL be verified by the SM-DP+ before delivering the Bound Profile Package.

	[bookmark: AC5]AC5
	The Activation Code input in the LPA by the End User SHALL support at least manual typing and QR code scanning.

	[bookmark: AC6]AC6
	All Activation Code procedures SHALL be implemented natively as part of the LPA.

	[bookmark: AC7]AC7
	[Void]

	[bookmark: AC8]AC8
	Following the Activation Code procedure, the Profile Package download procedure SHALL be used. 

	[bookmark: AC9]AC9
	The Activation Code procedure SHALL preserve eco-system security, privacy and validation of User Intent.  

	[bookmark: AC10]AC10
	The Activation Code procedure SHALL be used for the sole purpose of downloading a Profile package to the targeted eUICC. The Activation Code procedure SHALL prevent sending IMEI and EID information to a non-authenticated SM-DP+.

	[bookmark: AC11]AC11
	The Activation Code SHALL uniquely identify the Operator/Service Provider.	Comment by Author: It will always be a Service Provider which issues the Activation Code. One could discuss whether the AC should identify both the SP AND the underlying Operator


	AC12
	The Activation Code request to the SM-DP+ SHALL be extended by the eUICC with the EID after the specific SM-DP+ has been authenticated.

	AC13
	The Activation Code MAY contain an unforgeable reference to a GSMA CI Certificate, which, if provided, SHALL be used to verify the SM-DP+ Certificate chain.


Table 47 : Activation Code Requirements	
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The Activation Code procedure defines a common functionality which allows the Subscriber or the End User on behalf of the Subscriber to “activate” a Device by means of requesting the download of an Operational Profile from the Device itself.

 [image: ]	Comment by Author: This diagram needs to use ‘Service Provider’ not ‘Operator’ as the Subscriber does NOT have any interaction with the Operator. The only change needed is to insert ‘Service Provider’ between ‘Subscriber’ and ‘Operator’ similar to figs 43,44,45.
Figure 21 [bookmark: _Toc378862120][bookmark: _Toc416963939]: Profile Download with Activation Code Procedure
Start Conditions: 
a.       A Subscription has been established by the Subscriber.
b. Activation Code material and optionally a Confirmation Code has been provided to the SM-DP+ (Step 1), and an Activation Code has been provided to the End User and optionally a Confirmation Code (side channel) (Step 2).
Procedure: 
3.        The End User inputs the Activation Code to the LPA through the LUI.
4. The LPA parses the Activation Code parameters to recognise the SM-DP+ address, the Activation Code Token, the LPA Mode and optionally the SMDPid. In addition, the LPA MAY parse in the Activation Token the information that a Confirmation Code is required. 
5. If the Confirmation Code parameter in the Activation Code Token is set to “require Confirmation Code”, the End User is prompted to input a Confirmation Code provided to them by the issuing Operator/Service Provider.	Comment by Author: Rec comment on Activation Code.
6. The Activation Code download procedure is initiated by the LPA. The LPA requests a nonceeUICC from the eUICC. 
7. The eUICC creates a nonceeUICC associated with the supported eUICC Specification Version Number (eSVN).
8. The eUICC transmits the nonceeUICC associated with the supported eSVN to the LPA.
9. The LPA sends the nonceeUICC associated with the supported eSVN to the SM-DP+.
Note: Prior to step 9, a HTTPs session SHALL be established between the LPA and the SM-DP+ based on a public key of the Root Certificate stored in the Device which includes authentication using the TLS Certificate and checking for the presence of the SMDPid in the TLS Certificate used for the TLS session.

10. Upon receiving the nonceeUICC and the associated eSVN, the SM-DP+ creates nonceSMDP and signs both the nonceSMDP and the nonceeUICC.
11. The SM-DP+ sends the signed nonceeUICC and nonceSMDP to the LPA.
12. The LPA collects the Activation Code parameters as well as the Device information needed for the Eligibility Check procedure and optionally the Confirmation Code and transmits them with the signed nonceeUICC and nonceSMDP to the eUICC.
13. If configured in the Activation Code, the eUICC and the LPA checks whether the SMDPid configured in the AC and the SMDPid within the SM-DP+ Certificate for the Profile installation (called CERT.DPauth in SGP.22 [24]) are the same (in case of failure, the download SHALL NOT proceed). If configured in the Activation Code, the eUICC and the LPA checks whether the GSMA CI Certificate, and the GSMA CI Certificate linked with the SM-DP+ for the Profile installation (called CERT.DPauth in SGP.22 [24]) are the same (in case of failure, the download SHALL NOT proceed).
14. The eUICC checks the signature attached to the nonceeUICC. The SM-DP+ is at this stage authenticated by the eUICC. The eUICC generates key material that will be used for the session key establishment. The eUICC signs a set of information with the eUICC private key which includes:
a. The nonceSMDP
b. Key material created by the eUICC to calculate session keys for the preparation of the Bound Profile Package 
c. Activation Code parameters
d. The Device and eUICC information
e. Optionally the Confirmation Code
15. The eUICC sends the signed set of information to the LPA in addition to:
a. The nonceSMDP 
b. Key material created by the eUICC to calculate session keys for the preparation of the Bound Profile Package 
c. Activation Code parameters
d. The Device and eUICC information
e. The eUICC Certificate which includes the EID
f. The EUM Certificate
g. Optionally the Confirmation Code
16. The LPA sends the whole set of information received from the eUICC to the SM-DP+. 
17. The SM-DP+ checks the EUM Certificate with the CI Public Key. The SM-DP+ checks the signature of the nonceSMDP; the eUICC is at this stage authenticated by the SM-DP+.
18. The SM-DP+ proceeds with the eligibility check based on the transmitted information (EID, Device information, eUICC information, eSVN).
19. The SM-DP+ checks the Activation Code parameters and optionally the Confirmation Code to retrieve the referenced Profile Package.
20. The Profile Package is downloaded to the eUICC: 
a. The SM-DP+ establishes session keys with the eUICC.
b. A Bound Profile Package is prepared on the basis of the eUICC session key material and is downloaded and installed on the eUICC.
c. Successful installation of the Profile on the eUICC is acknowledged and the Service Provider and Operator is notified by the SM-DP+.	Comment by Author: Ref comments on notifications.
d. Successful installation of the Profile on the eUICC is acknowledged by the eUICC to the LPA which notifies the End User of the status. 
End Conditions:
b. A Bound Profile Package has been downloaded and installed on the eUICC in a Disabled state.
c. [bookmark: _Toc435054043]The LPA MAY offer the Profile for enablement by the End User.
[bookmark: _Toc504031684][bookmark: _Toc504403526]Advanced Activation Code Requirements
An additional variant of the Activation Code SHALL be defined, named Advanced Activation Code (AAC), which allows triggering interactions between the End User and the AAC Portal prior to a Profile download.
	Req no.
	Description

	AAC1
	[Void]

	AAC2
	A Device that supports a Web browser and a method for Activation Code entry SHALL support the AAC requirements in this section. Otherwise, it is OPTIONAL for the Device to support the AAC requirements defined in this section.

	AAC3
	When the LPA is presented with an AAC, the browser used for the AAC procedure SHALL open the AAC Portal URL contained in the AAC. In addition there MAY be other entry points to an AAC Browser. 
Implementation of the browser used for the AAC procedure is OEM specific. It MAY be part of the LPA, it MAY be implemented using a standard web browser and the LPA API, or by any other means.

	AAC4
	The interactions with the End User SHALL be based on standard web technology.

	AAC5
	The browser used for the AAC procedure SHALL allow the AAC Portal to receive general information about the eUICC and the Device (as specified for LPAAPI4 and LPAAPI5).

	AAC6
	The browser used for the AAC procedure SHALL allow the AAC Portal to send an Activation Code to the LPA for processing (as specified for LPAAPI6).

	AAC7
	Security and privacy requirements for AAC are the same as for the LPA API (Section 4.12.5).

	AAC8
	Within the “add Profile” operation (as specified in LPA17) it SHALL be possible for the manufacturer software on a Primary Device allowed to manage the LPA on Companion Device (as specified in LPA29) to retrieve a “Default AAC” from a dedicated data field, on the SIM card or the active Operational Profile on the Primary Device. (Note: If the Default AAC is not available, either because e.g. a dedicated field is not existing on a (legacy) SIM card or the dedicated field is empty, no further action is required.)
On explicit End User request this “Default AAC” SHALL be used for the intended Profile download process instead of requesting manual AC/AAC input from the End User. 
Each Profile on the Primary Device can contain one Default AAC


Table 48 : Advanced Activation Code Requirements
[bookmark: _Toc504031685][bookmark: _Toc504403527][bookmark: _Toc529278262]Local Profile Management
[bookmark: _Toc438636277][bookmark: _Toc504031686][bookmark: _Toc504403528]Local Profile Management Procedures
[bookmark: _Toc485215716][bookmark: _Toc486339122][bookmark: _Toc498079297][bookmark: _Toc501114486][bookmark: _Toc503974243][bookmark: _Toc504031687][bookmark: _Toc504032031][bookmark: _Toc504402500][bookmark: _Toc504402843][bookmark: _Toc504403186][bookmark: _Toc504403529][bookmark: _Toc485215717][bookmark: _Toc486339123][bookmark: _Toc498079298][bookmark: _Toc501114487][bookmark: _Toc503974244][bookmark: _Toc504031688][bookmark: _Toc504032032][bookmark: _Toc504402501][bookmark: _Toc504402844][bookmark: _Toc504403187][bookmark: _Toc504403530][bookmark: _Toc485215718][bookmark: _Toc486339124][bookmark: _Toc498079299][bookmark: _Toc501114488][bookmark: _Toc503974245][bookmark: _Toc504031689][bookmark: _Toc504032033][bookmark: _Toc504402502][bookmark: _Toc504402845][bookmark: _Toc504403188][bookmark: _Toc504403531][bookmark: _Toc485215719][bookmark: _Toc486339125][bookmark: _Toc498079300][bookmark: _Toc501114489][bookmark: _Toc503974246][bookmark: _Toc504031690][bookmark: _Toc504032034][bookmark: _Toc504402503][bookmark: _Toc504402846][bookmark: _Toc504403189][bookmark: _Toc504403532][bookmark: _Toc485215720][bookmark: _Toc486339126][bookmark: _Toc498079301][bookmark: _Toc501114490][bookmark: _Toc503974247][bookmark: _Toc504031691][bookmark: _Toc504032035][bookmark: _Toc504402504][bookmark: _Toc504402847][bookmark: _Toc504403190][bookmark: _Toc504403533][bookmark: _Toc485215721][bookmark: _Toc486339127][bookmark: _Toc498079302][bookmark: _Toc501114491][bookmark: _Toc503974248][bookmark: _Toc504031692][bookmark: _Toc504032036][bookmark: _Toc504402505][bookmark: _Toc504402848][bookmark: _Toc504403191][bookmark: _Toc504403534][bookmark: _Toc485215722][bookmark: _Toc486339128][bookmark: _Toc498079303][bookmark: _Toc501114492][bookmark: _Toc503974249][bookmark: _Toc504031693][bookmark: _Toc504032037][bookmark: _Toc504402506][bookmark: _Toc504402849][bookmark: _Toc504403192][bookmark: _Toc504403535][bookmark: _Toc485215723][bookmark: _Toc486339129][bookmark: _Toc498079304][bookmark: _Toc501114493][bookmark: _Toc503974250][bookmark: _Toc504031694][bookmark: _Toc504032038][bookmark: _Toc504402507][bookmark: _Toc504402850][bookmark: _Toc504403193][bookmark: _Toc504403536][bookmark: _Toc485215724][bookmark: _Toc486339130][bookmark: _Toc498079305][bookmark: _Toc501114494][bookmark: _Toc503974251][bookmark: _Toc504031695][bookmark: _Toc504032039][bookmark: _Toc504402508][bookmark: _Toc504402851][bookmark: _Toc504403194][bookmark: _Toc504403537][bookmark: _Toc485215725][bookmark: _Toc486339131][bookmark: _Toc498079306][bookmark: _Toc501114495][bookmark: _Toc503974252][bookmark: _Toc504031696][bookmark: _Toc504032040][bookmark: _Toc504402509][bookmark: _Toc504402852][bookmark: _Toc504403195][bookmark: _Toc504403538][bookmark: _Toc485215726][bookmark: _Toc486339132][bookmark: _Toc498079307][bookmark: _Toc501114496][bookmark: _Toc503974253][bookmark: _Toc504031697][bookmark: _Toc504032041][bookmark: _Toc504402510][bookmark: _Toc504402853][bookmark: _Toc504403196][bookmark: _Toc504403539][bookmark: _Toc434853811][bookmark: _Toc435044689][bookmark: _Toc434853815][bookmark: _Toc435044693][bookmark: _Toc435054044][bookmark: _Toc435054045][bookmark: _Toc435054046][bookmark: _Toc438636278][bookmark: _Toc504031698][bookmark: _Toc504403540]Enable Profile
This procedure performs the enabling of a target Profile. The request is given by the End User to the LPA.
[image: C:\Users\ckwok\MASTER SGP.21 UML diagrams\Enable profile procedure.png]
Figure 22 : Enable Profile Procedure
Start conditions:
a. The target Profile is disabled on the eUICC. 
b. The target Profile has been chosen by the End User. 
c. The LPA is authenticated to the eUICC as legitimate for performing Local Profile Management.
Procedure:
1. The End User makes a Profile enable request on the LPA.
2. User Intent is verified.
3. The LPA sends a Profile enable operation for the target Profile to the ISD-R on the eUICC.
If another Profile is currently enabled, then steps 4 through 6 are performed; otherwise, execution of the procedure continues at step 7.

4. The ISD-R checks if applied Profile Policy Rules on the currently Enabled Profile permit the Profile to be disabled
5. If there is a conflict with Profile Policy Rules, the ISD-R aborts the procedure and informs the End User via the LPA.
6. The currently Enabled Profile is disabled
7. The target Profile is enabled.
8. The ISD-R informs the LPA of the enabling of the Profile.
9. The End User is informed via the LPA.
10. The ISD-R generates and stores enable Notifications for all Notification Receivers configured in the Profile Metadata of the target Profile. If this procedure caused another Profile to be disabled, then the ISD-R also generates and stores disable Notifications for all Notification Receivers configured in that Profile.
11. All enable and disable Notifications on the eUICC are delivered.
End conditions:
a. The target Profile is enabled.
[bookmark: _Toc435044696][bookmark: _Toc435054047][bookmark: _Toc435054048][bookmark: _Toc438636279][bookmark: _Toc504031699][bookmark: _Toc504403541]Disable Profile
Profile disabling can be achieved with the following procedure. The request is given by the End User on the LPA.
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Figure 23 : Disable Profile Procedure
Start conditions:
a. The target Profile is enabled on the eUICC. 
b. The target Profile has been chosen by the End User. 
c. The LPA is authenticated to the eUICC as legitimate for performing Local Profile Management.
Procedure:
1. The End User makes a Profile disable request on the LPA.
2. User Intent is verified.
3. The LPA sends a Profile disable operation to the ISD-R on the eUICC.
4. The ISD-R checks if applied Profile Policy Rules on the target Profile permits the Profile to be disabled.
5. If there is a conflict with Profile Policy Rules, the ISD-R aborts the procedure and informs the End User via the LPA.
6. The ISD-R disables the target Profile.
7. The ISD-R informs the LPA of the disabling of the Profile.
8. The End User is informed via the LPA.
9. The ISD-R generates and stores disable Notifications for all Notification Receivers configured in the Profile Metadata.
10. All disable Notifications on the eUICC are delivered.
End conditions:
a. The target Profile is disabled.
[bookmark: _Toc434853819][bookmark: _Toc435044698][bookmark: _Toc435054049][bookmark: _Toc434853820][bookmark: _Toc435044699][bookmark: _Toc435054050][bookmark: _Toc434853821][bookmark: _Toc435044700][bookmark: _Toc435054051][bookmark: _Toc434853822][bookmark: _Toc435044701][bookmark: _Toc435054052][bookmark: _Toc433147156][bookmark: _Toc433300364][bookmark: _Toc433322522][bookmark: _Toc433322767][bookmark: _Toc435054053][bookmark: _Toc438636280][bookmark: _Toc504031700][bookmark: _Toc504403542]Delete Profile
Profile deletion can be achieved with the following procedure. The request is given by the End User on the LPA.
  [image: C:\Users\ckwok\MASTER SGP.21 UML diagrams\Delete profile procedure.png]
Figure 24 : Delete Profile Procedure
Start conditions:
a. The target Profile is disabled.
b. The target Profile has been chosen by the End User 
c. The LPA is authenticated to the eUICC as legitimate for performing Local Profile Management.
Procedure:
1. The End User makes a Profile deletion request on the LPA.
2. User Intent is verified.
3. The LPA sends a Profile deletion operation for the target Profile to the ISD-R on the eUICC. The request includes the ISD-P AID of the target Profile.
4. The ISD-R checks if applied Profile Policy Rules permits the Profile to be deleted.
5. If there is a conflict with Profile Policy Rules, the ISD-R aborts the procedure and informs the End User via the LPA.
6. The ISD-R erases the target Profile and the related ISD-P.
7. The ISD-R informs the LPA of the Profile deletion.
8. The Profile Metadata for the target Profile is erased. 
9. The End User is informed via the LPA.
10. The ISD-R generates and stores delete Notifications for all Notification Receivers configured in the Profile Metadata.
11. All delete Notifications on the eUICC are delivered.
End conditions:
a. The target Profile is deleted. 
[bookmark: _Toc435054054][bookmark: _Toc438636281][bookmark: _Toc504031701][bookmark: _Toc504403543]Add/Update Profile Nickname
Add/update nickname will allow the Subscriber or End User to attribute a nickname to a Profile for ease of use. Note that adding or changing a nickname SHALL NOT affect any other data or other Profile Metadata for that Profile.
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Figure 25 : Add/Update Profile Nickname Procedure
Start conditions:
a. User Intent has been verified.
b. The target Profile has been chosen by the End User. 
c. The LPA is authenticated to the eUICC as legitimate for performing Local Profile Management. 
Procedure:
1. The End User requests the update of the nickname on the LPA.
2. The LPA updates the Profile Metadata of the target Profile with the End User’s choice of nickname in the eUICC. 
End conditions:
a. [bookmark: _Toc435054055]Profile Metadata of the target Profile has been updated with the End User’s choice of nickname.
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This procedure will allow the End User to query the Profile Metadata of the Profiles accessible to the End User. The result SHALL display all (or parts of) the Profile Metadata for the selected Profile on the eUICC at the time of querying. No changes are made to any data on the eUICC as a result of this procedure.
 [image: ]
Figure 26 : Query Profile Metadata Procedure
Start conditions:
1. The LPA is authenticated to eUICC as legitimate for performing Local Profile Management.
1. The list of Profiles accessible to the End User is displayed by the LPA (LUI).
Procedure:
1. The End User selects a Profile to query.
1. The LPA receives a query request from the End User.
1. The LPA requests Profile Metadata from the eUICC.
1. The LPA displays the Profile Metadata to the End User on the LUI.
End conditions:
3. No change to Profile Metadata.
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This procedure performs the eUICC Memory Reset of the eUICC including its associated Profile Metadata. The request is given by the End User to the LPA.
Note: A similar procedure will apply to perform the eUICC Test Memory Reset of the eUICC.
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Figure 27 : eUICC Memory Reset Procedure
Start conditions:
a. The LPA is authenticated to the eUICC as legitimate for performing Local Profile Management.
b. The eUICC Memory Reset option is displayed by the LPA (LUI).
Procedure:
1. The End User makes an eUICC Memory Reset request on the LPA (LUI).
2. User Intent is verified.
3. The LPA (LUI) displays a message of consequences of ‘eUICC Memory Reset’ to the End User. 
4. The End User confirms the conformity with the consequences to the LPA.
5. The LPA sends an eUICC Memory Reset operation to the eUICC.
6. The eUICC deletes the Profiles on the eUICC even if one is an Enabled Profile including the Profile Metadata associated with it.
7. The eUICC informs the LPA of the eUICC Memory Reset of the eUICC.
8. The End User is informed via the LPA (LUI).
9. The eUICC generates and stores delete Notifications for all Notification Receivers configured in the Profile Metadata of every Profile.
10. All of the delete Notifications on the eUICC are delivered as soon as connectivity is available.
End conditions:
a. The Profiles are deleted from the eUICC. 
[bookmark: _Toc485215738][bookmark: _Toc486339144][bookmark: _Toc498079319][bookmark: _Toc501114512][bookmark: _Toc503974269][bookmark: _Toc504031713][bookmark: _Toc504032057][bookmark: _Toc504402526][bookmark: _Toc504402869][bookmark: _Toc504403212][bookmark: _Toc504403555][bookmark: _Toc435054056][bookmark: _Toc438636284][bookmark: _Toc504031714][bookmark: _Toc504403556]Add Profile with Activation Code
This procedure will allow the Subscriber to add a single Profile. This procedure will not enable the downloaded Profile, nor disable an Enabled Profile. Network connectivity is assumed. The download can be initiated by the input of an Activation Code.
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Figure 28 : Add Profile with Activation Code Procedure
Start conditions:
a. User Intent has been verified.
b. The download of a new Profile is allowed on the eUICC.
c. The LPA is authenticated to the eUICC as legitimate for performing Profile download.
Procedure:
1. The End User obtains an Activation Code to add a Profile to their Device.
2. The LPA requests the End User to enter the Activation Code.
3. Profile Download with Activation Code Procedure as described in Section 5.2.2 starts. 
End conditions:
a. The Profile has been installed on the End User’s Device.
b. Profile Metadata has been updated from the Profile.









[bookmark: _Toc504031715][bookmark: _Toc504403557]Edit SM-DP+ Address
This procedure will allow the End User to edit a default SM-DP+ address on to the eUICC.
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Figure 29 : Edit SM-DP+ Address
Start conditions:
a. The End User is willing to edit the default SM-DP+ address 
Procedure:
1. The End User edits the SM-DP+ Address via the LPA. 
2. Simple Confirmation from the End User is required.
3. The LPA sends the default SM-DP+ address for storage in the LPA Service. 
4. The LPA Service informs the LPA of the storage of the default SM-DP+ address.
5. The End User is informed via the LPA.
End conditions:
a. The target default SM-DP+ Address is edited in the LPA Services. 
[bookmark: _Toc504031716][bookmark: _Toc504403558][bookmark: _Toc529278263]Remote Profile Management
This section describes the overall mechanisms, requirements and flow diagrams for Remote Profile Management operations. Remote Profile Management operations are actions performed by Managing SM-DP+(s) at the request of the Profile Owner. These operations include enabling, disabling, and deleting Profiles as well as listing Profile information and updating specific Profile Metadata. Profile Owners will also be able to update the list of Managing SM-DP+(s) that are authorised to perform Remote Profile Management operations. 
[bookmark: _Toc485215742][bookmark: _Ref467058013][bookmark: _Toc504031717][bookmark: _Toc504403559]Overview on RPM commands retrieval
Different mechanisms are defined to retrieve the RPM commands:
Option 1: The Root SM-DS is reached.
Option 2: An Alternative SM-DS is reached.
Option 3: One Managing SM-DP+ configured in the Profile is reached.
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Figure 30 [bookmark: _Ref485294306][bookmark: _Ref485294307]: The different options to achieve RPM command retrieval
[bookmark: _Toc504031718][bookmark: _Toc504403560]Remote Profile Management Requirements
	Req no.
	Description

	RPM1
	The Profile SHALL include information of zero, one or several Managing SM-DP+s (META18) that are authorised to perform RPM operations on the Profile.

	RPM2
	Only the Profile Owner SHALL be able to request RPM operations for this specific Profile.

	RPM3
	The eUICC SHALL only accept RPM operations on a Profile from a Managing SM-DP+ configured in the Profile. 

	RPM4
	A Profile Owner SHALL be able to replace, add and remove Managing SM-DP+s to/from its Profile.

	RPM5
	RPM SHALL support the Profile Management operations ‘enable’, ‘delete’, ‘list Profile information’, ‘disable’, ‘update Metadata’, ‘Contact PCMP’, and unset Profile Policy Rules.

	RPM6
	If a Profile owned by a different Profile Owner is currently enabled, the RPM ‘Enable’ command SHALL be rejected (no implicit disable of Profiles from other Profile Owners except RPM6a).

	[bookmark: RPM6a]RPM6a
	The currently enabled Profile, if any, SHALL be implicitly disabled by enabling a Profile from another Profile Owner using the RPM 'Enable' command if that Profile Owner is explicitly listed in the Profile to be disabled.

	RPM7
	RPM operations SHALL be applicable to Enabled as well as Disabled Profiles, with the exception of RPM operation ‘Delete’ which only applies to Disabled Profiles and RPM operation ‘Contact PCMP’ which only applies to Enabled Profiles.

	RPM8
	The execution of RPM Operation SHALL be possible on any data connection to the Device.

	RPM9
	The execution of an RPM Operation SHALL at least require the following level of End User confirmation: 
· No user confirmation: List Profile Information, Update Metadata, unset Profile Policy Rules, Contact PCMP
· Simple Confirmation: Disable Profile, Enable Profile
· Authenticated Confirmation: Delete Profile

	RPM10
	An installed Profile SHALL be able to store a list of Managing SM-DP+s.

	[bookmark: RPM11]RPM11
	It SHALL be possible to store and configure a Polling Address in each Profile to check for RPM operations.
The Polling Address, if configured, SHALL be one of the following: 
· A reference to the Root SM-DS 
· A single Managing SM-DP+ configured in this Profile
· An Alternative SM-DS

	RPM12
	The eUICC SHALL support operations for an Operator to list Profile(s) information on the eUICC. The following parameter SHALL be returned:
List of own Profiles including state and Profile Metadata

	[bookmark: RPM17][bookmark: RPM14][bookmark: RPM13]RPM13
	A mechanism SHALL be supported to allow the execution of a set of RPM operations together originating from a single Managing SM-DP+, with a particular ordering of the RPM operations attached to this set of operations.
E.g. a set of RPM operations constituted by an RPM disable operation followed by an RPM delete operation.  

	RPM14
	If the mechanism in RPM13 is used, the set of RPM operations SHALL NOT start before the complete reception of the set of RPM operations.

	RPM15
	There SHALL be a mechanism to configure the continuation upon the result of each operation in the set of RPM operations.

	RPM16
	Remote Profile Management operations ‘enable’, ‘disable’, and ‘delete’ and ‘unset Profile Policy Rules’ SHALL be able to trigger a Notification to the Notification Receivers of the respective Profile being managed to indicate that this operation was actioned. These Notifications are sent on a best effort basis and SHALL NOT impact otherwise the operation

	RPM17
	The eUICC SHALL support the operation ‘update Metadata’ to update Profile Metadata via a Managing SM-DP+ on request of the Profile Owner. 
Only the Profile Metadata listed in META13 SHALL be able to be modified. 
The content of the respective Profile SHALL reflect the updated Metadata. 

	[bookmark: RPM23][bookmark: RPM18]RPM18
	The Profile Owner SHALL be able to configure, per RPM Operation, any Managing SM-DP+ as authorised to execute that operation.

	RPM19
	The mechanism RPM18 SHALL be able to be configured within the setting of the Profile Package or after the issuance of the Profile through the ES6 interface (Operator-eUICC interface). 

	[bookmark: RPM20]RPM20
	RPM SHALL support a command ‘Contact PCMP’ sent from a Managing SM-DP+ to the LPA to initiate a connection to the Profile Content Management Platform address configured in the Enabled Profile. 

	RPM21
	While the LPR is executing an RPM command as identified in RPM20, the LPA SHALL suspend any other RPM commands until the proxy session is complete.

	RPM22
	The RPM command described in RPM20 SHALL be able to configure a DPI to request a redirection to a Delegated Profile Content Management Platform


Table 49 : Remote Profile Management Requirements
[bookmark: _Toc433374245][bookmark: _Ref467058466][bookmark: _Toc504031719][bookmark: _Toc504403561]Remote Profile Management Procedures (Informative)
[bookmark: _Toc504031720][bookmark: _Toc504403562]Common RPM Procedure - Command Independent
The following sequence diagram shows the common part of the overall RPM procedure. The sequence is focused on pure functional requirements and intentionally leaves out technical aspects like security and authentication. Security measures are assumed for any communication as required - these should be incorporated during technical elaboration as a cross-cutting concern. 
For the avoidance of doubt, Notifications and Policy rules also apply to Remote Profile Management operations.
[image: C:\Users\CKwok\MASTER SGP.21 UML diagrams\Common RPM Procedure.png]
Figure 31 : Common RPM Procedure
Procedure:
The Operator sends the RPM command to the connected SM-DP+.
The SM-DP+ registers the Event Record on the SM-DS to be retrieved by the LDS.
The SM-DP+ informs the Operator that the RPM Event Record has been registered on the SM-DS.
4a.       With Discovery Service (SM-DS): An End User triggered request via the LPA to establish if there is an Event Record for RPM waiting on an SM-DS.
Without Discovery Service: An End User triggered request via the LPA to establish if there is an Event for RPM waiting on an SM-DP+.
4b.      Alternatively, it can be started on specific events detected by the Device
The LPA requests a Polling Address for pending operations from the eUICC.
The Polling Address is sent from the eUICC to the LPA.
The LPA sends a query with its EID to the Polling Address. If the contacted peer is an SM-DS, the SM-DS returns the Event-ID for that EID.
The SM-DP+ looks up the pending operations for the specific EID, and sends them to the LPA.
For each received package, the LPA SHALL do the following:
Based upon the operation type the LPA obtains the appropriate level of End User confirmation.
The LPA then sends the received RPM command package to the eUICC.
The package is decrypted and verified by the eUICC.
The eUICC verifies whether the command package originates from one of the target Profile’s Managing SM-DP+s.
The command is executed according to its operation-specific sequence (see sections 5.4.3.2, 5.4.3.3, 5.4.3.4, 5.4.3.5, 5.4.3.6, 5.4.3.7).
For each command, the eUICC generates and stores Notifications for all configured Notification Receivers for the command.
The eUICC informs the LPA that the RPM procedure is complete and if appropriate the response information.
The LPA informs the SM-DP+ that the RPM procedure is complete and if appropriate the response information.
All pending Notifications on the eUICC are delivered.
[bookmark: _Toc433374246][bookmark: _Ref450808507][bookmark: _Ref450808511][bookmark: _Toc504031721][bookmark: _Toc504403563]RPM Operation: Enable Profile
The command “Enable Profile” results in an Enabled (active) Profile comparable to the insertion of a removable SIM card. Prior to execution of this command by the eUICC, a check is performed to ensure that no Profile from another Operator/Service Provider is currently enabled.	Comment by Author: The Operator is not unique here – several profiles from Service Providers using the same Operator may be present.
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Figure 32 : RPM Operation – Enable Profile
[bookmark: _Toc433374247][bookmark: _Ref450808513][bookmark: _Toc504031722][bookmark: _Toc504403564]RPM Operation: Disable Profile
The command “Disable Profile” results in a Disabled (inactive) Profile comparable to the removal of a removable SIM card.
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Figure 33 : RPM Operation – Disable Profile
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The command “Delete Profile” results in the deletion/removal of a Disabled Profile comparable to the destruction of a removable SIM card.
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Figure 34 : RPM Operation – Delete Profile
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The command "List Profile Information" returns a list of Profiles owned by the Operator/Service Provider including state and Profile Metadata to the Managing SM-DP+ that issued the command. This command does not require local End User confirmation.	Comment by Author: This needs to be clarified as the command when applied on ‘Operator’ may give a different result from when applied to ‘Service Provider’.
E.g. if you ask for profiles owned by SP A you may get one – if you ask for profiles owned by Telenor you may get 11...
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Figure 35 : RPM Operation – List Profile Information
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The command “unset Profile Policy Rule” results in the unsetting of a Profile Policy Rule from a Disabled or Enabled Profile. This command does not require a local End User confirmation.
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Figure 36 : RPM Operation – Unset Profile Policy Rule
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The command “contact PCMP” results in the initialisation for a connection to the PCMP server configured in the Enabled Profile. If an optional parameter DPI is provided in the RPM command and/or configured in the Enabled Profile, they will be attached during the connection to the PCMP to signify an expected connection to a Delegated PCMP.
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Figure 37 : RPM Operation – Contact PCMP
[bookmark: _Toc504031727][bookmark: _Toc504403569][bookmark: _Toc529278264]Remote eUICC Management
[bookmark: _Toc504031728][bookmark: _Toc504403570]Overview on ReM command retrieval
Retrieval of ReM commands shall be the same as that for RPM outlined in Section 5.4.1.
[bookmark: _Toc504031729][bookmark: _Toc504403571]Remote eUICC Management Requirements
	Req no.
	Description

	ReM1
	Remote eUICC Management SHALL only be permitted on an eUICC by a Managing SM-DP+.

	ReM2
	The eUICC SHALL only accept ReM operations from a Managing SM-DP+ named within a resident Profile. The Profile containing the requesting Managing SM-DP+ may be in an enabled or disabled state. This requirement SHALL not apply in the case of ‘Audit eUICC’ operation.  

	ReM3
	ReM SHALL support eUICC Management operation(s) ‘Audit eUICC’.

	ReM4
	The execution of ReM Operations SHALL be possible on any data connection to the Device.

	[bookmark: ReM7][bookmark: ReM5]ReM5
	There SHALL be a mechanism to audit the eUICC via a Managing SM-DP+. The following parameters SHALL be returned:
· eSVN
· Available eUICC memory
· eUICC category, version, vendor, OS version and certification status

	ReM6
	Configuration of the Polling Address used in RPM and defined in RPM11 SHALL apply.


Table 50 : Remote eUICC Management Requirements
[bookmark: _Toc504031730][bookmark: _Toc504403572]Remote eUICC Management Procedures (Informative)
[bookmark: _Toc504031731][bookmark: _Toc504403573]Common ReM Procedure – Command independent
The same procedure as defined under RPM in Section 5.4.3 SHALL also be applied to ReM.
[bookmark: _Toc504031732][bookmark: _Toc504403574]ReM Operation: Audit eUICC
The command ‘Audit eUICC’ results in a status Notification with information about the type of eUICC, free memory space on the eUICC etc. For the full list of parameters, refer to ReM5. This command does not require a local user confirmation.
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Figure 38 : ReM Operation – Audit eUICC
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This section describes a generic implementation. It should be regarded as an example only; specific implementation MAY be required to address specific security concerns.
Within the eUICC, the current functionality of the UICC is represented by a Profile. Just as with current UICCs, Profiles are the responsibility of the Operator and Profile production is performed upon their request and permission (if not produced by the Operators themselves).
The same Operator procedures as in the current UICCs SHALL apply. 	Comment by Author: This is misleading. The figure shows the Subscriber in contract with an Operator. This should be the Service Provider. Suggestion: delete the Subscriber and contract part from the figure as it is of no relevance to profile production. SEE NEW FIGURE PROPOSAL in pptx.
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Figure 39 : Profile Production Procedure

Profile Production consists of three steps:
Profile Description definition: The SM-DP+ creates and registers a Profile Description based on the Operational Profile Description.
Operator Credentials generation: The Operator asks the SM-DP+ to generate Operator Credentials that will be used in the next step. This procedure is OPTIONAL and will not be used if the Operator wants to generate the Operator Credentials during Protected Profile Package generation.
Protected Profile Package generation: The Profile Packages will be created, protected and stored. This step (batch type of operation or real time process) is only performed after an order with the respective Operator.
Contract conclusion and Link Profile: At the end of the contract conclusion, an Activation Code is delivered to the End User and the Profile MAY be allocated for this contract.
Note: The generation of the Bound Profile Package is part of the Profile download with Activation Code procedure in Section 5.2.2.
[bookmark: _Toc438636288][bookmark: _Toc504031741][bookmark: _Toc504403583]Profile Description Definition
The Profile Description definition MAY comprise of the following sequence:
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Figure 40 : Profile Description Procedure
Start Condition:
a. Contractual relationship between the Operator and the SM-DP+.

Procedure:
1. The Operator defines its different Profile types (identified by a [non-standardised] Profile Description ID) which contains the Network Access Application like USIM, file structure, data and applications, etc.
2. The SM-DP+ creates the Profile Descriptions based on the Operators input with the corresponding Profile Description ID.
3. The SM-DP+ confirms the Profile Description definition e.g. by sending the corresponding Profile Description ID.
Note: An Operator can define multiple Profile Descriptions with the SM-DP+

End Condition:
a. The Operator is able to order Protected Profile Packages based on Profile Description IDs.
[bookmark: _Toc504031742][bookmark: _Toc504403584]Operator Credentials Generation
This procedure allows the Operator to allocate a set of Operator Credentials on the SM-DP+ without associating them to a specific ProfileDescriptionID. 
Operator Credentials generation MAY comprise of the following sequence:
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Figure 41 : Operator Credentials Generation
Start Condition:
a. IMSI, ICCID and other resources have been allocated by the Operator.

Procedure:
The Operator provides the IMSI, ICCID, type of credential to be created (e.g. Milenage [11][12], TUAK [10] etc.) and other resources that MAY already be allocated to the SM-DP+. It asks the SM-DP+ to securely generate and store a set of Operator Credentials.
The SM-DP+ securely generates and stores a set of Operator Credentials based on the Operator’s input with the corresponding IMSI, ICCID and other resources provided.
The SM-DP+ confirms the generation of Operator Credentials and provides them to the Operator.
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The Protected Profile Package Generation MAY comprise of the following sequence:
This procedure MAY apply between the Profile Description definition, and the Contract conclusion and Link Profile, depending on whether the Protected Profile Package is created on demand or prepared in advance.

[image: C:\Users\CKwok\Desktop\MASTER SGP.21 UML diagrams\Protected Profile Package generation.png]
Figure 42 : Protected Profile Package Generation Procedure

Start Conditions:
a. Profile Description definition
Procedure:
1. The Operator orders the Protected Profile Package generation by providing the SM-DP+ with the Profile Description ID and some corresponding Operator input data (credentials e.g. ICCID, IMSI).The Operator input data required for Protected Profile Package generation (IMSI, ICCID, K/Ki, OTA Keys, PIN, PUK, etc.) is either created by the Operator (and provided to the SM-DP+) or by the SM-DP+ (and provided to the Operator). 
2. The SM-DP+ creates the Profile Packages.
3. The SM-DP+ creates the Protected Profile Packages.
4. The SM-DP+ stores the Protected Profile Packages (securely).
5. The SM-DP+ confirms the Protected Profile Package generation, and eventually sends the additional Operator input data created by the SM-DP+.
6. The Operator registers the Operator data in the Operator systems like HLR/AuC and BSS.

End Condition:
a. The ordered Protected Profile Packages are available at the SM-DP+. The Operator is able to activate these Subscriptions and a Profile download can be triggered upon binding to an EID.
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The Activation Code has to be provided to the End User in order to achieve the Profile download procedure. The contract conclusion and Link Profile procedure describes different scenarios to link a contract with the Activation Code process. The following options are described below:
· Activation Code with known EID: The EID is given by the Subscriber to the Operator Service Provider during the conclusion of the contract. 	Comment by Author: For consistency with definition.
· Activation Code with unknown EID: The EID is not given by the Subscriber to the Service Provider Operator during the conclusion of the contract. The EID is only provided to the SM-DP+ during the Profile download procedure and is given back from the SM-DP+ to the Service ProviderOperator.
· Activation Code with EID provided to the Operator: The EID is not immediately given by the Subscriber during the contract conclusion, but provided in step two to the Service ProviderOperator. 
The contract reference MAY be, but not necessarily, any Activation Code parameter (e.g. token), ICCID or the IMSI. 
In any case, the SM-DP+ SHALL be able to allocate and link a Profile to the corresponding eUICC during the Profile download procedure.
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Figure 43 [bookmark: _Ref456597913]: Activation Code with Known EID Procedure
Procedure:
Steps 1-11 in Figure 41: Contract conclusion with known EID
1. The Subscriber concludes a contract with the Operator Service Provider and provides the EID during this process.
2. to 5.     Alternatively ‘ICCID allocation by Operator prior to Profile download procedure’: The Operator allocates the Profile and sends the EID, IMSI and ICCID to the SM-DP+. The SM-DP+ links the different parameters and confirms this to the Operator.	Comment by Author: This may need to change – however the allocations of ICCID is often done by the Operator – but the Service Provider can do this as well.
6. to 10.   Alternatively ‘ICCID allocation by SM-DP+ prior to Profile download procedure’: The Operator sends the EID, the IMSI and the Profile Description ID to the SM-DP+. The SM-DP+ allocates an ICCID to a corresponding Profile, links the different parameters and confirms the allocated ICCID and the link to the Operator.
11. The Operator Service Provider confirms the contract conclusion to the Subscriber with the corresponding information (contract reference).
End Condition:
a. The Subscriber has concluded a contract and a valid Subscription with the Service ProviderOperator.
b. The SM-DP+ is informed about a future Profile download procedure request. 

[bookmark: _Toc438636292][bookmark: _Toc504031746][bookmark: _Toc504403588]Activation Code with Unknown EID
[image: ][image: C:\Users\CKwok\MASTER SGP.21 UML diagrams\Activation Code with Unknown EID Procedure new.png]	Comment by Author: See comment for fig 43
Figure 44 [bookmark: _Ref447276783]: Activation Code with Unknown EID Procedure
Procedure:
Steps 1-6 in Figure 42: Contract conclusion without EID
1. The Subscriber concludes a contract with the Service Provider Operator without knowledge of the target eUICC (EID).
2. Alternatively ‘ICCID allocation by Operator’: The Operator allocates the Profile (ICCID) 	Comment by Author: See comment for B.1.4.1 procedure
3. to 5.   Alternatively ‘ICCID allocation by SM-DP+’: The Operator sends the Profile template (ID) to the SM-DP+. The SM-DP+ allocates a corresponding Profile (ICCID) and sends the allocated ICCID to the Operator.
6. to 7.   Alternatively ‘On-demand ICCID allocation by SM-DP+’: The operator sends the Profile templates (IDs) allowed for this Activation Code. When the LPA starts the Profile download process, the SM-DP+ will allocate the ICCID of the most convenient Profile ID type for the Device and eUICC features.
8. The Service Provider Operator confirms the contract conclusion to the Subscriber with the corresponding information (contract reference).
End Condition:
a. The Subscriber has concluded a contract and a valid Subscription with the Service ProviderOperator.
b. The SM-DP+ is informed about a future Profile download procedure request. 
A.1.1.1 [bookmark: _Toc438636293][bookmark: _Toc504031747][bookmark: _Toc504403589]Activation Code with EID Provided to the OperatorService Provider
[image: ][image: C:\Users\CKwok\Desktop\MASTER SGP.21 UML diagrams\Activation code with EID provided to the Operator in 2nd step.png]	Comment by Author: Same comment as for fig 43,44.
Figure 45 [bookmark: _Ref447276697]: Activation Code with EID Provided to the OperatorService Provider
Procedure:
Steps 1-11 in Figure 43: Activation Code with EID provided to the OperatorService Provider
1. The Subscriber concludes a contract with the Service Provider Operator without knowledge of the target eUICC (EID).
2. Alternatively ‘ICCID allocation by Operator’: The Operator allocates the Profile (ICCID) 	Comment by Author: Same comment as for ICCID allocation above.
3. to 5.     Alternatively ‘ICCID allocation by SM-DP+’: The Operator sends the Profile template (ID) to the SM-DP+. The SM-DP+ allocates a corresponding Profile (ICCID) and sends the allocated ICCID to the Operator.
6. The Service Provider Operator confirms the contract conclusion to the Subscriber with the corresponding information (contract reference).
7. After the Subscriber has chosen the Device/eUICC, the EID is provided together with the contract reference to the Service ProviderOperator.
8. to 10.   The Operator requests the linking of the eUICC (EID) and Profile (ICCID) by the SM-DP+. The SM-DP+ links the EID and the ICCID and confirms this to the Operator.
11. The Service Provider Operator confirms the linking of the EID to the corresponding contract to the Subscriber.
End Condition:
a. The Subscriber has concluded a contract and a valid Subscription with the Service ProviderOperator.
b. The SM-DP+ is informed about a future Profile download procedure request. 
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This section describes a process which might be used to prepare a Profile with dynamic interaction between the SM-DP+ and the Operator through the ES2+ interface. This function could be used by the SM-DP+ for activation decisions when conditions are required from the Operator side.
The dynamic interaction is described in the following procedure:
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Figure 46 : Profile preparation with dynamic interaction between the SM-DP+ and the operator
Procedure:

1. The Operator initialises an activation reference or request for its creation by the SM-DP+, called MatchingID. This MatchingID may be optionally linked to a specific EID and associated in addition to a Confirmation Code (CC).
2. The SM-DP+ acknowledges the generate order, and may send back a MatchingID if not provided by the Operator during the initialisation phase.
3. The Service Provider Operator is able to generate an Activation Code associated to the MatchingID, and communicate it to the End User with in addition a Confirmation Code if desired.
4. At some point of time, the End User requests the installation of a Profile based on the Activation Code and eventually the Confirmation Code received from the Service ProviderOperator.
5. Handle order Notification is used by the SM-DP+ for activation decisions when conditions can’t be taken by the SM-DP+. EID, TAC, IMEI (if available), Eligibility Check Information and MatchingID are transferred to the Operator and Service Provider.
6. The Operator is able to select a particular ICCID and/or a Profile type, sent back to the SM-DP+ through a DownloadOrder. Additional information elements may be exchanged between the Operator and the SM-DP+ through the DownloadOrder.
7. The SM-DP+ may respond with information elements to the Operator and Service Provider.
8. The SM-DP+ selects the adequate Profile.
9. The Operator confirms the download order by calling the ConfirmOrder function of the SM-DP+ with its relevant input data. MatchingID and ICCID are provided back to the SM-DP+.
10. After the Operator performs a relevant operation on its back-end (e.g. provisioning of HLR), the releaseProfile function is used to release the Profile in order to allow the End User to start the download and installation procedure.
11. The SM-DP+ initialises the download of the Profile.
12. to 15.    Different Notifications to the Operator and Service Provider of the progress of a pending Profile   download process may be provided at several points.
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This annex provides an example diagram for the implementation of Local Profile Management Operations and describes how the different Confirmation Levels MAY be applied.
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Figure 47 : Example Flow for Device & LPA Authenticated Confirmation Access PIN Setup / Settings
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The following table provides eUICCs categories defined for eSIM products.
	Role no.
	Description

	CAT1
	Basic eUICCs SHALL be compliant with at least the following features:
· Memory size available when no Profiles are installed (EEPROM): 64kB
· ISO interface PPS 96
· BIP over HTTPS features

	CAT2
	[bookmark: _Toc504031762][bookmark: _Toc504403604]Medium eUICCs SHALL be compliant with at least the following features:
· Memory size available when no Profiles are installed (EEPROM): 384kB
· ISO interface PPS 97
· BIP over HTTPS features 
· Processor >= 25MHz
· Crypto processor >= 100MHz
· Memory Protection Unit

	CAT3
	Contactless eUICCs SHALL be compliant with at least the following features:
· Memory size available when no Profiles are installed (EEPROM): 1024kB
· ISO interface PPS 97
· BIP over HTTPS features 
· Processor >= 25MHz
· Crypto processor >= 100MHz
· Memory Protection Unit


Table 51 : eUICC Categories
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Figure 48 : LPA Settings
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Figure 49 : Certificate Exchange
[bookmark: _Toc504031782]Security Model
The Security Model defines the trust relationships between all the active components of the eUICC ecosystem with an LPA in the Device.
The figure below shows only the end-to-end logical links where cryptographic keys and sensitive data are sent. The different links define the end-to-end trust relationship between entities. We distinguish a hierarchy of seven trust links with link 1 being the most significant and link 7 being the least significant. 
If trust link 1 is broken, all trust links will be broken as a result. If trust link 2 is broken, trust link 1 remains intact however all other Trusted Links are compromised or broken. 
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Figure 50 : Trusted Link with LPA in the Device
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Figure 51 : Trusted Link with LPA in the eUICC
	Trust link 
	Description
	Interfaces involved
	Possible compromises
	Impact of loss of trust link

	TL1
	Trust introduced onto the eUICC by the issuing EUM to enable future remote management and authorisation by the SM-DP+ and possibly the EUM: eUICC keys (EUM & CI keyset eUICC Certificates).
	Out of scope
	The CI public key, the EUM’s Certificate,
the EUM’s keyset,
the eUICC keys, the OS, and the Security Domains.

	The trust of the entire security model is breached and all eUICCs issued under the model cannot be trusted.

	TL2
	Trust placed in the CI’s verification of the EUM, SM-DP+, and the resulting Certificate issuance.
	Out of scope
	The EUM and SM-DP+ Certificates.
	Loss of Operator trust on the EUM and SM-DP+ 

	TL3
	Trust placed in the activities for eUICC eligibility and remote attestation from the ISD-R on the target eUICC to the Operator via the SM-DP+.

Provides eUICC Certificate, EID, reference to its certification and EUM to the Operator and SM-DP+.
	ES2+
ES8+
	The eUICC Certificate or eligibility check failure.
	Loss of Operator trust on the eUICC and/or SM-DP+.

	TL4
	Trust placed in the activities for Profile data transfer from the Operator via the SM-DP+ to the ISD-R on the target eUICC.

Protects the Profile and associated credentials and keys (NAAs, OTA keys, ISD-R access, ISD-P SD creation …) with only the Operator, SM-DP+ and the eUICC.
	ES2+
ES8+
	SM-DP+ Certificate
eUICC Certificate or eligibility check failure.
	Loss of Operator trust on the SM-DP+ and/or eUICC.

	TL5
	Trust placed in the information exchange between the Operator and the SM-DP+ for Link Profile requests.
	ES2+
	SM-DP+ Certificate
	Operator loss of trust on SM-DP+.

	TL6
	Trust placed in the mechanisms provided by the LPA: Local Profile Management, Local Profile Management Operations
	ESeu
	LPA security
	eUICC loss of trust on LPA.

	TL7
	Trust placed in the TLS session
	ES9+
	LPA security or SM-DP+ security.
	SM-DP+ loss of trust on LPA (in the Device or the eUICC) or LPA loss of trust on the SM-DP+.


	TL8
	Trust in the discovery process
	ES11
	LDS security or SM-DS security.
	LDS loss of trust on the SM-DS and vice versa.

	TL9
	Trust in the discovery process
	ES11
	eUICC security or SM-DS security.
	SM-DS loss of trust on the eUICC and vice versa.

	TL10
	Trust in the UI
	ESeu
	Device security
	Loss of trust on the Device


Table 52 : Trusted Link Descriptions

	Compromised element
	Impacted Links
	Description
	Impact of loss of trust
	Countermeasures

	eUICC
	TL1, TL3, TL4, TL9, TL10
	The eUICC keys and EUM’s Keyset. 

	The eUICC can no longer be trusted.
MNO and SM-DP+ loss of trust on eUICC.
	Revoke the Certificate of the eUICC.


	CI
	TL2
	The EUM, SM-DS, and SM-DP+ Certificates.
	Loss of Operator trust in the EUM, SM-DS and SM-DP+.
	Repair/Replace CI. Generate new CI Certificate and new Certificate for the EUM, SM-DS and SM-DP+ following the SAS process.

Remote repair of already issued eUICCs: new CI public key.

	EUM
	TL1, TL2
	Loss of SAS certification.
	Loss of trust from the Operator and SM-DP+ on the EUM and its eUICCs.
	New SAS for the EUM. Remote repair of already issued eUICCs: new EUM Certificate, new eUICC Certificate.

	SM-DP+
	TL3, TL4, TL5, TL7, TL8
	Loss of SAS certification.
	Loss of trust from the Operator, LPA, SM-DS and eUICC on the SM-DP+.
	New SAS for the SM-DP+. New SM-DP+ Certificate. 

	SM-DS
	TL8
	Loss of SAS certification.
	Loss of trust from the Operator, LPA, SM-DP+ and eUICC on the SM-DS.
	New SAS for the SM-DS. New SM-DS Certificate.

	LPA
	TL6, TL7, TL8
	LPA security failure.
	Loss of trust from the SM-DP+, SM-DS and eUICC on the LPA.
	LPA repair by the Device Manufacturer. 

	Device
	TL11
	Device security failure
	Loss of trust in the Device UI
	LUI in the eUICC self-protected with User Intent capture mechanisms (i.e. Captcha Code)


Table 53 : Impact of Compromising Trusted Links and Countermeasures
The signer is responsible for the revocation of the Certificates it has signed. This section describes how the new Certificates are pushed to concerned entities according to the security model.
SM-DP+ trusts the CI
EUM trusts the CI
eUICC trusts the EUM and the CI
	Req no.
	Description

	CERT1
	The new SM-DP+ Public Key Certificate(s) SHALL be issued to the SM-DP+ by a GSMA CI upon achievement of the GSMA SAS or CI repair.

	CERT2
	The new SM-DS Public Key Certificate(s) SHALL be issued to the SM-DS by a GSMA CI upon achievement of the GSMA SAS or CI repair.

	CERT3
	The new EUM Certificate(s) SHALL be issued to the EUM by a GSMA CI upon achievement of the GSMA SAS or CI repair.

	CERT4
	The EUM Certificate(s) SHALL be loaded securely to the eUICC by the EUM 
Note: See details in section 4.1.1.1. 

	CERT5
	The CI Certificate(s) SHALL be loaded securely to the eUICC by the EUM 
Note: See details in section 4.1.1.1.

	CERT6
	Certificates SHALL be revocable.

	CERT7
	Neither the End User nor any other party SHALL be able to prevent Certificate revocation.

	CERT8
	The End User SHALL NOT be allowed to use Remote SIM Provisioning functions with revoked Certificates.

	CERT9
	The Public Key Certificate of the SM-DP+ SHALL be revoked if required (e.g. loses or subsequently fails to achieve the GSMA Remote SIM Provisioning certification requirements. Refer to ‘SGP.14 Section 5.9.1 Circumstances for Revocation [26]’ for details).

	CERT10
	The Public Key Certificate of the SM-DS SHALL be revoked if required (e.g. loses or subsequently fails to achieve the GSMA Remote SIM Provisioning certification requirements. Refer to ‘SGP.14 Section 5.9.1 Circumstances for Revocation [26]’ for details).

	CERT11
	The Public Key Certificate of the EUM SHALL be revoked if required (e.g. loses or subsequently fails to achieve the GSMA Remote SIM Provisioning certification requirements. Refer to ‘SGP.14 Section 5.9.1 Circumstances for Revocation [26]’ for details).


Table 54 : Certificate Requirements
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The LPA and its interfaces with the eUICC SHALL be protected using industry best security practices.
For cases where the LPA is in the Device, the LPA integrity SHALL be guided by the following Device classes:
	Device class
	Description
	Example of Devices

	Advanced
	Devices with an open operating system where mechanisms such as secure boot and platform signing of applications are available and used to protect the LPA.
	Smartphones, Tablets, Laptops, Advanced Wearables

	Basic
	Devices without possibility to install applications. The attack surface of the LPA is minimal due to the locked down nature of these Devices. Simple mechanisms to ensure that the LPA is not compromised SHALL be taken.
	Connected sensors, Simple Wearables, Single use case Devices


Table 55 : Device Classes














[bookmark: _Ref454541805][bookmark: _Toc504031784][bookmark: _Toc504403625][bookmark: _Toc504403829][bookmark: _Toc504404446][bookmark: _Ref507761174][bookmark: _Toc529278504][bookmark: _Toc438636294]Rules Authorisation Table (Normative)
Annex H reflects the RAT table configuration(s) that SHALL be configured in an embedded UICC.
The RAT entries shown in Table 68 SHALL be provisioned in all eUICCs: 
	Policy Rule
	Applicable Profile Owner(s)
	Authenticated User Confirmation required for download & installation

	POL RULE1
	All
	YES

	POL RULE2
	All
	YES


Table 56 [bookmark: Table69]: Mandatory RAT entries for eUICCs
The Device Manufacturers MAY also add other entries to the RAT table.
The RAT MAY contain one or more entries before the mandatory entries to reflect agreement between some Operators and Device Manufacturers as needed for Devices supplied to specific Operators. Each entry describes an exception to the need to obtain Authenticated User Confirmation. Such exception entry SHALL only apply to a set of specified Operators. The format for such entries is shown in Table 69.  
	Policy Rule
	Applicable Profile Owner(s)
	Authenticated User Confirmation required for download & installation

	POL RULEx
	(MNO1, MNO2,…MNOn)
	NO


Table 57 : Additional RAT table entries
The possible combinations of optional entries and the expected behaviour for Profiles owned by a given Operator in eUICCs permitting POL RULE4 is shown in Table 70.
	Optional Entry in RAT for Operator “A”
(1 = Optional entry indicates that Authenticated User Confirmation AUC NOT required)
	Expected behaviour 
(For Profiles from Operator “A”)

	POL RULE1
	POL RULE2
	POL RULE4
	

	0
	0
	0
	AUC is required always when a PPR is set

	0
	1
	0
	AUC is NOT required when:
· POLRULE 2 is set
AUC is required when:
· POL RULE1 is set
· POL RULE1 & POL RULE4 are set
· POL RULE2 & POL RULE4 are set
· POL RULE1 & POL RULE2 are set
· POL RULE1 & POL RULE2 & POL RULE4 are set

	1
	0
	0
	AUC is NOT required when:
· POL RULE1 is set
AUC is required when:
· POL RULE2 is set
· POL RULE1 & POL RULE4 are set
· POL RULE2 & POL RULE4 are set
· POL RULE1 & POL RULE2 are set
· POL RULE1 & POL RULE2 & POL RULE4 are set

	1
	1
	0
	AUC is NOT required when:
· POL RULE1 is set
· POL RULE2 is set
· POL RULE1 & POL RULE2 are set
AUC is required when:
· POL RULE1 & POL RULE4 are set
· POL RULE2 & POL RULE4 are set
· POL RULE1 & POL RULE2 & POL RULE4 are set

	0
	0
	1
	AUC is required when:
· POL RULE1 is set
· POL RULE2 is set
· POL RULE1 & POL RULE2 are set
· POL RULE1 & POL RULE4 are set
· POL RULE2 & POL RULE4 are set
· POL RULE1, POL RULE2 & POL RULE4 are set

	0
	1
	1
	AUC is NOT required when:
· POL RULE2 is set
· POL RULE2 & POL RULE4 are set
AUC is required when:
· POL RULE1 is set
· POL RULE1 & POL RULE4 are set
· POL RULE1 & POL RULE2 are set
· POL RULE1 & POL RULE2 & POL RULE4 are set

	1
	0
	1
	AUC is NOT required when:
· POL RULE1 is set
· POL RULE1 & POL RULE4 are set
AUC is required when:
· POL RULE2 is set
· POL RULE2 & POL RULE4 are set
· POL RULE1 & POL RULE2 are set
· POL RULE1 & POL RULE2 & POL RULE4 are set

	1
	1
	1
	AUC is NOT required when:
· POL RULE1 is set
· POL RULE2 is set
· POL RULE1 & POL RULE4 are set
· POL RULE2 & POL RULE4 are set
· POL RULE1 & POL RULE2 are set
· POL RULE1 & POL RULE2 & POL RULE4 are set


Table 58 : AUC Configuration for POL RULE1, POL RULE2, and POL RULE4

[bookmark: _Toc504031785][bookmark: _Toc504403626][bookmark: _Toc504403830][bookmark: _Toc504404447][bookmark: _Toc529278505]LPA Invocation of the Provisioning Profile Example Flow (Informative)
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Figure 52 : LPA Invocation of the Provisioning Profile Example Flow
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