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[…]
J.5 Security Functional Requirements
	Requirement
	Description

	IESFR01
	The Integrated TRE SHALL contain a Remote Memory Protection Function (RMPF) to protect software and data to be stored in remote memory, outside the TRE.

	IESFR02
	The RMPF SHALL reside in the Integrated TRE.

	IESFR03
	The RMPF SHALL ensure the following security properties: (1) confidentiality (2) integrity and (3) replay-protection.

	IESFR04
	The RMPF SHALL use keys that are either:
· derived from a secret TRE-unique seed(s), or;
· randomly generated within the Integrated TRE 

	IESFR05
	TRE-unique seed(s) used by RMPF SHALL be generated using a certified random number generator as required by BSI-CC-PP-0084 [83].

	IESFR06
	TRE-unique seed(s) used by the RMPF SHALL be generated inside the TRE.

	IESFR07
	The entropy of the TRE-unique seed(s) used by the RMPF SHALL be at least 256 bits.

	IESFR08
	Randomly generated keys used by the RMPF shall be at least 256 bits. 

	IESFR09
	The key derivation mechanism used by the RMPF SHALL be compliant with NIST SP 800-108 [84] and SHALL use:
· a block cipher with security strength equivalent to or greater than AES-256, or
· a hash function with security strength equivalent to or greater than SHA-256,

	IESFR10
	The keys used by the RMPF SHALL be protected by the TRE. 

	IESFR11
	Seed(s) used by the RMPF SHALL be restricted to the RMPF.

	Confidentiality Requirements

	IESFR12
	The RMPF SHALL provide confidentiality based on encryption using a cipher with security strength equivalent to, or greater than AES-256 and using a suitable mode of operation approved by NIST in NIST SP 800-175B [88] or recommended by BSI in BSI TR-02102-1 [85] or recommended by ANSSI RGS v2 B1 [86].

	Integrity and Authenticity

	IESFR13
	The RMPF SHALL use a cryptographic integrity mechanism with security strength equivalent to, or greater than SHA-256.

	IESFR14
	The RMPF SHALL provide authentication using a MAC of at least 128 bits based 	Comment by COUREAU Laurent TGI/OLN: Orange : the MAC size should be precised in order to ensure no bad implementation may lead to a security breach
· on a block cipher using a cipher with security strength equivalent to or greater than AES-256, or
· on a hash function with security strength equivalent to or greater than SHA-256,
and using a mode of operation approved by NIST in NIST SP 800-175B [88] or recommended by BSI in BSI TR-02102-1 [85] or recommended by ANSSI RGS v2 B1 [86].

	IESFR15
	IESFR11 and IESFR21 MAY also be provided in combination by an authenticated encryption mode fulfilling both requirements.	Comment by COUREAU Laurent TGI/OLN: Orange : References are probably not correct; is it IESFR12 and IESFR14?

	Replay protection

	IESFR16
	The RMPF SHALL detect any replay attack on the Integrated TRE.

	IESFR17
	The Integrated eUICC SHALL be resistant to replay attacks on the data stored in remote memory.

	IESFR17bis	Comment by COUREAU Laurent TGI/OLN: Orange : propose this additional requirement to ensure a tampered remote memory does not send back an existing data (so valid) which does not correspond to the TRE request
	The Integrated eUICC SHALL be able to verify that the data received from the remote memory is indeed the one it has requested

	IESFR18
	The RMPF SHALL NOT process data if it is unable to detect a replay attack.

	Test Interface

	IESFR19
	The Integrated eUICC Test Interface SHALL NOT affect the security requirements defined in this annex.

	IESFR20
	The Integrated eUICC Test Interface SHALL be compatible with commonly used interfaces for smartcard testing.
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