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Key Discussions Points 
· Do not want to change the status quo – by changing customer default resolver. The default resolvers should not end up. Ok with using TLS or DNS. Not against this but this is in conflict and involves active decision making of the customers.
· Encryption of the SNI causes more or less same impact which is caused by DNS traffic. Legal obligations with filtered traffic. It should be possible to be able to continue filtering exercise.
· By choosing a browser vendor the customer made an active choice. It will be difficult to convince browser vendors to enable or disable default settings. Either the configuration can be smoothened or customer can have a different choice. There is no way we can convince browser vendors to change browser choices.
· This might be more of a legal or a regulatory enforcement rather than a technical resolution. Browser vendors might be right in providing a choice to customers but this may or may not be supported by local regulations.
· Troubleshooting will be an issue and this may not improve the quality of experience of the customer. Without view of the data packets/ headers need to investigate all solution details QUIC + DNS Encryption + TLS + SNI field encryption… Local domain names of the SP will need to be available in order to resolve locally but DoH resolvers stationed at other places or VPN gateway might make it harder to identify the location/ troubleshoot the root cause.
· Regulatory obligations should be met by regulatory bodies by making them understand the shift in technology.
· All browsing goes to a single database sometimes over cloud. So the server has more complete view of your online activity compared to DNS.
· RFC does not prohibit DoH client to send back cookies. All it says it should not send cookies. In what circumstances will you send the cookie back to the server and when this happens it’s a breach. DoH is better for privacy if you are sure your client does not send back the cookies to the server. 
· Performance issues were discussed. If we are successful in DoT this may involve investment in new DNS servers for speed and performance. 
· Operators are not trying to stop technological advancement however attempt is to transition in a reasonable way with enough awareness and choices for the end user.

Some Solutions
1) Propose Alternatives with an 
a. DoH preference hints by Google: HTTP header from client to server provides information hint on DoH server preferences. Dan providing a proposal for opt out as options (No DoH server) to the settings in addition to URL. 
b. Apple is investigating not doing DoH in Safari: This kind of support can be added to OS rather than the browsers which can remove some of the power in the argument if OS could support DoT. Any application doing different than OS. Least disruptive model. Gives OS end to end encryption to the resolvers. It’s a discussion for the OEMs rather than IETF and this will put forward least impact and puts the onus back on MNOs. This is default.

2) Regulatory bodies (Inform and make them understand the technological shift)
a. End to end messaging encryption was changed to SMS providers not the MNOs. Similar approach can be made by writing a paper which explains the issues.
b. Filtering discussion implies the solution needs to be good enough providing user choices. An opt-out can be a good enough solution. Accidental stumbling on such information is not good but any deliberate circumvention of the protection mechanism must be tackled.
c. This is about default behaviour rather than finding a solution.
d. European Commission could go to Mozilla and suggest all ISPs are under EU GDPR regulations therefore DoH should not be implemented for EU.




Key Actions
· Write a paper to articulate:
· problem (s) 
· Issues
· Impacts
· Resolutions
· Technical alternatives
· Regulatory alternatives
· Recommendations
· Engage with IETF and key Players (Google, Apple, Microsoft etc.) and find alternatives within the IETF and other Internet bodies for set-up/ framework.
· Communicate technological shifts and related regulatory impacts and drive home need for adapting the regulatory obligations accordingly



Comments from Emile Stephan, Orange

The paper can comprise of:-


Intro: techno shift

UC
1. GPRD
1. Filtering 
1. Local domain, Enterprise domain (orange): aka Resolver that additionally acts as authoritative on a subset of domains
1. CDN (from nokia),
1. MEC (from Hutchinson),
1. My 2 piastres :
And IoT ?

impacts
1. impacts on OAM duration
1. impacts on interdomain OAM complexity
1. privacy: DoH allows HTTP cookies
1. DoT Performance impact vs legacy DNS servers
1. My 2 piastres:
And Push DNS ?

Pieces of solutions
1. Can Capport WG works help to direct the client to ISP DoSth ? 
1. One use case for Captive Portal in 5G World might be the advertisement of “DoH hints” by the 5G network when device connects to the network.

IMO, DNS encryption if the tree that hides the forest : We may keep together eSNI, DNS encryption  and PL +delay measurement in QUIC


				
	GSM Association
	Page 3 of 3

	Confidential Information



image1.jpeg




image2.jpeg
GSMA





