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[bookmark: _Toc16070946]Overview
With the initial release of the GSMA publication on operator blockchain business opportunities, an interesting set of use cases was discussed and defined. The intention if this document is to explore if the use of blockchain technology is indeed crucial/beneficial in the context of these use cases and if yes: which technology is best suited for the job?
We decided to chart some of the most interesting blockchain properties of various industry leaders and discuss those in the context of the most promising use cases to date. This also gave us the opportunity to explore these use cases in depth and figure out if they are indeed a match for blockchain technology. Not just from a technical point of view, but also if it makes business sense to venture down this path. While blockchain system provide interesting features, using them and building them in a consortium setting can be a daunting task, which is why we considered if the benefits actually outweigh the downsides.
While an interesting journey with many learnings, some metrics turned out to be non-differentiating and didn’t really weigh-in on our decision to move forward with a specific use case. Others, like permissioned networks vs un-permissioned networks were so different in nature that comparing them on specific metrics wasn’t very fruitful. It was more useful to figure out if a certain use case, now or in the future, would benefit from being deployed in the public space and whether the different networks, now or in the future, would provide a migration path or interoperability with different networks.
5G as a use case group was discussed and while very interesting, further discussion was postponed until more clarity exists about the specific problems that could be solved and the different opportunities that can be created by applying DLT technology.
While this document serves as a reference for future discussions and use case selection remains an ongoing process, a number of use cases stand out and have been nominated for POC selection, a process that will start if enough interest is gathered from GSMA participants.
[bookmark: _Toc16070947]Scope
The scope of this document is limited to operator focussed business cases that are either linked to existing problems, opportunities for cost savings or inter-operator efficiency. While some 5G use cases are included, a complete exploration of this domain would quickly take up a large part of the document.
Other use cases exist that have less focus on operator business models, or explore functionality not currently considered as ‘telco operator domain’. In an attempt to focus the discussion and to place it in a known framework, these types of use cases are not part of this document’s focus.
On the blockchain technology side, a spectrum of technologies has been taking into consideration, providing a representation of best of breed technology available today.

[bookmark: _Toc16070948]Definitions
	Term
	Description

	Auditable
	Blockchain technology enables auditing the entire gamut of transactions carried out within a period under observation, thereby foregoing the need for sample based substantiation. This extensive coverage will make impacted processes more auditable.

	Blockchain
	Blockchain is a distributed ledger that records transactions in a verifiable and
permanent way using a chain of cryptographically linked ‘blocks’ containing batched transactions; generally all data is broadcast to all participants in the network.

	Distributed
	All workloads are processed by nodes in the network.

	Distributed ledger
	Distributed database that assumes the possible presence of malicious users (nodes).

	Decentralised
	There is no central authority governing the processes.

	Hash function
	A one way function that takes arbitrary data as input and creates a hash string as output. It’s infeasible to derive the input data from the hash, but it’s easy to verify the hash if the input data is known.

	Immutable
	Once a valid transaction is included into a block, and the network has reached consensus about the new state of the blockchain, neither the transaction nor the block can be altered. Immutability is ensured by the hash function, binding successive blocks together, and by the consensus algorithm.

	Off-chain
	Process or transaction that is external to the distributed ledger.

	On-chain
	Process or transaction that takes place directly on the distributed ledger network.

	Permissioned
	Only selected parties can make changes to the distributed ledger.

	Permissionless
	Anyone can in theory, participate in the consensus process (in practice, however, often limited by resource requirements such as owning suitable hardware or cryptocurrency).

	Smart Contracts
	Blockchain technology enables Smart Contracts used for automated execution of pre-agreed contractual terms without the need of physical intermediaries or third parties.

	Tamper-Proof
	Resistance to tampering (intentional malfunction or sabotage) by either the normal users of a product, package, or system or others with access to it.

	Tokenisation
	Refers to the process of digitally representing an existing, off-chain asset on a distributed ledger.

	Transparent
	Each blockchain node or everyone with access to a node, can view all the blocks and transactions on the blockchain.



[bookmark: _Toc16070949]Abbreviations
[bookmark: _Toc16070950]References
[bookmark: _Toc468110810][bookmark: _Toc470166985][bookmark: _Toc16070951]Presenting Blockchain technology
Blockchain is a technology that allows individuals and companies to make instantaneous transactions on a network without any middlemen (like banks). Transactions executed on blockchain technology are completely secure, and, by function of blockchain technology, are kept as a record of what happened. Once a transaction becomes part of the blockchain based ledger, it becomes very difficult to revert that transaction.
When explaining blockchain, it’s important to know that blockchain technology is still emerging, which means it’s still being tested. Although the financial services industry in particular has embraced blockchain and some interesting concepts are already implemented, many different industries stand to benefit from blockchain and the telecommunications industry is certainly one of them.
Blockchains incorporate three main concepts: digital signatures, based on asymmetric[footnoteRef:2] cryptography, distributed ledger management and smart contracts . [2: ] 

Thanks to these mechanisms, blockchain offers several characteristics, which can be used to enhance existing or create entirely new applications. These are:

· Autonomous execution of processing logic, or "Trust with no middle man" - Network intelligence is shared and distributed across all members. Each member is involved in the decision making process to achieve consensus. Verification is performed as part of the processing logic of building the chain, and the logic is trusted by the community, with no middle man. In this context, smart contracts allow a radically new way of working (aka Decentralised Autonomous Organisations), enforcing a project's organisation and legal agreements. Smart contracts can be considered as software modules that run as part of the blockchain network, that share the same characteristics as the data that is managed by said network. This mean for instance that smart contract code can’t just be altered, changing the terms of the contract: they are immutable.
· Immutability - Once a data entry has been added to the blockchain, it cannot be altered or removed without it being noticed by other members. Therefore, blockchain allows the timestamping of assets representing rights / ownership, providing irrefutable proofs that are cryptographically secure.
· Redundancy across the community with resistance to single points of failure or censorship – The blockchain data structure is shared across a decentralised infrastructure with no single point of failure. As a result, the network is more resilient than centralised infrastructures. Typically, blockchain technology is censorship resistant, due to the decentralised nature of data storage, encryption and peer control across the network.
For a more extensive explanation of blockchain we like to refer to the GSMA document: Blockchain – Operator Opportunities, Version 1.0 from July 2018
[bookmark: _Toc16070952]Different types of DLT frameworks
Blockchain technology can take many forms, varying by consensus protocol, accessibility and security for instance. A key way of segmenting blockchain technologies and of identifying relevant ones to use for implementation, is to distinguish between Public Permissionless and Permissioned blockchain technology.
When evaluating opportunities and use cases it’s important to have an overview of the different technologies and their strengths and weaknesses at our disposal. The remainder of this chapter explores some key blockchain protocols and their main differentiating features.
A public blockchain protocol can often also be used to create a separate permissioned network (in the same way we can create an intranet alongside the public web). When referring to these technologies in this section, we are however referring to the public production network. 
Blockchain protocols targeted specifically at permissioned usage often have the added benefit that they can be tailored to specific needs.

3.1 Public Permisionless blockchain
Permissionless means that everybody that participates in the network has the same permissions, or rights. It also means that they are no restrictions to start participating on the network. 

Permisionless blockchain protocols have a low barrier of entry: starting up a node and connecting to peers on the network is all that is needed to actively participate. Nobody dictates participation, except maybe the blockchain protocol itself. In general, everybody has access to the same information. An easy way to describe public blockchain systems is as a database without owners. Examples of public blockchain systems are Bitcoin, Ethereum and Cardano.

There are many different public blockchain technologies out there, probably too many to discuss in depth. Therefore we focus on some prime technologies that are leading in their field. The following is a short list of features that stand out, but it’s by no means exhaustive.
1. Smart contract support
2. Transaction processing
3. Protocol maturity/security
4. Developer support & ecosystem development
5. Privacy support
6. Identity support
For the purpose of this section the above DLT properties have been explored and the protocols discussed in the section excel in one or more of these areas. Please note that this list is by no means exhaustive either, it’s just meant to be representative.

3.1.1 Ethereum
Ethereum was introduced in 2016 as an answer to the lacking advancements in the area of smart contract support on top of the Bitcoin protocol. Ethereum’s main focus is to act as a developer platform, where security is provided by the main chain and different functions can be developed as Dapps (distributed applications) on top of the main protocol layer. Ethereum is by far the most advanced in supporting Smart Contracts, as well as tools for developers. Specialized languages for writing smart contract applications exist and new, improved ones are under development. Of the different smart contract platforms, Ethereum was the first to launch a production network and is the most mature.
In the years after Ethereum’s introduction, it has attracted a lot of developers and we can see interesting projects and collaborations starting to happen.
Ethereum’s current transaction processing capabilities still leaves a lot to desire, but a scaling roadmap has been developed. Current estimate is that a big step towards scaling will have been made by 2020, with testnet releases coming in 2019.
After Ethereum’s release, a number of competing smart contract platforms have been introduced. Examples are NEO, EOS, Cardano and Ziliqua. The list is very long but most of them either sacrifice decentralization over performance/security and/or are very far behind Ethereum in terms of technology or ecosystem. This may very well change in the future, but currently Ethereum is leading the space in terms of innovation, adoption and growth of its developer ecosystem.
There are however other reasons to start looking at other platforms, for instance the support of more traditional programming languages (NEO, NEM) or advanced support for formal verification (Tezos). These will have to be evaluated on a per use-case bases, as the list of available options is growing by the day.

3.1.2 Monero and ZCASH
There’s a special class of blockchain protocols that focus specifically on privacy. Privacy in the context of blockchain systems means that transactions, even though they are processed by open permissionless protocols, can still be private.
In most blockchain protocols, everything is transparent, everybody has the same information. This is generally a good thing, but there’s also a great number of use cases that can benefit from the ability to obscure certain transactions from the public eye. This is actually very hard to do in blockchain systems, because nodes need to be able to verify transactions in a block, but not everything can be revealed. Commonly this is resolved using Zero-Knowledge proofs. This is an entire class of mathematical magic that allows one party to proof something without actually revealing the data. An example to make this more tangible: let’s say Bob claims to have solved the travelling salesman problem, finding the fastest route always. If Alice keeps sending Bob problems and he finds the fastest route every time, Alice will have reason to believe that he in fact has solved the problem, without him actually revealing the solution.
The blockchain privacy feature will become very relevant if companies that are working on private solutions start collaborating with other companies over public, secure blockchain systems, benefiting from their security while functioning as an independent third party, without revealing anything to the rest of the world.
ZCash and Monero are two key players that market their platforms with privacy features. Ethereum is collaborating with ZCash to support this as well, but private transactions require a lot of computational power, making them expensive to process on the public Ethereum chain.
Other privacy oriented protocols, like ViaCoin exist, but are currently much less mature and secure than the ones already mentioned.

3.1.3 Bitcoin
Bitcoin is one the best known blockchain protocols. It’s been around for 10 years, has massive support and a large and secure network of nodes. It’s expected scaling will come with the lightning network and solutions like Rootstock provide a better Smart Contract/Dapp experience than the low-level script functions of Bitcoin itself.
That being said, as a platform to develop applications, better/faster options are currently available. In situations where stability, security and bitcoin’s maturity outweigh other requirements, this has to be considered.

3.1.4 Sovrin
The Sovrin foundation is doing a lot of work to define and build a new private-by-design, self-sovereign identity system. It’s a using a so called permissioned public ledger. While all Sovrin clients have read and certain write access to the blockchain, the role of maintaining the blockchain is reserved for nodes, which can only be added with permission.
Sovrin’s focus is solely on Identity. It is used to keep track of decentralized identities (DID) and credentials that are issued to DID’s. Sovrin is based on an open source code base that’s under control of the Linux Foundation and has gained a lot of traction over the past year, which will most likely pick up in the coming year.
Much of the work in going into standardizing how SSI’s work and interact. Different projects are cooperating on this standardization, which is leading to a system of interoperable implementations for SSI’s and credential exchanges. Universal resolvers are being build that can take any DID and perform authentication and authorization functions. Among others, projects on Bitcoin (Btcr) and Ethereum (Uport) support this, as well as other dedicated identity platforms like Veres One.
There are two main things to consider here:
1. Purpose build identity ledgers have more flexibility and focus to support specific identity functions. They are also likely to develop at a faster pace.
2. A project like Uport that’s building a DID based identity system for Ethereum could provide easier on-chain integrations for distributed applications running on the platform.

3.1.5 Cosmos and Polkadot
As more blockchain projects are launching their mainnet (production network), the question of interoperability becomes more important. To put it very simple, it’s currently not possible to send someone ether and receive bitcoin without an intermediary like an exchange.
Bridge protocols are trying to fill this gap. The two projects that look the most promising are Polkadot and Cosmos, of which the latter just launched in the beginning of 2019 and Polkadot’s launch is slated for the end of the year.
3.2 Private Permissioned
Permissioned means that authorization is required to perform certain functions on the network. In many cases, these users (human or systems) may have specific privileges granted by a consortium of custodians. For example, individuals or entities may or may not be allowed to trigger execution of smart contracts. Permissioned blockchain systems serve a different purpose when compared to public blockchain systems. They are mostly used in a more closed setting, where for instance a number of companies collaborate in a supply chain, providing read and write access to a select group of participants. A permissioned blockchain is best compared to a database with multiple owners. In general, write access is reserved for a select few, while read access might still be open. Examples of permissioned blockchain systems are Hyperledger, Multichain and the EEA version of the Ethereum protocol. Permissioned blockchain technologies are frequently the preferred technology for Business-to-Business applications. This includes certain use cases where private consumers are engaging in transactions in the context of closed user groups with defined membership. Some of the Leading Permissioned blockchain technologies (non-exhaustive list) are detailed below.

3.2.1 Hyperledger
Hyperledger is a non-profit foundation supporting development and deployment of several different technologies, some of which are actual blockchains (Fabric, Sawtooth) and others are tools or supporting frameworks. Fabric, and to a lesser extent Sawtooth, are attracting enterprise users for potential B2B use cases due to specific capabilities, including Channels and powerful smart contract capabilities.

The Hyperledger consortium (https://www.hyperledger.org/) is an open source collaborative effort created to advance cross-industry blockchain technologies. It is a global collaboration, hosted by The Linux Foundation, including leaders in finance, banking, Internet of Things, supply chains, manufacturing and Technology. At least one communications company is member of the Hyperledger organization, as are several suppliers to the communications industry.

The Hyperledger consortium currently (per August 2019) supports a total of 14 projects. This includes 4 blockchain protocols (Fabric and Sawtooth being two distinct, different generalist protocols, Iroha and Indy being use-case focused), as well as several tools for administration of blockchain networks (Cello,Caliper, Explorer), and some development tools (Composer, Burrow, Grid, Quilt, Ursa).


3.2.2 XRP
A permissioned blockchain designed to connect banks and payment providers world-wide to send and receive money globally. XRP is controlled by Ripple, a company providing a suite of products to facilitate inter-bank settlements. 

3.2.3 Quorum
An Ethereum-based blockchain technology, designed to enhance security and confidentiality for enterprise use cases that go beyond Ethereum’s approach. Given it’s source, Quorum activities have traditionally focused on the financial sector, however, the technology may also be useful in other areas.

3.2.4 Corda
A technology originally developed and propagated by R3, now with an open source version. Corda has a clear focus on the settlement of complex finance sector transactions. Corda tries to integrate complex transactions rules and documents into the blockchain. A large number of banks, insurers, and regulators are getting involved in the Corda community.

3.2.5 [bookmark: _Toc536522887]Interledger
Interledger protocol (https://github.com/interledger ) is a transaction routing protocol promoted by Ripple. It is designed to transfer payment through connectors across multiple ledgers.  A connector has an account in each ledger it is directly connected to. A transaction is subdivided in 3 tasks prepare, commit and rollback. The version 4 of ILP implements them in two phases: a Prepare followed by a Fulfill or a Reject.

[bookmark: _Toc536522888]3.2.6	Stellar
Stellar Consensus Protocol (https://www.stellar.org/papers/stellar-consensus-protocol.pdf) is an independent Byzantine agreement protocol promoted by the MIT to create customized consensus.
3.3 Permissioned and Permission-less Distinction Impacts
Deciding between permissioned and permissionless technology has far reaching implications. These span from the amount of control that can be exerted over the network in terms of operation and security, but also has an impact on how the solution is perceived by others. 

· Data visibility: anybody who can access the blockchain typically can see the ledger, hence the alternate term Distributed Ledger. Thus, in a permission-less blockchain, the data (which may include company-confidential data) is visible to everybody unless the blockchain technology being used allows for at least partial encryption. Nonetheless, nobody can really control where the ledger is stored. While the risk also exists for permissioned blockchains, there is an inherent security in the fact that only a defined group of people or systems may access the blockchain in the first place.
· Protection from abuse: Any blockchain is potentially open to abuse, so measures need to be taken to prevent abuse. This is particularly important for permissionless blockchains since they are theoretically open to anyone. For example, there are strict rules limiting the number of Bitcoin blocks that can be generated, to prevent hyperinflation (debasing of the currency or needless creation of blocks to earn the rewards). Ethereum, the first blockchain technology to introduce smart contracts, requires a cryptocurrency to be paid in order to execute smart contracts (paying for infrastructure, and preventing lock-up of the blockchain through erroneous or malevolent code). These measures introduce additional computational and resource requirements. In the case of permissioned blockchains, the members can restrict access to known and trusted partners, and it is much easier to validate and agree on jointly acceptable code for the smart contracts. Thus, less computational power is generally needed to ensure safe operation of the blockchain, lowering cost, but also increasing the number of transactions per second a given blockchain can process.
· Degree of specialization: the group of users intending to use a permissioned blockchain have a great degree of liberty in defining what the blockchain is to be used for, and then developing and implementing it to suit that purpose. However, permissionless blockchains often are designed to be more limited in specialization –either fulfilling exactly one purpose (for example Bitcoin for the exchange of value), or being so generic that many different processes are executed on it (thus posing data and confidentiality challenges).
· Speed: given that, typically, less computational effort is required to ensure the validity and completeness of transactions on a permissioned blockchain, the number of transactions that can be processed in a given time period can be significantly higher. The actual number of transactions a given blockchain can handle will depend on many variables including complexity of smart contracts, hardware availability, size of a transaction, number of users, etc.. However, while it is generally assumed that Bitcoin can handle 7 transactions per second worldwide, most of the permissioned blockchain technologies promise bandwidths of up to several hundred transactions per second. Note that there are specific permissionless blockchain technologies designed to maximize the number of transactions per second that can be handled. For example, IOTA specifically tries to address low latency requirements and power constraints in the IoT domain, however, does not support some other features of permissioned technologies.
· Reach: the advantage of permissionless blockchains, if properly designed, is that they are inherently quite resistant to misuse. While this typically comes at the price of increased computational resource requirements and lower transaction bandwidth, it does permit opening of the blockchain to much larger communities of potential users.
· Collaboration: permissionless blockchains are open networks and subject to network effects. This means that solutions build on the platform can benefit from each other in multiple ways, like onboarding of users, hardening of the network security and layering of solutions by utilizing other developments on the platform.




[bookmark: _Toc16070953]Specific capabilities of DLT frameworks
As with centralized database systems, DLT’s share a lot of properties but are also diverse because different approaches are being deployed in an attempt to solve the blockchain trilemma as best as possible. This trilemma states that of the three desired traits, scalability, decentralization and security, only two can be achieved. As the purpose of this document is to explore impact of these the trait-offs on various use-cases, it makes sense to explore the most important properties here.
[bookmark: _Toc16070954]Consensus models
Blockchain networks consist of set of independent nodes that can achieve a common state by agreeing on the most likely truth. The underlying problem is most commonly referred to as the Byzantine General’s problem’’, which is faced by any distributed computer network. In the context of blockchain systems, this problems states that messages send between nodes can’t simply be trusted because we can’t rely on everybody being honest. The network has to come to some kind of consensus on who is being honest and who isn’t and be very resilient against bad actors. There are four main consensus models, Byzantine fault tolerance, Proof of work, Proof of stake and Hybrid PoW/PoS.
[bookmark: _Toc16070955]Delegated Byzantine fault-tolerance
Reaching consensus is a limiting factor in achieving scalability. It simply takes time. EOS and NEO use a system called Delegated byzantine Fault Tolerance to offset this problem. It has some similarities to PoW systems, but the main difference is that trust is delegated to a few selected nodes. It’s considered centralized because a lot of power is put in the hands of these selected node operators, moving away from ‘simply’ trusting the mathematical algorithm to maintain a truthful state, by re-introducing the trusted third party to do this for you. It favors scalability over decentralization.
dBFT begs the question if it will work as generalized infrastructure. For instance, an operator run solution will have to trust a set number of actors outside the industry to secure the network, where it would be more desirable to have an industry-led consortium running industry targeted solutions, which can be accomplished using any of the other blockchain technologies.
[bookmark: _Toc16070956]Proof of work
In a proof of work (PoW) consensus process, participants (nodes) are rewarded as they solve complex, mathematical puzzles in order to validate transactions and generate new blocks through a process called mining. Bitcoin and Ethereum are the largest networks using it, but are being critiqued because centralization is occurring because of unfair access to (specialized) hardware and cheap energy needed to operate mining nodes.
[bookmark: _Toc16070957]Proof of stake
Proof of stake systems enable blockchains to operate without the remarkably high hardware and electricity costs associated with mining while also reducing the risk of centralization. In such a system, “a blockchain appends and agrees on new blocks through a process where anyone who holds coins inside of the system can participate, and the influence an agent has is proportional to the number of coins… it holds. (Buterin and Griffith, 2017)
To offset the problems with PoW and provide a better base for approaching the blockchain trilemma, some chains are using or transitioning (Ethereum) to POS. Some networks are already operating using this model but the biggest test of it’s viability will be the transition of the Ethereum network in 2020/2021.
51% Attacks, where a single entity effectively controls the network by controlling the majority of the nodes still exist in POS, as accumulating 51% of the wealth used for staking the network effectively achieves the same thing. Barriers of entry to participate are no longer bound to owning expensive hardware, but to owning a large enough stake of the networks native currency/coin.
[bookmark: _Toc16070958]Hybrid PoW/PoS
They are networks that use a combination of PoW and PoS to mitigate the downsides of PoW as well as PoS. Decred is an example of such a network. It’s basically a two layered approach where some blocks are created by mining nodes, followed by a voting round of PoS nodes to confirm the validity of the block. As none of the networks discussed in this document use this approach, further discussion is considered out-of-scope.
[bookmark: _Toc16070959]Transaction speed (read & write)
Transaction speed describes the amount of traffic/transactions a network can handle, a metric often benchmarked against processing capabilities of Visa/Mastercard. Still one of the biggest blockchain hurdles to date, because no system as of yet has solved this without introducing potentially dismissive properties into the system. Important to understand is that reading data from a blockchain node is very similar the reading from a traditional database node, so the here focus is mostly on the process of writing to the chain.
Many solutions, both L1 (native to the protocol) and L2 (build on top of the protocol) are being developed/researched and there is confidence in the industry that public blockchain systems will achieve scalability in the foreseeable future. L1, or layer 1 solutions are targeted at improving the base transaction processing capability of the network, where L2 solutions (like Raiden, Lightning plasma or Liquidity), provide massive transaction capability by offloading some of the work to chain independent solutions. Microsoft’s recently introduced ION network for Self-sovereign Identity solutions is a great example of this.
For permissioned systems other rules apply and scalability isn’t that big of a problem. However, use cases that can be run in a permissioned setting are limited and perhaps more importantly, the synergy that can be achieved with other open blockchain applications (which is very desirable) is limited as well.
We shouldn’t put too much weight on the current limited transaction capacity of public networks and focus only on permissioned systems. While the latter only subject to these limitations in a lesser degree, in the long run the benefits of running public solutions and being able to connect to and build upon existing application building blocks might outweigh the current downsides of public systems. We should also take into regards that work is being done in interconnecting blockchain networks that achieve scalability by delegating work to seperate blockchain systems while communicating and securing aggregated state on a ‘centralized’ network. Cosmos and Polkadot are two next generation solutions building on this model. Ethereum is also seeing great examples of solutions that enable private networks to communicate and align securely and privately through the public network, like the recently introduced ‘Nightfall’ solution by E&Y.
[bookmark: _Toc16070960]Incentives to participate in the ecosystem
Well designed blockchain systems create a mutually beneficial environment where all parties are incentivized to participate. Looking at Ethereum or Bitcoin for instance, where miners are rewarded to secure the network, developers are incentivized to write lean code, business models exist for the enterprise to provide access to the network and users benefit from low costs to globally transfer and securely store value.
At the application layer, rewards and fees are instrumental to attract the necessary third parties to join the network and start exploring new business models. A good example of this are Self Sovereign identity solutions like Sovrin, where incentive structures are in place to start digitizing the process of credential issuance.
We’ll have a quick look at blockchain incentive structures and participation fees.
[bookmark: _Toc16070961]Rewards
Rewards are the most common incentive to actively participate in a blockchain system. Some systems have higher barriers to start earning these rewards, while others allow everyone to spin up a node and start operating. Especially PoW and PoS are interesting in this regard, while dBFT based chains require a lot more effort.
The important take-away here is that rewards systems need to be in place to insure a systems future and to avoid the risk of it being abandoned or become insecure. The infrastructure is out of your control, so that should be considered a risk where the general reward system serves as risk mitigation. With permissioned systems a consortium has more control over this, but in a public system it’s good to evaluate the circumstances under which the technology might fail.
[bookmark: _Toc16070962]Licensing fee’s
Licensing fees apply mainly to permissioned systems where other benefits like support, hosting and specialized features are provided in return. Dependency is similar to current outside vendor models, but in some cases this might just be a good idea.
[bookmark: _Toc16070963]Usage of tokens
Because of the ICO hype of 2017, mainly led by Ethereum, tokens have gotten a bit of a bad reputation. Question have arisen if utility tokens actually have a function or if they are complicating things.
The impact of this in regards to this study is minimal. Tokenization is extremely useful for digitizing and tracking assets. Since 2017, new token models have appeared in the form of Security Tokens (representing ownership instead of utility) and Non-fungible tokens (NFT’s) where not every token is the same but individually trackable. An example of the latter is for instance an art token, where the token would have a different value depending on the piece of art it represents.
All these forms of tokens have their place and are a very desirable feature. Digitizing a specific phonenumber as an NFT, providing a utility token for network usage or using Security tokens to secure ownership of cell towers are illustrations of different token applications.
Any blockchain that is considered a smart contract platform is able to provide token functionality. The tools provided in the ecosystem and the regulatory advancements it made to give these tokens legal status is an important indicator of the platform’s strength.
[bookmark: _Toc16070964]Level of maturity and usage in the industry
Maturity is mostly dictated by age. As this is new technology, the time the system operated without incident is the key indicator of how secure it’s considered to be. Security is actually defined in terms of hashrate, number of nodes, issuance etc, but these are always snapshots. We have to consider security in the long run. Bitcoin, by far, is the most secure in that regard, but since the emergence of many more large networks in over the last couple of years, many have proven resilient. In terms of issuance, Ethereum currently has the highest reward structure and therefore the highest incentive for miners to start securing the network, lowering chances of 51% attacks that we have seen occur in smaller networks over the past years.
[bookmark: _Toc16070965]Smart contracts
Discussed earlier, token capabilities are very desirable and are enabled by providing smart contract capabilities. Smart contracts are what allows a blockchain network to call itself a platform: it provides basic functionality, through smart contracts, to create and deploy a variety of applications on a single network of nodes.
A prime benefit of multiple smart contracts running on the same platform is their interoperability: smart contracts can talk to each other and benefit from the functionality the provide. There are some things to consider:
· Design patterns for administration and maintenance of deployed smart contracts. First time right is often hard to achieve.
· Cost involved with publishing the smart contract solutions to the network
· Technical skill that is needed and tools available to support smart contract development
· Formal verification of smart contracts, where it can be mathematically proven that the smart contract code will behave in a certain way, which is crucial if we are trying to manage the risk of developing decentralized solutions.
Many different solutions out there provide smart contract functionality in various degrees. Ethereum is very mature in this regard, providing many tools and working on different specialized languages for smart contracts, initially created because of Bitcoin’s limited capabilities in this area.
Bitcoin itself isn’t very developer friendly, but third party solutions like Rootstock try to address this problem.
More approaches exist. NEO has a very low barrier of entry by supporting multiple traditional languages like C#, opening up the world of smart contract development to many developers. Keep in mind however that developing smart contracts is very different from developing traditional software, which is why teams have developed specialized languages in the first place.
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[bookmark: _Toc16070966]Comparison of distributed ledger frameworks
DLT frameworks can be compared by their distinctive features in implementing the characteristics as described in chapter 4. A set of non-functional features are added to further describe the specific core values of each framework. This list is not meant to be exhaustive but intented to provide a general overview.  (*Proof of authority)
	[bookmark: _Hlk3196766]Supports

Blockchain Fabrics
	Permissioned/
un-permissioned
	Incentive to participate in securing the blockchain ecosystem
	licensing fee to make use of the blockchain ecosystem
	Usage fee
	Consensus model
	TPS (write)
(TRX/sec))
	TPS (read)
(TRX/sec)
	Confirmation / Block time
	Uses tokens
(Financial)
	Supports private transactions
	Maturity of ecosystem. (number of users, market acceptance, developer team)
	Purpose
	Standardized & accepted
	Smart Contracts (programmable)

	Possible answer
	
	Yes/ no
	Yes/no
	Yes/No
	Pow/ pos etc
	> ###
	>###
	time
	Yes/ no
	Yes/ no
	Low/mid/high
	Yes/ no
	Yes/ no
	Yes/no

	Ethereum
	U
	Y
	N
	Public: Y
Private:N
	POW  POS
	20
	inf
	13s
	Y
	N
	High
	General
	Y
	Y

	Monero
	U
	Y
	N
	Y
	POW
	?
	Inf
	2m
	Y
	Y
	Mid
	Private payments
	Y
	N

	ZCASH
	U
	Y
	N
	Y
	POW
	23
	Inf
	2.5m
	Y
	Y
	Mid
	Private payments
	Y
	N

	Bitcoin
	U
	Y
	N
	Y
	POW
	7
	Inf
	10m
	Y
	Y
	High
	SOV/payments
	Y
	~Y

	Sovrin
	P
	Y
	N
	Yes and No
	na
	Inf
	Inf
	instant
	N
	N
	Mid
	Identity
	Y
	N

	Hyperledger
	P
	N
	N
	No
	na
	Inf
	Inf
	instant
	N
	Y
	High
	General permissioned
	Y
	Y

	Ripple
	U
	N
	N
	Yes
	POA*
	1500
	Inf
	4s
	Y
	N
	Mid
	Inter-bank payments
	Y
	N

	Quorum
	P
	N
	N
	No
	na
	Inf
	Inf
	instant
	N
	Y
	Low
	General permissioned
	
	Y

	Corda (R3)
	P
	N
	YES and No
	Public: Y
Private:N
	na
	inf
	Inf
	instant
	N
	N
	Mid
	Inter-bank payments
	
	?

	IOTA
	U
	Y
	N
	Y
	TANGLE
	?
	?
	Instant
	Y
	N
	Mid
	IOT
	Y
	Y







[bookmark: _Toc16070967][bookmark: _Toc468110822]Mobile operators use case mapping
[bookmark: _Toc16070968]Identified use cases
The first GSMA use case whitepaper describes a set of use cases that are potentially interesting for mobile operators. In this chapter we revisit those by looking at the role DLT could play and the technical requirements we would have to meet. 
[bookmark: _Toc16070969]Wholesale roaming, billing and charging for Mobile Operators Description of use case
Description of use case
Wholesale roaming billing and charging process is often termed as a classic use case for blockchain implementation in the mobile industry. The end-to-end process comprises of below sub-processes:
· Tariff Management
· Data Clearing
· Financial Clearing
· Payments
[image: ]
GSMA defines the commercial charging principles, contract templates and technical specifications for supporting the end to end process (Refer GSMA PRD BA.40 Roaming handbook for more details). The current process requires use of trust intermediaries like Data Clearing Houses, Financial Clearing Houses, and Roaming Hubs, also called Agents. These agents may conduct part or end to end process on behalf of their clients. Some mobile operators also referred to as connected operators conduct these activities in-house.

Business process issues and/or benefits of implementing DLT
Wholesale roaming is a necessary function of the mobile industry, but its operations are deemed expensive and cumbersome to administer. The current process pain points include resolution of disputes, manual sub-process overheads, fraud, cost overheads, delayed payment issues and high average settlement times. Distributed Ledger Technology-based solutions have the potential to resolve/ reduce the impact of these pain points and extend the derived benefits to operators and their customers.

High level technical requirements
[image: ]

DLT must reduce the impacts of the process pain points and suffice below high-level technical requirements:
· Develop a private permissioned blockchain for permission based access only for entities involved in the specific roaming relationship flow
· Improve contract management process for example by use of smart contracting and make the tariff and contractual obligations visible, transparent and easily accessible to all stakeholders in the end to end process.
· Reduce the end to end clearing and settlement times from an average of 45 days by further automating parts of or end to end process.
· Rethink the data clearing and settlement process and explore automated triggering of contractual obligations and clauses as a means to drive end to end process
· Identify the best fabric choice to support the end to end process and if not feasible propose a fabric choice for specific sub-process
· Define the governance framework to aid and support decision making

Governance
The current wholesale roaming governance framework in the roaming industry is largely led by the operator themselves with support from GSMA as the owner of the key specifications. GSMA convenes the industry for maintaining the current processes, defining any new processes and related specification work. The governance today in DLT terms remains off-chain however in order to support DLT implementation for this use case a hybrid model maybe used where both off-chain and on-chain governance is required. GSMA along with mobile operators need to study this further to identify the right governance infrastructure to best suit the requirements of the wholesale roaming business.

[bookmark: _Toc16070970]5G Technology and connectivity
Description of use case
5G technology implementation can potentially benefit from DLT to streamline processes. To realize the 5G promise of ubiquitous access across various networks, CSPs will need to handle heterogeneous access nodes and diverse access mechanisms. 
Selecting the fastest access node for every user or machine will be a central challenge in the future. Blockchain can be used for guaranteeing/incentivizing a mere number of nodes/servers to support faster path selection.
This also extends to agreements between access nodes through smart contracts and on-the-fly subscriber models.
Business process issues and/or benefits of implementing DLT
The exponential growth of devices connecting to varying types of network access points poses new challenges in terms of scale and service diversity for network operators. This will only be accelerated by 5G as a better, faster and more secure network will bring many opportunities for new services and business models. Completely centralized models pose a potential problem dealing with this growth as all connectivity is still handled by centralized nodes.

Operator controlled smart contract can help with these challenges by providing transparent and dynamic agreements between operators, customers and businesses, adjusting to current circumstances like location and network congestion. This will have a positive impact on OSS and BSS as many of these processed will be delegated to the edges of the network.

High level technical requirements
To support this, a DLT will have to support a number of functions, automatically ruling out single purpose blockchain systems. The heavy burden will be on Smart contract functionality and the tools available to these contracts managed and maintained by multiple parties in a permissioned setting. The amount of connectivity transactions the network will deal with suggest a two layer approach, where secure L2 solutions will have to be in place to offload the onchain transaction volume.
Furthermore, access nodes will probably have to become part of the network instead of relying on remote blockchain access through API or RPC calls. This suggests devices will need to be able to
· sync the network
· secure the network
· provide hardware security for protecting keys and node identity
Governance
Currently governance is implemented using plain old contracts that are set within the regulatory frameworks that apply to the Telco industry. Research into applying DLT for roaming agreements suggest that at this stage it’s not feasible for a completely on-chain governance model because of the diversity in business rules that are active between all participants globally. A hybrid model might apply in the form of Ricardian contracts, which are designed to be computer as well as human readable. This might be the solution for dealing with failing automated agreements or cases that smart contract aren’t setup to handle.
With DLT, the question of setting this up as a permissioned or public network has to be made early. In this case we would be well served by looking into a hybrid model where private and public agreements can be combined by connecting permissioned networks through public onchain privacy solutions.
[bookmark: _Toc16070971]Internet of Trusted Things
Description of use case
Despite recent growth of connected devices and networked services, the lack of shared architecture to interconnect distributed machines limits value and business model success. Distributed Ledger Technology’s (DLT) role as an enabler of the Internet of Things (IoT) lies in its ability to forge trust, not only at the product level, but across an ecosystem of untrusting constituents.

If developed for scale, DLT could offer IoT a level of interoperability, transparency, and security currently absent from today’s architectures, but essential to ecosystem-driven business models and autonomous products and services.

Business process issues and/or benefits of implementing DLT
IoT and DLT (or Blockchain) face common challenges and market dynamics. IoT is a more mature market, but remains highly fragmented. DLT PoCs and pilots, few at-scale implementations, lack of consensus in definition, architectures, etc. Scattered vendor landscapes.

Benefits of implementing DLT for use in IoT will come in waves:
· 2 – 5 years:
· for the agri & food industry transparency can be put into product integrity (e.g. food safety; second-hand markets);
· transparency can be put into product provenance, track and trace;
· increased visibility in product interactions (customer, partner, 3rd party, m2m) over product lifecycle;
· decreased fraud, tampering, counterfeit;
· reduced costs associated with reconciliation;
· monetization of data transparency;
· 5 – 10 years:
· IoT transactions will aggregate into personal wealth insights, enhance reputation and trust across peers and contribute to sharing economy concepts;
· self-sovereign personal data; decreased reliance on central authorities;
· cost efficiencies generated through shared processing, security improvements;
· new value constructs introduced across networks; self servicing autonomous machines that thrives the automation of IoT-driven maintenance;
· 10+ years
· on-demand p2p models will become an opportunity; people have access to trusted systems to buy, sell or rent out products and services from one another;
· new revenue opportunities via monetization of autonomous negotiating devices via Distributed Autonomous Organization (DAO) applications; data collected across participants; p2p transactions;

High level technical requirements
Requirements for DLT enabled IoT will consist of a variety of components:
· Hardware wallet based identity – without key management the only way to leverage trustworthy identities will involve hardware based security elements such as TEE or Secure Element;
· Marketplace / orderbook – to enable IoT devices in smart contract scenario’s where data will be used to trade and negotiate p2p services will require marketplace functionality that incorporates a form of orderbook to enable supply and demand interactions;
· Data ingestion platform – while data might be processed on the edge of the network on a logical level there need to be a management capability where business logic can be configured;
· Depending on the specific use case a proper DLT/Blockchain projects should be considered such as (but not limited to): Hyperledger Sawtooth, IOTA, VeChain, Grid+, Streamr, Ambrosus, FOAM;
Governance
Depending on the particular use case DLT for IoT can be used for b2b or b2c. In b2b scenario IoT devices act as workers for one or more companies (blockchain consortia) where liquidity is added to IoT data which can be traded similar to money. In b2c scenario there is an inverted way of monetizing IoT data. Consumers might sell environmental data that is generated from consumer IoT or companies.
[bookmark: _Toc16070972]Re-selling fixed-line access through Wi-Fi access
Description of use case
The main origin of the bandwidth covering the demand of Internet access is still coming from a fixed line Internet connection. In most cases extended with a WIFI access point or router to be able to get wireless access in house or in an open environment. The usual subscriptions for Internet, with the bandwidth and gigabytes available for personal use, are far more then actually being used.
In an open environment closed WIFI networks are limiting the use of their Internet connection by granting access to people that comply to the access rules set by the owner. This can be as an employer of a certain company but also someone visiting a restaurant which provides an access code when you are a guest.
Open WIFI networks are either for free or in many cases accessible through a WIFI hot-spot at a fee. Either using subscriptions, pay as you go or stored value models for payment.
 If you are a private person setting up a similar process to exploit your not-used fixed line Internet access is simply not feasible.
If there would be a process in place that makes it possible for private persons or businesses to sell left over bandwidth this would certainly trigger a business model where private persons would like to become an Internet Hotspot.
For a fixed line operator this would mean a disruption in their business model. Certainly in cases where the operator already is using part of the WIFI  internet bandwidth available at their subscribers access point for usage by their own customer base.
Business process issues and/or benefits of implementing DLT
The problem of becoming a private provider of Internet access for a fee is the relationship that needs to exist between the provider of the Internet Access and the person who consumes it. If a payment transaction has to take place either credentials have to be exchanged or a third party has to be involved. In the case of using blockchain a typical characteristic of blockchain can come in handy, namely the peer 2 peer principle that eliminates the use of a third party while keeping transactions private.
High level technical requirements
Technical requirements for a use case like this are the availability for a person to set up a connection to the access point for a fee, managed with a smart contract, where the payment is handled by the distributed p2p capabilities of blockchain and the usage of a token.
Governance
This is a fully open c2c model with no governance in place but with an disruptive potential for fixed line operators that are using their customer base to grand Internet access in the open environment.

[bookmark: _Toc16070973]Private virtual operator
Description of use case
Using device peer-to-peer technology and widely available communication protocols it’s possible to share an internet connection with others nearby. This envisioned on a mobile network would make it possible for consumers to share there not being used bandwidth with anyone in the neighborhood. Until now there was no way of rewarding consumers to share their bandwidth with others. This has changed since blockchain made it possible for consumers to set up a tariff plan for shared data. Through the use of an app and without even knowing the other party or the necessity a billing relationship consumers get paid using blockchain.
To some extent this revolution in bandwidth sharing will have impact on the revenues for operators. Left over bandwidth will be sold off to anyone who needs it without intervention of the operator. This will lead to less subscriptions but (probably) with higher data bundles.  People and business can act as a personal virtual operator. Also embedding the applicable software in OEM devices will bypass the traditional ISP and MNO’s.

Business process issues and/or benefits of implementing DLT
The problem of becoming a private provider of Internet access for a fee is the relationship that needs to exist between the provider of the Internet Access and the person who consumes it. If a payment transaction has to take place either credentials have to be exchanged or a third party has to be involved. In the case of using blockchain a typical characteristic of blockchain can come in handy, namely the peer 2 peer principle that eliminates the use of a third party while keeping transactions private.


High level technical requirements
Technical requirements for a use case like this are the availability for a person to set up a connection to the access point for a fee, managed with a smart contract, where the payment is handled by the distributed p2p capabilities of blockchain and the usage of a token.
Governance
[bookmark: _Toc470166992]This is a fully open c2c model with no governance in place but with a disruptive potential for fixed line operators that are using their customer base to grant Internet access in the open environment.
[bookmark: _Toc16070974][bookmark: _Toc468110824]Digital data and Identity
Description of use case
In the last decade, the collection of personal data has led to a steady decline in trust in centralized bodies such as government and large corporations such as banks and big tech companies. In the EU this led to the European Union mandating the General Data Protection Regulation (GDPR). Other laws and guidelines that touch similar issues include the EU’s Networks and Information Systems (known as the NIS Directive), internet-related laws, and international privacy and data protection regulations, such as the APEC Cross-border Privacy Rules, and the OECD Privacy Principles, as well as broader laws that protect consumers against the risks of misuse of customer data, corporate negligence and other criminal offences.

GDPR was fashioned for centralized methods of data collection, storage and processing.
DLT or Blockchain decentralizes these processes and therefore introduce ways of mitigating all well-known trust issues by eliminating the underlaying causes of those issues. This is in fact applicable to all use cases which include the use of digital personal data and/or digital personal identity. For EU based telco’s this directly creates opportunities, including (but not limited to):
· Personal Data Space – The combination of a Blockchain and off-chain storage to construct a personal data management platform based on Privacy-by-Default principle. It provides a new approach on how personal data for individuals can be protected while maintaining the authenticity and integrity. This in contrast to centralized storage platforms where privacy is exchanged for user experience.
· DIDs (Decentralized Identity) - DIDs provide a standard way for individuals and organizations to create permanent, globally unique, cryptographically verifiable identifiers entirely under the identity owner’s control. Unlike a domain name, IP address, or phone number, a DID is not rented from any service provider, and no one can take it away from whomever owns or controls the associated private key. DID’s closely follow the 10 principles of Self-Sovereign Identities (http://www.lifewithalacrity.com/2016/04/the-path-to-self-soverereign-identity.html)
[image: Blockchain for Identity: 6 Hot Projects]
Figure 1: Proof of ID use cases (source: https://auspostenterprise.com.au/content/dam/corp/ent-gov/documents/digital-identity-white-paper.pdf)
Business process issues and/or benefits of implementing DLT
Despite the fact that there are a huge number of studies suggesting feasible use cases, there are also critical stories about limitations or immaturity that need to be taken into account. As an example (but not limited to) discussions on the usage of Blockchain in regards of GDPR the European Union Blockchain Observatory and Forum identified some the tensions[footnoteRef:3] between the GDPR and blockchain: [3:  Source: https://www.eublockchainforum.eu/sites/default/files/reports/20181016_report_gdpr.pdf] 

· The identification and obligations of data controllers and processors
· The anonymisation of personal data
· The exercise of some data subject rights
Without going into details such tensions are translated into product features or roadmap developments in most of the Blockchain based Personal Identity and/or Data solutions already. The important note here is that there are paths for reconciliation between GDRP and DLT and/or Blockchain technology. As an example, most Self-Sovereign Identity projects implemented a scenario where personal data is not being stored on the blockchain/ledger at all. The answer is to never put any private data on the blockchain/ledger itself. Instead, put only pseudonymous identifiers (DIDs), pseudonymous public keys, and agent addresses. This enables the exchange of any private data to happen entirely off-chain/ledger.
High level technical requirements
Most DLT/Blockchain platform projects such as (but not limited to) Ethereum, Hyperledger, Stellar and others all supports use cases that are based on Digital personal data and/or Identity. Furthermore, there are also projects that focus primarily on implementing the concept of Privacy-by-Default in the realm of identity and data. Such projects in the identity space include (however not limited to): Sovrin, Civic, Uport, SelfKey, BlockAuth, Verified.Me, Pillar Project, Veres One, BlockVerify, Evernym, Guardtime’s BLT, ExistenceID, KYC-Chain, OIX, ShoCard, UniquID.
Projects that focus on personal data include (but not limited to): Datawallet, DataCoup, Citizin Me, PikcioChain, Datum, Ocean Protocol, etc.

Depending on the specific use case a proper DLT/Blockchain project should be considered although some projects are advancing more in terms of adoption and integration within the already existing ecosystems such as Sovrin, Blockstream and Evernym. Important indicator here is the alignment of those projects with the W3C international community through the development of a new web standard for identity, the DID[footnoteRef:4] (Decentralized Identifiers) specification. [4:  More information on the DID specification: https://w3c-ccg.github.io/did-spec/ ] 


Governance
Depending on the particular use case within the spectrum of digital personal data identity, there can be many forms of business models. In regards to digital identity there might be revenue models such as (but not limited to): premium claims, identity transaction fees, access-as-a-service cloud subscriptions, etc. Those models can be utilized within the areas of visitor management, physical and digital access management, KYC & due diligence, compliance-as-a-service, phone-as-a-token, etc. Whether this translates to b2c, c2b, b2b or b2b2c marketing constructions is highly depending on the segments where it will be used for.
For personal data similar business models apply. Leveraging digital identity, individuals can be enabled to proof ownership of particular data that might be required to engage a transaction or consume a service. Personal data is handled differently from identity credentials and can be used for other scenario’s. Such scenario’s include: value from personal data, premium data, trustful data sharing, etc. In the end, credentials and personal data should be considered on a risk spectrum and appropriate measures to safeguard the data should be taken.

[bookmark: _Toc16070975]IOT and data security
IOT is a bit of debatable topic when it comes to DLT applications: on the positive side we are seeing a move towards autonomous self governing IOT networks and devices, which could be very well supported by an impartial system that records everything that happens in that network or device. On top of that, ‘bringing compute to the edge of the network’ as a solution to scalability issues that arise with billions of IOT devices is a good match for smart contracts. On the downside we see the resources that these blockchain networks are using and the incompatibility with a large group of IOT devices that are designed to work with as little resources as possible. Many use cases for DLT, like supply chain, can be assisted by IOT solutions, but IOT security as a use case describes a solution for an inherent problem with IOT networks.
Description of the use case
IOT devices or networks are usually light weight and oftentimes live outside of the constraints of strict IT security policy, introducing insecure endpoints that can become a risk. This is currently an issue, but might become even more of an issue as IOT grows as an integral part of various business processes. We have to be sure we can trust the device, trust it’s data and that the devices integrity isn’t compromised. DLT can help provide autonomy and identity to IOT systems, while connecting them to an impartial ledger for auditing purposes. Furthermore, devices in a network should cooperate and reach consensus over contributions and integrity of individual IOT nodes, enabling such a network to ensure it’s own integrity. This also requires some hardware-hardening, to make sure IOT devices can’t be physically compromised to steal cryptographic material.
Business process issues and/or benefits of implementing DLT
The benefits of having a DLT connecting and securing IOT networks are numerous. Besides the audit trail it can independently record for monitoring, compliance and audit purposes, it also provides a way for IOT devices to interconnect across owners, exchange value and help secure each other. Taking this outside of the realm of specific business owners also makes this an interesting use case for providers of IOT networks. 
High level technical requirements
The sheer volume of IOT devices would suggest a large transaction capacity, so the network should be able to process a high volume of transactions while using as little resources as possible. IOT devices could use remote API’s that are exposed by actual nodes, but it’s much better to have the devices be actual nodes in the network. Smart contracts are also a must have, because the use cases are numerous.
Interesting enough this disqualifies many DLT systems, but that problem was recognized early on and platforms like IOTA have filled this gap by moving away from a block based system and adopting a different DLT approach, called DAG (directed acyclic graph).
[bookmark: _Toc470166993][bookmark: _Toc16070976]Commerce – International remittance
Description of use case
Many people that are working abroad without their family present are sending money home.  Especially in the unbanked countries doing this requires the service of a remittance service provider (e.g Western Union). The cost for sending and receiving money are very high. The increase of foreign workers and immigrants makes a viable business opportunity for operators who are willing to participate in the global transactions services. Many operators have therefor started remittance services using their customer relationship and existing networks.

Business process issues and/or benefits of implementing DLT
This however still is an expensive service due to the complexity that comes with a service like this, both legal and tax related. Also a network of agreements must be in place for accepting and giving out again the money involved. Using a P2P network based on blockchain the international remittance transactions are real-time, at low cost, and without any middle man. The relevant business model for the operator would be, instead of taking part in the transaction, providing the blockchain network, tokens and trust that make this international remittance possible. But also – contrary to the elimination of the middle man philosophies - receive fee’s for the transaction handling that are far less than the existing due to the more efficient IT processes.
High level technical requirements
Near real-time transaction processes have to be in place to provide a better service than the existing remittance providers are capable of. Due to legal and tax requirements immutability & auditability are also requirements that are foreseen where smart contracts could handle fee’s and relationships.
Governance
However p2p money exchange using crypto currency is possible and could also be applicable for international remittance for the sake of trust a permissioned blockchain delivered by the operator could benefit the users and compliancy requirements from governments.

[bookmark: _Toc16070977]Blockchain PKI for Authentication in Mobile Networks
Description of use case
PKI has been widely used on the Internet to support identification/authentication, integrity and confidentiality. In recent years, PKI has been leveraged in mobile networks, especially in device and eUICC management scenarios. However, there are many issues and concerns that have to be considered in the context of the entire certificate lifecycle. The most significant issues are certificate provisioning and trust establishment between multiple CAs. PKI systems constructed based on blockchain could increase the efficiency of certificate provision and decrease the cost of devices. Such systems could be used to support authentication services in mobile networks. It could also be used in TLS/DTLS/IPsec protocols. Since TLS/DTLS/IPsec will be widely used in 5G, blockchain PKI will apply to 5G networks.
Business process issues and/or benefits of implementing DLT
Many devices use authentication mechanisms using PKI technology. Take H(e)NB for example: A H(e)NB shall authenticate itself to the security gateway with a device certificate. Usually, the device certificate is provided by a CA trusted by the operator. However, the vendor may not have the capability to run a CA. Or, there is a vendor CA but it is not trusted by the operator. The vendor could enrol device certificates from a trusted third-party, but this increases the cost of the device. As a result, it happens that some devices are provisioned with no certificates in the manufacturer, and then the enrolment becomes much complex. Blockchain PKI enables the use self-signed certificates. Devices could generate certificates themselves without the need to enrol the certificate to CAs.
There are many root CAs. Due to geo-political situations, entities in different regions might trust different root CAs. A device may move from one region to another, due to roaming or other reasons. It is costly for devices supporting multiple CAs. However, using blockchain, multiple CAs could establish a decentralized PKI system to address this issue. Certificates issued by a CA in the system could be authenticated by other participants.
High level technical requirements
[image: ]
Figure X  Architecture of blockchain based PKI
Blockchain could establish trust among multiple participants. In blockchain based PKI, certificates and their status could be recorded in the ledger. The certificates could be recorded into the ledger only if they are validated and consensus has been reached by the decentralized participants. Trustworthiness of certificates relies on whether they are recorded in the ledger. Figure X shows the architecture of blockchain based PKI.
Certificate users could be a H(e)NB, a TLS/IPsec gateway, or an entity in RSP (Remote SIM Provisioning). Self-signed certificates can be used and generated by the user. The consensus mechanism would ensure the recorded certificate is trusted by all participants. It is possible to generate and install the device certificates on the manufacturer’s end, which may change the certificate enrolment procedure and achieve batch certificate enrolment.
Nodes in the system have to verify the new certificates and generate new ledgers. The nodes could be delegates of vendors, operators and service providers and they can also be held by CAs.
Relying party is an entity that relies on the data in a public-key certificate in making decisions. The relying party is responsible to check the validity of the Certificate by checking the Certificate status information.
If the nodes in the blockchain based PKI system are traditional CAs, then the certificates recorded in the ledger could be trusted by all the CAs in the system. So, blockchain is suitable for solving cross-CA trust among multiple CAs.
The certificate status is recorded in the ledger. Any entity with the capability to access the ledger could provide certificate status inquiry services. The traditional centralized CRL/OCSP service could be replaced by the decentralized certificate status inquiry service, and then the single point of failure of CRL/OCSP server could be avoided. Besides, some intranet devices could not access the Internet, and then both CRL and OCSP are impossible. An edge entity could be launched to access the Internet and provide certificate inquiry service. The intranet devices could use this edge entity to inquiry the certificate status.
Governance
Consortium blockchain with permission control could be used, so as to ensure only trusted nodes are capable of generating new blocks and record certificates onto the ledger. Authorized nodes such as vendors, operators, service providers could join or quit blockchain PKI system.

[bookmark: _Toc16070978][bookmark: _Hlk3196020]Network Function Virtualisation Resources Orchestration Use case
Description of use case
The goal of this use case is to protect the network resources and to prevent tampering of network resources records under the network function virtualisation (NFV) or other methodologies for network resources orchestration. 
In every network resource orchestration methodology, there are number of main entities responsible for dynamically creating, destroying, migrating, updating, terminating instances of a network resource, and mapping with the tenant occupied network resources, mobile network operator (MNO) occupied network resources and all the other available network resources. This dynamic creation, manipulation and auto-optimisation of resources creates an attacker haven for unauthorised or impersonated access of resources and resource records tampering.
Distributed ledger is one of the security mechanisms to resolve such issues. It keeps tracks of all transactions of network resources occupation and reinforces the network resources or API access authorisation records and compatible authentication mechanisms using a token based approach.
Business process issues and/or benefits of implementing DLT
Currently, there is no security mechanism within network orchestration for preventing network resources hijacking, network resources record tampering nor tracking the transactions of network resources manipulations. Firstly, a malicious tenant or an attacker could access an unauthorised network resource or create an unauthorised network resource and tamper with the network resources records.
High level technical requirements	
A hierarchical distributed ledger (consortium blockchain) applies to this use case, which can reduce the number of transactions of replication traffic flow within the blockchain network. In fact, a consortium blockchain could provide a minimum traffic flow and maximum effort for preventing the unauthorised access network resources and reinsuring no tampering the network resources records occurs. Also, we can keep track of all authorised network resources records. Figure X illustrates a basic consortium blockchain applied to NFV network resources orchestration.
[image: ]
[Figure X NFV: Main entities consortium blockchain for preventing tampering of network resources records].
Governance
This method could apply to any main entities for network resources orchestration.


[bookmark: _Toc16070979]Shared/Linked Database between different Industry Use cases
Description of use case
Nowadays it is necessary for mobile operators to get customers’ data and develop new businesses and services by using that data to ensure continuous growth. However, our customers’ data is separately held by various industries and companies. This ubiquity makes it difficult for mobile operators and partners to develop new businesses and services and to improve User Interface (UI) and User Experience (UX).
By constructing a framework/platform to share/use customers’ data/information among different industries/companies, mobile operators can create new business/services that enable new benefits for our customers and improve our customers’ convenience. Using Blockchain (DLT) for the framework/platform could benefit all parties involved.
A specific use of this “Shared/linked database between different industries” is for mobile operators, together with partners, to improve UX by supplying seamless services when a customer engages in a rental contract for a house/apartment with a real estate agent.
Business process issues and/or benefits of implementing DLT
1) Business process & issues/problems that exist
Simplified procedures and improved UI/UX by sharing and linking operator-owned contract data to other partner companies.
· Estate-Agent - issues: complicated procedure to lease real estate – When customers use rental-house services, they need to write and submit various documents many times for their identification to go to a private viewing and then to proceed with contract processes. After signing a contract, customers must submit the same kind of documents for life-infrastructure (for example water/gas/electricity).
· Mobile Operator - issues: difficulty keeping KYC-Information rigorous/ Offering: holding rigorous KYC-Information – Under request of the existing law, mobile operators must adhere to strict KYC-processes, requesting, validating and storing high-level/detailed customer information. However, mobile operators cannot secure the accuracy of customers' address after their first contract (for example, a few percent of postal mailings from mobile operators to the customers return due to unknown address).

By using this information for rental house service and related contracts, customers’ identification/ KYC process could be minimized, and customers could make seamless blanket contracts including real-estate lease and life-infrastructure. Nowadays mobile operators provide various life-design services such as electric/gas/bank/insurance, as well as mobile communication services.
2) Expected benefit of implementing blockchain technology
· Customer – Customers will not need to go to the Estate-Agent’s counter to apply for a private view in future. By simplifying procedures on identification and contracts, they can reduce stress on complex procedures and enjoy seamless rental-house services.
· Estate-Agent – Estate-Agents can increase the number of private viewers (i.e. potential customers) and provide sophisticated services by linking to services supplied by other industries/companies. In addition, they can decrease their workload related to private views and contracts.
· Mobile Operator – Mobile operators can update their customer information (e.g. address, family status) by feedback from the Estate-Agent after the customer’s relocation and keep KYC-information accurate. In addition, they can improve services or develop new services by linking to services supplied by other industries/companies.
High level technical requirements
1) Systemic issues
As each company brings its information/data for the consortium toward different industries/companies, the system is required to be fair/equal. Management of important/sensitive information requires “high-level fault tolerance”.
2) Blockchain solution
Blockchain’s distributed-system-based “anti-tamper” & “high-level security” features will be used. These features would let customers control the disclosure-range/scope of their information. This would be aligned with the trend of “strict individual information management” like GDPR (refer Fig XXX).


[image: ]
Figure XXX; Conceptual image of a consortium-based inter-enterprise information-sharing platform

Governance
This concrete use assumes B2B-use, and mobile operators will build a Blockchain-based system that enables participating companies to share and use contract-related/KYC information mutually with the real estate agent. The use case solution can be extended or modified for other industries with a similar problem.
In the future, a lot more companies from wider industries are supposed to join, and more data-liquidity would be realized.

(More information on a concrete application of this use case :  https://news.kddi.com/kddi/corporate/english/newsrelease/2019/03/19/3717.html )

[bookmark: _Toc16070980]

Use cases mapped on DLT project characteristics
	[bookmark: _Hlk3196482]Requires

Use case
	Preferred Permissioned/ un-permissioned
	Governance

	Need for Industry Collaboration and ecosystem formation
	Required TPS (write)
(TRX/sec))
	Block time
Speed needed
	Uses tokens
(Financial)
	Uses Self Sovereign ID
	Uses smart Contracts

	Answers
	Permissioned/ un-permissioned
	Public/ Private/ Consortium
	Yes/ no
	low/med/high
	low/med/high
	Yes/no
	Yes/no
	Yes/no

	Wholesale roaming & interconnect, billing and charging for Mobile Operators
	Permissioned
	Consortium
	Yes
	High
	low
	Yes with real time paying, No in case of billing events.
	Yes
	Yes

	5G Technology and connectivity
	Permissioned
	
	Yes
	High
	high
	No
	[bookmark: _GoBack]Unknown
	Yes

	Internet of trusted things
	Un-/Permissioned
	
	Yes
	Medium
	high
	No
	Yes
	No/Yes

	Re-selling fixed-line access through Wi-Fi access
	Permissioned
	
	No
	High
	High
	Yes
	No
	Yes

	Private virtual operator
	Un-permissioned
	
	No
	High
	High
	Yes
	No
	Yes

	Digital data and Identity
	Un-permissioned
	
	Yes
	Medium
	Medium
	No
	Yes
	Yes/No

	IOT security
	Permissioned
	
	Yes
	Low
	Medium
	No
	No
	No

	Supply Chain Management and Purchase to Pay processes
	Permissioned
	
	No
	Medium
	Low
	Yes
	Yes
	Unknown

	Commerce – International remittance
	Permissioned
	
	No
	Low
	High
	Yes
	Unknown
	No

	Blockchain PKI for Authentication in Mobile Networks

	Permissioned
	
	Yes
	Medium
	High
	No
	No
	Unknown

	Content & Data distribution
	Un-permissioned
	
	Yes
	High
	Mediuim
	No
	No
	Yes

	Network Function virtualization Resources Orchestration Use case
	Un-permissioned
	
	Yes
	Unknown
	Unknown
	No
	No
	Unknown

	Shard/Linked Database between Different Industries Use case
	Permissioned
	Consortium
	No
	Unknown
	Unknown
	No
	No
	Yes



[bookmark: _Toc16070981]Compare use case to blockchain fabrics
	Fit for use case

Use case
	Ethereum
	Monero
	ZCASH
	Bitcoin
	Sovrin
	Hyperledger
	Ripple
	Quorum
	Corda

	Answer; Yes/No/Maybe
	
	
	
	
	
	
	
	
	

	Wholesale roaming & interconnect, billing and charging for Mobile Operators
	Yes
	No
	No
	No
	No
	Yes
	Maybe
	Maybe
	Maybe

	5G Technology and connectivity
	Yes
	No
	No
	No
	No
	Yes
	no
	Maybe
	Maybe

	Internet of trusted things
	Yes
	No
	No
	No
	Yes
	Yes
	no
	Maybe
	Maybe

	Re-selling fixed-line access through Wi-Fi access
	Yes
	yes
	yes
	yes
	No
	no
	yes
	Maybe
	Maybe

	Private virtual operator
	Yes
	yes
	yes
	yes
	No
	no
	yes
	Maybe
	Maybe

	Digital data and Identity
	Yes
	No
	No
	yes
	Yes
	Yes
	no
	Maybe
	Maybe

	IOT security
	Yes
	No
	No
	No
	No
	Yes
	no
	Maybe
	Maybe

	Supply Chain Management and Purchase to Pay processes
	Yes
	yes
	yes
	yes
	No
	Yes
	yes
	Maybe
	Maybe

	Commerce – International remittance
	Yes
	yes
	yes
	yes
	No
	Yes
	yes
	Maybe
	Maybe

	Blockchain PKI for Authentication in Mobile Networks
	Yes
	No
	No
	No
	No
	Yes
	no
	Maybe
	Maybe

	Content & Data distribution
	Yes
	Maybe
	No
	No
	No
	Yes
	Maybe
	Maybe
	Maybe

	Network Function virtualization Resources Orchestration Use case
	Yes
	No
	No
	No
	No
	Yes
	Maybe
	Maybe
	Maybe

	Shared/Linked Database between Different Industries Use case
	No
	No
	No
	No
	No
	No
	No
	Maybe
	Maybe



[bookmark: _Toc16070982]
Telco operator blockchain use cases best fit top two
Below a short description of the most feasible cases at this point in time. Currently no 5G use cases are represented, but note that this might change going forward when we get a better grasp on the applicability of DLT in 5G networks or use cases.
[bookmark: _Toc16070983]Wholesale roaming and settlement
This use case has been examined by multiple operators and while some difficulties have been identified, it’s still considered a low hanging fruit. The ability to consider the various usages of other operators’ network as exchanges of value that can be settled in real-time appears to be well supported by various DLT systems and can be done in a permissioned setting (specifically because this a B2B use case), eliminating some of the risk involved. 
This would however require a further examination of the types of contracts that exist between operators. Another consideration is the benefit of such a system if we can’t get 100% participation, meaning regular Clearing and Settlement processes would have to be maintained for specific operator relationships. 
[bookmark: _Toc16070984]Identity and data
Identity is a known area of expertise for many operators. There are many ongoing efforts in regards to creating a standardized digital identity system that doesn’t rely on specific identity providers for its operation. While potentially disruptive for existing identity services, there is a lot of potential in this new system. Especially when the concept of decentralized identifiers is combined with verified credentials that will allow us to digitally share trustworthy data. 
Various DLT’s already support (part) of the W3C DID specification (https://w3c-ccg.github.io/did-spec/) and we are seeing a growth of interest and developments from large tech companies. But there remain many challenges in regards to user onboarding, issuing of verified data as well as protecting and restoring identities. Problems that need to be addressed by a consortium of companies that are trusted enough by retail and business customers alike to provide custodial identity services, a potential sweet spot for mobile operators.
[bookmark: _Toc16070985]5.4.3 Use cases that require Industry collaboration and / or ecosystem formation
For some of the use cases, the application of DLT will result into certain characteristics for which collaboration between several operators may be desirable. This would be the case if one or more of the following aspects apply:
· Public DLT cannot be used;
· Consortia who want to use DLT do not want to host it themselves;
· Standardization is required in the application layer;
When using public DLT, most consortia will be able to run into compliance issues, which means they will most likely switch to a private permissioned DLT solution. Private permissioned DLTs must be hosted by the consortia and / or individual consortia members themselves or by cloud service providers. The problem here is that many organizations do not want infrastructure themselves as they made the shift to cloud services in the past. 
With cloud service providers the problem is experienced that a DLT is only hosted by one cloud service provider and therefore a form of centralization is introduced and thereby a single point of failure. Another common problem is that cloud service providers are trapped in their own ecosystem and there may be a vendor lock-in. 
Furthermore, it can be difficult to get to standardization agreements within a consortia on how to use a DLT solution. Technology governance plays a major role in this. Who determines how and which data standards are used? Who determines when software needs to be updated. How do we use an Identity solution that is universal and not limited to only one ecosystem? 
An interesting idea here would be for operators to work together and to host private permissioned DLTs for consortia who want to use this. You then get two consortia: DLT hosting consortia and the DLT consumer consortia. In this way there is a grip on compliance, the DLT is hosted decentralized by the operators and operators can offer support to mitigate standardization issues, which is something that operators are very good at.
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