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	Problem Statement: What is the level of maturity (e.g., Technology Readiness Level - TRL) of Quantum Computing and Networking technologies and what are the potential impacts on the evolution of Telecommunications and ICT ? What are the main open challenges and roadblocks for exploitation? What are the business opportunities, and what is a realistic time horizon for implementation? Where will Quantum Computing and Networking disrupt and how can Telco Industry mitigate the risks and benefit from opportunities posed.
The Work Item will provide also an overview of ongoing experimental use-cases in order to identify a realistic roadmap of potential quantum services (e.g., security QKD, Quantum Cloud, Optimization Quantum Annealers, future Quantum Internet services, beyond-5G services, etc).
WI will produce one deliverable (see below).

	GSMA Industry Benefits
GSMA Industry benefits include: 1) quantification (e.g., in terms of a TRL) of the level of maturity of Quantum Computing and Networking and to forecast the potential impacts of quantum technology on Telecommunications and ICT; 2) a critical analysis of experimental use cases, in order to identify challenges, roadblocks, potential services, time-to-market and business opportunities; 3) recommendations for quantum services road-mapping and possible proposals for setting actions in standardization for quantum solutions.

	In Scope

	SR. No.
	Item Name
	Item Description
	Rationale

	1. 
	Quantum Computing and Networking: Technology Readiness Level, potential disruptions, services and business opportunities

	To analyze the level of maturity of Quantum Computing and Networking technologies. To understand the potential disruptions and overall impacts on the evolution of Telco and ICT infrastructure, also in terms of future quantum services and biz opportunities.
	What is the level of maturity (e.g., Technology Readiness Level - TRL) of Quantum Computing and Networking technologies ?
What are the potential impacts on the evolution of Telecommunications and ICT ? 
What are the main open challenges and roadblocks for exploitation? 
What are the business opportunities, and which is a realistic time horizon ?

	2. 
	Quantum Computing and Networking: Technology Readiness Level, potential disruptions, services and business opportunities

	To analyze the current PoCs, MVPs and implementations, and related use cases both outside and within industry.
To provide recommendations and to propose a road-map for the introduction of quantum services and possible proposals for setting actions in standardization for quantum solutions.
	What are current PoCs, MVPs and implementations, and related use cases both outside and within industry
What are the next steps ?

	Out of Scope

	Sr. No.
	Item Name
	Item Description
	Rationale

	1. 
	Quantum Computing and Networking: Technology Readiness Level, potential disruptions, services and business opportunities

	Detailed technical studies and explanations on Quantum Computing and Networking technologies.
	The Work Item will provide a list of references for getting more technical details on Quantum Computing and Networking technologies, but it will not produce further detailed technical studies on Quantum Computing and Networking technologies.





	Deliverables - Activity Planning

	SR. No.
	Item Name
	Item Description
	Rationale
	Responsible
	Delivery Date 

	1. 
	Quantum Computing and Networking: Technology Readiness Level, potential disruptions, services and business opportunities

	The Document will include: 1) an analysis of the level of maturity of Quantum Computing and Networking technologies; 2) the potential disruptions; 3) a description of the potential impacts on the evolution of Telco and ICT infrastructure, also in terms of future quantum services and biz opportunities; 4) current PoCs, MVPs and implementations, and related use cases both outside and within industry; 5) recommendations for quantum services road-mapping and possible proposals for setting actions in standardization for quantum solutions.
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Annex (Editor’s notes)
Attached available material as from IG#52 meeting.
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Executive Summary

- There are evidences of increasing efforts and investments in innovation activities on
Quantum Technologies. Notable example are activities of Microsoft, IBM, HP, Toshiba, Google,
NASA, Intel, Alibaba, BT, TID, KT and several other Academia and Centers of Excellence.

« Quantum technologies and architectures are showing different levels of maturity, but it is
believed that first commercial systems are likely to be available in the range of five to ten
years: advanced prototypes, an in some cases commercial solutions, are already available.

A future breakthrough in the development of Quantum technologies and services at affordable
prices will have systemic and far reaching impacts, e.q.

« Quantum Internet capable of exchanging information through fully optical networks and processing
it, optically, in the form of encoded photons (higher level of security than today);

« the development of disruptive applications in the areas of cryptography, cyber-security and anti-
counterfeit transactions with “quantum money”, finance, but also in bioinformatics, quantum
machine learning and quantum intelligence;

 radical implications in other sectors and industries, such as new faster ways of processing genetic
big data, quantum biology and medicine or developing of new nano-tech smart materials.
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Introduction
« Any quantum system manipulates Qubits.

« A Qubit is the basic unit of quantum information: [ vs Qubit

« the quantum version of the classical binary bit physically realized
with a two-state device

._:_' o

« A Qubit is the abstraction of a two-state (or two-level)
quantum-mechanical system, for example:

 —
« the spin of the electron in which the two levels can be taken as V |1>
spin up and spin down; : ‘

« the polarization of a single photon in which the two states can be
taken to be the vertical polarization and the horizontal
polarization.

# =cloy+c,|1)

* Qubit can have two states but whereas a classical bit is either 0 or 1, a qubit can also be both 0 and 1
(superposition of states) until we make a measurement.

 ..the coefficients ¢; of the linear combination are complex numbers. This gives rise to the possibility of
interactions between states that reinforce or attenuate the resulting state (as in classical
interference).
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Introduction

Example: the wavefunction of the “Schrodinger’s Cat” can be Qubit
any complex-valued superposition of alive/dead. ;

Each of alive and dead states have a coefficient ‘,?’ = |0)
corresponding to how alive or how dead the cat is, giving 2 |
degrees of freedom.

dead

A third degree of freedom is that choosing to add or subtract = |1>
alive from dead gives us a relative phase between them, ”
hence one might presume that the states of the cat would
span all of 3-dimensional space.

y

;.

¥

'/ = Co|0> + C1|1>

However, we require that the wavefunction is normalized
such that whatever state it is in, the probability is 1, hence complex numbers
the vector in 3-space must have a magnitude of 1 (Bloch
Sphere).

wavefunction of the “Schrodinger’s Cat”

In summary, quantum systems with N qubits are described by a set of 2N complex numbers: this have
very profound consequences in running quantum algorithms (amplitude interference).
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Introduction

« A quantum algorithm is given by a unitary matrix
(the entries of the matrix are complex numbers,

and the rows-columns are orthonormal) of 1 DwschisJsin b e
.. . e Bernstein-Vazirani prob.
conditional amplitudes. . o T
o . . : Phase sstmation”  HoNes polynomial Orovers dusnlum search
« The key point is that amplitudes interference is | el _ Aosian wﬁgsgo(g;wp:«ogguwl e
. . . . . Pell { Uaniim count —_— y
making a big difference w.r.t classical algorithms. Hidden s rob. Principa dea Sract S T I o0
58,;'33;&,"" ',2'33;',"?33“ 'ﬂggp Alfiqe:group Quantum walk Subset finding
. 2005 - g Dihedral group HSP  AND-OR tree  Element distinctness
 Quantum computing performances are not Ciass 910uP HSP 4000 nonlineas Negative weight  Oracle entficaton Graph lanaiy
. . . . nil-2 group HSP A ¥ M adversary g, nded-degree graph  Span program
qualitatively  different from the classical 0 W, et (OIS e
. ik g Nested quantum walk SpiINdng
computing, except for the presence of a crtcaty Aoy tosing  Mattx muitcatn
.. . . Now y  butlittle relation to faméiar problems ;;:m > 1mss
superposition state which makes possible to ——
trdnSfOI’m an exponential time Of comPUtation in https://www.ntt-review.jp/angtest/archive/ntttechnical.php?contents=ntr201411fa7.html

a polynomial time.

 In view of this, the processing power of quantum computer is extremely higher that the one
of a classical digital computer.
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Main Innovation Activities on Quantum Technologies

« An alphabetic list of Companies which announces activities:
« Airbus
« Alibaba
« Booz | Allen | Hamilton
 British Telecommunications

Spintronics

TOSHIBA
Leading Innovation >>>

(8 aiCTX
rigetti

Google

...and many others ...

https:/fieee-sdn.blogspot.com/search?q=quantum

« Google i e (HP)
The Machine (HP
« Hewlett Packard S
(intel
- IBM _
Quantum Annealing (D-Wave)
* Intel e —
- KPN =
. Quantum chip
* Lockheed Martin
* Microsoft Topological
« Mitsubishi Computing
« NEC
° Nokiq Level of maturity of technologies
e« NTT I Medium-High (impactsin less than 5 years)
Low-medium (impacts in about 5 up to 10 years)
° Rayth eon I BasicReseach (impacs beyond 10 years)
« SKTelecom
« Toshiba
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Innovation Activities on Quantum Chips

In 2017, Intel announced that it has developed and delivered a 17-
qubit superconducting quantum chip to QuTech, its research partner
from the Netherlands.

Now, the company said that it’s working on a different type of
quantum chip that uses much smaller and more stable “spin qubits.”

Intel announced that it has started experimenting with quantum
chips that make use of “spin qubits” instead of superconducting
qubits. A 1,000-qubit quantum computer should be available in five
years, and million-qubit quantum computers in ten years.

The IBM Q Experience is a cloud-
based quantum platform where you
. . Explore the world of quantum computing! Check out our User Guides and interactive Demos
can leG rn, resed rCh, d nd Interact Wlth d to learn more about quantum principles. Or, dive right in to create and run aldorithms on real
quantum computing hardware, using the Quantum Composer and QISKit software developer
real quantum computer
(superconducting tech.) housed in an

IBM Research lab.

Welcome to the IBM Q Experience!

-
| ——% Start experimenting with 8 quantum computer |

https://quantumexperience.ng.bluemix.net/qx/experience
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Innovation Activities on Quantum Chips Go gle

Google enlists NASA in bid for qguantum supremacy
) ) ) XK X KX X X X
Google wants NASA to help prove its quantum chips can beat conventional XXXX%XXXXX%X
computers by July next year, MIT Technology Review can reveal. X X X X X X
X XK X X X X
XX}?{XXXXX%%%%
The news: A new Space Act Agreement, seen by MIT Technology Review, calls on XXXX%%%XXX%X
NASA to use its petaflop-scale Pleiades supercomputer to help Google test its ¥ X ¥ X X X
Bristlecone guantum chip. It wants to prove it can beat conventional computers X%X%%%X%XXXX
by July 2019. | o |
Hﬂw WI" the‘y dﬂ it? BECELISE Bristlecnne n:—]-quires Sup:—}rcnndu::ting cin:uits kept ﬂt Bristlecone is Google's newest quantum DrOTet:;i;;eﬁsl :;d'r‘i;:c?c;eac;al:?m of the device: each “X" represents a qubit,
a temperature close to absolute zero, it can't be moved from Google’s labs. Instead,
researchers from NASA’s Quantum Artificial Intelligence Laboratory (QuAIL) at https://ai.googleblog.com

Ames will connect to Bristlecone onling, via Google's Cloud API service.

The background: Quantum supremacy is the belief that a sufficiently powerful ‘

quantum computer will be able to complete certain mathematical calculations that = BN
classical supercomputers cannot. If Google can't declare quantum supremacy by | (RN ~
July, as planned, the agreement gives the firm five more years of NASA W.m i

support. Google will also provide QuAIL access to its quantum processor and
software until at least 2023.

The race is on: Quantum supremacy could kickstart a market for devices that might
one day crack previously unbreakable codes, boost Al, or model financial systems in
exquisite detail. Quantum rivals D-Wave, IBM and Rigetti are all developing their https://www.dwavesys.com/home https://www.rigetti.com/
own versions of the technology.

1
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https://www.dwavesys.com/home

https://www.terrediconfine.eu/wp-content/uploads/2015/09/dwave.jpg

https://www.google.it/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiK8OvB3bzbAhXKbxQKHUSTA9cQjRx6BAgBEAU&url=https://www.wired.com/story/quantum-computing-factory-taking-on-google-ibm/&psig=AOvVaw0lAaF0pIkjv-dlUW1Cfg6W&ust=1528295214795535



Innovation Activities on Quantum Technologies

« D-Wave 2000Q

A lattice of 2000 tiny superconducting
devices, known as qubits, is chilled
close to absolute zero to
harness quantum effects.

A user models a problem into a search
for the “lowest energy point in a vast
landscape” (Quantum Annealing)

The processor considers all possibilities
simultaneously to determine the
lowest energy and the values that
produce it

Multiple solutions are returned to the
user, scaled to show optimal answers.

TIM
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D-Wave Launches Leap, the First Real-Time Quantum Application
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Application developers and researchers get immediate, free access to a D-Wave
2000Q ™quantum computer, comprehensive software tools, demos, live code,

documentation, and community forums.

A. Manzalini - Strategy, Innovation and Customer Experience

11






Innovation Activities on Quantum Technologies D*:\WJaUE

® Some example cooperation agreements of D-Wave:

® | os Alamos A

— acquired D-Wave quantum computer, the 1000+ qubit D-Wave 9 LOS Alamos

2X™ system NATIONAL LABORATORY

® Google and NASA EST.1943

— acquired the D-Wave 2X™ system, for testing how quantum G l
computing can advance artificial intelligence and machine O 8 C
learning, and the solution of difficult optimization problems

® Lockheed Martin

— to upgrade the company’s 512-qubit D-Wave Two™ quantum 47
computer to the new D-Wave 2X™ system with 1,000+ qubits.

LOCKHEED
MARTIN

http://www.dwavesys.com/news/press-releases
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Innovation Activities on Quantum Technologies

=TIM

In 2016 BT and Toshiba opened the UK'’s first
secure quantum communication showcase at BT’s
research and development centre in Ipswich.

The showcase sees the two companies
demonstrate cutting edge quantum cryptography,
which can be used to protect digital information
transported within banks and financial services
organisations from hacking.

BT and Toshiba Research Europe are also
collaborating on a major project to build a
Quantum Communication network (the “UK
Quantum Network?”).

This initiative, which is part of the UK’s £270 Million
Quantum Technology Programme, will facilitate
quantum secured communications between
Cambridge, Bristol, London and Adastral Park.

BT

BT and Toshiba launch UK’s first quantum
communication showcase

Showcase demonstrates technology that can protect digital information
transferred from banks from hacking.
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http://home.bt.com/tech-gadgets/future-tech/bt-and-toshiba-launch-uks-
first-quantum-communication-showcase-11364104924789
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« Public key cryptography is vulnerable to quantum
computing which can solve certain mathematical
problems exponentially faster than classical

Quantum Security

computers — Preparing for the Next Era
« Quantum Key Distribution solves this question as
ir uses Quantum Physics to secure the distribution s S e Teiccom

Sunday 8" / Monday 9" Sep 2018

of symmetric encryption keys

« i.e. by allowing the exchange of a cryptographic key
between two remote parties QKD Deployment in SKT LTE Commercial Backhaul

Wlth ObSOlUte Security’ gUGI'C] nteed by the + SKT deployed its QKD system for LTE network with 350,000+ subscribers in
fundamental laws of Quantum Mechanics

Quantum Key Distribution Post-Quantum Cryptography

Sejong Center
#602

DU

QKD can be used as a key + Cryptographic Algorithms

establishment alternative considered to be secure -~
QKD Deployment to secure against Quantum Computer NN
Operators’ backbone for end-point security e

communications

QKD system in Daejeon Seijong coverage QKD system in Sejong
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Innovation Activities on Quantum Technologies

« A satellite testing Quantum Communications

« A joint China-Austria team has performed quantum
key distribution between the quantum-science
satellite Micius and multiple ground stations located
in Xinglong (near Beijing), Nanshan (near Urumaqi),
and Graz (near Vienna).

« Such experiments demonstrate the secure satellite-
to-ground exchange of cryptographic keys during the
passage of the satellite Micius over a ground station.
Using Micius as a trusted relay, a secret key was
created between China and Europe at locations
separated up to 7,600 km on the Earth.

more at: https://phys.org/news/2018-01-real-world-intercontinental-
quantum-enabled-micius.html#{Cp

==TIM

Date

06/18/2017
06/19/2017
06/23/2017
06/26/2017

Micius - Graz, Austria
Sifted key | QBER | Final key

1361 kb 1.4% Micius - Xinglong, China

711kb | 2.3% ’ ~ .  Dare Sifted key | QBER | Final key
700 kb 49 . . 1.2% |61kb
1220 kb 5% . 11% | 141kb

Micius — Nanshan, China .
Date Siftedkey QBER Finalkey -
05/06/2017 1329kbgs 1:0% o5 ko, - - o T EEEEERE
07/07/2077" b2 kb~ Rk

Binary View of Decrypted
Original JPG File JPG File
Xeta 3

Bitwise XOR Bitwise XOR
at Beijing at Vienna
E ( m<
9 BT A 4
Decrypted Binary View of

JPG File Original JPG File
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Innovation Activities on Quantum Technologies

Telefonica 1+D

« A quantum cryptography network has been integrated in
a commercial optical network through technologies
based on SDN, in Spain.

« The network integrates quantum key distribution (QKD)
devices developed by the Huawei Research Lab in Munich.

« The network uses an infrastructure of fiber provided by
Telefonica Spain that connects three facilities located in
the metropolitan area of Madrid.

https://phys.org/news/2018-10-quantum-

. . . technologies-standard-telecommunications-
 The trial has been ongoing since last May, and a network,ﬂtml

preliminary report was recently presented at QCRYPT2018,
the largest conference in the field.

 Integrating all of the technological elements made it possible to demonstrate that QKD
techniques can be applied in a real production environment, combining the transmission
of data and quantum keys over the same fiber.

L |
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Innovation Activities on Quantum Technologies

« European Commission to launched a €1 billion Flagship Initiative in Quantum Technology, starting in
2018 within the European H2020 research and innovation framework programme
e http://qurope.eu/system/files/u7/93056 Quantum%20Manifesto WEB.pdf £ gycéﬂpTUM

« https://gt.eu/news/flagship-kickoff-in-vienna/

 China has announced plans to spend more than $10billions to build a national laboratory for quantum
science, to open in 2020. This has triggered efforts in Washington, DC, to create a “National Quantum
Initiative” in the US

e https://www.economist.com/business/2018/08/18/the-race-is-on-to-dominate-quantum-
computing?cidl=cust/ednew/n/bl/n/2018/08/16n/owned/n/n/nwl/n/n/EU/144433/n

- Japan enters Quantum Computing race - (source: Nikkei Asian Review November 21, 2017)

« NTT announced it will make a prototype quantum computer freely available for public use over the Internet,
marking Japan's entry into the global competition to develop the world's most advanced computers. NTT has
collaborated with Japan's National Institute of Informatics The goal of the deployment is to evaluate a wide
variety of uses and have this linked to developing software. The prototype would consume only 1 kilowatt of
electricity, versus an average supercomputer's power demands of 10,000 kilowatts.

L |
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Innovation Activities on Quantum Technologies

 Need of a systemic approach in describing
technologies and approaches for all the layer of the
Quantum Tech Stack...

UANTUM COMPUTING IS moving quickly from research labs to real-world appli-
Qcatic:—ns. It has the potential to unlock significant value for companies in the
next decade. Executives need to start watching now for key milestones indicating
that quantum computers are approaching supremacy, and companies that want to
capitalize need to start building internal capabilities to take full advantage of the
strange but awesome computing powers quantum processors can provide.

BCG

TiEe Boston Consurring GrRour

BCG
q HENDERSON
INSTITUTE

The Coming Quantum Leap
in Computing

ul
-
=

The Quantum Computing Tech Stack Will Have Multiple Layers

LAYER DESCRIPTION

Programs that address specific use cases for quantum
computlng, such as chemical process simulation (includes
user interface, visualization, modeling tools, and others)

» Express quantum algonthms and translate inputs into
logical operations, either:

- Directly through quantum programming languages
(eg, QCL, Q) i )

- wvia API through classical programming languages
(e.g., Python, C++)

s The total operation required by the algonithm is
decomposed into a sequence of elementary operations
called quantum gates

+ Routes operations to specific qubits or portions of algornthm
to specific processor (classical or quantum)

Software focus

» Introduces additional operations for run-time error
correction (e.g., Shor's code, Steane Code, Surface Code),
which is necessary for a fault-tolerant system

Error code itself is technology agnostic, but implementation
|—of the code can be technology driven 7

Semiconducting
Donor-based qubits
controlled by EM waves

Trapped ion

. Electncally charged
Qubit atoms
arrays

Topological
Quasiparticles with
braided paths

Superconducting
Qubits enabled via
resistance-free circuit
elements

» Instrumentation to maintain qubit-required environment
(e.g., vacuum pumps, Cryogenics)

» Electronics for the control and measurement of qubits
(e.g., RF generators, lasers)

Components

Hardware focus

Sources: Expert interviews; R. Van Meter, C. Horsman, “A Blueprint for Building a Quantum
Computer,” 2013; R. Van Meter, M. Oskin, “Architectural Implications of Quantum Computing
Technologies,” 2006; K.R. Brown, |. Kim, C. Monroe, “Co-Designing a Scalable Quantum Computer
with Trapped Atomic lons," 2016; C.G. Almudever et al., “Engineering Challenges in Quantum
Computing,” 2017; IBM Q website.

A. Manzalini - Strategy, Innovation and Customer Experience
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Quantum cryptography: Quantum Key Distribution (QKD)

Quantum cryptography allows two parties, traditionally called Alice and Bob, to establish matching
private cryptographic keys across an insecure communications channel by a process of quantum
key distribution (QKD)

In QKD no particular key is intended initially. Rather, the key emerges by Alice and Bob following
one of the QKD protocols. Regardless of which variant is used, QKD always involves encoding a
sequence of random bits in a corresponding sequence of quantum states that are transmitted
along the insecure communications channel.

The encoding is such that if any eavesdropper (Eve) attempts to read the quantum states in transit,
her actions are guaranteed to perturb the correlation statistics Alice and Bob would expect to see
from following the QKD protocol in the absence of eavesdropping.

If there is no evidence of any eavesdropping having taken place, the random cryptographic key
Alice and Bob establish is deemed to be secure, and can be used in a subsequent unconditionally
secure classical cryptosystem (like AES).

T I M A. Manzalini - Strategy, Innovation and Customer Experience
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Quantum Clock and Synchronization

«  “We see this as a very disruptive technology,” said Michael  Pentagon sees quantum computing as key weapon for war in
Hayduk, chief of the computing and communications  SPace

by Sandra Erwin — July 15, 2018
division at the Air Force Research Laboratory.

 Atrtificial intelligence algorithms, highly secure encryption for
communications satellites and accurate navigation that
does not require GPS signals are some of the most coveted
capabilities that would be aided by quantum computing.

* Quantum clocks are viewed as a viable alternative to GPS in
scenarios that require perfect synchronization across
multiple weapons systems and aircraft, for example, said
Hayduk.

The Air Force Office of Scientific Research is studying the use of super-fast computers that promise improved

® “We ’I’e IOOkin g Gt GPS_ ’ ’ke preCIS iO n In de n Ied security for data storage and transmission on Air Force systems. Credit: Air Force

environments,” he said. “It often takes several updates to _ _ _ o o

. Michael Hayduk, chief of the computing and communications division at
GPS throughOUt the day to SynChromze p’atforms- We want the Air Force Research Laboratory says quantum technology will be
to be able to move past that so ,'f we are in a denied "disruptive" in areas like data security and GPS-denied navigation.

environment we can still stay synchronized.”

https://spacenews.com/pentagon-sees-quantum-computing-as-key-weapon-for-war-in-space/

L |
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Towards a Cloud Quantum Computing and the Quantum Internet ?

« Some Companies like Google and IBM are
developing quantum computers in che
Cloud mainly to execute specific algorithms
faster and faster...

* Instead of selling people personal quantum
PC, their idea is making available quantum
computer in the cloud (or at the edge?),
where Users would log into via the internet.

S

/) Q'ila.ﬁt.Lim Ihtqrﬁét

- While running their computations, they might want to transmit quantum-encrypted
information between their personal computer and the cloud-based quantum computer...

« A Quantum Internet where billions of quantum devices are connected to the same network,
and can communicate each other is...a longer term vision...

https://www.wired.com/story/quantum-internet-is-13-years-away-wait-whats-quantum-internet/

L |
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Quantum Intelligence (QI)
...going beyond Artificial Intelligence (Al)

“Cognitive computing emulate only some limited aspects of human
observation, interpretation and evaluation.

Introducing quantum in the field of cognitive computing machine,
as IBM’s Watson, represents a logical step in realizing the full
benefits of both of them, thus amplifying Al by orders of
magnitude” - Rob High (IBM Watson CTO)

* Quantum machine learning refers to quantum algorithms that
solve tasks in machine learning, thereby improving a classical
machine learning method.

« The presence of a superposition state in Qubits (amplitude
interference with complex numbers) makes possible to transform
an exponential time of computation in a polynomial time.

http://www.ibtimes.co.uk/ibm-watson-cto-quantum-computing-could-advance-artificial-intelligence-by-orders-magnitude-1509066

L |
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Quantum Intelligence (QI)
possible areas of application beyond Artificial Intelligence (Al)
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Quantum Intelligence (QI)

possible areas of application beyond Artificial Intelligence (Al)

Daimler taps Google's quantum computing expertise

March 20, 2018 // By Christoph Hammerschmidt 0 Comments
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Future mobility requires dealing with highly complex issues that can push current
computer generations and server systems to their performance limits or even
overtax them. Quantum computers are expected to solve these tasks much faster
or in the first place. Carmaker Daimler therefore has agreed to further cooperation
with Google.

http://www.eenewsautomotive.com/news/daimler-

taps-googles-quantum-computing-expertise

==TIM

NOV 5, 2018
VOLKSWAGEN DEVELOPS TRAFFIC MANAGEMENT SYSTEM
FOR TAXI COMPANIES USING QUANTUM COMPUTERS

https://www.dwavesys.com/home
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Quantum money and anti-counterfeit transactions

http://spectrum.ieee.org/computing/software/guantum-cash-and-the-end-of-counterfeiting

“If we do succeed in building the quantum Internet — exchanging
information through fiber-optic networks and processing it in the
form of encoded photons — quantum money might really have its
days.”

Quantum money is a cryptographic protocol in which a mint
(source) can produce a quantum state, no one else can copy the
state, and anyone (with a quantum computer) can verify that the
state came from the mint (source) without sending the money
back.

QKD for anti-counterfeit transactions.

Will Blockchain have to evolve to a Quantum Blockchain ?

http://www.nist.gov/public affairs/colloquia/20110121.cfm
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Quantum Computing impacting more that 50 Market Sectors
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Quantum Computing Will Transform Almost Every Aspect of our Technology, Science, Economy & Life

(Sources - World Economic Forum, HSRC)

https://industry40marketresearch.com/reports/quantum-computing-market-technologies-business-opportunities/
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Conclusions (from the Executive Summary)

- There are evidences of increasing efforts and investments in innovation activities on
Quantum Technologies. Notable example are activities of Microsoft, IBM, HP, Toshiba, Google,
NASA, Intel, Alibaba, BT, TID, KT and several other Academia and Centers of Excellence.

« Quantum technologies and architectures are showing different levels of maturity, but it is
believed that first commercial systems are likely to be available in the range of five to ten
years: advanced prototypes, an in some cases commercial solutions, are already available.

A future breakthrough in the development of Quantum technologies and services at affordable
prices will have systemic and far reaching impacts, e.q.

« Quantum Internet capable of exchanging information through fully optical networks and processing
it, optically, in the form of encoded photons (higher level of security than today);

« the development of disruptive applications in the areas of cryptography, cyber-security and anti-
counterfeit transactions with “quantum money”, finance, but also in bioinformatics, quantum
machine learning and quantum intelligence;

 radical implications in other sectors and industries, such as new faster ways of processing genetic
big data, quantum biology and medicine or developing of new nano-tech smart materials.
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Conclusions

« Itis likely that quantum systems will eventually be available in five to ten years:

« Current efforts are on: 1) materials/chipsets; 2) scalability by implementing error correcting codes;
3) design and engineering quantum architectures.

 Once available, quantum systems (and quantum algorithms) have the potential
jeopardizing the current security systems (source ETSI *).

« Products and trends tend to follow a standard innovation cycle starting with early adopters who pay
high premiums, and ending with commoditized product offerings with abundant competition. Quantum
will reset the innovation cycle for many common commoditized security, and the real costs of
concern are related to switching to new “quantum safe” technologies.

- Eventually, it can be argued that if the “Softwarization” of Telecommunications is going to
“commoditize” the digital infrastructures (by opening an OPEX cycle) a breakthrough in
quantum technologies would have the potential to (re-)open a new CAPEX cycle, by
requesting large investments for deploying future quantum infrastructures.

*) http://www.idquantigue.com/wordpress/wp-content/uploads/ETSI-Quantum-Safe-Whitepaper.pdf

L |
== T I M A. Manzalini - Strategy, Innovation and Customer Experience 30



http://www.idquantique.com/wordpress/wp-content/uploads/ETSI-Quantum-Safe-Whitepaper.pdf



Thank you !

Antonio Manzalini antonio.manzalini@telecomitalia.it

Linkedin
Twitter
Blog

https://www.linkedin.com/in/antonio-manzalini-ph-d-0b690b5/

https://twitter.com/a manzalini

http://ieee-sdn.blogspot.it/
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