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Summary of the Proposed Document Change(s) or Addition(s):
1. AI needs to controlled by the network and/or the user
Benefits as a Result of the Changes
1. 
Assessment of the Impact
Corrects mistakes and clarifies
Analysis of the Device Hardware Implication
No impact.
Analysis of the Device Software Implications
No impact.
Analysis of the Compliance Test & Interop Implications
No impact.
New Referenced Documents Resulting from Change
No impact.
Attachments
None.

Start of Proposed Document Change(s) or Addition(s)
[bookmark: _Toc2342392][bookmark: _Toc11071595][bookmark: _Toc16506738][bookmark: _GoBack]6 Privacy and Security Requirements
[bookmark: _Toc11071596][bookmark: _Toc16506739]6.1 Privacy Requirements
Applicable law(s) as related to privacy should be complied with in connection with AI on mobile devices.
[bookmark: _Toc15205168][bookmark: _Toc15205169][bookmark: _Toc15205170][bookmark: _Toc15205171][bookmark: _Toc15205172][bookmark: _Toc15205173][bookmark: _Toc15205174][bookmark: _Toc15205175][bookmark: _Toc15205176][bookmark: _Toc15205177][bookmark: _Toc15205178][bookmark: _Toc15205179][bookmark: _Toc15205180][bookmark: _Toc15205181][bookmark: _Toc15205182][bookmark: _Toc15205183][bookmark: _Toc15205184][bookmark: _Toc15205185][bookmark: _Toc15205186][bookmark: _Toc15205187][bookmark: _Toc15205188][bookmark: _Toc15205189][bookmark: _Toc15205190][bookmark: _Toc15205191][bookmark: _Toc15205192][bookmark: _Toc15205193][bookmark: _Toc15205194][bookmark: _Toc15205195][bookmark: _Toc15205196][bookmark: _Toc15205197][bookmark: _Toc15205198][bookmark: _Toc15205199][bookmark: _Toc15205200][bookmark: _Toc15205201][bookmark: _Toc15205202][bookmark: _Toc15205203][bookmark: _Toc15205204][bookmark: _Toc15205205][bookmark: _Toc15205206][bookmark: _Toc15205207][bookmark: _Toc15205208][bookmark: _Toc15205209][bookmark: _Toc15205210][bookmark: _Toc15205211][bookmark: _Toc15205212][bookmark: _Toc15205213][bookmark: _Toc15205214][bookmark: _Toc15205215][bookmark: _Toc16506742]6.2 Security Requirements
Applicable law(s) as related to security should be complied with in connection with AI on mobile devices. 
	TS47_6.2_REQ_001
	The use of AI on mobile devices SHALL adhere to the security requirements from the GSMA Mobile Privacy Principles that personal information must be protected, and the AI Mobile Device SHALL use reasonable safeguards appropriate to the privacy, sensitivity, confidentiality and integrity of the information.



[bookmark: _Toc16506743]6.2.1 Security for AI applications
	TS47_6.2.1_REQ_001
	The security and the robustness of the AI models used by the AI mobile devices SHOULD be guaranteed with appropriate safeguards to protect and prevent Confidentiality, Integrity and Replay attacks.

	TS47_6.2.1_REQ_002
	Defence techniques SHOULD take into account for protecting models' training from confidentiality and integrity attacks. For example, in evasion attacks, data can be manipulated to mislead AI models.

	TS47_6.2.1_REQ_003
	“Autonomous”  AI Mobile Device operations MUST be controlled,  defined, and/or authorized by the user or network

	TS47_6.2.1_REQ_004
	AI Mobile Device operations MUST be performed in the Secured Execution Environment 

	TS47_6.2.1_REQ_005
	“Data and Meta-Data” for AI Mobile Device MUST be Stored with Encryption in the Secured Environment

	TS47_6.2.1_REQ_006
	The user and/or networkSHOULD be able to opt out and/or control what info is used and/or excluded.

	TS47_6.2.1_REQ_007
	The user and/or network SHOULD be able to decide who to share the biometric information with and where the information can be sent outside the device

	TS47_6.2.1_REQ_008
	The user and/or network SHOULD define, control, and/or authorize: “What type of AI Agent tasks and functions are expected to be completed via trial and error with minimal guidance from the user”.



For AI applications with high security requirements, defence techniques are recommended to use on AI models as follows:
Defence techniques (e.g. network distillation, adversarial training, adversarial sample detection, etc.) are recommended to use on AI models to prevent them from evasion attacks.
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