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0. [bookmark: _Toc31642962][bookmark: _Toc24045305]Abbreviations
	Abbreviation
	Definition

	[bookmark: _Toc31642963][bookmark: _Toc24045306]ECASD
	eUICC Certificate Authority Security Domain

	EUM
	eUICC Manufacturer

	LPA
	Local Profile Assistant (as defined in SGP.21)

	LAA
	Local Application Assistant

	TSM
	Trusted Service Manager

	UWB
	Ultra wideband

	NFC
	Near Field Communication

	SCP11
	Secure Channel Protocol 11 defined in GlobalPlatform amendment F

	SD
	Security Domain

	SP
	Service Provider


0. Definitions
	Definition
	Meaning

	SAM SD
	A SAM SD is an independent SD  hosted in a eUICC and dedicated to the end user

	SAM Application
	An application installed in a SAM SD. 

	SAM script
	List of secured APDUs to manage a SAM Application (e.g. deployment, deletion…)

	SP SD
	The Service Provider Security Domain is hosted in the SAM SD and created and personalized by a SAM script

	TSM
	The Trusted Service Manager is in charge of managing and personalizing SAM Applications and SP SDs hosted in multiple SAM SDs, on behalf on the Service Provider.
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1. [bookmark: _Toc31642968]eUICC Requirements
	Req no.
	Description

	EUICC1
	The eUICC SHALL be compliant with SGP.22 specifications. 

	EUICC2
	The eUICC SHALL be NFC capable; e.g. link to NFC host controller through SWP.

	EUICC3
	The eUICC SHALL contain SAM SD installed and personalised during manufacture.

	EUICC4
	The eUICC SHALL contain CASD installed and personalised during manufacture. This CASD service SHALL be accessible from SAM SD

	EUICC5
	The eUICC SHALL declare the SAM support in the eligibility check information.

	EUICC6
	The eUICC SHALL declare the available memory in the SAM eligibility information. This information can be read by the LAA

	EUICC7
	The eUICC SHALL declare the UWB support flag in the SAM eligibility information. This information can be read by the LAA.



2.x1 SAM SD requirements
	Req no.
	Description

	SAM1
	The SAM SD SHALL be created within the eUICC at the time of manufacture;

	SAM2
	The SAM SD SHALL NOT be deleted or disabled;

	SAM3
	The SAM SD SHALL support decentralized and asynchronous secured scripts defined in Globalplatform amendment F (SCP11c); e.g one secured script can be applied to multiple SEs. The secured scripts SHOULD be stored in a device application.

	SAM4
	The SAM SD SHALL support a centralized Cardholder Verification Method on eUICC component  ; e.g. GP broker interface API 

	SAM5
	The SAM SD SHALL support X.509 in order to establish SCP11 channel.

	SAM6
	SP SD personalization SHALL be protected by CASD key agreement model scenario 

	SAM7
	Communication between the SAM SD (or any applications whitin) and the TSM SHALL be protected in authenticity, integrity and confidentiality.

	SAM8
	The SAM SD shall support X.509 certificates

	SAM9
	The SAM SD shall provide a valid current certificate to the LAA signed by the EUM 

	SAM10
	The SAM SD SHALL support a SAM memory reset



1. [bookmark: _Toc31642969]Device Requirements
	Req no.
	Description

	DEV1
	The Device SHALL be compliant with SGP.22 specifications.

	DEV2
	If the device is NFC capable, the Device SHALL be compliant with TS.26 specifications. The device is NFC capable, if it provides a NFC controller.

	DEV3
	The Device SHALL support the LPA and the LAA in the Device. 

	DEV4
	The NFC controller in the device SHOULD be UWB capable



1. [bookmark: _Toc31642970]LPAA Requirements
	Req no.
	Description

	LAA1
	The LAA SHALL be responsible for instructing the SAM SD to perform Local Application Management Operations as per End User request.

	LAA2
	All Local SAM Application Management Operations SHALL require a User Intent.

	LAA3
	The End User SHALL be able to access and manage the list of installed SAM Applications. 

	LAA4
	The LAA SHALL perform the SAM Application installation by getting the corresponding scripts as per End User request. For instance this SAM Application installation can occur just after the Device Application installation.

	LAA5
	The LAA SHALL perform the SAM Application deletion by getting the corresponding scripts in a Device Application as per End User request. For instance this SAM Application deletion can occur just after the Device Application deletion.



2.X2 TSM requirements
	Req no.
	Description

	TSM1
	The TSM SHALL be able to create and manage SCP11 SAM scripts on behalf of an SP

	TSM2
	The TSM SHALL be able to manage the SD SP and SAM applications on behalf of an SP (for instance the SAM application personalisation)

	TSM3
	The TSM SHALL support SCP03 defined in GlobalPlatform



1. [bookmark: _Toc31642971]Certification Requirements
	Req no.
	Description

	CERTPK1
	The SAM SD SHALL verify the Public Key Certificate of the TSM. 

	CERTPK2
	The SAM CI or SAM intermediate CI SHALL enforced the RID (ISO 7816 registration) of a Service Provider in the X.509 TSM certificate for any SAM applications and SP SDs. 

	CERTPK3
	The SAM CI SHALL revoke the Public Key Certificate of any entities (TSM, EUM) if it is compromised (e.g. private key theft). 

	CERTPK4
	The SAM SD SHALL be able to support a set of CIs.

	[bookmark: CERTPK16]CERTPK5
	A Public Key Certificate SHALL be considered as valid if:
it has a valid signature
it is signed by a SAM CI, or a trusted chain of Certificates up to a SAM CI. Certificate Path validation SHALL follow the process defined in RFC 5280 [1]. 
it has not been revoked, and no Certificate in the trust chain has been revoked
it has not expired 
If any of these applicable verifications fail, the Public Key Certificate SHALL be considered as invalid. 

	[bookmark: CERTPK14][bookmark: CERTPK11]CERTPK6
	The SAM SD, LAA SHALL have knowledge of revoked Public Key Certificates.
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