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[bookmark: _meoxu7hzgb01][bookmark: _1f7y3jkcxw24]Context
Verifying the current certification and monitoring its change has been added as requirements in draft GSMA SGP.21 V3.0:
ELG25	The eUICC SHALL provide a digital identification which represents its certification, evaluation, approval, qualification, or validation.
SMDP14a The SM-DP+ SHALL check the digital identification in ELG25.

The present document looks at the overall flow of vulnerability discovery, disclosure, expected mitigations and potential revocation.
[bookmark: _wqro1f8hd8k]Some terms used below
Production Lifetime (PL): Period during wich a product is manufactured/produced
Support Maintenance Lifetime (SML): period during which the manufacturer or product owner is capable of providing fixes and enhancements to a product


Certification status lifecycle
The tracking of the certification states can be handled centrally by the GSMA. should only be based upon the fact that a vulnerability disclosure has not been addressed and closed. 
The entity that is responsible for confirming that a product or production vulnerability has been mitigated also needs to be discussed. 

If the vulnerability is discovered then GSMA SAS is responsible for monitoring the situation, chasing after the responsible organization until the vulnerability is proven mitigated and verified via independent audit and testing.

On the other end, certification revocation can have multiple levels
· SAS-UP level: The GSMA would be responsible for this.
· Platform certification: Common Criteria would be responsible for this.
· eUICC functional testing against SGP.23. Global Platform would be responsible for this.

Note that response time between the revocation of the compliance status may not be short enough to prevent thousands, if not millions, of eSIM activation on vulnerable eUICCs.

We propose three formal states:
· Certified
· Currently vulnerable
· Certification revoked

Certified
Currently vulnerable
Certification revoked


There is a relation between the second and last state which is that the currently vulnerable status can only be held during a defined amount of time equal to the committed SLA by the vendor or set by the GSMA SAS group.

[bookmark: _GoBack]Compliance status of a product can be challenged if discovered vulnerabilities remain unaddressed.
[bookmark: _7wyr2h1zbu1n]Vulnerability events and possible mitigation
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	#
	target
	Event of vulnerability discovery or security standing uncertainty
	Mitigation

	1
	eOS
	During Dev and Cert
	In-factory fixes for new batches
Remote fix for deployed batches
Product recall for performing fixes

	2
	eOS
	During PL
	In-factory fixes for new batches
Remote fix for deployed batches
Product recall for performing fixes

	3
	eOS
	After PL
AND
Before end of SML
	Remote fix
Product recall for performing fixes

	4
	eOS
	After SML
	Planned feature deprecation
Planned feature disabling
Batch identification
Blacklisting
Product end of SML alert

	8
	EUM site
	Before SAS UP
Before PL
	Site (fix+recertification)-only + recertification if PL is not affected. Add PL fix+recertification otherwise

	9
	EUM site
	After SAS UP
Before PL
	Site fix-only + if PL is not affected. Both otherwise. Add PL fix+recertification otherwise


	10
	EUM site
	During PL
	Site (fix+recertification) only if PL is not affected.  Add PL fix+recertification otherwise


	11
	EUM site
	After PL
	Site (fix+recertification) only if PL is not affected.  Add PL fix+recertification otherwise

	12
	EUM site
	After SAS UP expiry
	Site (fix+recertification) only if PL is not affected.  Add PL fix+recertification otherwise

	5
	eUICC
	Same as 1
	Same as 1

	6
	eUICC
	Same as 2
	Same as 2

	7
	eUICC
	Same as 3
	Same as 3

	13
	SM-xx site
	Under study
	Under study

	14
	SP
	any-time
	Monitor GSMA CVD

	15
	OEM
	any-time
	Monitor OEM CVD or public CVD or GSMA CVD channel


[bookmark: _4xlmt1rojpbr]RSP Security First Response principles in case of Vulnerability disclosure

	REQ-1
	With the exception of the End User, Any actor SHALL monitor for
· GSMA CVD for eUICC security vulnerability events
· MITRE CVEs for eUICC security vulnerability events
Note: The use of GSMA CVD is for further study.

	REQ-2
	If MITRE CVE is used, the term GSMARSP should be used as SOURCE in the CVE reference key/map

	REQ-3
	Only the GSMA should be able to inform that a production or product certification has been revoked via Vulnerability disclosure communication channels via either MITRE CVE or via GSMA CVD. The report shall be signed by the GSMA SAS group.
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