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Interrupted Profile Download issue
| Interrupted download : device disconnection or ES3 communication error, after ISD-P creation

| 2 different error cases encountered on the field

» During key-establishment or profile download - profile download is not completed on eUICC: ISD-P is CREATED on SM-SR
and eUICC

» ES3.ProfileDownloadCompleted failure — profile download is completed on eUICC: ISD-P is DISABLED ISD-P on eUICC, but
CREATED ISD-P on SM-SR

| SGP.02 doesn't explicitly describe how to handle such cases

» When CreatelSDP procedure is not completed, SM-SR manages a IN-CREATION state, and is in charge of deleting such
ISD-P in the eUICC at any next request

» For errorin the remaining part of the procedure:
- SM-DP is in charge of deleting the CREATED ISD-P in case of interrupted download:
— During the Key Establishment procedure, but device may be not reachable
— During the Profile Download and Installation procedure, but device may be not reachable

— When performing a new profile download on the same eUICC (not explicitly stated)

» When SM-SR receives a Profile enable or disable command
- SM-SR shall check that profile is in DISABLED state, if not shall reject the command
- Some SM-SR may delete CREATED ISD-P in this case
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I ISD-P state life-cycle

IN-CREATION
During Create-ISDP procedure

To be deleted by SM-SR

CREATED
After Create-ISDP procedure, and until completion of profile download
To be deleted by SM-DP

DISABLED

At completion of profile download
Can be enabled or deleted

“DELETED”
Upon ISD-P deletion by MNO / POL1 or POL2
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Profile download - Current normal flow
MNO SM-DP SM-SR eUlCC

ES2-DownloadProfile (EID, SRID, ProfileType/ICCIR)

ES3-CreatelSDP Send ISDR Admin Session trig SMS-MT

http post request

http response (Create ISDP command)
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http post (Create ISDP result)

ES3-CreatelSDP result

ES3-Sendbata http response (ES3-SendData command)

http post (SendData result) XN

ES3-SendData result

http response (close session)

ES3-ProfileDownloadCoppleted (EID, ICCID, ProfileType, MSISDN)

ES2-DownloadProfile callbgick (ICCID)
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Profile download - Current error management flow
MNO SM-DP SM-SR elICC

ES3-CreatelSDP result

5

%)
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% ES2-DownloadProfile (EID, SRID, ProfileType/ICCIR)

= ES3-CreatelSDP Send ISDR Admin Session trig SMS-MT

(0]

i http post request
g SM-SR in Chorge of cleonlng IN CREATION ISD-P http response (Create ISDP command)

E http post (Create ISDP result)
o

ES3-SendData

SM-DP in charge of cleaning CREATED ISD-P if £s3-SendData result http post (SendData resulf)
there is an error during the key-establishment
and profile download and installtion

http response (ES3-SendData command) }
XN

ES3-ProfileDownloadCoppleted (EID, ICCID, ProfileType, MSISDN)

ES3-DeleteProfile

R e e

____________ > http response (Delete ISDP command)

http post (Delete ISDP result)

ES3-SendData result

http response (close session)

ES2-DownloadProfile callbgck (ICCID)

No actorin charge of cleaning CREATED ISD-P
if deletion above failed
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Profile download - Proposed Error flow
MNO l SM-DP l l SM-SR l elICC

ES2-DownloadProfile (EID, SRID, ProfileType/ICCIR)

ES3-DeletelSDP

SM-DP in charge of cleaning CREATED ISD-P §3.1.4 Error Management Sub-Routine
ES3-DeletelSDP result

Proposition: SM-DP shall delete CREATED ISD-P from previous Download
requests ES3-CreatelSDP Send ISDR Admin Session frig SMS-MT

http post request

http response (Create ISDP command)

http post (Create ISDP result)

ES3-CreatelSDP result

ES3-SendData

453—SendDoTa result

http response (ES3-SendData command)
http post (SendData result) XN

http response (close session)

ES3-DeletelSDP
If deletion fails or expires: )
Proposition: SM-DP will clean at next download (x9 ES3-DeletelsDP result | §3-1-4 Emor Management Sub-Roufine
|
If ES3-ProfileDownloadCompleted fails or expires, Download is Failed 553'Pr0f”?%vn|°0dco pleted (EID, ICCID, ProfileType, MSISDN)
Proposition: SM-DP shall send DeletelSDP for the CREATED ISD-P )
(if not working will be cleaned at next download) ES3-DeletelSDP

ES3-DeletelSDP result §3.1.4 Error Management Sub-Routine

ES2-DownloadProfile coIIbEck (ICCID)
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