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1.5     Definition of Terms
…..

	Local Enable
	A function of the interface between a Device and an eUICC that provides the capability for a Device to locally enable the Emergency Profile or the Test Profile on the eUICC without involvement of an SM-SR and/or SM-DP.


…..
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	[xx]
	ETSI TS 102 221
	Smart Cards; UICC-Terminal interface; Physical and logical characteristics (Release 14)
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participant “Device” as DEV #FFFFFF
participant “eUICC” as eUICC #FFFFFF


DEV->>eUICC : (1) ESx.LocalEnableEmergencyProfile
Rnote over eUICC #FFFFF
(2) Verify that the Emergency Profile exists
Endrnote
eUICC-->>DEV : Error
Rnote over eUICC #FFFFF
(3) Verify that the currently Enabled Profile
     is NOT the Emergency Profile
Endrnote
eUICC-->>DEV : Error

group Profile switch
Rnote over eUICC #FFFFF
(4) Enable Emergency Profile
Endrnote
eUICC-->>DEV : (5) Success
|||
eUICC-->>DEV: (6) REFRESH, (UICC reset)
|||
Rnote over DEV, eUICC #FFFFFF
(7) Network attachment with the Emergency Profile
Endrnote
end

@enduml
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Figure xxx: Local Enable of Emergency Profile
Start Conditions:
The start conditions are described in GSMA Remote Provisioning Architecture for the Embedded UICC [1].
Procedure:
(1) The Device SHALL call the “ESx.LocalEnableEmergencyProfile” function. 
(2) The eUICC SHALL verify that the Emergency Profile (Profile with the Emergency Profile Attribute set) exists on this eUICC. If the condition to be verified is not satisfied, the eUICC SHALL return a response indicating the failure, and the procedure SHALL end.
(3) The eUICC SHALL verify that the current Enabled Profile is NOT already the Emergency Profile. If the condition to be verified is not satisfied, the eUICC SHALL return a response indicating that the Emergency Profile is already Enabled, and the procedure SHALL end.
(4) The eUICC SHALL NOT enforce POL1 of the currently Enabled Profile, and SHALL disable the currently Enabled Profile and enable the Emergency Profile.
NOTE: 	Profile change includes a change of the IMSI that is used to attach to the network. As indicated in 3GPP TS 31.102 [52], such a change requires special caution and should always be accompanied by a REFRESH command to avoid inconsistent information being read by the terminal. So while the Profile is marked as enabled in this step, it MAY actually become effective after the terminal executes the REFRESH command.
(5) The eUICC SHALL return the execution status of the “ESx. LocalEnableEmergencyProfile” command to the Device.
(6) The eUICC SHALL send a REFRESH proactive command in UICC reset mode to the Device. This will trigger the execution of a network attach procedure.
(7) The Device SHALL perform a network attach procedure with the newly enabled Profile.

NOTE: 	Whether the Emergency Profile provides connectivity to a test network or not, the eUICC will not attempt to enable automatically the previously Enabled Profile. This is in contrast to the remote enable procedures (for example in section 3.2.2).
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participant “Device” as DEV #FFFFFF
participant “eUICC” as ISDR #FFFFFF

DEV->>ISDR : (1) ESx.LocalDisableEmergencyProfile

Rnote over ISDR  #FFFFF
(2) Verify that the currently Enabled profile
     is the Emergency  Profile
Endrnote
ISDR-->>DEV : Error

group Profile switch
Rnote over ISDR  #FFFFF
(3) Disable Emergency Profile and 
      enable previously Enabled Profile
Endrnote
ISDR-->>DEV : (4) ESx.LocalDisableEmergencyProfile Response
|||
ISDR-->>DEV: (5) REFRESH, (UICC reset)
|||
Rnote over DEV, ISDR #FFFFFF
(6) Network attachment with the Enabled Profile
Endrnote
End
@enduml
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Figure yyy: Local Disable of Emergency Profile

Start Conditions:
The start conditions are described in GSMA Remote Provisioning Architecture for the Embedded UICC [1].
Procedure:
(1) The Device SHALL call the “ESx.LocalDisableEmergencyProfile” function. 
(2) The eUICC SHALL verify that the currently Enabled Profile is the Emergency Profile (Emergency Profile attribute set). If the condition to be verified is not satisfied, the eUICC SHALL return a response indicating that the Emergency Profile is not Enabled, and the procedure SHALL end.
(3) The eUICC SHALL NOT enforce POL1 of the Enabled Emergency Profile, and SHALL disable the Emergency Profile and enable the previously Enabled Profile. 

NOTE:	the previously Enabled Profile is the Profile that was Enabled, before the Emergency Profile was enabled by the “ESx.LocalEnableEmergencyProfile”  command.
(4) The eUICC SHALL return the execution status of the “ESx.LocalDisableEmergencyProfile” command to the Device.
(5) The eUICC SHALL send a REFRESH proactive command in UICC reset mode to the Device. This will trigger the execution of a network attach procedure.
(6) The eUICC and the Device SHALL perform a network attach procedure with the newly Enabled Profile.
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3.22    Local Enable for Test Profile
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participant “Device” as DEV #FFFFFF
participant “eUICC” as eUICC #FFFFFF


DEV->>eUICC : (1) ESXESx.LocalEnableTestProfile
Rnote over eUICC #FFFFF
(2) Verify that the target Profile
     is a Test ProfileTest Profile exists
Endrnote
eUICC-->>DEV : Failure
Rnote over eUICC #FFFFF
(3) Verify that the current enabled Enabled Profile
     is NOT the Emergency Profile
Endrnote
eUICC-->>DEV : Failure

Rnote over eUICC #FFFFF
 
(4) Verify that the current Enabled Profile
     is NOT the Test Profile
Endrnote
eUICC-->>DEV : Warning

Rnote over eUICC #FFFFF
(45) Enable Test Profile
Endrnote
eUICC-->>DEV : (56) ESXESx.LocalEnableTestProfile Response
|||
eUICC-->>DEV: (67) REFRESH, (UICC reset)
|||
Rnote over DEV, eUICC #FFFFFF
(78) Network attachment with the Enabled Profile
Endrnote
@enduml
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Figure 322: Local Enable of Test Profile
Start Conditions:
The start conditions are described in GSMA Remote Provisioning Architecture for the Embedded UICC [1].
Procedure:
(1) The Device SHALL call the “ESXx.LocalEnableTestProfile” function. 
(2) The eUICC SHALL verify that the Profile is the Test Profile exists (including Flag and NAA keys as described in EUICC23 in SGP.01 [1]). If any of the conditions to be verified are not satisfied, the eUICC SHALL return a response indicating the failure, and the procedure SHALL end.
(3) The eUICC SHALL verify that the current enabled Profile is NOT the Emergency Profile. If the condition to be verified is not satisfied, the eUICC SHALL return a response indicating the failure, and the procedure SHALL end.
(4) The eUICC SHALL verify that the current enabled Profile is NOT the Test Profile. If the condition to be verified is not satisfied, the eUICC SHALL return a response indicating that the Test Profile is already Enabled, and the procedure SHALL end.
(5) 
(6) The eUICC SHALL NOT enforce POL1 of the currently Enabled Profile, and SHALL disable the currently enabled Profile,  and enable the Test Profile.
NOTE: 	Profile change includes a change of the IMSI that is used to attach to the network. As indicated in 3GPP TS 31.102 [52], such a change requires special caution and should always be accompanied by a REFRESH command to avoid inconsistent information being read by the terminal. So while the Profile is marked as enabled in this step, it MAY actually become effective after the terminal executes the REFRESH command.
(7) The eUICC SHALL return the execution status of the “ESXx. LocalEnableTestProfile” command to the Device.
(8) The eUICC SHALL send a REFRESH proactive command in UICC reset mode to the Device. This will trigger the execution of a network attach procedure.
(9) The Device SHALL perform a network attach procedure with the newly enabled Profile.

NOTE: 	Whether the Test Profile provides connectivity to a test network or not, the eUICC will not attempt to enable automatically the previously Enabled Profile. This is in contrast to the remote enable procedures (for example in section 3.2.2). 


3.23  Local Disable for Test Profile
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participant “Device” as DEV #FFFFFF
participant “eUICC” as ISDR #FFFFFF

DEV->>ISDR : (1) ESXESx.LocalDisableTestProfile
Rnote over ISDR  #FFFFF
(2) Verify that the currently Enabled profiletarget profile
     is a the Test Profile
Endrnote
ISDR-->>DEV : Error

group Profile switch
Rnote over ISDR  #FFFFF
(3) Disable Test Profile and 
      enable previously Enabled Profile
Endrnote
ISDR-->>DEV : (4) ESx.LocalDisableTestProfile Response
|||
ISDR-->>DEV: (5) REFRESH, (UICC reset)
|||
Rnote over DEV, ISDR #FFFFFF
(6) Network attachment with the Enabled Profile
Endrnote
End
@enduml
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Figure 323: Local Disable of Test Profile

Start Conditions:
The start conditions are described in GSMA Remote Provisioning Architecture for the Embedded UICC [1].
Procedure:
(1) The Device SHALL call the “ESXx.LocalDisableTestProfile” function. 
(2) The eUICC SHALL verify that the currently Enabled Profile is the Test Profile (including Flag and NAA keys as described in EUICC23 in SGP.01[1]). If any of the conditions to be verified are not satisfied, the eUICC SHALL return a response indicating that the currently Enabled Profile is not the Test Profilethe failure, and the procedure SHALL end.
(3) The eUICC SHALL disable the Test Profile and enable the previously enabled Profile. 
(4) The eUICC SHALL return the execution status of the “ESXx.LocalDisableTestProfile” command to the Device.
(5) The eUICC SHALL send a REFRESH proactive command in UICC reset mode to the Device. This will trigger the execution of a network attach procedure.

NOTE: 	In case of any error after this step, indicating that the currently Enabled Profile cannot provide connectivity, the eUICC will trigger the Fall-Back Mechanism and will ensure that the previously enabled Profile is the Profile that was enabled before the Local Enable. 
(6) The eUICC and the Device SHALL perform a network attach procedure with the newly Enabled Profile.
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4.1.4 [bookmark: _Toc1977327][bookmark: _Toc2164873]ESx (Device - eUICC) Interface Description
The eUICC MAY support the Local Enable and Disable command for the Emergency Profile.
The eUICC MAY support the Local Enable and Disable command for the Test Profile.
4.1.4.1 Local Enable for Emergency Profile
Function name: LocalEnableEmergencyProfile
Function group: Local Management  
Function Provider entity: eUICC 
Description: This function is used by the Device to locally enable the Emergency Profile. The eUICC SHALL NOT send notifications to the SM-SR. The Emergency Profile SHOULD remain enabled even after a restart of the Device. It is up to the Device to disable the Emergency Profile.
Prerequisites:
1. A Profile with the Emergency Profile Attribute set exists on the eUICC.
1. The Profile with the Emergency Profile Attribute set is not already enabled.

Command Description:
The Local Enable and Local Disable of a Profile with the Emergency Profile Attribute set is realised by using the ENVELOPE command with a dedicated Tag.
Data Field of ENVELOPE 
	Tag
	Length
	Value Description
	MOC

	‘E4’
	1
	00:; Local Enable of Emergency Profile 
01: Local Disable of Emergency Profile 
02: Local Enable of Test Profile 
03: Local Disable of Test Profile 
04-FF: RFU
	M


Table 4141: Data Field for Envelope containing Local Enable and Local Disable
NOTE	In order to support a legacy implementation for the Device, the eUICC MAY support implementation specific commands to trigger the Local Enable and the Local Disable of the Emergency Profile. 
Data Field Returned in the Response Message:
The structure of the response data is defined below:
-- ASN1START

ResultCode ::= [0] INTEGER{
	success (0),
	errorProfileRef (8), -- Emergency Profile does not exists
	errorAlreadyEnabled (9), -- Emergency Profile is already enabled

	errorForbidden (12), -- Forbidden Transition
	undefinedError (127)
}

-- ASN1STOP

NOTE	In order to support a legacy implementation for the Device, the eUICC MAY support implementation specific commands and responses to trigger the Local Enable and the Local Disable of the Emergency Profile. 
s
4.1.4.2 [bookmark: _Toc1977329][bookmark: _Toc2164875]Local Disable for Emergency Profile
Function name: LocalDisableEmergencyProfile
Function group: Local Management  
Function Provider entity: eUICC 
Description: This function is used by the Device to locally disable the Emergency Profile and enable the previously enabled Profile. In case the Local Disable fails, the Fall-Back Mechanism SHALL be activated. The Fall-Back Mechanism SHALL consider that its previously enabled Profile is the Profile that was enabled before the Local Enable of the Emergency Profile.  After disabling the Emergency Profile the eUICC MAY send a notification to the SM-SR (see 4.1.1.11)
Prerequisites:
1. A Profile with the Emergency Profile Attribute set exists on the eUICC
1. The Profile with the Emergency Profile Attribute set is enabled

Command Description:
See 4.1.4.1, with the following difference:
Processing State Returned in the Response Message:
The structure of the response data is defined below:


-- ASN1START

ResultCode ::= [0] INTEGER{
	success (0),
	errorProfileRef (8), -- Emergency Profile does not exists
	errorAlreadyDisabled (10), -- Referenced Profile is already disabled
	errorForbidden (12), -- Forbidden Transition	Comment by Duprez Jerome: I don’t think we have such a case
	undefinedError (127)
}

-- ASN1STOP

4.1.4.3 [bookmark: _Toc1977330][bookmark: _Toc2164876]Local Enable for Test Profile
Function name: LocalEnableTestProfile
Function group: Local Management  
Function Provider entity: eUICC 
Description: This function is used by the Device to locally enable the Test Profile. The eUICC SHALL NOT send notifications to the SM-SR. The Test Profile SHOULD remain enabled even after a restart of the Device. It is up to the Device to disable the Test Profile.
Prerequisites:
A Test Profile exists on the eUICC.
The Test Profile is not already enabled.
The Emergency Profile is not currently enabled.

Command Description:
See 4.1.4.1, with the following precision:
Processing State Returned in the Response Message:




The structure of the response data is defined below:
-- ASN1START

ResultCode ::= [0] INTEGER{
	success (0),
	errorProfileRef (8), -- Test Profile does not exists
	errorForbidden (12), -- Forbidden Transition (Emergency Profile is currently Enabled)
	undefinedError (127)
}

-- ASN1STOP

4.1.4.4 [bookmark: _Toc1977331][bookmark: _Toc2164877]Local Disable for Test Profile
Function name: LocalDisableTestProfile
Function group: Local Management  
Function Provider entity: eUICC 
Description: This function is used by the Device to locally disable the Test Profile and enable the previously enabled Profile. In case the Local Disable fails, the Fall-Back Mechanism SHALL be activated. The Fall-Back Mechanism SHALL consider that its previously enabled Profile is the Profile that was enabled before the Local Enable of the Test Profile.  After disabling the Test Profile the eUICC MAY send a notification to the SM-SR (see 4.1.1.11).Prerequisites:
1. A Test Profile exists on the eUICC
1. The Test Profile is enabled

Command Description:
See 4.1.4.1, with the following difference:
Processing State Returned in the Response Message:
The structure of the response data is defined below:
-- ASN1START

ResultCode ::= [0] INTEGER{
	success (0),
	errorProfileRef (8), -- Test Profile does not exists
	errorAlreadyDisabled (10), -- Test Profile is already disabled
	errorForbidden (12), -- Forbidden Transition	Comment by Duprez Jerome: I don’t think we have such a case
	undefinedError (127)
}

-- ASN1STOP
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