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Profile Download and Installation
The Profile Download and Installation procedure is sub-divided into four main steps:
1. ISD-P creation on the eUICC
1. Personalization of the ISD-P with a first key set, called the key establishment procedure
1. Download and installation of the Profile onto the eUICC
1. Optional: Enabling of the newly installed Profile.
Optionally the SM-SR MAY send a command ES5.UpdateSMSRAddressingParameters to update the list of TP-DestinationAddress and define a specific TP-DA for this newly loaded Profile. The command can be sent anytime after step 1 (ISD-P creation) but before step 4 (enabling of the Profile).
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The next figure describes the call flow for the first step which is the ISD-P creation. The procedure illustrates the usage of RAM over HTTP as an example of the transport protocol, assuming that the sequence will be followed by a key establishment procedure and the full download of the Profile.
NOTE:	CAT_TP could be used as transport protocol and would have an equivalent procedure.
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participant “Operator” as OP #FFFFFF
participant “SM-DP” as DP #FFFFFF
participant “SM-SR” as SR #FFFFFF
box “eUICC” #FFFFFF
participant “ISD-R” as ISDR #FFFFFF
participant “ISD-P” as ISDP #FFFFFF
endbox

OP->>DP: (1) downloadProfile(srid, eid, iccid, final state, profileType)
DP->SR: (2) getEIS(eid)

Rnote over SR #FFFFF
(3) Retrieve EIS
Endrnote

SR-->DP: Failed
DP-->>OP:

SR-->DP: (4) Return EIS

Rnote over DP #FFFFFF
(5) Chech Check eUICC eligibility
Endrnote
DP-->>OP: Failed

DP->>SR: (6) createISDP(eid, iccid, mno-id,…)

Rnote over SR #FFFFFF
(7) Chech Check initial conditions
Endrnote
SR-->>DP: Failed
DP-->>OP:

Hnote over SR, ISDR #C0C0C0
HTTPS session opening
Endhnote


SR->>ISDR: (9)
note over SR, ISDR
**HTTP/1.1 200 CRLF**
Headers
CRLF
<Body with ES5.createISD-P function>
End note

ISDR->ISDP: (10) New              .

ISDR->>SR: (11)            
note over SR, ISDR
**POST /<next-uri> HTTP/1.1 CRLF**
Headers
X-Admin-Script-Status: <script-status> CRLF
CRLF
<Body with ES5.createISD-P response>
End note



Rnote over SR #FFFFFF
(12) EIS update
Endrnote

SR->>DP: (13) create ISDP function response
@enduml
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Figure 1 : ISD-P creation
[bookmark: _Toc420594338]Start Conditions:
The start conditions are described in GSMA Remote Provisioning Architecture for the Embedded UICC [1].
[bookmark: _Toc420594339]Procedure:
(1) The Operator owning the Profile to download SHALL call the “ES2.DownloadProfile” function with its relevant input data (the Operator has to provide the SM-SR identification and address). By providing the required final state, the Operator MAY ask the SM-DP to enable the newly downloaded Profile at the end of the procedure. Else, by default, the Profile will be in the DISABLED state.
(2) The SM-DP on reception of this request SHALL call the “ES3.GetEIS” function with its relevant input data.
(3) The SM-SR SHALL retrieve the EIS of the eUICC based on the EID. At this stage the SM-SR MAY return an error indicating that the eUICC is unknown in its system. The error SHALL be finally returned to the Operator and the procedure SHALL end.
(4) The SM-SR SHALL return the EIS of the eUICC.
a. In case the EIS indicates an ISD-P in state ‘Created’ with the ‘smdp-id’ associating it to the calling SM-DP, the SM-DP SHOULD delete this Profile as described in section 3.1.5 before attempting to install a new Profile.
(5) The SM-DP SHALL check the eligibility of the eUICC against the characteristics of the Profile to be downloaded. Although the exact checks performed by the SM-DP are out of scope for this specification, some examples might include:
0. Is the target Profile compatible with and validated against this type of eUICC? (including the fact that the SM-DP is able to generate the Profile for this type of eUICC).
0. Is there enough memory? In case of uncertainty of the information contained within the EIS, the SM-DP could request an online audit.
0. Is the eUICC certified? In case of a non-certified eUICC, the SM-DP MAY stop the procedure.
The SM-DP SHALL verify the ECASD certificate, which was received as part of the EIS, using the EUM Certificate and the CI’s Root Certificate and SHALL extract PK.ECASD.ECKA from the ECASD certificate.
If any of these conditions is not satisfied or if the certificate verification fails, the SM-DP SHALL return a response indicating a failure.
0. 
(6) The SM-DP SHALL call the “ES3.CreateISDP” function with its relevant input data.
(7) The SM-SR SHALL verify that the SM-DP request is acceptable (the verifications that the SM-SR SHALL perform are described in the section 5.4.3).
If any of the conditions to be verified are not satisfied, the SM-SR SHALL return a response indicating a failure, and the procedure SHALL stop.
Otherwise the SM-SR, SHALL create a new Profile entry for the EIS having a state “In-Creation” . The Profile with this state SHALL NOT appear in the EIS returned on ES3.GetEIS and ES4.GetEIS
(8) If there is no existing HTTPS session with the eUICC, the SM-SR SHALL trigger the HTTPS session as defined in section 2.4.4.5. 
(9) The SM-SR SHALL return the HTTP POST response containing the “ES5.CreateISDP” with its relevant input data. The X-Admin-Targeted-Application parameter SHALL be omitted as the command is targeting the ISD-R.
(10) The ISD-R SHALL create the ISD-P. In case of an error, the ISD-R SHALL return the error within the next POST request to the SM-SR. The SM-SR SHALL delete the new Profile entry having the state “In-Creation“ from the EIS. The error SHALL be finally returned to the SM-DP and the procedure MAY end depending on the error.
(11) The eUICC SHALL return the “ES5.CreateISDP” function execution response within the POST request to the SM-SR.
(12) Assuming a successful ISD-P creation, the SM-SR SHALL update the state of the Profile in the EIS to “Created“.
(13) The SM-SR SHALL return to the SM-DP the “ES3.CreateISDP” function execution response.
(13a)	In case the SM-SR does not receive a function execution response from the eUICC (e.g. due to a disrupted connection), the SM-SR SHALL trigger ES5.DeleteISDP function on the targeted ISD-P and update the EIS by removing the new Profile entry with status "In Creation" from the EIS accordingly.

In this sample procedure, it is assumed that the SM-DP has indicated “more to do” in the “ES5.CreateISDP” call. In case the SM-DP did not indicate “more to do”, the SM-SR MAY end the HTTPS session.
[bookmark: _Toc448998216][bookmark: _Toc422150690][bookmark: _Toc421874270][bookmark: _Toc420594340][bookmark: _Toc398214811][bookmark: _Toc375158227][bookmark: _Toc368932205][bookmark: _Ref367973230][bookmark: _Ref367972235][bookmark: _Ref367970396][bookmark: _Ref367968150][bookmark: _Ref367967791][bookmark: _Toc353545714][bookmark: _Toc486332834][bookmark: _Toc1977255][bookmark: _Toc2164801]Key Establishment with Scenario#3-Mutual Authentication
The next figure describes the second step in the Profile Download and Installation procedure. 
This sequence defines a new scenario called “Scenario#3-Mutual Authentication”. This sequence uses Scenario#3 based on ECKA EG (ElGamal) scheme as defined in GlobalPlatform Card Specification Amendment E [11] complemented by an SM-DP authentication step.
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hide footbox

participant “Operator” as OP #FFFFFF
participant “SM-DP” as DP #FFFFFF
participant “SM-SR” as SR #FFFFFF
box “eUICC” #FFFFFF
participant “ISD-R” as ISDR #FFFFFF
participant “ISD-P” as ISDP #FFFFFF
participant ECASD #FFFFFF
endbox

DP->>SR: (1) sendData(eid, sd-aid, ES8.EstablishISDPKeySet(CERT.DP.ECDSA))
Rnote over SR
(2) Check initial
 conditions
End rnote

SR-->>DP: Failed
DP-->>OP:

Hnote over SR, ISDR #C0C0C0
(2a) Conditional:
 HTTPS Session opening
Endhnote


SR->>ISDR: (3)
note over SR, ISDR
**HTTP/1.1 200 CRLF**
…
CRLF
<Body with ES8.EstablishISDPKeySet(CERT.DP.ECDSA)>
End note

ISDR->ISDP: (3a) CERT.DP.ECDSA

rnote over ISDP
(3b) Verifies that it is
 an SM-DP certificate
End rnote

ISDP->ECASD: (4) CERT.DP.ECDSA

Rnote over ECASD
5) verifies CERT.DP.ECDSA
 using PK.CI.ECDSA.
Continue if successful:
- extracts PK.DP.ECDSA
 from CERT.DP.ECDSA.
- generates RC
End rnote
ECASD-->ISDP:(6) RC or error
ISDP-->ISDR: (7)

ISDR->>SR:            
note over SR, ISDR
**POST /<next-uri> HTTP/1.1 CRLF**
…
**X-Admin-Script-Status:** <script-status> CRLF
CRLF
<Body with ES8.EstablishISDPKeySet response: RC or error>
End note

SR->>DP:(8) sendData response with ES8.EstablishISDPKeySet response: RC or error

Hnote over OP, ISDP #C0C0C0
(8a) Conditional: Error manageent, see 3.1.4
Endhnote

rnote right of OP
(9) Generates (eSK.DP.ECKA, ePK.DP.ECKA)
 Signs RC and ePK.DP.ECKA with SK.DP.ECDSA
End rnote

DP->>SR: (10) sendData( eid, sd-aid, ES8.keyEstablishISDPKeySet(ePK.DP.ECKA, signature))
SR->>ISDR: (11)
Note over SR
**HTTP/1.1 200 CRLF**
 …
CRLF
 <Body with ES8.EstablishISDPKeySet(ePK.DP.ECKA, RC, signature)>
End note

ISDR->ISDP:(12) ePK.DP.ECKA, signature
ISDP->ECASD
rnote over ECASD
13) verifies signature
 using PK.DP.ECDSA.
Continue if successful:
 - calculates ShS from
 ePK.DP.ECKA and
 SK.ECASD.ECKA.
End rnote

ECASD-->ISDP: (14) ShS or error

rnote over ISDP
(15) (Opt.) Generates DR
 Derives keyset from ShS (and DR)
 Calculates receipt.
End rnote

ISDP-->ISDR: (16) Receipt (Opt. DR) or error

ISDR->>SR:(17)
Note over SR, ISDR
**POST** /<next-uri> **HTTP/1.1** CRLF
 …
**X-Admin-Script-Status:** <script-status> CRLF
CRLF
 <Body with ES8.EstablishISDPKeySet response: Receipt (Opt. DR) or error>
End note

SR->>DP:(18) sendData response with ES8.keyEstablishISDPKeySet response: Receipt (Opt. DR) or error

hnote over OP, ISDP #C0C0C0
(18a) Conditional: Error management see 3.1.4
end hnote

rnote right of OP
(19) Calculates ShS from eSK.DP.ECKA
 and PK.ECASD.ECKA.
 Derives keyset from ShS (and DR)
 Verifies receipt
End rnote
@enduml
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Figure 2 [bookmark: _Ref373941249][bookmark: _Toc420594341]: Key Establishment, Scenario #3
Start Conditions:
As a pre-condition, the ISD-P SHALL be created as defined in section 3.1.1, the eUICC/ECASD SHALL support the scenario#3-Mutual Authentication and SHALL be provisioned with the SK.ECASD.ECKA, PK.CI.ECDSA.
[bookmark: _Toc420594342]Procedure:
(1) The SM-DP SHALL call the “ES3.SendData” function specifying the targeted eUICC, the ISD-R, and the data containing the “ES8.EstablishISDPKeySet” function with the certificate identifying the SM-DP. The certificate SHALL be issued by the SM-DP Certificate Issuer. 
(2) The SM-SR SHALL verify that the SM-DP request is acceptable (the verifications that the SM-SR SHALL perform are described in the section 5.4.4).
If any of the conditions to be verified are not satisfied, the SM-SR SHALL return a response indicating a failure, and the procedure SHALL stop.
(2a)	The SM-SR SHALL trigger the HTTPS session with the ISD-R if not already opened as defined in section 2.4.4.5.
(3) The SM-SR SHALL return the HTTP POST response with a body containing the “ES8.EstablishISDPKeySet” function as provided by the SM-DP in (1). The X-Admin-Targeted-Application parameter SHALL be omitted as the command is targeting the ISD-R 
(3a)	The ISD-R SHALL forward the content of the STORE DATA command contained in the HTTP response to the ISD-P.
(3b)	The ISD-P SHALL verify that it is an SM-DP certificate.
(4) The ISD-P SHALL forward the CERT.DP.ECDSA to the ECASD for verification.
(5) ECASD SHALL verify the provided CERT.DP.ECDSA with the PK.CI.ECDSA; if CERT.DP.ECDSA is valid, ECASD SHALL extract and store the PK.DP.ECDSA and generate a random challenge (RC). The length of the Random Challenge SHALL 16 or 32
(6) The Random Challenge (or error if any) SHALL be returned to the ISD-P which forwards it to the ISD-R.
(7) The ISD-R SHALL return the execution response (RC or error) within a new HTTP POST request addressed to the SM-SR. 
(8) The SM-SR SHALL return the content of the received HTTP POST (RC or error) to the SM-DP.
(8a)	In case of failure during the key establishment procedure, error management procedure describes in section 3.1.4 SHALL be executed and the procedure SHALL stop.
(9) The SM-DP SHALL generate an ephemeral key pair (related to the targeted ICCID), called ePK.DP.ECKA and eSK.DP.ECKA. The SM-DP signs the received Random Challenge(RC) and the generated ePK.DP.ECKA with the SK.DP.ECDSA.
(10) The SM-DP SHALL call the “ES3.SendData” function specifying the targeted eUICC, the ISD-R and the data containing the “ES8.EstablishISDPKeySet” function with the ePK.DP.ECKA and the previously computed signature on Random Challenge (RC) and ePK.DP.ECKA using SK.DP.ECDSA.
(11) The SM-SR SHALL return the HTTP POST response with a body containing the “ES8.EstablishISDPKeySet” function as provided by the SM-DP in (10). The X-Admin-Targeted-Application parameter SHALL be omitted as the command is targeting the ISD-R.
(12) The ISD-P SHALL forward the content of the STORE DATA command, containing the ePK.DP.ECKA and signature to the ISD-P, which SHALL forward them to the ECASD for verification.
(13) The ECASD SHALL verify the signature using the previously stored PK.DP.ECDSA. If the signature is not verified, an error SHALL be returned. Else the ECASD SHALL calculate the ShS using the ePK.DP.ECKA and the SK.ECASD.ECKA.  
(14) The ShS or an error SHALL be returned to the ISD-P.
(15) The ISD-P:
1. MAY optionally compute a Derivation Random (DR, if requested by the SM-DP in the function call).
1. Derives the key set from ShS (and optionally DR).
1. Calculates the receipt to be returned to SM-DP.
1. In case of error at this step, the length of the returned receipt SHALL be 0.
(16) The ISD-P SHALL return the calculated receipt (and optionally the DR) or the error to the ISD-R.
(17) The ISD-R SHALL return the execution response to the ISD-P (receipt (opt. DR) or error) within a new HTTP POST request addressed to the SM-SR. 
(18) The SM-SR SHALL return the content of the received HTTP POST (receipt (opt. DR) or error) to the SM-DP.
(18a)	In case of failure during the Key Establishment procedure, the error management procedure described in section 3.1.4 SHALL be executed and the procedure SHALL stop.
(19) The SM-DP symmetrically SHALL: 
1. Calculate the ShS using the eSK.DP.ECKA and the PK.ECASD.ECKA,
1. Derive the key set from ShS (and optionally DR), and
1. Verify the receipt received in the response to ensure that key set derivation is consistent with what has been performed by the ISD-P.
The eUICC SHALL support key establishment with and without the DR. The SM-DP decides which option to use.
BSI TR-03111 [49] contains recommendations and requirements on the generation and validation of ephemeral keys. In addition, NIST SP 800-56A [50] provides requirements on the destruction of ephemeral keys and other intermediate secret data after their use.
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This section describes the third part of the procedure for the Profile Download and Installation step. The procedure illustrates the usage of RAM over HTTP as an example of the transport protocol.
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participant “M2M SP” as M2MSP #FFFFFF
participant “Operator” as OP #FFFFFF
participant “SM-DP” as DP #FFFFFF
participant “SM-SR” as SR #FFFFFF
box “eUICC” #FFFFFF
participant “ISD-R” as ISDR #FFFFFF
participant “ISD-P” as ISDP #FFFFFF
endbox

DP->SR: (1) sendData(eid, isd-p-aid, [<data1>]<sub>scp03t</sub>, moreTodo)
Rnote over SR #FFFFF
(2) Check initial
 conditions
Endrnote

Hnote over SR, ISDR #C0C0C0
(2b) Conditional: HTTPS
 session opening
End hnote

SR->>ISDR: (3)
note over SR,ISDR
**HTTP/1.1 200 CRLF**
 …
**X-Admin-Targeted-Application:**//aid/<rid>/<pix> (of ISD-P-AID)CRLF
CRLF
<Body with [<data1>]<sub>scp03t</sub> >
End note

ISDR->ISDP: (4)
rnote over ISDP
(5) Unwrap
SCP03t security
End rnote

rnote over ISDP
(6) Process
Profile data
End rnote

ISDP-->ISDR: (6a)
ISDR->>SR: (7)

Note left of ISDP
**POST** /<next-uri> **HTTP/1.1** CRLF
 …
**X-Admin-Script-Status:** <script-status> CRLF
CRLF
 <Body with [data1 execution response] <sub>scp03t</sub> >
End note

SR->>DP: (8) SendData response + [data1 execution response]<sub>scp03t</sub>
Hnote over DP, ISDP #C0C0C0
(9) Optional: new data sending
End hnote

Hnote over OP, ISDP #C0C0C0
(9a) Conditional: Error management see 3.1.4
End hnote 

DP->SR: (10) profileDownloadCompleted(eid, iccid, subdAddress, POL2)

rnote over SR
(11) Update
EIS
End rnote

SR-->DP

Hnote over SR, ISDP #C0C0C0
(12) Optional: : Enable Profile see 3.3
End hnote

DP->>OP: (13) Profile download &installation success
SR->>M2MSP: (14) Cond: HandleProfileDownloadedNotification (eid, iccid, enabled)

@enduml
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Figure 3 [bookmark: _Ref373941353]: Download and Installation of the Profile
[bookmark: _Toc420594344]Start Conditions:
As a pre-condition, the ISD-P SHALL be created and personalized as defined in section 3.1.1 and section 3.1.2.
[bookmark: _Toc420594345]Procedure:
(1) The SM-DP SHALL call the “ES3.SendData” function specifying the targeted eUICC, the ISD-P, and providing the Profile data to download as input data. The Profile data has to be given as specified in section 4.1.3.1 and 5.4.4.
(2) The SM-SR SHALL verify that the SM-DP request is acceptable (the verifications that the SM-SR SHALL perform are described in section 5.4.4).
(2a)	Depending on the error, the procedure MAY stop and a global failure message SHALL be returned to the Operator.
(2b)	The SM-SR SHALL trigger the HTTPS session opening with the ISD-R if not already opened, as defined in section 2.4.4.5.
(3) The SM-SR SHALL return the HTTP POST response containing the secure data as provided by the SM-DP. The X-Admin-Targeted-Application field SHALL contain the ISD-P-AID.
(4) The ISD-R SHALL forward the received secure data to the ISD-P identified by the X-Admin-Targeted-Application field.
(5) The ISD-P SHALL process the security of the received data. The figure illustrates a success case; in case of security failure the error SHALL be returned within the next POST request to the SM-SR and finally returned to the SM-DP; and the procedure MAY end depending on the error.
(6) The ISD-P SHALL process the received command TLV(s).
(6a)	The ISD-P SHALL return the response to the command TLV(s) to the ISD-R. 
(7) The ISD-R SHALL return the ISD-P’s response within the next POST request to the SM-SR.
(8) The SM-SR SHALL return to the SM-DP the execution status of the “ES3.SendData” function.
(9) Optionally the SM-DP MAY call the same “ES3.SendData” function again if the download and installation of the Profile requires several steps. This optional step MAY be repeated as many times as required.
(9a)	In case of failure during the Download and Installation procedure, error management procedure describes in section 3.1.4 SHALL be executed and the procedure SHALL stop.
(10) When Profile download is completed the SM-DP SHALL call the “ES3.ProfileDownloadCompleted” function. This basically indicates to the SM-SR that the Profile is downloaded and installed. The SM-DP MAY take the opportunity to define a POL2 on the Profile. The Operator SHALL be able to specify the POL2 content even if it is empty.
As requested by the Operator, after Profile installation the SCP03 key set of the ISD-P MAY:
Be retained by the SM-DP. In this case the Operator can instruct the SM-DP to hand over or delete the key set at a later point in time; 
Be handed over to the Operator. The keys MAY be replaced by the Operator;
Be deleted from the eUICC by the SM-DP (using the GlobalPlatform DELETE command).
(11) The SM-SR SHALL update the EIS reflecting that the Profile is in “DISABLED” state, and POL2 if present.
(12) If the Operator has initially requested the Profile to be enabled, the SM-DP SHALL request the SM-SR to enable the newly installed Profile following the procedure in section 3.3 with the following modifications:

The procedure SHALL start with step (1)
For the Normal Case, described in section 3.3.1 the following modification SHALL apply:
The SM-DP SHALL NOT perform step 17
 For the Failure Case, described in section 3.3.2 the following modification SHALL apply:
The SM-DP SHALL NOT perform step (14)
NOTE	When a M2M SP has a PLMA set to receive “Profile Download Notifications”, as described in section 5.7.1, it has to be considered that the M2M SP may receive the information of a successful Profile download, based on a notification sent by the SM-SR, earlier than the Operator who has initiated the Profile Download. The Operator does not receive the result of a Profile download until the Profile Enable procedure, as described in section 3.3, has been executed. The result of Profile Download, including the result of Profile Enabling, is sent as described by step (13) of this procedure.
(13) The SM-DP SHALL return the response to the “ES2.DownloadProfile” function call to the Operator. In case the Profile has been downloaded successfully but the optional step 12 failed or expired before completion of the Profile enabling, the function execution response SHALL include the execution status “Executed-WithWarning” indicating that the Profile has been downloaded.
(14) If the profile has been successfully downloaded and installed, the SM-SR SHALL send the “ES4.HandleProfileDownloadedNotification” to a M2M SP, if authorised by the Operator owning the Profile, and SHALL indicate if the profile has been enabled as described in the optional step 12.
If the M2M SP is another Operator directly connected to the SM-SR and it is authorised by the Operator owning the Profile, the SM-SR SHALL send this notification to this other Operator by calling the “ES4.HandleProfileDownloadedNotification”.
If the M2M SP is another Operator connected through its SM-DP and it is authorised by the Operator owning the Profile, the SM-SR SHALL send this notification to the SM-DP associated to this other Operator by calling the “ES3.HandleProfileDownloadedNotification”. 
Then the SM-DP, on reception of this notification, SHALL forward it to the Operator, acting as the M2M SP, by calling the “ES2.HandleProfileDownloadedNotification”.

At the end of this procedure, if the Profile has been enabled, the Operator owning of the Profile is able to perform any remote management operation to the Profile using its own Remote Administration Server. 
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The next figure describes the flow for error management. This procedure is called when an error or expiration occurs during the key-establishment procedure or during the steps 1 to 11 of the Profile Download and Installation procedure (before the optional enabling of the Profile). The procedure illustrates the usage of RAM over HTTP as an example of the transport protocol.
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participant “Operator” as OP #FFFFFF
participant “SM-DP” as DP #FFFFFF
participant “SM-SR” as SR #FFFFFF
box “eUICC” #FFFFFF
participant “ISD-R” as ISDR #FFFFFF
participant “ISD-P” as ISDP #FFFFFF
participant ECASD #FFFFFF
endbox

DP->>SR: (1) In case of failure, deleteISDP(iccid) function

Hnote over SR, ISDR #C0C0C0
(1a) Conditional:
HTTPS session
opening
end hnote

SR->>ISDR: (2)
Note left of ISDP
**HTTP/1.1 200** CRLF
 …
CRLF
 <Body with ES5.DeleteProfile(isd-p-aid)>
End note

Rnote over ISDR #FFFFFF
(3) Enforce POL1
Endrnote
|||

Rnote over ISDR: (34) Delete ISD-P

ISDR->>SR: (45)
Note left of ISDP
**POST** /<next-uri> **HTTP/1.1** CRLF
 …
**X-Admin-Script-Status:** <script-status> CRLF
CRLF
 <Body with ES5.DeleteProfile response >
End note

SR->>DP: (56) ISD-P deletion result

DP->>OP: (67) Failed
@end uml
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Figure 4 :  Error Management Sub-Routine
[bookmark: _Toc420594347]Procedure:
(1) In case of failure during the key establishment procedure or the Download Profile procedure, the SM-DP SHALL call the “ES3.DeleteISDP” function with its relevant input data. 
(1a)	The SM-SR SHALL trigger the HTTP session with the ISD-R if not already opened as defined in section 2.4.4.5.
(2) The SM-SR SHALL return the HTTP POST response with a body containing the “ES5.DeleteProfile” function with the ICCID. The X-Admin-Targeted-Application parameter SHALL be omitted as the command is targeting the ISD-R.  
(3) The ISD-R SHALL enforce POL1. If POL1 rejects the deletion of the target Profile, the ISD-R SHALL return the MO-SMS containing the response indicating a failure, and the procedure SHALL end
(4) The ISD-R SHALL delete the targeted ISD-P.
(5) The ISD-R SHALL return the execution response to the ISD-P deletion “ES5.DeleteProfile” within a new HTTP POST request addressed to the SM-SR.
(6) The SM-SR SHALL forward the status of the “ES3.DeleteISDP”to the SM-DP.
(7) The failure message SHALL be returned to the Operator. In case of a timeout of the “ES5.DeleteProfile”, the status of the download SHALL be reported as ‘Expired’.

NOTE:	In case the deletion of the ISD-P fails or expires (e.g. because the eUICC is out of coverage), or in case the SM-DP does not receive confirmation of the deletion (e.g. because sending the result (5) failed), the SM-DP will get a chance to delete the ISD-P and the potentially incomplete profile at the beginning of a subsequent Profile Download on the same eUICC, as described in section 3.1.5.
ISD-P Cleanup Sub-Routine

The next figure describes the alternate flow that an SM-DP MAY follow to delete an ISD-P that it formerly failed to delete.
NOTE:	The case where a Profile with the same ICCID was incompletely downloaded to a different eUICC is not covered here.
@startuml
skinparam monochrome true
skinparam ArrowColor Black
skinparam maxmessagesize 160
hide footbox

participant “Operator” as OP #FFFFFF
participant “SM-DP” as DP #FFFFFF
participant “SM-SR” as SR #FFFFFF
box “eUICC” #FFFFFF
participant “ISD-R” as ISDR #FFFFFF
participant “ISD-P” as ISDP #FFFFFF
endbox

OP->>DP: (1) downloadProfile(srid, eid, iccid, final state, profileType)
DP->SR: (2) getEIS(eid)

Rnote over SR #FFFFF
(3) Retrieve EIS
Endrnote

SR-->DP: (4) Return EIS

Opt [If the SM-DP detects an ISD-P that it created and still in an uncomplete state]

DP->>SR: (5alt) DeleteProfile(eid, iccid)
Rnote over SR #FFFFF
(6alt) Check initial conditions
Endrnote
SR-->>DP: Failed
SR->>ISDR: (7alt) MT-SMS [ES5.DELETE command]SCP80
	Comment by Duprez Jerome: Alternative: keep this text


|||
Rnote over ISDR #FFFFFF
(9alt) Delete ISD-P
Endrnote
ISDR-->>SR: (10alt) MO-SMS [ES5.DELETE command response]SCP80
Rnote over SR #FFFFFF
(11alt) Update EIS
Endrnote
SR-->>DP: (12alt) Profile deletion result
End

Rnote over DP #FFFFFF
(5) Check eUICC eligibility
Endrnote
DP-->>OP: Failed

DP->>SR: (6) createISDP(eid, iccid, mno-id,…)

@enduml
[image: ]
Figure 315-A: ISD-P cleanup at the beginning of a subsequent profile download

Procedure:
(1) (2) (3) (4) See section 3.1.1.
(5alt) As per the EIS, or by comparing the EIS with its own records, the SM-DP determines that an ISD-P associated to this SM-DP is in an incomplete state (the profile download procedure did not complete nominally) and should be cleaned up. The SM-DP SHALL then send a request ES3.DeleteISDP to the SM-SR to delete the incomplete ISD-P.
(6alt) The SM-SR SHALL verify if the SM-DP request is acceptable (the verifications that the SM-SR SHALL perform are described in section 5.4.9). If any of the conditions to be verified are not satisfied, the SM-SR SHALL return a response indicating a failure, and the procedure SHALL end.
(7alt)	The SM-SR SHALL send an MT-SMS containing the “ES5.DELETE” command with its relevant input data (see section 4.1.1.4) to the ISD-R. The SM-SR SHALL request a PoR to get the execution status of the “ES5.DELETE” command.
 	Comment by Duprez Jerome: [Alternative text]
(8alt) If the target Profile is Disabled, the ISD-R SHALL enforce POL1. If POL1 rejects the deletion of the target Profile, the ISD-R SHALL return the MO-SMS containing the response indicating a failure, and the procedure SHALL end
(9alt)	The ISD-R SHALL delete the targeted ISD-P and the contained Profile.
(10alt)	The ISD-R SHALL return the MO-SMS to the SM-SR containing the execution status of the “ES5.DELETE” command. 
(11alt)	In case of successful execution, the SM-SR SHALL update the EIS to reflect the newly deleted Profile.
(12alt) The SM-SR SHALL return the response to the “ES3.DeleteISDP” function to the SM-DP.

(5)(6)… The SM-DP and SM-SR SHALL resume the procedure described in section 3.1.1 

NOTE:	In the majority of such cases, the ISD-P to delete will not have any POL2 rule, and no PLMA associated. However, in case it does have any of those, the SM-SR SHALL apply them as specified in the relevant sections, including sending the relevant notification of deletion.
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