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4.5.2.1.0.2	eUICC
The table below describes the specific fields of a CERT.EUICC.SIG in complement of the description given in section 4.5.2.1.0:

	Field
	Value Description

	subject
	Distinguished Name of the EUICC. It SHALL include, at least, 'organization' and 'serialNumber' attributes. Others attributes MAY be included for information.
The 'organization' attribute SHALL have one of the values allowed in the NameConstraintSHOULD have the same value as the 'organization' attribute of the EUM ancestor Certificate. See note 1.
The 'serialNumber' attribute SHALL be the EID as a decimal PrintableString (see notes 1 and 2). The EID SHALL include in its digits 1 to 8, one of the IIN values allowed in the EUM certificate.
Example of an eUICC DN:
o = ACME
serialNumber = 89049032123451234512345678901235	Comment by Duprez Jerome: This prefix is an existing IIN from an existing EUM. Does there exist a fictitious value a la “555” ?

	Extension for Authority Key Identifier (RFC 5280 [17] section 4.2.1.1)
	extnID = id-ce-authorityKeyIdentifier
critical = false
extnValue = <Identifier of the public key to verify this certificate>

	Extension for Key usage (RFC 5280 [17] section 4.2.1.3)
	extnID = id-ce-keyUsage
critical = true
extnValue = digitalSignature (0)

	Extension for Certificate Policies (RFC 5280 [17] section 4.2.1.4)
	extnID = id-ce-certificatePolicies
critical = true
extnValue = id-rspRole-euicc or id-rspRole-euicc-v2 (Section 2.4a.1.0)
To indicate that this is an eUICC Certificate.
NOTE: id-rspRole-euicc-v2 indicates a Certificate in a chain following Variant O (see figure 30)

	NOTE 1: X.509 mandates that the Certificate in a chain obey the NameConstraints defined in ancestor Certificates.

NOTE 2: former versions of these specifications mandated a NameConstraint in the EUM Certificate that was contradicting the requirement that the value of the Subject attribute ‘serialnumber’ of CERT.EUICC.SIG shall equal the EID. Variant O perpetuates this discrepancy. See section 4.5.2.2 for a recommendation as to how the servers can work around this issue.


Table 11: CERT.EUICC.SIG
4.5.2.1.0.3	EUM
The table below describes the specific fields of a CERT.EUM.SIG in complement of the description given in section 4.5.2.1.0:

	Field
	Value Description

	subject
	Distinguished Name of the EUM. It SHALL include at least 'organization' and 'commonName' attributes.
Example of EUM DN:
c = US
l = New York
o = ACME
cn = ACME Public CA 
e = admin.pki@acme.com

	Extension for Authority Key Identifier (RFC 5280 [17]): section 4.2.1.1)
	extnID = id-ce-authorityKeyIdentifier
critical = false
extnValue = <Identifier of the public key to verify this certificate>

	Extension for Key usage (RFC 5280 [17] section 4.2.1.3)
	extnID = id-ce-keyUsage
critical = true
extnValue = {
   keyCertSign  (5),
   cRLSign(6) --[Conditional] }
cRLSign indicator SHALL be set if the EUM uses the additional EUM SubCA (see section 2.7).

	Extension for Certificate Policies (RFC 5280 [17] section 4.2.1.4)
	extnID = id-ce-certificatePolicies
critical = true
extnValue = id-rspRole-eum or id-rspRole-eum-v2 (Section 2.4a.1.0)
To indicate that this is an EUM Certificate.
NOTE: id-rspRole-eum-v2 indicates a Certificate in a chain following Variant O (see figure 30)

	Extension for subjectAltName (RFC 5280 [17] section 4.2.1.6)
	extnID = id-ce-subjectAltName
critical = false
extnValue = { 
   registeredID (8) = EUM OID }

	Extension for Basic Constraints (RFC 5280 [17] section 4.2.1.9)
	extnID = id-ce-basicConstraints
critical = true
extnValue = {
   cA = true 
   pathLenConstraint = 1 }
To indicate that this certificate is a SubCA allowed to issue another level of EUM SubCA Certificate.
pathLenConstraint SHALL be set to 0 when the Certificate Policies extension is set to id-rspRole-eum-v2.

	Extension for CRL Distribution Points (RFC 5280 [17] section 4.2.1.13)
	extnID = id-ce-cRLDistributionPoints
critical = false
extnValue = section 4.5.2.1.3

	Extension for Name Constraints (see RFC 5280 [17] section 4.2.1.10) (See Notes 1 and 2)
	extnID = id-ce-nameConstraints
critical = true
extnValue NameConstraints ::= {
	permittedSubtrees ::= {
	{
		base directoryName : rdnSequence : {
		{
			{
            		type { <id-at-organizationName oid> }
            		value : <organization name>
         		}
       	},
        	{
         		 {
           		 type { < id-at-serialNumber  oid> }
            		value: <iin>
          		}
       	}
     	},         
		minimum 0 
	} 
	}
}
This restriction contains the organization name(s) and IIN(s) that the EUM owning this certificate is allowed to set in the eUICC Certificates. This restriction applies on the subject name (containing 'organization' and '‘serialNumber'’ attributes).
The <iin> value is composed of the 1st to 8th digits of the EID.
[bookmark: _Hlk455650851]The extension MAY contain several possible '‘organization'’ / '‘IIN'’ values pairs.
Field 'minimum' has no meaning in this specification.

	Extension for permitted IINs
	extnID = id-rsp-extension-permitted-iins	Comment by Yolanda Sanz: Add a note to indicate that this is for any variant expect variant O	Comment by Duprez Jerome: Done, although I have some reservations against this. To be discussed in a later CR. 
critical = false	Comment by Duprez Jerome: Critical=false so that a server v2 may safely ignore this extension
extnValue ::= {
	{ <iin> }
}
This extension contains the IIN values that the EUM owning this Certificate is allowed to use in the EID of the eUICC. The <iin> value is composed of the 1st to 8th digits of the EID.
The EUM SHALL add this extension for Variants other than O, and MAY add this extension for variant O

	Note 1: As per RFC 5280 [17], the name constraints applies to all subject names in subsequent certificates in a certification path (i.e. EUM SubCA and EUICC certificates)
Note 2: A former version of this specification included a restriction on the 'serialNumber' attribute in the NameConstraint to be one of the EUM’s IINs. Variant O certificate chains will contains such restrictions. See section 4.5.2.2 for a recommendation as to how the servers can work around this issue.


Table 12: CERT.EUM.SIG
The table below describes the specific fields of a CERT.EUMSubCA.SIG in complement of the description given in section 4.5.2.1.0:
	Field
	Value Description

	Subject
	According to the name constraints set in CERT.EUM.SIG, the subject SHALL contain:
- the 'organization' attribute with one of the values defined in the name constraints extension
- the 'serialNumber' attribute set with one of the IIN values defined in the name constraints extension
Others attributes MAY be included for information.

Example of EUM SubCA DN:
o = ACME
serialNumber = 89049032

	Extension for Authority Key Identifier (RFC 5280 [17] section 4.2.1.1)
	extnID = id-ce-authorityKeyIdentifier
critical = false
extnValue = <Identifier of the public key to verify this certificate>

	Extension for Key usage (RFC 5280 [17] section 4.2.1.3)
	extnID = id-ce-keyUsage
critical = true
extnValue = keyCertSign (5)

	Extension for Certificate Policies (RFC 5280 [17] section 4.2.1.4)
	extnID = id-ce-certificatePolicies
critical = false
extnValue = id-rspRole-eumSubCa (Annex H) 
To indicate that this is an EUM SubCA Certificate.

	Extension for subjectAltName (RFC 5280 [17] section 4.2.1.6)
	extnID = id-ce-subjectAltName
critical = false
extnValue = {
   registeredID (8) = EUM OID}
The OID SHALL be the same as in CERT.EUM.SIG

	Extension for Basic Constraints (RFC 5280 [17] section 4.2.1.9)

	extnID = id-ce-basicConstraints
critical = true
extnValue = {
   cA = true, 
   pathLenConstraint = 0 }
To indicate that this certificate is a SubCA limited to issue only "leaf" certificate.

	Extension for CRL Distribution Points (RFC 5280 [17] section 4.2.1.13)
	extnID = id-ce-cRLDistributionPoints
critical = false
extnValue = see section 4.5.2.1.3.


Table 12a CERT.EUMSubCA.SIG
[bookmark: _Ref443036827]4.5.2.2	Certificate Verification
Certificate verifiers SHALL only accept certificate chains defined in sectionsCertificate chains defined in section 4.5.2.0a and 4.5.2.0b.They SHALL be verified verify the Certificate according to RFC 5280 [17] , except for the specific clause below. Certificate verifiers SHALL only accept certificate chains defined in these two sections.
The SM-DP+ and SM-DS SHALL verify the consistency of the IINs and EID as restricted in the EUM and eUICC Certificates (see sections 4.5.2.0.2 and 4.5.2.1.0.3).
For compatibility reasons, and as an exception to the verification requirements specified by RFC 5280 [17], the SM-DP+ and SM-DS SHOULD NOT enforce the ‘serialNumber’ part of the NameConstraint specified in EUM Certificates in variant O.
In addition, verifiers of certificate chains for TLS establishment MAY verify restrictions to Certificate Profiles specified in section 4.5.2.1.0 for these Certificates. Restrictions to Certificate Profiles defined in section 4.5.2.1.0 for other Certificate chains SHALL be verified.
Certificate revocation status of each Certificate in the chain SHALL be verified:
o	RSP Servers SHALL perform this verification as described in RFC 5280 [17], using the CRLs that they can retrieve as defined in section 4.6.4.
o	The LPAd SHALL perform this verification for TLS Certificates using a revocation mechanism supported by the certificate issuers in the trust chain (e.g., CRL validation as described in RFC 5280 [17]).
o	The eUICCs SHALL perform this verification as indicated in ES10b.AuthenticateServer, section 5.7.13.
NOTE:	Verification of the revocation status of TLS Certificates by the LPAe is FFS.
If any of these verifications fail, the certificate SHALL be considered as invalid and the operation for which it was used, SHALL be rejected.

[bookmark: _Toc438039012][bookmark: _Toc438302052][bookmark: _Toc456596334][bookmark: _Toc473022853][bookmark: _Toc14264315]Annex H	ASN.1 Definitions (Normative)
RSPDefinitions {joint-iso-itu-t(2) international-organizations(23) gsma(146) rsp(1) spec-version(1) version-three(3)}
DEFINITIONS
AUTOMATIC TAGS
EXTENSIBILITY IMPLIED ::=
BEGIN

IMPORTS Certificate, CertificateList, Time FROM PKIX1Explicit88 {iso(1) identified-organization(3) dod(6) internet(1) security(5) mechanisms(5) pkix(7) id-mod(0) id-pkix1-explicit(18)}
SubjectKeyIdentifier FROM PKIX1Implicit88 {iso(1) identified-organization(3) dod(6) internet(1) security(5) mechanisms(5) pkix(7) id-mod(0) id-pkix1-implicit(19)};

id-rsp OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) international-organizations(23) gsma(146) rsp(1)}

-- Basic types, for size constraints
Octet1 ::= OCTET STRING(SIZE(1))
Octet4 ::= OCTET STRING (SIZE(4))
Octet8 ::= OCTET STRING (SIZE(8))
Octet16 ::= OCTET STRING (SIZE(16))
OctetTo16 ::= OCTET STRING (SIZE(1..16))
Octet32 ::= OCTET STRING (SIZE(32))

VersionType ::= OCTET STRING(SIZE(3)) -- major/minor/revision version are coded as binary value on byte 1/2/3, e.g. '02 00 0C' for v2.0.12.
-- If revision is not used (e.g. v2.1), byte 3 SHALL be set to '00'.
Iccid ::= [APPLICATION 26] OCTET STRING (SIZE(10)) -- ICCID as coded in EFiccid, corresponding tag is '5A'
RemoteOpId ::= [2] INTEGER {installBoundProfilePackage(1)}
TransactionId ::= OCTET STRING (SIZE(1..16))

-- Definition of OIDs
id-rsp-cert-objects OBJECT IDENTIFIER ::= {id-rsp 2}
   -- value 0 in id-rsp-cert-objects was assigned in SGP.22 v2.x

id-rspRole OBJECT IDENTIFIER ::= {id-rsp-cert-objects 1}

-- Definition of OIDs for RSP-specific role identification in Certificates
id-rspRole-ci OBJECT IDENTIFIER ::= {id-rspRole 0}
id-rspRole-ciSubCa OBJECT IDENTIFIER ::= {id-rspRole-ci 0}

id-rspRole-eum OBJECT IDENTIFIER ::= {id-rspRole-ciSubCa 0}
id-rspRole-eumSubCa OBJECT IDENTIFIER ::= {id-rspRole-eum 0}
id-rspRole-euicc OBJECT IDENTIFIER ::= {id-rspRole-eumSubCa 0}

id-rspRole-dpSubCa OBJECT IDENTIFIER ::= {id-rspRole-ciSubCa 1}
id-rspRole-dp-tls OBJECT IDENTIFIER ::= {id-rspRole-dpSubCa 0}
id-rspRole-dp-auth OBJECT IDENTIFIER ::= {id-rspRole-dpSubCa 1}
id-rspRole-dp-pb OBJECT IDENTIFIER ::= {id-rspRole-dpSubCa 2}

id-rspRole-dsSubCa OBJECT IDENTIFIER ::= {id-rspRole-ciSubCa 2}
id-rspRole-ds-tls OBJECT IDENTIFIER ::= {id-rspRole-dsSubCa 0}
id-rspRole-ds-auth OBJECT IDENTIFIER ::= {id-rspRole-dsSubCa 1}

-- The following OIDs are used in Variant O and OO Certificates
id-rspRole-euicc-v2 OBJECT IDENTIFIER ::= {id-rspRole 1}
id-rspRole-eum-v2 OBJECT IDENTIFIER ::= {id-rspRole 2}
id-rspRole-dp-tls-v2 OBJECT IDENTIFIER ::= {id-rspRole 3}
id-rspRole-dp-auth-v2 OBJECT IDENTIFIER ::= {id-rspRole 4}
id-rspRole-dp-pb-v2 OBJECT IDENTIFIER ::= {id-rspRole 5}
id-rspRole-ds-tls-v2 OBJECT IDENTIFIER ::= {id-rspRole 6}
id-rspRole-ds-auth-v2 OBJECT IDENTIFIER ::= {id-rspRole 7}

-- Definition of OIDs for RSP-specific extensions in Certificates
id-rsp-extensions ::= {id-rsp-cert-objects 2}

id-rsp-extension-permitted-iins ::= { id-rsp-extensions 0}

PprIds ::= BIT STRING {-- Definition of Profile Policy Rules identifiers
	pprUpdateControl(0), -- defines how to update PPRs via ES6
	ppr1(1), -- Indicator for PPR1 'Disabling of this Profile is not allowed'
	ppr2(2) -- Indicator for PPR2 'Deletion of this Profile is not allowed'
}

OperatorId ::= SEQUENCE {
	mccMnc OCTET STRING (SIZE(3)), -- MCC&MNC coded as 3GPP TS 24.008
	gid1 OCTET STRING OPTIONAL, -- referring to content of EF GID1 (file identifier '6F3E') in 3GPP TS 31.102 [54]
	gid2 OCTET STRING OPTIONAL  -- referring to content of EF GID2 (file identifier '6F3F') in 3GPP TS 31.102 [54]
}

RpmConfiguration ::= SEQUENCE {
	managingDpList [0] SEQUENCE OF SEQUENCE {
		managingDpOid [0] OBJECT IDENTIFIER, -- Managing SM-DP+ OID
		rpmType [1] RpmType OPTIONAL,
		tagList [APPLICATION 28] OCTET STRING OPTIONAL
	},
	pollingAddress [1] UTF8String OPTIONAL, -- Tag '81'
	allowedCiPKId [2] SubjectKeyIdentifier OPTIONAL, -- GSMA CI RootCA PKID that is allowed for managing SM-DP+s
	profileOwnerOid [3] OBJECT IDENTIFIER,
	profileOwnerOidsForImplicitDisable [4] SEQUENCE OF OBJECT IDENTIFIER OPTIONAL
}

<Rest of section skipped (no change)>



		Page 8 of 8
image1.jpeg




