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This form allows organisations to put forward a proposal for a new Work Item for consideration by the eSIM group. 


1. Originating Organisation (Mandatory)
Organization: AT&T
Primary Contact: Clif Campbell 

2. Supporting individual companies (Optional)
Please list, in alphabetic order, the companies that supports this Work Item


3. Work Item Title (Mandatory)
Profile Policy Rule 4 (PPR4)

4. Problem or Opportunity (Mandatory)
The current implementation of the eUICC Memory Reset feature, facilitates the easy removal of Operational Profiles on SGP.21/SGP.22 compliant devices by the end user. While this is a valuable feature, we believe there are also circumstances where a device owner or subscriber would want to disable the feature, and the inability to do so could create problems and harm user experience. For example, when the device owner (or subscriber) is an Enterprise (including Government entities), the Enterprise often has specific needs for management and control of its devices and service.  Indeed, the Enterprise’s telecom services may serve a mission critical function. The end users are employed by the Enterprise to perform their duties on behalf of the enterprise or government agency and may not be authorized to unilaterally change or modify the subscription service for which the Enterprise has contracted. In many scenarios, the Enterprise would prefer to disable the reset feature to ensure the end user is not able to reset the eUICC without authorization. This functionality would protect against both the intentional (e.g., in the case of a stolen device) or unintentional removal of the Operational Profiles on a device.  
 
One such situation where an Enterprise would want this capability is in connection with public safety. In this instance, the Enterprise (often a Government agency or contractor to a government agency) manages a public safety network and the end users include first responders and emergency workers. In that situation, the subscriber (the Enterprise) may want to ensure the eUICC on their official device is not capable of being reset without authorization, so that the emergency workers will always have access to the designated public safety network. Not having the ability to disable the reset functionality could potentially jeopardize a public safety service.  We believe there are other examples where the entity that owns a device or subscribes to a telecommunications service would want the ability to disable the eUICC reset function (e.g., organizations like police departments, public health providers and financial securities traders may want to ensure their employee end-users record every call and text message sent or received).   

PPR4 is a solution to the identified problem and is intended to be one tool in the toolbox of enterprises for management of their telecom devices and operations, including potentially mission critical (as per that Enterprise) services/functions. The use of PPR4 along with Policy Rules 1 and 2 is a solution that addresses the problem and is intended to be an optional feature in the eSIM specifications. The use of PPR4 along with PPR1 and PPR2 is a decision to be made solely with the knowledge and consent of the subscriber and is intended to be under the control of that Enterprise. 

This Work Item represents a significant change from the previously defined scope of this feature.  

 
5. Example Use Cases (Mandatory)
1. Unauthorised end user of First Responder device attempts to wipe device of all installed profiles. 
2. End user of Enterprise device attempts to replace Enterprise subscriptions with unapproved subscription.  

6. Work Plan (Optional)
· Review previously identified Requirements (pre-AA.35 SGP.21) and modify to ensure consistency with optional implementation and consistency with identified application and use case. 
· Review comments provided during AA.35 review of SGp.21 V30y. 
· Add new requirements as needed for the applications and use case(s) identified.   
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