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************************************START CHANGE 1******************************************
3.1.1 [bookmark: _Toc10108457]Isolation level
Isolation is one of the key expectations of network slicing. A network slice instance may be fully or partly, logically and/or physically, isolated from another network slice instance 0. This attribute describes different types of isolation: 
The realization of isolation can be divided into three domains: access network isolation, transport network isolation and core network isolation. Verticals’ requirements can be reflected in isolation choices in these three domains.
	Domain name
	Physical islation
	Logical islation

	Access network
	Spectrum 
	5QI 

	Transport network
	FlexE
	vLAN reflection

	Core network
	Dedicated servers 
	Dedicated Network elements on virtual machines



These choices can be combines according to the business and security requirements from verticals, 
· Such as for those with very high security requirements, the combination could be:
 high Qos in access network + FlexE transport + dedicated servers. 
· For other business with relatively low security requiremnets, the combination could be:
 medium QoS level + vLAN + dedicated virtual meachines.
· Physical – network slices are physically separated (e.g. different rack, different hardware, different location, etc.)	Comment by Xiaonan Shi: This classification of physical and logical isolation is on different aspect from our view,we can have further discussion on this.
· Process and threads isolation
· Physical memory isolation
· Physical network isolation
· Logical – network slices are logically separated.
· Virtual resources isolation – a network slice has access to specific range of resources that do not overlap with other network slices (e.g. VM isolation)
· Network functions isolation – NF (Network Function) is dedicated to the NSC, but virtual resources are shared
· Tenant/Service Isolation – NSC data are isolated from other NSCs, but virtual resources and NFs are shared
Note: How to convey a slice with a mix of physical and logical isolation levels in different slice subnets is for FFS.
Isolation
	Parameters
	

	Value
	Integer

	Measurement unit
	NA

	Example
	0: No Isolation
1: Physical Isolation
2: Logical Isolation

	Tags
	Character attribute / Functional



	Attribute Presence
	

	Mandatory
	X

	Conditional
	

	Optional
	


Table 1  Isolation Level Table
Physical Isolation
	Parameters
	

	Value
	Integer

	Measurement unit
	NA

	Example
	 0: Process and threads Isolation 
 1: Physical memory Isolation
 2: Physical network isolation

	Tags
	Character attribute / Functional



	Parameter Presence
	

	Mandatory
	

	Conditional
	X

	Optional
	


Table 2  Physical Isolation Table
Note:  This parameter must be present when “Isolation” is set to 1.


Logical Isolation
	Parameters
	

	Value
	Integer

	Measurement unit
	NA

	Example
	1: Virtual resource isolation
2: Network Function isolation
3: Tenant/Service isolation

	Tags
	Character attribute / Functional



	Parameter Presence
	

	Mandatory
	

	Conditional
	X

	Optional
	


Table 3  Logical Isolation Table
Note:  	This parameter must be present when “Isolation” is set to 2.
Additional Information
Weak network slice isolation and connection may compromise the entire 5G security, e.g. sensitive data, managed inside a network slice, could be exposed to applications running in other network slices services, through side channel attacks. This risk is even higher since isolation is distributed over each of the security domains of the underlying 5G security architecture. An additional complexity comes from the fact that monitoring and management of such a chain of connections among each of the security domains might not be properly handled.
[image: ]
Figure 1  Relation between Tenant Control and Isolation
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Figure 2  Relation between MNO Control and Isolation
Inter-tenant/Slice Isolation 
Infrastructure sharing by multiple network operators will require strict isolation at multiple levels to ensure the expected security level. Various aspects of control-plane, data-plane and resource isolation must be guaranteed to ensure zero correlation among different slices/tenant operations. Tenant/slice isolation is important to ensure a reliable and warranted service assurance, together with data and communication integrity and confidentiality. Therefore, inter-tenant/slice isolation security of sensitive data, should at least be equal to physically separated networks. 	Comment by Xiaonan Shi: This situation is not currently considered from our side.
Based on a survey with vertical customers, the majority of those who have isolation requirements have direct requirements on operational isolation instead of network level isolation. There are several different isolation requirement levels from verticals.  There are also some specific vertical industries that have clear network level isolation requirements, e.g. public safety, smart grid, for security and safety purpose. Their network surety levels are required by strict policy and are required to be physically isolated from other business. Hence, their network slice(s) may not share any network function and resource with the other network slices. Such customers are minority cases. 
In power grid industry, there are two kinds of business, operation and management. Operation include power generation and control related,  these business are highly connected to production and require high security level. The other kind of business is management related, include video monitoring and office management. These two kinds of business required to be physically isolated from other verticals’ business, and should be physically isolated from each other. Within the business itself, different business can be logically isolated from each other,
	Business property

	Operational business
	Management business

	Energy management system
Intelligent distributed power distribution terminal (differential protection)
Remote control Distribution automation
Metrology automation
	Substation inspection robot
Substation video and environmental monitoring system
Substation room monitoring system
Supporting internal office management



Other requirements from verticals such as living broadcasting, the isolation requiremnets are mainly in business level, they need logical isolation to achieve priority in access network.

************************************END CHANGE1*****************************************
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Tenant got more control requires better isolation

When Tenant has absolute control of
network slice that might not exist this
situation.

Minimal
control & isolation

Tenant got less control requires less isolation

Maximal
control & isolation
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MNO Control

Absolute
control & no isolation

When MNO has better control,
tenant network slice requires less isolation

When MNO has absolute control of
network slice that is a monolithic
network. There would be no network
slice as service existing in the
network. The network reminds on the
4th Generation Telecommunication
System approach.

Minimal control
Maximal isolation

When MNO has less control,
tenant network slice requires better isolation.

Level of Isolation










