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Introduction
Overview  
Scope 
Interactions with Other GSMA Specifications 
Abbreviations 
	Abbreviation 
	Definition 

	SAM 
	Secured Applications for Mobile 


Definitions 
	Definition 
	Meaning 

	eIDAS 
	Electronic Identification, Authentication and Trust Services (eIDAS) is an EU regulation on electronic identification and trust services for electronic transactions. 
European Parliament, Council of the European Union: Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on electronic identification and trust services for electronic transactions in the internal market and repealing Directive 1999/93/EC 

	mDL
	The ISO/IEC 18013-5 mDL standard defines an mDL as a driver license which resides on a mobile device or requires a mobile device as part of the process to gain access to the driving license. It is being developed by the members of the mDL International Organization for Standardization (ISO/IEC JTC1/SC17/WG10).
Citizens can use their ID everywhere (especially where no National ID card program is deployed) - at point of sale, for fast entry into every establishment, at the roadside, across borders. mDL utilizes data encryption algorithms and communication security to combat fraud, reduce identity theft, and allow interoperability while putting the citizen in control of their ID.


[…] 



[bookmark: _Toc31642978][bookmark: _Toc24045309]Use Cases (Informative)
The following section defines use cases for Secured Applications for Mobile. 
[…]
A.5 Use Case 5
Secure Applications for Mobile – Mobile Identification supporting eIDAS level substantial as well as mDL
The use of mobile devices for mobile services is one of the dominant global trends. Mobile applications and the mobile device as customer media substitute the home or office PC for access to online services and classical media like chip cards or paper ID as customer media for payment, ticketing etc. New applications are often only offered for mobile devices. 
Overall, the mobile device is becoming the most common interface between the customer and his service providers.
For the digitalization of business process, the secure identification and authentication of end customers is a key requirement. 
On one side, Tthe eIDAS regulation of the EU is defining three levels of assurance for electronic identification. The two highest levels “high” and “substantial” are demanding the usage of secure elements (see BSI Technical Guideline TR-03159 Mobile Identities).
On the other end, mDL allows people to use a mobile phone as a form of secure digital ID. When the Driver’s License is placed on the owner device, it is called a Mobile Driver’s License or mDL. ISO 18013-5 standard details how to obtain and trust data from a mobile ID on a phone. mDL requires data encryption algorithms and communication security to combat fraud, reduce identity theft. Moreover, the mobile ID brings minimization of data as well as a selective disclosure of it to ensure privacy. ISO 18013-5 does not require a card reader for acceptance; it can interface through, at least, Bluetooth and NFC (mDL leverages all existing standards such as FIPS, ICAO and ISO). 
Since the eUICC is a well-specified secure platform and gaining market share rapidly, it is the ideal platform for hosting Mobile ID applications which are offering high security.
The mobile id use case consists of the following steps (issuing phase, personalization phase, usage phase):
In the following steps description, it is assumed that the data provisioning process takes into account identity proofing, holder matching (binding to the device/data), holder authentication and checking of active status of the data. All the features therefore being possibly subject to an attestation (e.g. as currently envisioned by ISO/IEC 23220-5)

· Issuing Phase, Application Service Provider (ASP) Installation: The End User downloads the ASP application from an application store. The ASP application has the need of secure End User identification and integrates software components to perform this.
· Issuing Phase, Eligibility Check: The ASP application performs an eligibility check (EC) of the device, including the eUICC. In case of sufficient capabilities, the installation of the mobile id applet will be triggered and  authorised by the End User. 
The eligibility check verifies for example the availability of sufficient free memory of the eUICC or the supported JavaCard version or libraries of the eUICC. Additionally, information concerning certification of eUICC is relevant for ASP. 

· Issuing Phase, SAM Security Domain registration: In case of a positive result of the EC, the ASP will register the device as customer medium and request a secure space in the SAM Security Domain.
· Issuing Phase, ASP-Applet Installation: The ASP triggers the installation of the ASP-Applet in the SAM Security Domain. Preferably this is done by using offline methods. As a result, the mobile id applet is installed within the SAM Security Domain of the eUICC and the access rights to the ASP-Applet are transferred  to the ASP.
· Personalization Phase: Before using the mobile id applet, it needs to get personalized with valid and trustable End User identity data. Different procedures to perform this personalization are possible. In any case, a holder binding process is required. It allows the issuing authority to express its confidence that the identity data has been provisioned to the legitimate holder and on a device under the control of the holder. Data are then bound to the holder. One solution could be to use a physical NFC ID card of the End User to retrieve the End User id data and to personalize this into the mobile id applet (derived credentials).  Normally, this will involve communication with a backend system.	Comment by Schirar Stephane: Confidence in holder binding (also called provisioning match) is laid on authentication factors i.e. “something you know” (knowledge-based), “something you have” (possession-based), “something you are” (inherent). An example can be that the user is prompted to present a “something you have” factor (e.g. its pre-existing eMRTD or eID Card) and to pair it through NFC to allow for authentication of this additional authentication factor with the backend. Additionally, a “something you are” can be used i.e. user biometrics, to enforce the confidence level. During this holder binding process, the mobile is acting as a proxy with the ASP or an Identity Provider backend.
· Usage Phase: After personalization of the mobile id applet, the End User can identify and authenticate against the ASP using the End User identity data stored securely within the mobile ID applet and the authentication protocols provided by the mobile ID applet. 
Additionally, the following life cycle management procedures needs to be addressed:
1. Update of End User identity data in case of changes (e.g. address change or additional attributes)
2. Discontinuation of usage, due to the following reasons: End User removes the service, service provider triggers the removal of the service, identity service provider discontinues the id service availability, date of expiry (of Mobile ID or origin eID) passed.
3. Migration to a new device, maintain the End User identity data.
4. Device Termination / Refurbishment / Factory Reset: Removal of all End User data.
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