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· Intruders can send burst of FT message with bigger thumbnail causing the data consumption for client.
· 10kb cant be the thumbnail size for Video clips so configuriton is added which can be controlled by configuration
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Receiver procedures
If the client receives a Chat or Standalone Message with a File Transfer message body, then the client shall apply delivery disposition notifications as defined for the corresponding transport service.
-------------------------------------Start of Change 1------------------------------------------------------
If the thumbnail size or file size is greater than allowed FT THUMBNAIL SIZE value download will not to be tried and warning will be shown to user. FT THUMBNAIL SIZE configuration parameter is defined in section A.1.4
If auto acceptance applies, then the receiving client shall  download automatically the thumbnail, if available, and also the file content.
If manual acceptance applies for the File Transfer, then the receiving client shall download automatically the thumbnail, if available. The file shall be downloaded only after user acceptance.
-------------------------------------End of Change 1---------------- ---------------------------------------

-------------------------------------Start of Change 2------------------------------------------------------
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3.1 
3.2 
3.2.1 
File Upload Procedures
[bookmark: _Ref5808428]File Upload
The procedures of the originating client and the HTTP Content Server to upload a file and optionally a thumbnail file are defined as follows:
[bookmark: _Ref22054443]To initiate upload a file, the client shall first send a HTTP POST[footnoteRef:2] request without a body to the HTTP Content Server using the value of the FT HTTP CS URI configuration parameter defined in section A.1.4. If the client supports user authentication via HTTP Embedded EAP-AKA as defined in Annex C of [PRD-RCC.14], then the client shall add to the query component of the URL the EAP_ID URI query parameter defined in section C.2 of [PRD-RCC.14]. If no query component exists, the client shall add one first, in accordance with the definitions in [RFC3986]. If the client supports authentication with an GBA bootstrapped security association as defined in [3GPP TS 33.220] it shall indicate this by addition of a GBA product token in the User-Agent header as defined in [3GPP TS 24.109]. [2:  This specification uses the term “HTTP POST” and “HTTP GET” as a generic reference to the action of using the POST or GET methods of HTTP. However, it is strongly recommended that whenever the POST action contains sensitive information such as a user ID or password, the action should take place over a secure connection and/or via HTTPS explicitly. This is enforced by the service provider by configuring a FT HTTP CS URI with "https" schema.] 

[bookmark: _Ref22054699]The client shall continue processing depending on the received response from the HTTP Content Server:
HTTP 401 AUTHENTICATION REQUIRED error response carrying a WWW-Authenticate header field as defined in [RFC7235] if authentication is required.
If the client and the Service Provider's HTTP Content Server supports GBA based authentication then the HTTP Content Server returns an HTTP 401 AUTHENTICATION REQUIRED response with an WWW Authenticate header instructing the client to use HTTP digest Authentication with a bootstrapped security association. In this case, the client shall authenticate with the bootstrapped security association as defined in [3GPP TS 24.109]. If the client has no bootstrapped security association in place, the client shall invoke the bootstrapping procedure defined in [3GPP TS 24.109].
Otherwise, the client shall authenticate using the values of FT HTTP CS USER and FT HTTP CS PWD from the device configuration as defined in Table 86 in section A.1.4.
HTTP 204 NO CONTENT response, the client shall continue processing without authentication.
HTTP 503 INTERNAL ERROR with retry-after header if the server is busy and cannot handle the request, the client shall retry to upload after the time specified in the retry-after header.
A HTTP 302 FOUND response, the client shall change the type of the request to HTTP GET and follow the procedures for OpenID Connect based authentication as defined in section 2.12.2. The procedure results in a reconnection back to the HTTP Content Server commencing in step 2 of this procedure.
A HTTP 403 FORBIDDEN response, the client is not authorised to upload a file to the HTTP Content Server.
Any other response, the client shall retry the request.
The client shall generates a HTTP POST request to upload the file to the HTTP Content Server as follows:
The client shall create the following elements for the transfer of the file to the HTTP Content Server.
A File Transfer Transaction ID (TID): this TID value shall be a unique ID generated by the client according to [RFC4122] section 4.2;
The thumbnail content: The thumbnail is optional as it is only required for images and videos. The size of this thumbnail shall be smaller than FT THUMBNAIL SIZE, configuration parameter is defined in section A.1.4;

For a picture, the raw binary result shall be a thumbnail of the picture itself. For a video clip, the raw binary result shall be a thumbnail either of the first I-Frame at 20% of the total length of the video clip or of another relevant frame. The procedure describing how to create the thumbnail itself, in its raw binary form, is out of scope of this specification.
The size of a thumbnail should be restricted to the minimum number of octets that provide significance.
The file content.
-------------------------------------End of Change 2------------------------------------------------------
-------------------------------------Start of Change 3------------------------------------------------------
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A.1.1. 
A.1.2. 
A.1.3. 
File Transfer related configuration
The following configuration parameters for File Transfer, are defined in RCS:
	Configuration parameter
	Description
	RCS usage

	FT AUTH
	This parameter controls the Service Provider's authorisation of the File Transfer service. The following values are defined:
0: File Transfer is not enabled
1: File Transfer is enabled.
	Mandatory parameter


	FT MAX SIZE
	This parameter provides a file transfer size limit in Kilobyte (KB). If a file to be transferred is bigger than FT MAX SIZE, then the client shall not initiate procedures to send the file via the File Transfer sender procedures. The configuration parameter is not applicable for the File Transfer receiver procedures.
If it is set to 0, then no limit shall apply.
	Mandatory parameter


	FT WARN SIZE
	This parameter provides a warning size limit in Kilobyte (KB) to control the client behaviour for the handling of File Transfer and Rich Card media objects.
If the value is set to 0, no warning size limit applies.
For the use of the configuration parameter refer to the corresponding service documentation, e.g. [PRD-RCC.71].
	Mandatory parameter


	FT THUMBNAIL SIZE
	This parameter provides a file transfer thumbnail size limit in Kilobyte (KB). If a thumbnail file size to be transferred is bigger than FT THUMBNAIL SIZE, then the client shall not initiate procedures to send & receive the file via the File Thumbnail Transfer sender & receiver procedures. 
If it is set to 0, then FT MAX SIZE limit shall apply.
If it is not present then limit of 10kb shall apply.
If it is set to -1, then no thumbnail to be uploaded/downloaded.
	Optional parameter

	FT AUT ACCEPT
	This parameter provides the default for the user's setting for auto-acceptance for File Transfer and Rich Card media objects. The default setting for auto-acceptance can be set to:
0: auto-accept is off,
1: auto-accept is on (default).
For the use of the configuration parameter refer to the corresponding service documentation, e.g. [[PRD-RCC.71]..
	Optional parameter

	FT HTTP CS URI
	This parameter configures the URI of the HTTP Content Server where files will be uploaded by the originating side in case the destination cannot accept within the validity period. The parameter shall contain a full qualified URI. The URI should contain the "https" schema to enforce use of secure connections for the client's HTTP Content Server transactions.
Default value if not provided: https://ftcontentserver.rcs.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org
Whereby <MNC> and <MCC> shall be replaced by the respective values of the home network in decimal format and with a 2-digit MNC padded out to 3 digits by inserting a 0 at the beginning (as defined in [PRD-IR.67]).
	Optional parameter

	FT HTTP DL URI
	This parameter configures the URL of the Service Provider's local File Transfer download server. If present, the client shall apply the procedures for localisation of content URLs taken from File Transfer message bodies or other content URLs the client received via RCS messaging as defined in section 4.2.3.
If present, it is recommended to use the following FQDN value in the URL:
dl.rcs.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org
whereby <MNC> and <MCC> shall be replaced by the respective values of the home network in decimal format and with a 2-digit MNC padded out to 3 digits by inserting a 0 at the beginning (as defined in [PRD-IR.67]).
	Optional parameter

	FT HTTP CS USER
	This parameter is the name or identity that shall be used to authenticate the RCS client trying to either get a root URL (HTTP GET request) or upload a file (HTTP post request).
If not provided, the client shall use GBA authentication as described in section 4.2.2 and 4.2.3.
	Optional parameter

	FT HTTP CS PWD
	This parameter is the password that shall be used to authenticate the RCS client trying to either get a root URL (HTTP GET request) or upload a file (HTTP post request).
If not provided, the client shall use GBA authentication as described in section 4.2.2 and 4.2.3.
	Optional parameter

	FT HTTP FALLBACK
	This parameter provides the operator default of the technology to transfer files to contacts not supporting File Transfer via HTTP. The parameter can take the following values:
0:	MMS (default value)
1:	text message with a link.
	Optional parameter

	FT MAX 1 TO MANY RECIPIENTS
	This parameter controls the number of recipients for the one to many sending of a File Transfer.
0 (default): no limitation in the number of recipients
positive integer value: indicates the maximum total number of recipients of a File Transfer.
	Optional
Parameter


[bookmark: _Ref315704129]Table 86: RCS additional File Transfer related configuration parameters
-------------------------------------End of Change 3------------------------------------------------------
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