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***************************************** FIRST CHANGE  ******************************************************

2.8.3.2 Authentication via HTTP embedded EAP-AKA
A client supporting Authentication via HTTP embedded EAP-AKA shall, when sending a first client configuration request to the configuration server using a secured connection as defined in section 2.4, add to the configuration request the EAP_ID parameter defined in section C.23.
As per section 2.4, the configuration server shall first validate the client and terminal parameters and, as part of this verification, the configuration server may challenge the client to provide proof of its authenticity and to confirm that it is running on a trust-worthy platform as defined for the client configuration request. If proof of client authenticity is required, then the server shall invoke the procedure defined in section 2.11 via the response defined in section 2.4.3.
Based on the request parameter, the configuration server detects the support of HTTP embedded EAP-AKA. To authenticate the client via HTTP embedded EAP-AKA, the configuration server shall invoke the OpenID Connect Authentication Code flow via 302 Found response containing a HTTP Location header as defined in section 2.8.2. The URI in the Location header shall contain the "https" scheme to enforce a secure connection to the OpenID Connect authorization endpoint. The client shall abort the processing of the request if the URI does not contain the "https" scheme. The client shall treat this the same as if there is no configuration server deployed in the network.
On reception of the 302 Found response, the client shall use the value of the Location header and issue a HTTP GET to the OpenID Connect authorization endpoint.
On reception of the request, the OpenID Connect authorization endpoint invokes the authentication via HTTP embedded EAP-AKA as defined in section C.2.
After completion of the authentication via HTTP embedded EAP-AKA, the OpenID Connect authorization endpoint returns a 302 Found response. The Location header contains the authentication response for the processing in the configuration server. The URI in the Location header shall contain the "https" scheme to enforce a secure connection to the configuration server. The client shall abort the processing of the request if the URI does not contain the "https" scheme. The client shall treat this the same as if there is no configuration server deployed in the network.
On reception of the 302 Found response, the client shall use the value of the Location header and issue a HTTP GET to the configuration server.
[bookmark: _GoBack]The configuration server validates the authorisation information contained in the authentication response. One potential way for the configuration server to validate the access token provided by the user is to check with the OIDC endpoint that creates the token; as shown in optional steps in Figure 10. Depends on the relationship (i.e. service level agreement and trust level) between the configuration server and the OIDC endpoint, certain device information regarding to the UE can be passed by the OIDC endpoint to increase the real-time security check by the configuration server with implementation specific decision. If the user is authenticated, the configuration server returns a configuration XML document. If the configuration document contains a token parameter in the TOKEN characteristic, then the client shall apply the processing of the token as defined in section 4.2.
The configuration server can re-initiate the authentication for any subsequent client configuration request by initiating the OpenID Connect authorisation code flow via the 302 Found response, based on Service Provider policy.
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Figure 10: Authentication Flow using HTTP embedded EAP-AKA
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