

GSM Association	Confidential - Group Members
Section 3.3.4 Federation Management
	[bookmark: _Toc327548004][bookmark: _Toc327548204][bookmark: _Toc330993687][bookmark: _Toc74460299]Change Request Form

	[image: ]
	CR033R1 Section 3.3.4 Federation Management

	Document Summary 

	Official Document Number,  Document Title and Version Number  
	Operator Platform Technical Requirements
	Official Document Type
	Official Document
	Change Request Security Classification
	Confidential - Group Members
	Is this a new document or a Major or Minor Change?
	Major Update
	Will this Change Request result in a Major or Minor version update?
	Major Version
	This document is for
	Approval
	Input Editor and Organisation
	Altran, Intel, MobileEdgeX, Telefonica

	Additional Contributors
	

	Issuing Group/Project
	OPG
	Approving Group/Project
	OPG
	Change Request Creation Date
	21/07/202020/07/2020
	What are the reasons for and benefits of creating this new document or Change Request?
	Initial content for section 3.3.4


© GSMA © 2020. The GSM Association (“Association”) makes no representation, warranty or undertaking (express or implied) with respect to and does not accept any responsibility for, andw disclaims liability for the accuracy or completeness or timeliness of the information contained in this document. The information contained in this document may be subject to change without prior notice. This document has been classified according to the GSMA Document Confidentiality Policy. GSMA meetings are conducted in full compliance with the GSMA Antitrust Policy. 






	Page 2 of 5
1 [bookmark: _Toc437780036][bookmark: _Toc51656806][bookmark: _Toc74460304]
2 
3 
3.1 
3.2 
3.3 
3.3.1 
3.3.2 
3.3.3 
[bookmark: _xx7kgf3852zj]Federation Management
[image: ]

----
The layout above defines federation design across 2 operators. The operator logos used above are to illustrate ownership structure only and no commercial or any relationship between them should be assumed. 
----
The Federation Management functionality within the OP enables it to interact with other OP instances, often in different geographies, thereby providing access to a larger footprint of Edge Clouds and Operator’s capabilities for the Application Providers.
To enable the federation model, there are the following prerequisites:
· Operators need to have an agreement to share Edge Cloud resources 
· Operators would need to agree on a Edge Cloud resource sharing policy
· Operators would need to enable connectivity between the OP instances over which East/West Bound Interface signaling would flow
Note: There may be legal constraints restricting distribution of certain applications to certain regions which would need to be considered in the agreement when Federation is being planned among multiple operators. The technical impact of such legal constraints on OP is for further study.
The Federation Management functionality is realised via the multiple functional blocks within an OP instance as listed below.
 ------
As can be seen from the above diagram the interconnect between 2 federated operators exist at network level for user plane management via peered IP backbone and control endpoint level for resource reservation which is referred as EWBI management plane. 
It is suggested that 2 federated operators implement local breakout at user-plane for both home and visiting subscribers i.e. DTs subscribers using their app when visiting ATT should be served by an app instance running in the near best ATT cloudlet. 
It is also assumed that routers behind anchors are capable of routing based on packet header source, destination IP to cloudlet in the serving network. 
EWBI has no explicit wiring needs and can run over public internet based on where operators regional services are running but does need secure access control and encryption to access control end points. 
-----
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3.3.4.1 Federation Interconnect Management
The Federation Interconnect management functional block in the OP deals with establishment and sustenance of the Federation Interconnect (EWBI) between the OP instances. The Federation Interconnect uses secure transport ensuring capabilities such as integrity protection for the EWBI interface messaging between OP instances.
During Federation Interconnect establishment, the Federation Managers of the participating OPs need to verify the identities of each other allowing mutual authentication between them.
Federation interconnect management functionality also ensures that the partner OP is authorized to establish and maintain the interconnect depending on the validity of the federation agreement between the partnering OPs/Operators.
To perform the above, mechanisms such as HTTPS/TLS can be used. Other options such as IPSEC could be considered.


3.3.4.2 Federated Resource Management
----
Resource view across operators is based on control endpoint access offered by the federating partners on EWBI. The resources view operators offer to their developers is based on the type of deployment and should be independent of underlying endpoint access. In case EWBI(resource manager) offers an IAAS endpoint control per cloudlet that will enable partner operators to offer cost optimized ways to orchestrate workloads in real time to their developers. In case EWBI(resource manager) offers a VIM endpoint, serving multisites underneath, partner reserves resources apriori per cloudlet to offer a seamless experience to its developers. Specialized resources availability/cloudlet will be part of discovery in both cases. 
Please note: VIM specific catalogue structure on SBI-CR shouldn’t define the resource view on NBI side for developers consumption. EWBI interactions will normalize the NBI view by reserving resources a priori. Please refer to “CreateCloudlet” and discover the inventory workflow in the SBI-CR section above. 
-----
3.3.4.3 Resource Synchronization and Discovery
The OPs shall exchange and maintain the types of resource offered to each other.
The following information will be considered:
Availability Zone: An Availability zone covers a geographical area  of the edge computing network opened for deployment under the federated agreement.
The Availability zone information shall include:
· Geographical Area
· Compute Resources Offered: e.g. amount of CPUs, Memory, Storage
· Specialized Compute Offered: Accelerators like GPUs, VPUs, NPUs, FPGAs, etc.
The representation of the geographical area should be consistent with the Location Area Identification (e.g. LAI/TAI) used to locate a UE, in order to facilitate location matching.
This information may change and can be updated via the EWBI interface whenever the Zone/Region or the types of resource offered to an OP by a partner changes due to Operational or Administrative events (e.g. due to scheduled maintenance).
A subscription/notification mechanism will be supported over EWBI to achieve the above.

3.3.4.4 Application Management

This procedure corresponds to the forward of a north bound request from operator A to accommodate an edge application in Operator B cloudlets. Operator B will authorize the deployment based on available resources and federation agreement.
In the Federated model, one OP can coordinate with partner OPs to assist application onboarding, deployment and monitoring in the partner OP Edge Clouds. The EWBI interface must provide capabilities to assist application onboarding, deployment and monitoring with respect to partner OP Edge Clouds.

The Application Providers interact with one OP instance and provide their requests over the NBI along with the intended geographical regions which they want to target. The OP instance translates the NBI interactions to the EWBI.
There may be multiple models possible for how application orchestration is performed via EWBI.
[bookmark: _GoBack]One possibilityOn a federation relationship is that, the decision of which Edge Cloud(s) to deploy the applications is decided by the partner/target OP based on the Zone/Region preferences indicated by the application provider. In doing so, the application provider criteria is used by the partner OP as provided to it via the EWBI.
The EWBI therefore enables the partner OP to be informed about the Application Provider’s requirements - information which the home OP has learnt from the Application Provider, through the NBI.
-----
Based on the reservation structure defined in the SBI-CR section and highlighted above. Partner OP can utilize the reserved resources and orchestrate k8s, docker, VM deployments based on application requirements onboarded on NBI. This is a deterministic way for orchestration wherein the sourcing partner can package the virtual assets from the target OP in a uniform way to its developer or B2B client and orchestrate their workloads without the need to share application workload or client details.  For details on the workflow and API Please refer to section 3.4/NBI. 
-----
3.3.4.5 Service Availability on Visited Networks Management
When a UC requires to access the edge computing service from a visited network, the federation model facilitates service availability for this UC. The service could be (preferably) provided via local Edge Cloud resources of the visited OP if local breakout is available for roaming UEs. If local breakout is not possible, the UC may be served via the home OP. For that reason, and also considering the credential and authoritative ownership of the users to the home operator, the first register request shall always be driven to the home operator’s OP. 
During  UC registration, to support the Edge service discovery procedure for the UC in the visited OP, the home OP shall identify that the UC is in a visited network and also provide the UC with the discovery URL of the visited OP in order to redirect the UC registration. The home OP shall be aware of the discovery URL of the visited OP either via EWBI communication or deriving it from operator’s identity (MNC & MCC) as UC performs on home OP registration procedure.  
To facilitate service availability in a visited OP, the EWBI shall allow the visited OP to access the UC profile within the home OP in order to perform authentication and authorization and grant the service access. When the UC tries to access a service when on visited networks, the visited OP authenticates the UC using the authentication information received via the EWBI from the home OP of the UC as part of the secured federation interconnection. 
That procedure is network driven, what means that it shall only be triggered after a network change or a token expiration. Once a UC is registered on a visited OP, that platform shall remain the responsible of providing applications to the UE until any network change, not per application request. 
3.3.4.6 Edge Node Sharing
Two operators may decide to share  edge nodes in order to maximize their edge coverage. As an example, Operator A may deploy edge sites on the north region of a country and operator B on the south Region of that country. In such a scenario Operator B may have an application deployed in Operator A edge node and allowing its subscriber to access it.
[image: ]
Figure <xxxx> above shows the Car as subscriber of Operator B accessing MEC service which is offered by Operator A in the current location of the subscriber. The blue connectivity between the two OPs refers to the EWBI interface.
The East/West interface will apply as in a similar fashion as in the user in visited network scenario by allowing  the serving Operator platform to access the UC profile information from the home operator

Operator B subscriber will access its home network/operator platform and ask for the closest edge node running the required edge application. Operator B OP will identify that the closest edge node is in operator A and will redirect the subscriber to operator A OP.
Operator A OP will authenticate the UC by interrogating Operator B SPR and will allocate the closest edge node allowing the edge application access. Same procedure as on service availability can be followed here for credential exchange among OPs employing federation interface. 

3.3.4.7 Configurations
An OP shall provide various configuration capabilities to establish and manage the Federation Interconnect.
3.3.4.7.1 Partner OP provisioning
An OP shall allow mechanisms to provision partner OP information that would be used for Federation Interconnect establishment and management. This information would include:
· Partner Name
· Partner’s geographical area (e.g. Country of operation)
· Partner identifiers 
· Partner’s federation interconnect EWBI endpoint
· Federation agreement validity duration
3.3.4.7.2 Authentication & Authorization
When an OP connects to a partner OP via the federation interconnect, it needs to authenticate itself to the partner OP. This requires that authentication information (e.g. digital certificate or passphrase) to be provisioned in the OP. This mechanism can be mutually agreed between operators as a first step. A  more generic solution based on a certification authority could be considered going forward within the GSMA.
An OP may authorize a partner OP for a limited duration (based on federation agreement) or for specific Availability Zone(s) where it has Edge Cloud resources. This information would need to be provisioned during partner provisioning.
3.3.4.7.3 Resource sharing policies
An OP would need to provide controls to the Operator to define what Zones/Regions can be made available to a certain partner OP. This concept is known as Availability Zone.This would be dependent upon the Federation agreement between the OPs. OP must provide controls so that the Operator may select amount of compute resources within specific zones to be shared with specific partners based on the federation agreement.

3.3.4.8 Operational visibility.

The OPs shall have an operational view of each other allowing Fault Management and Performance management.
A subscription/notification mechanism should be available to allow the above
3.3.4.9 Edge cloud resource consumption
An OP monitors the Edge cloud resource consumption by the edge applications. These applications would also include applications from the partner OPs. OP informs the resource consumption statistics of the partner OP applications to the partner OPs via the EWBI.
The amount of resources shall be clearly identified per Operator/Edge applications  and may be reported per Availability Zones.
[bookmark: _dhkhr0i6yu35]This information would be used by an OP as an input for billing, audit and settlement purposes.
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