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[bookmark: _Toc41466342]Solution Architecture
0. [bookmark: _k9w4qtuqb6y4]Functional modules for high level definitions
[bookmark: _enz91foc18a8]Editor’s Note: This section shall contain the generic functional modules description, which includes generic modules which are supposed to be presented on any OP.
0. [bookmark: _dpylle6o1kjy][bookmark: _dhkhr0i6yu35]Common data model
The common data model (CDM) introduces a set of standardized data schemas for describing characteristics of the elements of an OP system. The common data model presented here covers elements of an operator platform, including applications, OP roles, and edge clouds, as well as functional elements, such as security.
The data model should define the information elements required to deploy and manage an OP system.
It should define a minimum set of mandatory information elements, and should allow for reasonable default values for these elements to be inferred where they make sense.
The model should accommodate optional information elements following a common syntax, to allow OP systems to evolve over time. Examples of optional information elements are:
· Infrastructure configuration deemed necessary by an application for proper operations, such as NUMA node affinity or core sequestration.
· Optional QoS attributes that not all networks may support, e.g., Packet Error Loss Rate (from 3GPP 23.203).
Optional information attributes default to “not specified” if not expressed in a data object.
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Security
The Security element of the data model provides information elements to allow trust domains, entities, credentials, and other information required to support secure processing among the roles of an OP platform. The following table should be interpreted as the information elements maintained by a role (e.g., OP, app developer) about other trusted domains.

	Data type
	Description
	Applicability

	Authorization information
	This is authorization information of application provider
	UNI/East/West/NBI

	Certificate 
	This is the certificate of application provider
	UNI/East/West/NBI

	Encryption information
	To encrypt data transmission and data streams, or cryptographic credentials (e.g., TLS certificates) used for information exchange among trust domains.
	UNI/East/West/NBI

	Authentication information
	Certified identities of other trusted domains
	UNI/East/West/NBI

	Access List
	For information elements that may be requested by an API between trust domains, the list of identities authorized to make requwest
	UNI/East/West/NBI



Edge Application
The data model of the edge application contains the information about the application object required to instantiate it (the edge application manifest), and the information about the instantiated application required to manage it (the edge application profile. 
An application instantiation is created by an OP (more precisely, by an edge cloud in response to a request by an OP, but because of this in the OP’s trust domain). The input to this operation is an application manifest, and the output, besides an app instantiation, is an application profile.
An application manifest is created by an app developer. It should be owned by the app developer. An OP that instantiates an application from the application manifest should request the manifest from the app developer. This requirement implies that secondary OPs should be able to request the application manifest from the lead OP for the app developer.
The application manifest shall contain mandatory data elements, and may contain optional data elements. A data element may be described by a separate sub-model below (e.g., the QoS specification for an application is a submodel).
The application profile is a data object created and owned by an OP. It describes an application instantiation on an OP. It shall contain any data elements specified in the application manifest used to create it, together with the values used in its instantiation.

The following table describes the information elements in the Application Manifest data model. In addition to the elements listed, the model should allow for additional attributes to be defined, at the discretion of the App Developer or the OP. A possible realization of optional elements is key-value pairs, as is used in various data models.

	Data type
	Description
	Applicability
	Mandatory

	Edge application name
	Name of the edge application. This is an artifact created by the App Developer. The name is namespaced to the application developer.There is no default value, this must be supplied.
	East/West/NBI
	Mandatory

	Edge application version
	This is the version of the Edge application. The default value is 1.0.
	East/West/NBI
	Mandatory

	Executable Image
	A URI (or other similar name) of the executable image (or container) to be installed and executed by the OP.
	East/West/NBI
	Mandatory

	Resource Flavour
	The “name” or identifier of the Flavour that should be used to instantiate the application, as selected by the App Developer. The default value is “Default Flavour”. “Flavour” is defined below.
	East/West/NBI
	Mandatory

	QoS Identifier
	A “name” or identifier of the QoS description for network traffic, as selected by the App Developer. The default value is “Default QoS”. This is described below.
	East/West/NBI
	Optional

	State property
	Indicates whether the application has state (e.g., persistent filesystems, database, location-dependent associations with other elements that must be migrated in a coordinated manner when an application is migrated). Default value is “stateless”.
	East/West/NBI
	Optional

	Deploy model
	Indicates whether an app may be located freely by the OP, or whether the app developer specifies the edge cloud on which it is to be deployed. The default value is “free”.
	East/West/NBI
	Optional

	Edge application scheduling policy
	Indicates whether a back-end app can be  scaled up or down based on offered traffic. Default value is “not scalable”.
	East/West/NBI
	Optional

	Edge Application migration policy
	Indicates whether a back-end app may be moved from its current operator network or current geographic region (i.e., without violating GDPR).
	East/West/NBI
	Optional



The follow table is data module of the edge application profile
	Data type
	Description
	Applicability

	Edge application ID
	This is the ID of the Edge application running on the edge node
	East/West/NBI

	Edge application IP address
	This is the IP address of the edge application running on the edge node.
	East/West/NBI

	Edge application status
	This is the status of the Edge application running on the edge node
	 East/West/NBI



A Flavour is a description of a set of resource requirements used by an application instantiation. It should have a name that can be used to identify uniquely the description, and the name should be global across OPs in an OP system.
A resource description should be consistent with those appearing in Flavours available in public clouds. This means that a Flavour should specify CPU, memory, storage, I/O bandwidth, CPU architecture, special hardware (e.g., accelerators).
The intent of a Flavour is that, if an app developer selects a Flavour for a manifest, the app will run successfully if instantiated into a cluster containing at least the resources specified.
Flavours are not standardised (at this time) in this document. The OP Federation owner should undertake to produce and maintain a Flavour catalogue.
	Data type
	Description
	Applicability
	Mandatory

	Computing resource requirements
	This is the computing resource requirements of the Edge application.
	East/West/NBI
	Optional

	Storage resource requirements
	This is the storage resource requirements of the Edge application
	East/West/NBI
	Optional

	Network resource requirements
	This is the network resource requirements of the Edge application
	East/West/NBI
	Optional

	Extension requirement
	This is the extension requirement of the Edge application
	East/West/NBI
	Optional



A QoS description is a characterization of traffic between an app client and app backend and carried by a flow between the client and backend. The intent of a QoS description is to allow an app developer to describe the physical constraints in an edge network that should be met for the app to run successfully and provide a correct Quality of Experience (QoE) for the end user at the UE.

Various standards organizations have investigated QoS and have specified definitions of QoS classes. For example, research in the 5G community has led to a description of QoS traffic classes that are common (or expected to be common) in 5G networks. The reader is directed to 3GPP 23.502, Table 5.7.4-1. In this table, the traffic classes are defined via a collection of metrics, including:
· “resource type”  (i.e., whether a flow is guaranteed the service requested, or only gets best effort), 
· Packet Delay Budget, 
· Packet Error Rate, 
· Maximum Data Burst Volume.

These are aggregate statistics, collected over a time window, and the length of that window is also specified. They apply to the path from the UE to the UPF.

For edge computing, QoS on this path is necessary, but not complete. It does not cover the path from the UPF to the back-end application. Including this path in a QoS latency budget is important, because the details of scheduling an app on a host with respect to core assignment or NUMA node assignment have a material effect on the latency and particularly the jitter experienced by an application.

Based on this discussion:
· The QoS spec may contain, as optional attributes, latency, bandwidth, and jitter.
· The attributes shall be measured from UE to back-end application, over a time window consistent with the duration of a gaming session.
· Optional attributes shall be permitted, following the requirements of the data model as a whole.
· Considerations of QOS from UE to UPF, and definition of QoS classes from UPF to backend application, are noted as requiring further investigation.
	Data type
	Description
	Applicability
	Mandatory

	Bandwidth
	This is the FQDN defining the Cloudlet of where the Edge Client shall connect. This ID shall be unique per OP domain.
	East/West/NBI
	Optional

	Latency
	This is the IP address of the Cloudlet of where the EDGE Client shall connect
	East/West/NBI
	Optional

	Jitter
	Gather the Cloudlet information (e.g. ID,IP address ) and characteristics (e.g. storage, GPU support etc…)
	East/West/NBI
	Optional



Cloudlet
The application functionality deployed on the Cloudlet, cloudtlet provides various resources (including storage, GPU/NPU support, etc.) for applications. The common data model of Cloudlet involves Cloudlet ID, Cloudlet IP address and Cloudlet Profile.
	Data type
	Description
	Applicability

	Cloudlet ID
	This is the FQDN defining the Cloudlet of where the Edge Client shall connect. This ID shall be unique per OP domain.
	UNI/East/West

	Cloudlet IP address
	This is the IP address of the Cloudlet of where the EDGE Client shall connect
	UNI/East/West

	Cloudlet Profile
	Gather the Cloudlet information (e.g. ID,IP address ) and characteristics (e.g. storage, GPU support etc…)
	UNI/East/West



Edge Client
Edge Client represents an endpoint of the UNI and is a component of the User Equipment. Different implementations are possible, for example: OS component, separate application software component, software library, SDK toolkit and so on. The data module of the edge application includes: Edge Client ID, Edge Client IP address and Edge Client Profile.
	Data type
	Description
	Applicability

	Edge Client ID
	This is a unique value that defines the client ID accessing the OP
	UNI/East/West

	Edge Client IP address 
	This is the IP address of the Edge client.
	UNI/East/West

	Edge Client Profile
	Correspond to the profile of the edge client and the level of Authorization of this profile to access the edge nodes.
	UNI/East/West



Resource
Resource can be provided by cloud and edge. The common data model of resource properties includes the type, capacity, location and state of the resource.
	Data type
	Description
	Applicability

	Resource name
	This is name of resource
	East/West/NBI

	Resource type 
	This is type of resource
	East/West/NBI

	Capacity
	This is capacity of resource
	East/West/NBI

	Location
	This is location of resource
	East/West/NBI

	State
	This is state of resource
	East/West/NBI



UE
UE is the User Equipment. The common data model of UE includes the UE ID, UE location. Need to carry UE ID in multiple scenarios such as roaming, authentication and charging.
	Data type
	Description
	Applicability

	UE ID
	This is the terminal ID. For mobile network the ID shall be based on IMSI and MSISDN (in case of 3G-4G access) and GPSI and SUPI in case of 5G access as defined by 3GPP. When presented out of the trusted domain (e.g. NBI exposure) the UE ID may take different format (e.g. token) bound by the OP in order to ensure user privacy.
	UNI/NBI/East/West/South

	UE location
	UE location indicates where the UE is connected into the network. In cellular network the information can be based on Cell Identity or Tracking Area Identity as defined by 3GPP. When presented out of the trusted domain (e.g. NBI exposure) the UE location may take different format (e.g. token) bound by the OP in order to ensure user privacy. 
	UNI/NBI/East/West/



OP
The common data model of Operator Platform includes the OP ID.
	Data type
	Description
	Applicability

	OP ID
	This is the ID of the Operator Platform. This ID shall be unique per OP domain
	UNI/NBI/East/West/South



[bookmark: _GoBack]NEF/SCEF
NEF(Network Exposure Function)/SCEF(Service Capibility Exposure Function), as a 5G/4G network capability opening function, provides secure disclosure services and capabilities provided by 3GPP network interfaces. 
	Data type
	Description
	Applicability

	NEF/SCEF ID
	This is the FQDN of the NEF/SCEF against which the OP shall connect. The ID shall be unique per OP domain
	South

	NEF/SCEF IP address
	This is the IP address of the SCEF or NEF against which the operator platform shall connect
	South
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