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	Term 
	Description

	Trusted User
	 a user whose identity and location has been validated by the mobile network operator [using network provided information].


	Trusted Applications
	An application that is managed in the appropriate edge location by the OP to provide the best possible connection to a trusted user, so users always connect to “Correct” application instance and there is no “Masquerading/Phishing”


	Verified Application
	Developers application prevalidated by OP to be secure and signed during Onborading with appropriate certificates and compliance to protect privacy of end users.

	
Verified User
	A user whose identitity has been verified by network during OP registeration process

	Verified Connection
	The transport connections from user client towards backend approved during findcloudlet

	Network Metadata
	The location of a user and identitiy are stored in Operators DB and high value for OP to offer for consumption to developer where in Operators becomes location and identity providers for OP to subscribe. QoS as transport metadata is also part of manged network



Section 3.X Network Metadata Consumption

High level requirements:
1. Operators will only allow a few trusted edge services to interact with their networks due to security considerations. 
2. This means end user application will have to work through a trusted service like service resource manager/SRM running as a middle layer from/to user client to consume the above metadata. 
3. OP to define trusted service like SRM we define trusted user to prevent spoofing and trusted applications to prevent Masquerading/Phishing. 
4. SRM also need to define per operator policy asserting RBAC controls for network services





SRM as a trusted service: High level Diagram

Network Services
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Detailed requirements:Cloudlets
Verified Connection
Verified Application
Developer
NBI
Verified User
Services Resource Manager- UNI
Secure Location


1. “Zero Trust” Via Advanced Registration: The SRM-UNI registers user client to establish the trust layer towards end user and enables the end-user device to establish an encrypted communication channel with the closest instance of SRM-UNI. If the user is connecting via a 4G LTE or 5G network, then the SRM-UNI is capable of validating the legitimacy of the subscriber. This process ensures trusted application layer is accessed. 

2. End user privacy:  Identity of a subscriber is not OPs domain but Operators as identity Provider so obfuscating end user with unique token per Unique device identity exchanged between device manufacturer and Operators server will protect end user identity and not violate privacy agreements. 

3.  “Verify Location”: 

a. “ Verify Locations” nature is not a subscription API but a real time synchronous API where in GPS isn't trusted and backend application expects this as a network service. 
b. The accuracy in response validates the GPS coordinates and Business transaction is committed. 
c. This API is offered using user client on device. As result client application impact is minimal. 
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