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[bookmark: _Ref529445047]RCS Configuration Parameters
The RCS specification includes following configuration parameters controlling the behaviour of the respective services when connected over cellular networks using a primary device that is not using the internet APN for RCS (see section 2.8.1.4) and data is switched off by the user:
--------------------------------------------------Start of Change 1 ----------------------------------------------------------

	Configuration parameter
	Description
	RCS usage

	RCS MESSAGING DATA OFF
	This parameter indicates whether the 
1-to-1 and Group Chat (see section 3.2.3 and 3.2.4 respectively), 
Standalone Messaging (see section 3.2.2),
Geolocation PUSH (see section 3.2.6) and
Chatbot Communication (see section 3.6.8, including Chatbot Directory Access defined in section 3.6.3.1, and  Chatbot Information Retrieval defined in section 3.6.4 and the procedures to control anonymization defined in section 3.6.5.1 and procedure to control Spam Report Message defined in section 3.6.6.2)
services Should remain available in case the cellular data switch is switched off (either toggled manually by the user or automatically during roaming). 
When set to 0 the Chat, Standalone Messaging, Geolocation PUSH and Chatbot Communication services are not cellular data off exempt services on cellular networks when cellular data is switched off. 
When set to 1 the Chat, Standalone Messaging, Geolocation PUSH and Chatbot Communication services are cellular data off exempt services on cellular networks when cellular Data is switched off.
When set to 2 the Chat, Standalone Messaging, Geolocation PUSH and Chatbot Communication services are cellular data off exempt services on cellular networks when cellular Data is switched off and the device is attached to the HPLMN.
NOTE:	This configuration parameter when set to 0 or 2 will disable the File Transfer service. An MNO is thus not able to disable chat or standalone messaging but enable File Transfer.
	Mandatory Parameter


	FILE TRANSFER DATA OFF
	This parameter indicates whether the File Transfer service (defined in section 3.2.5, including Audio Messaging defined in section 3.2.7) Should remain available in case the cellular data switch is switched off (either toggled manually by the user or automatically during roaming). 
When set to 0 the File Transfer Service is not a cellular data off exempt service on cellular networks when cellular data is switched off. 
When set to 1 the File Transfer service is a cellular data off exempt service on cellular networks when cellular Data is switched off.
When set to 2 the File Transfer service is a cellular data off exempt service on cellular networks when cellular Data is switched off and the device is attached to the HPLMN.
When File Transfer is disabled, then the client shall behave as defined in section 3.2.5.2 for the case where File Transfer is not authorised via client configuration. 
	Optional Parameter
It becomes Mandatory if RCS MESSAGING DATA OFF is set to 1 or 2.


	MMS DATA OFF
	This parameter indicates whether MMS should remain available in case the cellular data switch is switched off (either toggled manually by the user or automatically during roaming). 
When set to 0 MMS is not a cellular data off exempt service when cellular data is switched off. 
When set to 1 (default value) MMS a cellular data off exempt service when cellular Data is switched off.
When set to 2 MMS is a cellular data off exempt service when cellular data is switched off and the device is attached to the HPLMN, otherwise MMS is disabled.
NOTE: the device’s settings to enable/disable automatic download of received MMS messages remain applicable.
	Optional Parameter

	CONTENT SHARE DATA OFF
	As per section 2.1.2 of [PRD-RCC.20]
	As per 
section 2.1.2 of [PRD-RCC.20]

	PRE AND POST CALL DATA OFF
	As per section 2.1.2 of [PRD-RCC.20]
	As per section 2.1.2 of [PRD-RCC.20]

	SYNC DATA OFF
	This parameter indicates whether the synchronization with the Common Message Store (defined in section 4.1) should remain available in case the cellular data is switched off (either toggled manually by the user or automatically during roaming). 
When set to 0 the synchronisation with the Common Message Store is not a cellular data off exempt service when cellular data is switched off. 
When set to 1 synchronisation with the Common Message Store is a cellular data off exempt service when cellular data is switched off.
When set to 2 the synchronisation with the Common Message Store is a cellular data off exempt service when cellular data is switched off and the device is attached to the HPLMN.
If the synchronisation with the Common Message Store is not a cellular data off exempt service, the client shall not invoke the synchronisation with the Common Message Store, shall not set message flags via the Message Store and the event notification framework and shall not store SMS and MMS messages. Once synchronisation is enabled again, the client shall invoke the procedures for the synchronisation with the Common Message Store for the missed events.
	Optional Parameter
It becomes mandatory if MESSAGE STORE AUTH is present (see A.1.3)



--------------------------------------------------End of Change 1-------------------------------------------------------------
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This RCS specification includes the following additions as a new services sub tree, the Services MO sub tree. Please note this sub tree is not included in any other specifications. So no other nodes from those specifications need to be added:
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Figure 18: RCS additions, Services sub tree
The associated HTTP configuration XML structure is presented in the table below:
	<characteristic type="SERVICES">
<parm name="SupportedRCSProfileVersions" value="X"/> 
<parm name="ChatAuth" value="X"/>
<parm name="GroupChatAuth" value="X"/>
<parm name="ftAuth" value="X"/>
<parm name="standaloneMsgAuth" value="X"/>
<parm name="geolocPushAuth" value="X"/>
<characteristic type="Ext">
<characteristic type="DataOff">
<parm name="rcsMessagingDataOff" value="X"/>
<parm name="fileTransferDataOff" value="X"/>
<parm name="mmsDataOff" value="X"/>
<parm name="syncDataOff" value="X"/>
<characteristic type="Ext"/>
</characteristic>
</characteristic>
</characteristic>


[bookmark: _Ref412543501][bookmark: _Ref412543442]Table 97 : Services MO sub tree associated HTTP configuration XML structure
Note: 	rcsDisabledState is not included in Table 97 since the presence of that parameter would invalidate most of the other parameters included.
Node: /<x>/Services
Under this interior node the RCS parameters related to the enabling/disabling of services are placed
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	One
	node
	Get


Table 98: Services MO sub tree addition services node
Values: N/A
Associated HTTP XML characteristic type: “SERVICES”
Node: /<x>/Services/rcsDisabledState
Leaf node that controls the state of the RCS services on the device
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	int
	Get, Replace


Table 99: Services MO sub tree addition parameters (rcsDisabledState)
Values:
0, the client is temporarily disabled	
-1, the client is permanently disabled 	
-2, the client is permanently disabled, but user triggered events result in an attempt to re-enable the client	
-3, the client is placed in dormant state
Post-reconfiguration actions: The client shall change the state of the relevant RCS services  as described in section 2.3.2.5.
Associated HTTP XML parameter: “rcsDisabledState”
NOTE:	Given that due to the definition in section A.1.1, this parameter and the other parameters in this management object are mutually exclusive it is not included in Table 97 and Table 178.
Node: /<x>/Services/SupportedRCSProfileVersions
Leaf node that indicates the RCS profile versions supported by the configuration server
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	bool
	Get, Replace


Table 100: Services MO sub tree addition parameters (SupportedRCSProfileVersions)
Values: 
Comma separated list of RCS profile versions supported by the configuration server. The RCS profile versions are defined in the rcs_profile parameter for the client configuration request in [PRD-RCC.71] .
Example:
foo,bar
Post-reconfiguration actions: No action at the time of re-configuration.
Associated HTTP XML parameter ID: “SupportedRCSProfileVersions”
Node: /<x>/Services/ChatAuth
Leaf node that represents the authorisation for the user to send chat messages
The node shall be instantiated if the rcsDisabledState node is not provided.
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	bool
	Get, Replace


Table 101: Services MO sub tree addition parameters (ChatAuth)
Values: 0, 1	
0- Indicates that initiating 1-to-1 chat session is disabled		
1- Indicates that initiating 1-to-1 chat sessions is enabled
Post-reconfiguration actions: No action at the time of re-configuration.
Associated HTTP XML parameter ID: “ChatAuth”
Node: /<x>/Services/GroupChatAuth
Leaf node that represents the authorisation for the user to receive chat messages and use the group chat service
The node shall be instantiated if the rcsDisabledState node is not provided.
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	bool
	Get, Replace


Table 102: Services MO sub tree addition parameters (GroupChatAuth)
Values: 0, 1	
0- Indicates that Group Chat service and receiving 1-to-1 chat session invitations is disabled
1- Indicates that Group Chat and receiving 1-to-1 chat session invitations service is enabled
Post-reconfiguration actions: If the value transits from "0" to "1" then the client shall register or re-register in IMS to add the feature tags for Chat defined in section 2.4.4, if conditions allow. If the value of transits from "1" to "0" and if the client is registered in IMS for Chat and Group Chat as defined in section 2.4.4, then the client shall initiate an IMS de-registration or re-registration to remove the feature tags for Chat defined in section 2.4.4.
Associated HTTP XML parameter ID: “GroupChatAuth”
Node: /<x>/Services/ftAuth
Leaf node that represent the authorisation for user to use the File Transfer 
The node shall be instantiated if the rcsDisabledState node is not provided.
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	bool
	Get, Replace


Table 103: Services MO sub tree addition parameters (ftAuth)
Values: 0, 1	
0- Indicates that File Transfer is disabled		
1- Indicates that File Transfer is enabled
Post-reconfiguration actions: If the value of configuration parameter transits from 0 to 1 and the client is registered in IMS, then the client shall re-register to add the media feature tag defined for File Transfer. If the value of configuration parameter transits from 1 to 0 and the client is registered in IMS, then the client shall re-register to remove the media feature tag defined for File Transfer.
Associated HTTP XML parameter ID: “ftAuth”
Node: /<x>/Services/standaloneMsgAuth
Leaf node that represents the authorisation for user to use the standalone messaging service
The node shall be instantiated if the rcsDisabledState node is not provided.
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	int
	Get, Replace


Table 104: Services MO sub tree addition parameters (standaloneMsgAuth)
Values: 0, 1, 2	
0- The standalone messaging service is not provided. SMS and MMS is used instead
1- Sending and receiving of messages via the standalone messaging service is provided and uses CPM as specified in [RCS-CPM-CONVFUNC-ENDORS].
2- Receiving of messages via the standalone messaging service is provided and uses CPM as specified in [RCS-CPM-CONVFUNC-ENDORS]. SMS and MMS are still used for sending.
Post-reconfiguration actions: 
If the value of the configuration parameter transits from value 0 to value 1 or 2, the client may wait till the next scheduled refresh re-REGISTER request or may issue re-REGISTER request immediately.
If the value of the configuration parameter transits from value 1 or 2 to value 0, the client may wait till the next scheduled refresh re-REGISTER request or may issue re-REGISTER request immediately.
If the value of the configuration parameter transits from value 1 to value 2, the client shall stop sending messages via the standalone messaging service.
If the value of the configuration parameter transits from value 2 to value 1, the client shall be able to send messages via the standalone messaging service.
Associated HTTP XML parameter ID: “standaloneMsgAuth”
Node: /<x>/Services/geolocPushAuth
Leaf node that represents the authorisation for the user to use the Geolocation PUSH service
The node shall be instantiated if the rcsDisabledState node is not provided.
	Status
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	bool
	Get, Replace


Table 105: Services MO sub tree addition parameters (geolocPushAuth)
Values: 0, 1	
0- Indicates that Geolocation PUSH service is disabled		
1- Indicates that Geolocation PUSH service is enabled
Post-reconfiguration actions: The client should be reset and should perform the complete first-time registration procedure following a reconfiguration (e.g. OMA-DM/HTTP) as described in section 2.3.
Associated HTTP XML parameter ID: “geolocPushAuth”
Node: /<x>/Services/Ext
An extension node for Service Provider specific parameters. Clients that are not aware of any extensions in this subtree (e.g. because they are not Service Provider specific) should not instantiate this tree.
	Status
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	Node
	Get


Table 106: Services MO sub tree addition Service Provider Extension Node
Values: N/A
Post-reconfiguration actions: The client should be reset and should perform the complete first-time registration procedure following a reconfiguration as described in section 2.3.
Associated HTTP XML characteristic type: “EXT”
Node: /<x>/Services/Ext/DataOff
Under this interior node where the specific RCS parameters are placed that relate to the services behaviour on cellular networks when the cellular data switch is switched off.
It shall be instantiated for primary devices where it is required to be supported.
NOTE:	This tree is included as part of the ext tree rather than sitting directly under Services for historic reasons
	Status 
	Occurrence
	Format
	Min. Access Types

	Optional
	ZeroOrOne
	Node
	Get


Table 107: Data Off Services Extension MO sub tree addition node
Values: N/A
Associated HTTP XML characteristic type: “DataOff”
--------------------------------------------------Start of Change 2  ----------------------------------------------------------
Node: /<x>/Services/Ext/DataOff/rcsMessagingDataOff
Controls the Chat, Standalone Messaging, Geolocation PUSH and Chatbot Communication (including Chatbot Directory access, Chatbot Information Retrieval and , control of anonymization and control of spam interactions) service behaviour when the cellular data switch is switched off.
The parameter is only applicable in case the Chat or Standalone services are supported. It will not be instantiated otherwise.
	Status 
	Occurrence
	Format
	Min. Access Types

	Required
	ZeroOrOne
	Int
	Get, Replace


Table 108: Data Off Services Extension MO sub tree addition parameters (rcsMessagingDataOff)
Values:
0: the Chat, Standalone Messaging, Geolocation PUSH and Chatbot Communication services are not cellular data off exempt services	
1: the Chat, Standalone Messaging, Geolocation PUSH and Chatbot Communication services are cellular data off exempt services
2: the Chat, Standalone Messaging, Geolocation PUSH and Chatbot Communication services are cellular data off exempt services if the device is attached to the HPLMN.
Post-reconfiguration actions: If the value of the configuration parameter transits from 0 to 1 or from 0 to 2 while the device is connected to the HPLMN and at least one RCS messaging service is authorised the client shall (re-)register in IMS to add the relevant media feature tags for Chat, File Transfer, Standalone Messaging, Geolocation PUSH and Chatbot Communication services according to the authorisation of these services.
If the value of the configuration parameter transits from 1 to 0 or from 2 to 0 while the device is connected to a cellular access network other than the HPLMN and at least one of the RCS messaging services is registered in IMS, the client shall de- or re-register with in IMS to remove the media feature tags for Chat, File Transfer, Standalone Messaging, Geolocation PUSH or Chatbot Communication services if these have been registered.
Associated HTTP XML characteristic type: “rcsMessagingDataOff”

--------------------------------------------------End of Change 2 -----------------------------------------



4.2.2.1 File Upload
<snip>
-----------------------------------------------------Start of Change 3---------------------------------------

2. The client shall continue processing depending on the received response from the
HTTP Content Server:
a) HTTP 401 AUTHENTICATION REQUIRED error response carrying a WWWAuthenticate
header field as defined in [RFC7235] if authentication is
required.
If the client and the Service Provider's HTTP Content Server supports GBA


8 This specification uses the term “HTTP POST” and “HTTP GET” as a generic reference to the
action of using the POST or GET methods of HTTP. However, it is strongly recommended that
whenever the POST action contains sensitive information such as a user ID or password, the action
should take place over a secure connection and/or via HTTPS explicitly. This is enforced by the
service provider by configuring a FT HTTP CS URI with "https" schemascheme.
-----------------------------------------------------End of Change 3---------------------------------------

A.1.4. File Transfer related configuration
The following configuration parameters for File Transfer, are
<snip>
-----------------------------------------------------Start of Change 4---------------------------------------

	Configuration
parameter 
	Description
	RCS usage

	FT HTTP CS
URI
	This parameter configures the URI of the HTTP Content Server
where files will be uploaded by the originating side in case the
destination cannot accept within the validity period. The
parameter shall contain a full qualified URI. The URI should
contain the "https" schema scheme to enforce use of secure
connections for the client's HTTP Content Server transactions.
Default value if not provided:
https://ftcontentserver.rcs.mnc<MNC>.mcc<MCC>.pub.3gppne
twork.org
Whereby <MNC> and <MCC> shall be replaced by the
respective values of the home network in decimal format and
with a 2-digit MNC padded out to 3 digits by inserting a 0 at the
beginning (as defined in [PRD-IR.67]).
	Optional
parameter



-----------------------------------------------------End of Change 4---------------------------------------
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