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[bookmark: _Toc68720365]Privacy Requirements
Description
If AI applications don’t process personal data locally, they shall be off by default and user can control.
Applicability
DUT classified as an AI Mobile Device
Related core specifications
TS47_4.1_REQ_003 
TS47_4.1_REQ_003.1 
TS47_4.1_REQ_003.2 
Reason for test
To verify that AI mobile device respects the user and protect personal data by default.
Initial configuration
DUT is Switched OFF.
DUT declares the native AI applications it supports.
Test procedure
	Step
	Test procedure
	Expected behaviour

	1
	Switch DUT on.
	DUT is in idle mode.

	2
	Check whether all the native AI applications are off by default. 
	Record the AI applications that are not off by default.

	3
	Check the data usage declaration of the AI applications that are not off by default.
	Declaration reveals that these AI applications it process personal data locally.

	4
	Check whether user can switch on/off  these  very AI application can be switched on/off AI applications.
	All the native AI applications can be switched on/off User can switch on/off these AI applications.


Expected Result
User can switch on/off all the native AI applications and for the AI applications that are not off by default, the personal data is declared to be processed locally.
[bookmark: _Toc68720366]Security Requirements	Comment by Di Zhang: TBD
Description
xx
Applicability
xx
Related core specifications
xx
Reason for test
xx
Initial configuration
xx
Test procedure

	Step
	Test procedure
	Expected behaviour

	1
	xx
	xx

	2
	xx
	xx



[bookmark: _Toc68720367]Security for AI applications
Prerequisites
	Preparations
	Description
	Provider

	Test Software
	Test software for data security and for voice replay attack. 
	TBD.

	Test program
	Script/Program to access the secured environment on DUT.
	TBD

	Biometric Data 1
	Users’ biometric data pre-stored in DUT and new biometric data for security test.
Note: Biometric data involve finger, face or voice, etc.. 
	TBD.

	Biometric Data 2
	New user’s biometric data that is used to replace Biometric data 1 for security test.
	TBD

	Voiceprint Data
	Voiceprit data pre-stored in DUT.
	TBD.

	Voice Replay Samples
	Data samples to perform voice replay attacks. 
	TBD.



Secured environment
Description
AI Mobile Device operations SHOULD be performed in the Secured Environment.
Data and metadata SHALL be stored with encryption, and keys are stored in the Secured Environment simultaneously.
Applicability
DUT classified as an AI Mobile Device
Related core specifications
TS47_4.2.1_REQ_004
TS47_4.2.1_REQ_005
Reason for test
To verify that AI mobile device operations are performed in the secured environment.
To verify that Data and metadata SHALL be stored with encryption, and keys are stored in the Secured Environment.
Initial configuration
DUT is Switched OFF.
DUT is loaded with test program.
Test procedure
	Step
	Test procedure
	Expected behaviour

	1
	Switch DUT on.
	

	2
	Check whether DUT (e.g.audit source code) has a secure startup procedure that can’t be skipped	Comment by Di Zhang: TBD: 
1、whether manufactures can provide these source code.
2、manual and automated methods？
	Record the unskipped secure startup procedure.

	3
	Check whether DUT has secured environment, e.g. TEE
	Record the secured environment.

	4
	Run the test program in the secured environment and check whether data and metadata are stored with encryption, and check whether keys are also stored in the secured environment. 
	Data and metadata are stored with encryption, and keys are also stored in secured environment.


Expected Result
AI mobile device operations are performed in the Secured Environment.
Data and metadata are stored with encryption, and keys are also stored in the Secured Environment.
Biometric data for Authentication	Comment by Di Zhang: TBD: If the declaration of AI application reveal as follows, is it satisfy this requirenment?
1、biometric data will not transferred to the cloud and, 
2、biometric data can be transderred to user’s other devices with user's consent and this function is off by default
Description
Biometric Data that are used for AI application authentication, SHALL NOT be transferred off the device.
Applicability
DUT classified as an AI Mobile Device
Related core specifications
TS47_4.2.1_REQ_006
Reason for test
To verify Biometric Data that are used for AI application authentication, SHALL NOT be transferred off the device
Initial configuration
DUT is Switched OFF.
DUT is loaded with AI application that uses biometric data for authentication.
Test procedure

	Step
	Test procedure
	Expected behaviour

	1
	Switch DUT on.
	DUT is in idle mode.

	2
	Check biometric data declaration of AI application.
	TBD


Expected Result
XX.
Security measurement of users' biometric data
Description
If Users' Biometric Data is replaced, the previous Biometric Data before the replacementit SHALL be deleted completely and permanently, and SHALL not be recoveredable by data rollback.
Applicability
DUT classified as an AI Mobile Device
Related core specifications
TS47_4.2.1_REQ_009
Reason for test
To verify that AI Mobile Device meets the Biometric Data security requirements.
Initial configuration
DUT is Switched Off.
Biometric data 1 is pre-stored in DUT with user’s consent.-
DUT is loaded with test software to verify the securityof Users' Biometric Data.
Test procedure
	Step
	Test procedure
	Expected behaviour

	1
	Switch DUT on.
	DUT is in idlemode

	2
	Check the information of users’ Biometric Data 1.
	DUTdisplays the information of users’Biometric Data 1, such as date and, time and size of Users’Biometric Data.

	3
	Use current users’Biometric Data 1 to run AI applications
	AI applications can run with current users’Biometric Data 1.

	4
	Replace Users' Biometric Data 1 with Biometric Data 2.
	Users' Biometric Data is updated and previous users’Biometric Data 1 is deleted.

	5
	After step4, uUse previous users’Biometric Data 1 to run AI applications
	AI applications cannot can’t execute.

	6
	After step4, Useuse new users’Biometric Data 2 to run AI applications
	AI applications can execute.

	7
	Check the information of Users’Biometric Data 2.
	The information of Users’Biometric Data 2 is updated.

	8
	Execute data rollback operation.
	The previous Biometric Data 1 can’t be recovered by data rollback

	9
	After step 8, Check check the information of Users’Biometric Data 2.
	The information of Users’Biometric Data 2 is unchanged

	10
	Use previous users’Biometric Data 1 to run AI applications
	AI applications can’t execute.

	11
	Use users’Biometric Data 2 to run AI applications
	AI applications can run with users’Biometric Data 2.

	1112
	Delete all the biometric datas.
	Users’Biometric Data is wiped and can’t be found on DUT.

	13
	Use Biometric Data 1 and Biometric Data 2 to run AI applications.
	AI applications can’t execute.


Expected Result
When users’ Biometric data is replaced, it can be deleted completely and permanently, and can’t be recovered by data rollback.

Users' biometric data deletion by restoring factory settings
Description
The Biometric Data SHALL be wiped and made unrecoverable by restoring a device factory settings.
Applicability
DUT classified as an AI Mobile Device
Related core specifications
TS47_4.2.1_REQ_010
Reason for test
To verify that AI Mobile Device meets the Biometric Data security requirements.
Initial configuration
DUT is Switched OFF.
Biometric data 1 is pre-stored in DUT with user’s consent.
DUT is loaded with test software to verify the securityof Users' Biometric Data.
Test procedure
	Step
	Test procedure
	Expected behaviour

	1
	Switch DUT on.
	DUT is in idlemode

	2
	Check the information of users’ Biometric Data 1.
	DUTdisplays the information of users’Biometric Data 1, such as date and time and size of Users’Biometric Data.

	3
	Run AI applications with current Users’Biometric Data 1.
	AI applications can run with current users’Biometric Data 1.

	4
	Execute factory reset on DUT
	Users’Biometric Data is wiped.

	5
	After step 4, Check check the information of Users’Biometric Data 1.
	Users’Biometric Data 1 on DUT can’t be found.

	6
	Run AI applications with the Biometric Data wiped by factory reset1.
	AI applications can’t execute.


Expected Result
After restoring a device factory settings, the Biometric Data 1 is wiped and unrecoverable.

SecurityMeasurement of Voiceprint Data	Comment by Di Zhang: Biometric data include voiceprint data, it is duplicate.
Description
When the Voiceprint Data is permanently and completely deleted, it SHALL NOT be recoverable by data rollback.
Applicability
DUT classified as an AI Mobile Device
Related core specifications
TS47_4.2.1_REQ_013
Reason for test
To verify that AI Mobile Device meets Voiceprint Data security requirements.
Initial configuration
DUT is Switched OFF.
DUT is loaded with test software to verify the securityof Voiceprint Data.
Test procedure
	Step
	Test procedure
	Expected behaviour

	1
	Switch DUT on.
	DUT is in idlemode

	2
	Check the Voiceprint Datainformation
	DUTdisplays the information of Voiceprint Data, such as date and time and size of Voiceprint Data.

	3
	Use current Voiceprint Data to run AI applications
	AI applications can run with current Voiceprint Data.

	4
	DeleteVoiceprint Data
	Voiceprint Data is deleted.

	5
	UsepreviousVoiceprint Data to run AI applications
	AI applications cannot execute.

	7
	Check the information of Voiceprint Data
	The information of Voiceprint Data can’t be found.

	8
	Execute data rollback operation
	The previous Voiceprint Data can’t be recovered by data rollback

	9
	Check the information of Voiceprint Data
	The information of Voiceprint Data can’t be found.

	10
	UsepreviousVoiceprint Data to run AI applications
	AI applications can’t execute.



Voiceprint Data Deletion by restoring factory settings
Description
The Voiceprint Data SHALL be wiped and made unrecoverable by restoringa device factory settings.
Applicability
DUT classified as an AI Mobile Device
Related core specifications
TS47_4.2.1_REQ_014
Reason for test
To verify that AI Mobile Device meets Voiceprint Data security requirements.
Initial configuration
DUT is Switched OFF.
DUT is loaded with test software to verify the securityof Voiceprint Data.
Test procedure
	Step
	Test procedure
	Expected behaviour

	1
	SwitchDUT on.
	DUT is in idlemode

	2
	Check the information of Voiceprint Data
	DUTDisplays the information of Voiceprint Data, such as date and time and size of Voiceprint Data.

	3
	Use current Voiceprint Data to run AI applications
	AI applications can run with current Voiceprint Data.

	4
	Execute factory reset on DUT
	Voiceprint Data is wiped.

	5
	Check the information of Voiceprint Data
	Voiceprint Data on DUT can’t be found.

	6
	Usethe Voiceprint Data wiped by restoring factory settings to run AI applications
	AI applications can’t execute.



Voice replay attacks	Comment by Di Zhang: TBD: For specific scenarios (e.g. payment)? 
Description
If the AI mobile device support voiceprint recognition, The deviceit SHOULD be resistant to voice replay attacks.
Applicability
DUT classified as an AI Mobile Device
Related core specifications
TS47_4.2.1_REQ_015
Reason for test
To verify that AI Mobile Device can resist voice replay attacks.
Initial configuration
DUT is Switched OFF.
DUT is loaded with test software to verify AI Mobile Device can resist voice replay attacks.
DUT is preloaded with AI applications that support voiceprint recognition.
The background noise should be controlled.
Test procedure
	Step
	Test procedure
	Expected behaviour

	1
	Switch DUT on.
	DUT is in idle mode

	2
	Open the AI application and uUse voice replay samples to perform voice replay attacks.
	AI applications can’t execute with voice replay samples.


Expected Result
AI Mobile Device can resist voice replay attacks.
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