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Change No 1
Security
This section defines the Security Architecture Design for MDMI.
The operator owned server manages both authentication and log sessions in devices. User is authenticated prior to a session initiated by an on board application.  In the case of remote session management,   a command token is sent from server to the device.
The token is passed to the component being logged, by the diagnostic application, where the integrity of the token is verified and then parsed.
Selective logging, based on log mask setting in the command token, is enabled. Logs are collected by the diagnostic application, prior to sending them to the operator server.
All transmissions to / from the server shall use TLS version 1.2 or higher to ensure security of the user authentication information, command tokens, and log data while in transit. If the operating system provides for certificate revocation / update check, this should be used.
Note: 	The MDMI API for log session control functions, such as the log mask setting, is used for the development phase of the device and diagnostic application.
1. Operating System Restrictions and Policy enforcement – Permissions, Group ID enforcement, package Name, UID, package signature along with policy enforcement using SeLinux is incorporated in devices. This is to ensure only operator authorized on board log applications have access to the MDMI interface. Specification of group ID, permissions and policies are operator specific.
1. User Authentication – Server validates user with login credentials (user name and password), as supplied by user launching the application, thereby restricting only authenticated users to log into the diagnostic system. Additional checks based on IMEI, MSISDN, IMSI and user's group are used to restrict devices log and reports to specific users or user group. 
2. Secure Channel – Command tokens are sent to the device from the server via a secure channel. As noted above, the secure channel shall use TLS version 1.2 or higher, and certificate revocation / update check shall be used if available.
3. Command Set for remote log session – JSON packets are used to define command tokens (ON/OFF, Time to Live, Log Privilege level, Log groups). JSON Packets are integrity protected and can be interpreted only by the modem (which has the public key of policy certificate).
Log Data – The log mask limits the scope of the logging information. The log mask can be set by a user or privileges enforced by the SW load. If log data cannot be transmitted to the server immediately, it shall be stored securely on the device, in a manner such that untrusted applications are unable to access the log data.
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Figure 5 Security Call Flow
[bookmark: _Hlk73365521]The logs contain the privacy information of device hardware and software thus all transmissions to / from the server shall use TLS version 1.2 or higher to ensure security. Besides, it is recommended to perform authentication between device modem, diagnosis platform and operator’s server when the device is sending modem logs to the server. Figure 5 shows the device modem logs transmission authentication process.
(Note: this process is applicable for engineering device log transmission not for the commercial device)
1. Launch the diagnostic application platform on device by sending the user’s name and password.
2. [bookmark: _Hlk73365499]The diagnostic application platform allocates and stores IDs based on the target device modem log to be collected. Then diagnostic application platform sends IDs to different device modems. For example, the diagnostic application platform allocates ID1: 0001 for logs from device A modem and allocates ID2: 0002 for logs from device B modem.
3. The device will then store the received ID that allocated for its modem log. For example, device A modem will store ID1 and device B modem will store ID2.
4. If the logs of the target device modem (e.g. A) are required, the device will send the stored ID (e.g., 0001) to the diagnostic APP. 
5. After verifying the ID send from modem is matched with the allocated ID (e.g. 00001). Diagnostic APP will send the User Name, Password, allocated ID to the server. Server will launch user authentication and then based on the information above produce the related token for this user. 
6. A command token is sent from server to the diagnostic application (the token is signed with policy certificate), then device will receive the token that sent from the diagnostic application.
7. Since the key of policy certificate is stored within the modem, the integrity of the token is verified and then parsed on device: The device will decrypt the token and obtain the corresponding ID. 
8. The device then verify that the Decrypted ID is matched with the stored ID (e.g. 0001), then respone the “Token OK” to diagnostic platform.
9. The logging modem on device will enable the related logging. Device will send the modem logs to the Diagnostic APP. 
10. The Diagnostic APP  transfers the modem logs to the Operator Server by the secure channel.
Change No 2
5.1 [bookmark: _Toc458088586][bookmark: _Toc492972468][bookmark: _Toc499722452]
Log Security
[bookmark: _Toc458088587][bookmark: _Toc492972469][bookmark: _Toc499722453]Introduction
At this time, since the scope of the logging per this document is restricted to engineering builds end-to-end, encryption between the modem and the server diagnostic app is not considered. In this initial phase, the log mask can be used to control the content of the log via user opt in/consent and privileges enforced by the SW load to address consumer privacy concerns. If commercial builds are supported in the future, encryption will need to be revisited at that time to prevent the log content from getting to unauthorized users.
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