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******* First Change********
1.2      Scope
This document intends to guide the entire industry ecosystem; operators, vendors, OEMs, and service providers to define a common solution for exposing network capabilities and edge compute resources. The document provides an end-to-end definition of the Operator Platform for support in edge computing environments. The scope of this document covers requirements and architecture specifications that would guide the industry ecosystem into creating a common solution for exposing network capabilities and edge compute resources. The document intends to span an end-to-end view of the Operator Platform in edge computing environments. The ecosystem includes operators, vendors, OEMs, and service providers.
This document covers the following areas:
· Operator Platform requirements
· Focus on Edge Computing: The PRD should define edge computing exposure and network services integration for the Application Providers, whether within enterprises or independent third parties, to enable a simple and universal way of interacting with edge computing platforms. 
· Open to new services: The PRD definition should allow the platform's evolution to expose additional services in the future, such as IP Communications and networking slicing, among others.
· Architecture, functions and roles
· Reference architecture for enabling edge computing: Definition of modular architecture suitable for implementation at the network edge.
· Reference interfaces: Definition of interconnection for the end-to-end service, between service providers to end-users, network elements and federated platforms. This document focuses on Northbound, Southbound, East/West (i.e. Operator Platform Federation), and User to Network interfaces as a first approach.
· Mobility: Network and terminal integration should allow service continuity against end-user mobility in the home and visited networks.
· Standardisation and Open Source communities
· Gap evaluation in the standards: This document analyses gaps in current networking and edge computing standards and identifies SDOs that are appropriate to complete the OP architecture via detailed specifications, protocols and Application Programming Interfaces (API).
· The Detailed specification of architecture and interface specifications will be defined by SDOs or Open Source communities, using the baseline in this document.
The GSMA shall review progress to ensure that the end-to-end system is defined consistently across these organisations.
· Evolution from legacy
· Fit with established ecosystems: The OP defines the Mobile Operator staging of a broader cloud ecosystem. To meet tight market timing and minimise heavy lifting, it must fit into existing structures and staging, enabling Application Providers to spin their existing capabilities into the Mobile Edge space. Therefore, wherever possible, the OP reuses existing and established structures and processes.
This version of the document focuses on the use of the Operator Platform to provide services to devices attached to their home network. However, it also includes high-level requirements beyond this scenario because they may influence future architecture choices.
Future versions of this document may cover, for example, the following areas in greater depth:
· The detailed impact of service access by devices that are attached to networks other than their home network (e.g. roaming, Wi-Fi, etc.) on the various interfaces and functions of the OP,
· Access to edge resources in the visited network when no federation exists between that network's OP and the Home OP of a subscriber,
· Seamless service continuity when users move to a different network (see sections 2.2.7.3 and 5.2.2.3.6),
· Low latency interaction between applications in different networks in a standardised manner (see section 3.3.10),
· Exposure of operator network capabilities beyond edge resources (e.g. Network as a Service features offering improved QoS on network access),
· The handling of non-SIM devices,
· Inclusion of further capabilities to allow providing a complete Platform as a Service offering,
· The management in a federation of legal constraints that restrict an application's distribution to specific regions (see section 3.3),
· Detailed requirements on the Capability Exposure Role (see section 5.2.1),
· Detailed requirements on the User Client (see sections 3.5.5.2 and 5.2.4),
· A more detailed alignment with NG.126 [9] on the information elements that can be used on the different interfaces and in the OP's data model for the Edge Application and the Resource/Node,
· Data Sharing capability, i.e. Data is 'open' for use by multiple application providers (see section B.8),
· Mobility requirements for non-SIM UEs,
The sharing of an Application Server between different operators (see section B.8).

******* Second Change********
1.4     Definitions
	User Equipment
(UE)
	Any device with a SIM used directly by an end-user to communicate. The term includes an IoT device (Internet of Things). User Clients and Application Clients are deployed on the User Equipment. Throughout the document term “UE” by default means UE with the explicit SIM based Telecom wireless network connectivity.	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): Can we change the first sentence of the definition to something like this:
Any device with a SIM used by the end-user to access communication services.	Comment by vikram.barate: Resolved. Please confirm	Comment by Tom van Pelt: Actually a strange definition because a connected self-driving car might not be a communication device from an end-user perspective, but would definitely be a UE from the OP's. Do we want to change that as part of this CR or should that be a separate one?	Comment by vikram.barate: We can change as part of this CR as we are changing this section. Current definition seems to be taken from wikipedia - https://en.wikipedia.org/wiki/User_equipment. I agree it does not cover general UEs	Comment by vikram.barate: "Any device with a SIM, and communication capability with base station" OR "Any device with a SIM, used directly or indirectly by an end user or infrastructure to communicate"	Comment by Tom van Pelt: In our context, the SIM is probably mostly for authentication and authorisation for using cellular data services.	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): I propose to remove "based on Telecom connectivity". What we try to do here is to split the equipment to 1. SIM UE, 2. Non-SIM UE. I can have a UE with a SIM however I can still connect to the wifi.	Comment by vikram.barate: Updated to "Telecom wireless network". Please suggest.	Comment by vikram.barate: Should we update this to reflect term only ‘UE’ by default means UE with the SIM based connectivity.	Comment by vikram.barate: Updated

	Non-SIM User Equipment (Non-SIM UE)	Comment by Tom van Pelt: Please use proper change marks instead of highlighted text in a different font colour.	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): I second this comment, it is had to see what has changed	Comment by vikram.barate: Updated.	Comment by Tom van Pelt: Probably we need to clarify somewhere that for now the non-SIM UE is a standalone device. There could be use cases where it would be a secondary device to the user's mobile or another non-SIM UE (see similar case in RCC.14) where the user may switch between devices and continue using their edge enabled applications uninterrupted (e.g. continuing a VR game played on the phone on a Wi-Fi connected VR headset when arriving home). That's clearly not covered yet and would require interactions between OPs, between the OP and the application provider and UNI procedures. That's maybe something to add to the bullet list in section 1.2.
	Any user Equipment that is used by end-user that does not require SIM to access communication services. Example of such devices are Tabs, Laptop, VR headset, gaming console, IoT sensors etc. User Clients and Application Clients are deployed on the User Equipment.	Comment by vikram.barate: Updated to resolve.	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): "Any equipment used by end-user that does not require SIM to access communication services ."



******* Third Change********

3.4.7        UE
UE is the User Equipment. The Common Data Model of UE includes the UE ID, UE location. There is a need to preserve the UE ID in multiple scenarios such as roaming, authentication and charging.
	Data type
	Description
	Interface Applicability

	UE ID
	The terminal ID. For mobile networks, the ID shall be based on International Mobile Subscriber Identity (IMSI) and Mobile Subscriber Integrated Services Digital Network Number (MSISDN) (in case of 3G-4G access) and General Public Subscription Identifier (GPSI) and Subscription Permanent Identifier (SUPI) in case of 5G access as defined by 3GPP. When presented out of the trusted domain (e.g. NBI exposure), the UE ID may take a different format (e.g. a token) bound by the OP to ensure user privacy.
	UNI/North/East/West/South

	UE location
	UE location indicates where the UE connects to the network. For a UE in a mobile network, this is expected to be tied to a relatively static element, such as a data session anchor or mapped Availability Zone, rather than a granular location identifier. When presented out of the trusted domain (e.g. NBI exposure), the UE location may take a different format (e.g. a token) bound by the OP to ensure user privacy. 
	UNI/North/East/West/

	UE Home OP
	The ID of the Home OP of the UE
	UNI/East/West/


Table 11: Common Data Model of UE
3.4.7.1 Non-SIM UE
Non-SIM UE is the User Equipment that does not required SIM. connecting to internet over LAN network, and not having direct internet connection through wireless base station. The Common Data Model of Non-SIM UE includes the Non-SIM UE ID, Non-SIM UE location. Non-SIM UE are mostly non mobile, or so considered as per scope of this version.	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): Can be replaced with "A Non-SIM UE is an user equipment that does not require SIM."	Comment by vikram.barate: Updated to resolve	Comment by Tom van Pelt: Is essentially saying that the non-SIM UE is a UE, which is obvious from a linguistic perspective, but incorrect technically due to the definition of UE being modified to a device with a SIM in the above. Probably we should have UE for the generic case, SIM UE for the specific case of a UE with a SIM and non-SIM UE for those without SIM.	Comment by vikram.barate: Agree. No need to define it again. Just removed the statement/intro.	Comment by Tom van Pelt: That only partly solves the issue. Having done a quick check on "UE" and "User Equipment" in the PRD, there seem to be many cases that apply to both SIM and non-SIM based UEs. So having UE/User Equipment as a generic term along with introducing a separate one "e.g. SIM/cellular-capable UE" or similar might be useful to avoid having to replace lots of instances to "UE and non-SIM UE". It's somewhat complex because not all cases will be covered yet for non-SIM UEs (e.g. mobility and "roaming") and the use of the generic term in that context may be confusing, but maybe that is solved by making it sufficiently clear in section 1.2 that those cases aren't covered yet.	Comment by vikram.barate: @Tom your previous comment got deleted along with the test and I could not recover. It was related to Topic K, "Internet connectivity", and UE behind LAN but still using VoLTE kind of services. I've restructured the definition. Please check	Comment by vikram.barate: Deleted network connectivity statement to avoid confusion. 	Comment by vikram.barate: Will remove statement from document when comment is resolved.	Comment by Tom van Pelt: same issue with the internet connection being potentially irrelevant.	Comment by vikram.barate: Updated to resolved. Removed the statement.	Comment by Tom van Pelt: CRs changing the common data model should also change the generic figure.	Comment by vikram.barate: OK. I'll update Figure 3. Where can I get editable version of the figure?	Comment by Tom van Pelt: Figure provided	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): Should we call it "Non-SIM UE ID" and "Non-SIM UE location" to distinguish between UE and Non-SIM UE?	Comment by vikram.barate: Changed. 
Referring everywhere as non-SIM UE sounds cumbersome. Need to think renaming option.
	Data type
	Description
	Interface Applicability

	Non-SIM UE ID
	The identifier to uniquely identify non-SIM UE by the OP. For UE(with SIM) running in LAN network, UE ID will be same as section 3.4.7, Table 11.	Comment by vikram.barate: Changed to keep simple - identifier. For 3.4.7 we can do same unless need to keep specific to UE.	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): Terminal ID is actually IMEI International Mobile Equipment Identity). we need to change "terminal" to something else. (same will apply to section 3.4.7)
For Non-SIM UE, this is unique ID to permanently identify non-SIM UE, and generated at the time of very first registration with the OP.	Comment by Tom van Pelt: Slightly weird to see this as a differentiation in a section with "non-SIM UE" as title. Should we differentiate between "non-SIM UE" and "non-SIM service access"?	Comment by vikram.barate: If "Non-SIM service access" definition clarifies mechanism with which non-SIMs get connected to OP we can use the term. Let me think and reply.

Overall terms starting with non-SIM makes it cumbersome.
	UNI/North/East/West/South

	Non-SIM UE location
	Non-SIM UE location indicates where the non-SIM UE connects to the network. Non-SIM UE may or may not support location functionality in itself. In case non-SIM UE supports location function and it is enabled then same will be used. If non-SIM UE do not support location function or it is disabled, then OP will perform operation of device location identification with help of non-SIM UE’s network information. 	Comment by Tom van Pelt: Do we actually trust a location provided by the UE? For SIM devices this is assumed to be derived from the network rather than a GPS location provided by the UE.	Comment by vikram.barate: We can skip option of UE providing location and move to IP completely for this version only to keep it simple.
 
Location granularity is not needed to latitude-longitude level, but GPS helps identify the location at city level easily. Hence we can assume it. 
Having GPS based location support may help in future for mobility of non-SIM UEs?

Keeping point open for discussion in meeting.	Comment by Tom van Pelt: For edge actual geographical location is relevant only at a secondary level, the main one being that resources should be close (from network perspective) to the UE's session anchor which in itself should obviously be dependent on the UE's location. If the OP has no influence over the choice of session anchor in such fixed networks (which seems likely because the anchor would have been chosen already to gain access to the OP), the UE's geographical location is of no use to the OP and as indicated if provided by the UE itself can likely not be trusted anyway (spoofing a location is not that hard).
For non-SIM UE Location, this is expected to be tied to a relatively static element, such as a data session anchor or mapped Availability Zone, rather than a granular location identifier.	Comment by Tom van Pelt: Do we need to define what the anchor would be for non-SIM access? There's obviously no UPF or even 4G/5G packet core involved.	Comment by vikram.barate: This will be used mainly for cloudlet selection in vicinity.	Comment by Tom van Pelt: True for the info element, but that vicinity will depend on the location of the session anchor rather than the UE's own location (even if they should obviously be related).
	UNI/North/East/West/

	Non-SIM UE Home OP
	The ID of the Home OP of the non-SIM UE. This will be preconfigured in non-SIM UE through SDK or UC.	Comment by Tom van Pelt: There may be cases of more generic clients where the user needs to provide this. It's maybe best to leave this out. 

It's also not clear how non-SIM UEs will be able to connect to networks other than their home network and get edge services. That would be a kind of roaming that would require some sort of discovery process for visited network's OP that's done either from the home network (e.g. based on the UE's IP address) or from the UE itself (where we don't have a discovery process yet). Probably it's best to provide a clarification somewhere in the CR that this case isn't covered yet.
	UNI/East/West/


Table 12: Common Data Model of Non-SIM UE

******* Fourth Change********
3.5.3         User to Network Interface
3.5.3.1           General Requirements
1. The primary function of the User to Network interface is to enable a User Client to interact with the OP, to enable the matching of an Application Client with an Application Instance on a Cloudlet.
2. The UNI shall allow the communication between the User Client on the user equipment and the Operator Platform.
3. The User Client should be implemented on User Equipment software, e.g. through an SDK or OS add-on.
4. The UNI shall allow the User Client to discover the existence of an Edge Cloud service.
5. The OP's UNI shall allow the user client registration process with the Operator Platform's SRM, which entails the following: 
a. It enables the end-user device to establish an encrypted communication channel with the Operator Platform SRM. 
b. Authentication and authorisation. In this document, we assume that the UE attaches to the 4/5G network so that the OP can rely on AAA done by the operator. 
c. UNI shall support authentication and authorization of non-SIM UEs. In case of non-SIM UEs, connection will be done over unknown internet connection, hence OP needs to follow different registration and authentication mechanism once first connection from message from non-SIM device is identified.	Comment by Tom van Pelt: Shouldn't the requirement be that the UNI interface shall support authentication of UEs over such connections? There is no formal requirement otherwise. This impacts also the previous requirement because the assumption mentioned is no longer generically applicable, but just relates to cellular access. Potentially it's good to also add a note that Wi-Fi access through a cellular device acting as a hotspot is not currently covered.	Comment by vikram.barate: Added a requirement for authentication of non-SIM UEs over UNI.	Comment by vikram.barate: 	Comment by vikram.barate: Addition for non-SIM UE	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): I propose to reword it to:
"For the non-SIM UE case, OP’s SRM may not be aware of the non-SIM UE’s details and its authentication information. Non-SIM UE needs to register with OP first. The subsequent connection will use registered information for authentication and authorisation. "	Comment by vikram.barate: Updated.
For non-SIM UEs case, OP’s SRM may not be aware of the non-SIM UE’s details and its authentication information when non-SIM UE connects for first time. Non-SIM UE needs to register with OP on first connection, and exchange identity, security information. The subsequent connection will use registered information for authentication and authorization.	Comment by Tom van Pelt: I am not sure that we have stated anywhere that the SRM is the functional role terminating the UNI on the OP's side. That probably makes sense, but maybe better to leave it generic over here.	Comment by vikram.barate: Removed mention to keep it generic.	Comment by Tom van Pelt: probably best to restrict this to it not being aware on first access. Once an authentication process has been done, the OP should be aware.. From the next sentences that simply seems to be a wording clarification to be done though to make this clear.	Comment by vikram.barate: Updated text	Comment by Tom van Pelt: That solves it
d. It enables the User Client’s usage tracking. For example, to support integration with the network operator’s billing infrastructure.
6. The OP's UNI shall allow the user client to trigger the selection of a Cloudlet by the OP.
7. The OP's UNI shall allow the user client to trigger the instantiation of an application instance on the selected Cloudlet.
8. The OP shall measure network performance metrics for tracking the average latency characteristics of the edge network. 
9. Based on metrics and location information, the User Client may request through the UNI that the OP considers a change of Cloudlet.
3.5.3.2           Establishing Chain-of-Trust between architectural elements
The OP shall provide a mechanism to establish a chain-of-trust between:
1. the UE and the OP;
2. the User Client and the OP;
3. the Application Client and the Edge Application;
4. the operator Network and the Edge Application;
5. the end-user and the OP.
The mechanism can use the 4G/5G authentication procedure(s) to establish a chain of trust between the UE and the OP.
The mechanism shall use an attestation method to authenticate the UC and establish a chain-of-trust between the UC and the OP.
The procedures for establishing a chain of trust between the Application Client and the Edge Application are implementation-dependent.
The procedures for establishing a chain of trust between the operator Network and the Edge Application are implementation-dependent.
The mechanism shall use a registration procedure from the UC to the OP Service Resource Manager (SRM) to establish the chain of trust between the end-user and the OP. The registration procedure assumes that the prerequisite chain-of-trust steps described above have been successfully carried out.
Part of the registration includes authenticating the identity and learning the end user’s UE location, which must be done via the operator. The SRM is a service trusted by the operator network, allowing it to learn authenticated identity and location.
In a roaming scenario, the registration may need to be carried out from the home network SRM.
The mechanism shall ensure security, privacy and commercial confidentiality. An obfuscation technique, such as opaque tokens, shall be used to support the end-user's privacy. 
Additional services may be created to return metadata associated with a User Client. These services may have a chain of trust established with the SRM. If they have a chain of trust established with the SRM, they may require that an application using them also establishes a chain of trust.
An example of such a service is “verify location”. The "verify location" input shall be a nominal physical location and a geographical bound (precision) around that location. The output of the API shall be an indication of "user is in that area" or "user is not in that area". An example of this service is to allow an Edge Application at a retail location to verify that a user is close enough to a physical location to be worthwhile pushing a notification to the user’s application client.
[image: ]
Figure 5: SRM as a trusted service: High-level Diagram


******* Fifth Change********
******* Fourth Change********
3.5.5         Local interface on an end-user device 
Using edge computing through the Operator Platform should be as easy as possible from a developer’s perspective. As envisioned in the OP architecture, the UNI interface between UCs and the OP exposes specific APIs needed for, for example, discovering and connecting Application Clients to the edge nodes and enabling the requested services. However, most of these procedures require multiple interactions that are not specific to the application (e.g. registration). Thus, these procedures would benefit from being provided through a common implementation; the Application Client accesses that through a device-local interface (see Figure 6).
Note:	By nature, such a common implementation would be device platform-specific; see section 3.5.5.2 for some considerations.
The requests to these UNI APIs may also contain specific privacy-sensitive parameters, e.g. location of the UE (Latitude/Longitude), network attachment location information CellID/Tracking Area Code (TAC), etc. (see also section 3.5.5.1). These parameters are typically maintained within the device platform (e.g. Android, iOS etc.). Similar UNI APIs and  parameters to be maintained for non-SIM UEs, but may with the different formats (see section 3.5.5.1). Based on the platform design, application permissions and philosophy, the applications on the device get access to some of these parameters.	Comment by Tom van Pelt: While true, this sentence as it's currently written does not fit into the the context of the existing paragraph. Maybe no change is needed here because also the existing cellular related information mentioned 2 sentences before is just there as an example of privacy-sensitve information.	Comment by vikram.barate: Removed.	Comment by vikram.barate: Will delete once comment resolved
Thus, implementing the OP UNI would require access to some of these parameters available from the underlying device platform. However, if the OP UNI is exposed to the Application Clients through common libraries or a runtime, access to those parameters can be handled within that common implementation which may avoid exposing sensitive information to the Application Client. The interface between the Application Client and this common, device platform-specific implementation is referred to as “local interface on an end-user device”.
There can be different ways an Application Client developer can be provided with access to the UC to consume OP services using UNI APIs. Examples could be: 
· having an OP Edge Client SDK for building UNI APIs and functions that a developer can integrate with their application business logic or 
· a thin client application on the device aggregating the UNI access (UNI aggregation) of different Application Clients. 
Note:	Use of a common runtime aggregating the UNI may not be possible on all platforms without the support of the platform provider, but may be required to fulfil (potential future) requirements such as a single registration to the OP per UE rather than registering every UC separately. Therefore, cooperation with the platform providers is recommended for the long term, even if common implementations would have to handle existing platform limitations for the short term.

F. : OP Device side architecture (local interface)
Note:	As per two of the possible approaches for building UNI support for Application Clients, i.e. SDK and the UNI aggregation, Figure 6 represents the conceptual placement of the two enabler components in relation to the device platform without elaborating on the merit of one over the other. There could be other approaches, but not all have been explored yet.
3.5.5.1           Privacy sensitive parameters for UNI
The UNI requests from Application Clients on end-user devices (UE or non-SIM UEs), as described above, require access to specific privacy-sensitive parameters available from the device platform or the OP. 
3.5.5.1.1 UNI parameters for UE
The following list provides an indicative, non-exhaustive overview of such parameters:
· Subscriber identity and credentials for authentication, e.g.
· MSISDN, 
· GPSI, 
· Token for authentication,
· SIM credentials
· Geo-Location information
· Latitude/Longitude
· Network Information
· Home MCC/MNC,
· Visited MCC/MNC,
· Cell-ID, TAC etc.,
· Wi-Fi SSID and Access Point MAC address
Note:	Some of these parameters would be available to the OP through the SBI-NR. 	So it is up to the detailed UNI definition whether they are required in the UNI 		requests.
3.5.5.1.2 UNI Parameters for non-SIM UE
The following list provides an indicative, non-exhaustive overview of such parameters:
Non-SIM UE identity and credentials for authentication, e.g.
· UUID (rfc4122 based) or equivalent.
· Token for authentication
Geo-Location information	Comment by Tom van Pelt: Probably UE IP address is relevant here  also as that seems to be used by services like Google Maps to determine a rough location of the device accessing.	Comment by vikram.barate: Removing latitude info to keep simple.
· Latitude/Longitude (If possible)
· City/State (If available)	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): Is this information stored in the UE?
· Public IP address of UE’s network
Network Information
· Wi-Fi SSID, Public IP and MAC address
· Internet service provider information (If available through network information)	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): Is this information stored in the UE?	Comment by vikram.barate: Yes, in UC if it is available or can be derived using network info/cmds.
Note: Non-SIM UE may not support all the parameters, some of the parameters will 	be generated at the time of first registration and shared with non-SIM UE by OP. It is 	up to detail UNI definition, OP and non-SIM UE which parameters to be support.
These parameters would be used in the UE's UNI API requests to perform functions, e.g. edge discovery, application endpoint exposure, application location verification, measuring and reporting network performance metrics, etc.
3.5.5.2           Key considerations for architectural requirements on the local interface
The client applications or UCs on the end-user device would need access to the OP UNI interface for consuming OP provided edge services. There are various possibilities for providing this access using a common implementation where each possibility would come with associated advantages and shortcomings. When designing and developing a feasible solution for this common implementation and the local interface that it offers to the Application Clients, there would be main guiding principles to be taken into account:
· Functional parity across multiple device platforms
· Short evolution cycles
· Must meet OP security and data privacy principles on the UNI interface
· Keeping Application Client developers agnostic to mobile network-related aspects
· Keeping Application Client developers agnostic to the type of device for non-SIM UE, and network connection being used.	Comment by Tom van Pelt: Not sure if this is a feasible goal because non-SIM access may come with different limitations than cellular access that may impact the application e.g. latency may be different and QoS guarantees may be harder to provide	Comment by vikram.barate: Added a note as per OPG meeting discussion. Please review.	Comment by Tom van Pelt: I am not sure how the note addresses the comment. The application will need to be aware that access is from a non-SIM UE to take into account the limitations and their application will probably depend on the type of device as well e.g. in determining what content to render or provide to the UE.
Note:	Support for features like mobility, roaming, network slicing, session continuity etc. in the context of device clients is for further study
Note:	Non-SIM UEs due to its limitation may not support same features as UEs e.g. QoS, mobility, network slicing, service continuation etc.

******* Sixth Change********

5.1.6         User to Network Interface
5.1.6.1           High-Level Requirements
1. The UNI shall be universal, meaning that the Application Provider does not have to modify its applications for different Operators or OPs.
2. The UNI between the User Client (typically located in the UE) and the Operator Platform should be kept to a minimum and not overlap with, or have an impact on, the existing UNI interfaces: 
a. between the application client and the Application Provider; 
b. between the mobile UE and the operator.
3. In this document, we assume that the UE attaches to a trusted network (such as the 4/5G network) so that the OP can utilise AAA services provided by the operator. On the other hand, where the UE or non-SIM UE accesses via an untrusted network (such as public Wi-Fi), the OP needs to undertake its own AAA services, or mechanism recommended in section 5.1.6.2.3..
5.1.6.2           User First Attachment 
5.1.6.2.1            General
When a UC requests access to an Edge Application, the OP receiving the request shall authorise/authenticate the user and the requesting application. Once the OP has authorised the request, it gathers all the necessary data to redirect the request to the most suitable edge node. UC connectivity should be available to allow initiating this request. UC connectivity is out of the scope of this document.
5.1.6.2.2            Edge Cloud service discovery
The UC shall be able to reach the OP so that it can request Edge Cloud services using the UNI:
1. An OP shall expose a connection reachable by any customer on the operator network.
2. An OP shall offer a general URL that can be constructed based on operator information available to the UE, e.g. MCC/MCN, to which a User Client can request an Edge Cloud service.	Comment by Sandra Ondrusova (CKHH - IODUK - Technology Manager): General comment to Tom: Can we change "User Client" to UC in the whole document except for the first occurrence? 
3. A UNI UC request shall include identity information and parameters:
For UE
a. UE ID, e.g. MSISDN, GPSI;
b. Application ID;
c. Location, e.g. cell-ID, TAI. The UNI request does not need to include this information if the OP knows the UE’s location.
For Non-SIM UE
a. UE ID, e.g. UUID (or equivalent)
b. Application ID;
c. Preferred network ID (For preferred OP)
d. Location, e.g. City, Latitude/Longitude (If possible). The UNI request does not need to include this information if non-SIM UE do not support location feature. OP needs to identify location in that case using non-SIM UE network information.
5.1.6.2.3 First time registration for non-SIM UE	Comment by Tom van Pelt: There's nothing on authentication here. Probably that fits between steps 1 and 2 or 2 and 3 and probably comes with a token that the UE should use on further requests (somewhat suggested in step 4). 
We should also state that the UE should store those authentication details in a secure manner.	Comment by vikram.barate: Updated - add step 2, updated step 4	Comment by Tom van Pelt: Probably the note should say that details on the authentication are out of scope because they depend on the nature of the non-SIM UE and network and cannot be covered in a generic way (a generic framework like OpenID Connect may be useful though)
UC for the non-SIM UEs shall do first-time(bootstrap) registration with the OP the on very first OP connection.
1. UC shall identify its location using device services if available. Otherwise using public IP lookup (with network utilities) and network services.	Comment by Tom van Pelt: Not sure if geographical location is in any way relevant. In the end, for the latency benefits of edge, it's the network location that is relevant with the cloudlet used being selected based on the UE's current session anchor.	Comment by vikram.barate: Removing IP lookup part to keep flow simple in this release.
Alternate approach – In case UC is not in position to find location, then OP shall do this operation based on the public IP address of the registration request.
2. Non-SIM UE shall send first-time registration request with Location information and non-SIM UE details.
Note: First time registration authentication and security details not covered in this scope.
3. OP generates unique ID for the registering non-SIM UE. OP can follow approach like UUID generation, or other proprietary mechanism to identify non-SIM UE.
4. OP registers the non-SIM UE using ID, Location and other device information shared as part of registration process.
Information shall be stored at OP for further connectivity usage.
OP can generate and share authentication/authorization information for the non-SIM UE and communicate in the response message.
5. On successful registration UC shall set the locally status as registered, and store exchanged ID and authentication details securely on non-SIM UE. 
Non-SIM UE shall use exchanged information for ID, authentication and authorization for next connections.
5.1.6.2.43            Authentication and Authorisation
The OP shall authenticate the UC and authorise the application request received through the UNI:
1. If the UE is attached to the 4/5G network, the OP may rely on user authentication by the operator. 
2. Otherwise, the OP shall interact with the network authentication elements, for instance, Authentication, Authorisation and Accounting (AAA) or Application Authorisation Framework (AAF), to authenticate the UC.
3. For non-SIM UEs, OP shall authenticate using ID and other security parameters exchanged at the time of first-time registration by non-SIM UE(section 5.1.6.2.3).	Comment by Tom van Pelt: Maybe a reference to the above section makes sense.	Comment by vikram.barate: Updated
4. An OP shall authorise the usage of the application by the UC, for example, by checking that the particular application is part of the user’s ‘package’. In addition, the OP shall provide a mechanism, such as a token, to allow efficient authorisation of subsequent interactions.
5.1.6.2.54            Cloudlet selection
The OP processes all the information from the UC, network and application requirements to select the most appropriate Cloudlet where the Edge Application is deployed:
1. An OP shall be able to obtain the UE's location by SBI interaction to operator core network elements, e.g. Gateway Mobile Location Centre (GMLC)/Access and Mobility Management Function (AMF)-NEF, and as well as the UPF/PGW associated with the UE.
For non-SIM UEs, at the time of first-time registration(bootstrap), location information will be identified by UC or OP. Non-SIM UE and OP stores this location information and refer to the same for cloudlet selection. 
Note: Non-SIM UE with mobility will be covered in future versions of the document.	Comment by Tom van Pelt: That should be a note. It probably needs to refer to mobility to other locations though which is likely not an issue if using the same network provider for access, but as stated above could become really complicated if using other networks.	Comment by Tom van Pelt: Probably also here adding a bullet in the list in section 1.2 of the PRD would make sense.	Comment by vikram.barate: add section 1.2 with updates	Comment by Tom van Pelt: That solves the issue indeed
2. An OP shall select an appropriate Cloudlet that:
a. depending on the actual UE’s location (See 1. above) and the geographical zone that the Application Developer has previously determined where its Application Clients would be,
b. satisfies the Application Developer’s statement about the requirements for data privacy,
c. meets the Application Developer’s input on requirements for QoS, and the User Client’s selection of QoS (including bandwidth and latency),
d. Takes account of the capacity and usage of the Cloud Resources (e.g. CPU and memory) at the various Cloudlets and the Network Resources (e.g. congestion),
e. The choice of Cloudlet may result in the UE needing to be redirected to a different UPF /PGW.
3. An OP shall request, through the SBI, the application to be available on the selected Cloudlet. 
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